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1.0 Executive Summary

A transformation is underway. In the last four years, the Army has experienced unprecedented
changes in its business operations and more are coming. The result will be an Army that can
produce timely, relevant, and accurate financial information that supports the highest standards
of military readiness.

To achieve this, the Army has created a financial improvement plan (FIP) that is aligned with the
Office of the Under Secretary of Defense (Comptroller) (OUSD(C)) Financial Improvement and
Audit Readiness (FIAR) Guidance to improve financial management, prioritize improvement
activities, strengthen internal controls, and ultimately achieve auditability. The OUSD(C) has
identified two major financial improvement priorities to achieve the FIAR Guidance objectives:
1. Budgetary information, as contained in the Statement of Budgetary Resources (SBR).
2. Information regarding the E&C of mission critical assets.

The other areas identified in the FIAR Guidance to reach auditability are appropriations received,
full audit (except for legacy asset valuation), and full-scope financial statement audit. The Army
has made improving the controls within the enterprise resource planning (ERP) systems an
additional focus area. Figure 1 summarizes the current focus areas and how they will result in
audit readiness.

Figure 1: Army Audit Readiness Activities
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Major Achievements for FY 2013

The Army made significant progress over the past year related to audit readiness and the
dedication of hundreds of Army personnel. Table 1 highlights major audit readiness milestones.

Table 1: Audit Readiness Milestone Dates

Major Audit Readiness Milestones Start Date  Complete
Date
GF SBR Exam #1 v v
GF SBR Exam #2 v v
GF SBR Exam #3 v 03/2014
FY2015 Schedule of Budgetary Activity 06/2014 12/2015
OM&S E&C “Quick Wins” v v
Real Property E&C “Quick Wins” (23 Installations) v 12/2013
General Equipment, and OM&S E&C 12/2013 06/2014
Real Property E&C 09/2014 03/2015

The Framework for Audit Readiness

The audit readiness efforts are guided by a detailed framework that allows the Army to identify
risk, correct deficiencies, and achieve and sustain auditability. Major phases of the Army’s audit
readiness framework include discovery and gap analysis, testing, corrective action, and
sustainment. The OASA(FM&C) manages various stakeholder relationships for the audit
readiness effort, including robust communications and training efforts.

The Office of the Assistant Secretary of the Army (Financial Management & Comptroller)
(OASA(FM&CQ)) has governance systems in place to support its audit readiness efforts.
Quarterly, OASA(FM&C) holds In-Process Reviews, Senior Leader Steering Group, and Audit
Committee meetings to engage stakeholders at all levels of the Army. OASA(FM&C) has
implemented a robust communications management effort that includes an active Army
Knowledge Online (AKO) community site, a quarterly newsletter, and an annual conference.
Personnel development engages Army commands in audit readiness and includes meeting with
Army commands to enlist their support and a comprehensive training program to educate
personnel. OASA(FM&C) has created the AADR to consolidate and maintain all discovery,
evaluation, and testing documents.
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2.0 Overview

The Army is transforming the way it does business. In the last four years, the Army has
experienced unprecedented changes in its business operations. More changes are coming as the
Army works toward standardizing its business practices and improving internal controls. The
result will be an Army that can produce timely, relevant, and accurate business and financial
information that supports the highest standards of military readiness.

Congress requires the Department of
Defense (DoD) to have audit ready P :
financial statements by 2017. Former SucceSSfUI .aUdItS
Secretary of Defense Leon E. Panetta will help us improve
assured Congress that all of the the Department’s
Services will have auditable Statements management and it
of Budgetary Resources (SBR) by 2014 will also demonstrate
?_nd wi_lllac;h:eve altJst rez%dlige?:s for atll that the DoD

inancial statements by . Curren ‘L
Secretary of Defense Chuck Hagel manages_the public’s
reiterated this priority in his 2013 money with the same
Financial Accountability message. competence and

accountability that

Army leadership is committed to these we bring to our
audit readiness goals. They have military operations.
communicated that improved financial —Secretary of Defense
operations and strengthened fiscal Chuck Hagel
stewardship are now top priorities
throughout the Army in strategic
documents such as the Secretary’s Top Priorities list and the Army Campaign Plan.

2.1 Background

Over the years, Congress has enacted legislation to define and shape the federal financial
management landscape. These laws have initiated and guided Army financial improvement
efforts. The most frequently referenced legislation and requirements are described in the table
below.

Table 2: Financial Legislation and Requirements

Federal Managers’ Authorizes Government Accountability Office (GAO) to prescribe

Financial Integrity Act standards of internal control. It also requires agency heads to establish a

(FMFIA) of 1982 system of internal controls, annually evaluate the effectiveness of those
controls, report identified weaknesses, and implement corrective action
plans.

Chief Financial Officers Requires federal agencies to annually prepare auditable financial
(CFO) Act of 1990 statements.

Government Performance | Requires agencies to report on and measure progress towards established
and Results Act (GPRA) goals, including financial management goals.
of 1993

Government Management | Extends the requirements of the CFO Act to include agency-wide reports
Reform Act (GMRA) of from all major executive branch agencies and their components and for the

3
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Table 2: Financial Legislation and Requirements

1994 government as a whole.

Federal Financial Along with the Clinger-Cohen Act of 1996, requires that agencies
Management Improvement | implement information systems capable of producing auditable financial
Act (FFMIA) of 1996 statements by applying relevant accounting standards.

GPRA Modernization Act | Extends GPRA requirements to include several significant updates to the
of 2010 government-wide performance framework and agency level strategic and

performance planning and reporting requirements, such as quarterly
progress reviews of agency priority goals.

OMB Circular A-123 - Defines and clarifies federal managers’ responsibility over the
Management’s establishment of an ongoing assessment of internal controls. The circular
Responsibility for Internal | also requires federal managers to provide specific assurance on the
Control effectiveness of internal control over financial reporting.

In addition to these Federal laws and pronouncements, several DoD- and Army-specific
directives require financial improvement. Secretary Panetta issued a memorandum on

October 13, 2011 accelerating DoD’s audit readiness efforts by moving the milestone to have an
auditable general fund SBR to FY 2014.

Prior directives include the Under Secretary of Defense (Comptroller) (USD(C)) memorandum
dated August 11, 2009 and the Secretary of the Army memorandum dated February 18, 2011.
The USD(C) memorandum re-focuses DoD Components’ financial improvement and audit
readiness efforts by requiring Components to improve financial information and processes most
widely used in managing DoD. Budgetary information and processes (culminating in the SBR)
and verification of the E&C of mission critical assets are DoD’s priorities. The Secretary of the
Army’s memorandum makes clear that all Army personnel—both within and outside of the
financial management practice—are responsible for audit readiness activities. The memo also
outlines the audit examination process and preceding audit readiness assistance available to
Army organizations. These memorandums define the audit environment and shape DoD’s
approach to achieving and sustaining auditability.

Compliance with these laws and directives requires the cooperation of financial and functional
managers in integrating their processes and systems. Federal agencies that have accomplished
this are more likely to achieve an unqualified audit opinion. Such an opinion serves as both a
report card of how agencies have successfully aligned their financial processes and systems and
as a message assuring management and external stakeholders they can rely on the financial data
for decision-making purposes. An unqualified opinion is the desired result of an audit but the
audit process itself is a useful tool to measure an organization’s operational effectiveness.

2.2 FIAR Guidance and OUSD(C) Priorities

The OUSD(C) FIAR Guidance articulates the comprehensive DoD-wide strategy and
methodology for improving financial management, prioritizing improvement activities,
strengthening internal controls, and ultimately achieving auditability. The Army FIP complies
with the OUSD(C) FIAR Guidance to ensure consistent and timely progress by the Army in
achieving DoD-wide goals.
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To achieve the OUSD(C) FIAR Guidance objectives, the OUSD(C) has identified two major
financial improvement priorities:

e Budgetary information, as contained in the SBR.

e Information regarding the existence and completeness of mission critical assets.

OUSD(C) has formulated a comprehensive strategy with a critical path that allows DoD to focus
on improving the information most useful to management, while moving closer to the ultimate
goal of achieving and sustaining auditability. The critical path includes:

Appropriations Received Audit

SBR Audit

Mission Critical Assets E&C Audit

Full Audit except for Legacy Asset Valuation

Full-Scope Financial Statement Audit

Each DoD Component must perform the activities prescribed by the FIAR Guidance to address
each of the OUSD(C) priority areas. DoD Components have the ability to identify various
assessable units, which are smaller, more manageable combinations of material transactions or
financial statement line items. The OASA(FM&C) is responsible for defining assessable units
and ensuring adequate coverage of all OUSD(C) priority areas, as defined in the FIAR Guidance.

The FIAR Guidance defines a series of standardized phases that all reporting entities must follow
to achieve audit readiness. The methodology currently focuses on the identification and
implementation of key control objectives (KCOs) and key supporting documents (KSDs).
Meeting the OUSD(C)-defined KCOs, coupled with comprehensive risk assessments, allow
reporting entities to effectively design or identify existing control points within their business
environments. The identification and collection of KSDs allow reporting entities to better
evaluate the effectiveness of controls, substantiate recorded account balances, and provide
auditors with key supporting documentation required during an audit.

Updates to the OUSD(C) FIAR Guidance in March 2013 included several significant changes.
One of these changes is the incorporation of financial reporting objectives into the report and the
relationship with key supporting documents. In addition, the OUSD(C) updated the management
assertion letter template, as well as the DoD service provider requirements. The FIAR Guidance
is located at: http://comptroller.defense.gov/fiar/documents/FIAR_Guidance.pdf.

2.3 Army Achievements to Date

2.3.1 SBR Accomplishments
Pursuant to Secretary Panetta’s directive to have an audit ready SBR by 2014, the Army
accelerated its efforts in FY 2013 and achieved the following:

e Began a ‘mock audit’ of all material GFEBS activity in July 2013.

e Executed monthly internal control tests of design and operating effectiveness of SBR

business processes, including all material GFEBS activity.

e Facilitated training across all Army Commands for all SBR business processes.

e Finalized procedures and infrastructure for substantive testing.

e Conducted initial SBR substantive testing.

5
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e Analyzed GFEBS data to refine population identification, sample selection, and
corrective action identification.

e Established a process for testing of Military Payroll internal controls on a monthly basis
in conjunction with the SBR testing cycle.

2.3.2 E&C Accomplishments

OASA(FM&C) has performed substantive and internal controls monthly testing activities across
the Army in FY 2013. The scope of the E&C efforts includes General Equipment, OM&S, and
RP. Through monthly testing activities, the Army has:
o Identified and implemented corrective actions for retaining key supporting
documentation and gaps in the operating effectiveness of internal controls.
e Enforced and implemented effective quality control review programs, such as the
Command Supply Discipline Program (CSDP).

Another major E&C accomplishment in FY 2013 includes:
e The Army began an examination of the RP E&C “Quick Wins,” which includes buildings
and structures at 23 installations, in July 2013 by an external auditor. This is the first RP
audit of any kind of the Military Services and marks a significant accomplishment.

Included in Army’s E&C audit readiness efforts are Active Installations Defense Environmental
Restoration Program (DERP) environmental liabilities (EL). The Army is working with
OUSD(C) to establish an audit readiness assertion and examination plan for Army’s Active
Installations DERP EL that compliments OUSD(C)’s priorities and advances the Army’s efforts
to meet the Congressionally mandated 2017 audit readiness deadline.

2.4 FY 2014 Major Milestones

The upcoming fiscal year has two major milestones:
e SBR: the Army will achieve audit readiness of the GF Schedule of Budgetary Activity
(SBA) by June 30, 2014. The audit will begin in FY15 on current year transactions.

® E&C: the Army will achieve audit readiness for GE, and OM&S by December 31, 2013
and RP by September 30, 2014.
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3.0 Army Audit Readiness Framework
The major phases of the Army’s audit readiness framework align with the OUSD(C) FIAR
Guidance and include:

e Discovery and gap analysis

e Testing

e Corrective action

e Sustainment

3.1 Discovery and Gap Analysis

The purpose of this phase is to perform risk assessments, define the current and audit ready state
of business and financial operations, and perform initial evaluation of controls. The
OASA(FM&C) conducts discovery and evaluation activities to verify budgetary receipt, control,
distribution, execution, and reporting business processes. Audit readiness preparation meetings
assist Army personnel in preparing for an independent audit of their business and resource
management processes. The focus of these meetings is to familiarize Army personnel with the
audit readiness process and answer questions pertaining to milestones. OASA(FM&C)
coordinates with all Commands to obtain concurrence on business process documentation, then
identifies and documents risks and control points, focusing on interfacing systems, and
application and general controls.

OASA(FM&C) also conducts risk assessments and identifies corrective actions to improve the
Army’s budget execution and financial reporting processes. This evaluation is performed in a
manner similar to an audit, where organizations responsible for business transactions provide
supporting documentation at the request of OASA(FM&C). This phase makes OASA(FM&C)
aware of weaknesses and deficiencies that must be remediated prior to the assessable unit
becoming audit ready.

3.2 Testing

The testing phase of the Army’s audit readiness framework includes internal controls tests,
including design of procedures performed, identification of populations, and sample selection
pursuant to the DoD FIAR Guidance. The tests of controls include evaluating both manual and
automated controls, including information technology general and application controls, and are
limited to key internal controls designed to prevent and/or detect material misstatements or
instances of non-compliance. The tests evaluate both the design and operating effectiveness of
implemented controls. If the number of exceptions exceeds the acceptable number during sample
controls testing based on the FIAR Guidance, OASA(FM&C) concludes that controls are not
designed or operating effectively and identifies corrective actions to address the failure.

Included in this phase is monthly internal controls and substantive testing for SBR, GE, OM&S,
and RP. These tests simulate the audit process so that Army personnel gain exposure to the process
of an actual financial statement audit. Additionally, by testing controls on a monthly basis, the
Army is able to spread the level of effort into manageable portions. The Army tests the controls
within the budgetary processes as they occur within the GFEBS environment. Additionally, the
Army began testing Military Pay controls in Quarter 3 of FY2013.
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Monthly E&C internal controls and substantive testing began in October 2012 with GE and
expanded to OM&S and RP in FY2013. The existence and completeness of assets are two of the
five financial statement assertions that financial statement auditors test. The Army must ensure
that assets recorded in an accountable property system of record (APSR) exist (existence) and
assets located at installations and commands are recorded in an APSR (completeness).

3.3 Corrective Action

The next phase involves developing and implementing solutions to rectify weaknesses and
deficiencies identified during the discovery and testing phases. OASA(FM&C) creates FIP tasks
that detail how Army personnel should address weaknesses identified in the discovery and
testing phases. These tasks include specific action items, detailed timelines, and required or
committed resources necessary to implement the audit ready environment.

The implementation of corrective actions is an important aspect of audit readiness and everyone
within the Army organization has a role to play. OASA(FM&C) communicates the corrective
actions to Command and installation personnel, who are responsible for implementing the
appropriate corrective actions. Internal Review collaborates with Commands to monitor the
implementation efforts.

3.4 Sustainment

The Sustainment phase involves maintenance of the audit readiness state. To validate audit
readiness of SBR and E&C business processes, OASA(FM&C) performs periodic testing of
internal controls as required by OMB Circular A-123, Appendix A. Issues identified during
sustainment are addressed in a timely manner so the sustainment of the audit ready environment
is not impacted. Corrective actions to issues identified in the sustainment phase must be
implemented prior to the next reporting or audit cycle. In addition to testing, audit readiness
training is available for all SBR and E&C business processes. The training provides the Army
with a comprehensive controls-based curriculum that focuses on corrective actions.
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4.0 Implementing the Audit Readiness Framework

In FY 2012, the Army expanded the resources available to the field to facilitate implementation
and help them understand, at a detailed level, how to ensure that internal controls are in place
and designed and operating effectively at their organization, including:

Table 3: Army Audit Readiness Resources for Implementation

Audit The Audit Readiness Command and Installation Guide is the starting point in
Readiness audit readiness. The purpose of this guide is to assist Army commands and
Command and | installations in becoming audit ready. It provides an overview of audit
Installation readiness and descriptions of key supporting resources available to commands
Guide and installations for becoming audit ready. Users can find summaries of key

internal control activities identified for each command and installation,
including authoritative guidance and/or policies related to the internal control
activities and internal control deviations discovered by Army audit readiness
teams during testing.

Commanders’ | Details the basic actions every Commander must be aware of and their

Checklist organizations must take to enable and sustain audit readiness.

Control List all identified internal control activities for all Army business processes.

Catalogs Control activities mitigate risks in business processes and can be manual or
automated.

Business Business process narratives and flowcharts provide a description of how

Process personnel perform a specific business process, the risks the process poses to

Narratives and | the financial statements, and the controls required to mitigate the risks.
Flowcharts

Process Process training covers the purpose of and how to implement SBR and E&C
Training internal control activities.

Implementing the Framework covers more than just SBR and E&C. Audit readiness efforts also
focus on improving the information technology systems that manage the resources related to the
financial statements. The sections below provide the details on how each of these areas will be
addressed and the milestones reached.

4.1 Statement of Budgetary Resources

In accordance with the FIAR Directorate goals and objectives and the National Defense
Authorization Act (NDAA) for FY 2010, the Army initiated a General Fund SBR discovery and
evaluation effort in March 2010. The original plan for SBR was to undergo four examinations by
an auditor and assert audit readiness by FY 2015.

The first major SBR milestone the Army achieved was the unqualified opinion from an external
auditor on August 19, 2011 for General Fund Appropriations Received, covering about
$201 billion of FY 2012 appropriations.

In FY 2012, the Army updated its audit readiness plans based on Secretary of Defense Leon E.
Panetta’s “Improving Financial Information and Achieving Audit Readiness” Memorandum
dated October 13, 2011. This memo directed all Services to achieve audit readiness of the SBR
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by the end of FY 2014. As a result, the Army now has only three exams to prepare for the
assertion in 2014.

Table 4: SBR Milestones

SBR Milestones Tested \Corrected\v"é{“dated

eady

GF SBR Exam #2 - GFEBS Wave 1 & 2 Sites (9 installations / 18

resource management offices and DFAS; 9 processes and GFEBS 4 v v

controls)

GF SBR Exam #3 — All material GFEBS activity plus MILPAY;

GFEBS and GCSS-Army IT general and application controls; LMP| v/ v 03/2014

interface controls; DFAS processes, controls, and systems

GF FY 2015 Schedule of Budgetary Activity 03/2014| 06/2014 | 12/2015

Fund Balance with Treasury 4 06/2014 | 09/2014

Tested = Completion of discovery efforts

Corrected = Complete tests of corrective actions and assert audit ready

Validated Ready = IG / IPA opinion on audit readiness assertion

By integrating the GFEBS deployment with SBR discovery and gap analysis site visits, the
Army validates its business processes and quickly discovers system or process deficiencies in the
GFEBS environment.

The OASA(FM&C) has identified risks, controls, and potential weaknesses during their review
of the Army budget execution processes, using past Government Accountability Office (GAO),
Department of Defense Office of the Inspector General (DoD OIG), and Army Audit Agency
audit reports to guide their work. In addition, the Army developed test plans based on the key
control objectives included in the OUSD(C) FIAR Guidance, as well as the key controls
identified within the GFEBS environment.

Along with performing discovery, gap analysis, and training site visits at GFEBS locations, the
Army, jointly with the Defense Finance and Accounting Service (DFAS), is conducting

discovery, gap analysis, and testing for the Civilian Pay, Military Pay, Financial Reporting, and
Fund Balance with Treasury, to include the Collections and Disbursements, business processes.

4.1.2 SBR Exam 1

The Army asserted audit readiness for SBR Exam 1 in June 2011. The exam covered manual
controls at three GFEBS Wave 1 sites—Forts Benning, Jackson, and Stewart—for the following
five processes:

Civilian Permanent Change of Station (PCS) Travel

Funds Receipt, Distribution, and Monitoring

Contracts executed in the Standard Procurement System

Temporary Duty (TDY) Travel executed in the Defense Travel System

Reimbursable Transactions—Inbound & Outbound

10
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The auditor issued a qualified opinion in November 2011, which marked a significant milestone
for the Army. The scope of the examination included an assessment of the design and operating
effectiveness of internal controls at the Wave 1 sites (for U.S. Army Installation Management
Command (IMCOM), U.S. Army Training and Doctrine Command (TRADOC), and U.S. Army
Forces Command (FORSCOM) only) among an assessment of other management assertions. The
auditor recommended civilian PCS travel be removed as a process to evaluate because the funds
associated with this process were not material; therefore, PCS is not included in future audit
readiness activities or exams.

4.1.3 SBR Exams 2 and 3

The Army continued its iterative approach to examination to achieve audit readiness for the SBR
in FY 2013 with Exam 2 concluding and Exam 3 commencing later in the fiscal year.

In April of 2013, an external auditor finalized its report on the Army’s second examination of
the General Fund Combined Statement of Budgetary Resources (GF SBR). The auditor’s
findings were consistent with findings previously identified by the OASA(FM&C). During
Exam 2, the scope of work included 19 fund centers across 10 installations, nine business
processes, integrated DFAS end-to-end processes, and GFEBS IT General Controls. In
conducting their work, the auditors noted three material weaknesses, including Journal
Voucher (JV) Processing, Supporting Documentation, and GFEBS IT General Controls. In
addition, the lack of evidence related to the implementation of internal controls was noted as
a significant deficiency.

Exam 2 was a great learning experience for the Army, identifying the key areas of focus for
corrective action implementation. In addition, the auditor’s work reaffirmed that the Army’s
control environment is properly designed. Moving forward the Army must proactively
address control and documentation deficiencies and support the accuracy and completeness
of sample amounts recorded in the general ledger. For further insight into Exam 2, the
OASA(FM&C) has provided a lessons learned matrix to all Exam 2 participants and has
posted it to the Army Audit Readiness AKO website for review.

With efforts related to Exam 2 now complete, the Army used this information to further
improve its processes in preparation for Exam 3, which began in July 2013. This exam will
most closely mimic the SBA audit to be conducted in FY2015. The Exam 3 result