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Overall Audit Readiness Update

Presenter:

Mr. Tom Steffens, Director, Accountability and Audit Readiness

Accountability & Audit Readiness: Sustaining Army’s Strength




Financial Improvement is a Top Army Priority

Priority at All Levels

Congress, DoD, and Army leadership are focused on improving
business processes and achieving auditable financial statements.

A Major Department of Defense Initiative

Affirmed commitment to achieving audit readiness during his confirmation hearing
in January 2013. Agreeing that audit readiness is an essential priority, he will

continue “to ensure we make that deadline of 2017 on the audits.”
— Defense Secretary Chuck Hagel

Link to the SECDEF DoD Financial Accountability Message: http://comptroller.defense.gov/FIAR/

Implemented within the Army

“Leaders at all levels are “We will continue to review
responsible for instilling proper monthly testing results as we
levels of discipline and oversight prepare for audit next year... Your
into all business processes within leadership and attention to this
their command.” work is required to ensure we are
— Chief of Staff General Raymond Odierno prepared and successful.”
— Vice Chief of Staff General John Campbell

J
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Supporting Efforts for Change Management

U.S.ARMY

Supporting Efforts Help the Army Address GAO’s Six Challenges to DoD Auditability
=Sustaining continuous leadership = Well-defined business architecture
=»Competent FM workforce = ERP Systems
=Accountability and oversight = Internal Controls

J

= Sustaining continuous leadership = Accountability & Oversight

— SECDEF directive — SES performance plan requirement

— Active engagement and directive memoranda — Army governance

from SA, CSA, ASA(FM&C) * In-Process Reviews (GS-14/15)

— Army Audit Readiness Strategy  Audit Committee Meetings (SES/GO)
= Building a competent workforce * Internal Review Workgroup

— Command Audit Readiness Guide * Participation in OSD Governance

— AKO Audit Readiness Site = |nternal Controls

— Audit readiness training — Installation-level process and control

— Annual FIP Workshop assessments

— FIP Report newsletter — Corrective action implementation
= Well-defined architecture / ERP Systems — Business process and controls training

— OBT and PEO-EIS actively engaged - I;(z;il:\sging IR to assess controls and corrective

— ERP auditability assessments . o _ .
— Instilling discipline and compliance with current

policies
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Executing the Financial Improvement Plan (FIP)

- h

o -

Statement of Budgetary Resources (SBR) Information is
= Funds Receipt, Dist., and = Financial Reporting ® Assess h timely accurate
Monitoring = Contractual Services: d tati ) 2
= Payroll (Civ & Mil.) - Reimbursable Out »‘ ocumentation, relevant
= Acquisition of Assets (MIPRs) processes, and
= Reimbursable Inbound - Purchase Cards internal controls = Standard processes
* Grants, Cooperative - Supply Requisition = Effective internal
Agreements, Subsidies, - Contracts . Implem.ent . el
Contributions, and - Other corrective actions =]
el = Establish effective :
.= FBWT* / Disb. & Collect. p ) documentation
~ internal controls = Accurate, timely,
) . . . )
Existence and Completeness (E&C) Assess financial reliable and
*Operating Materials and Supplies (OM&S) . accuracy ) financial data
-
=Real Property (RP)
=|nventory £
J Army is
) .
Enterprise Resource Planning \ auditable
(ERP) Systems = Assess system
sGeneral Fund Enterprise Business System (GFEBS) * controls Compliant Systems
= Global Combat Support System—Army (GCSS-A) = Correct control (FFMIA, FISCAM**)
= Logistics Modernization Program (LMP) e EREiEs
\ = Integrated Personnel and Pay System—Army (IPPS-A) J

* Fund Balance with Treasury; ** The Federal Financial Management Improvement Act and Federal Information System Controls Audit Manual
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Types of Audit Opinions

Unmodified* L Financial statements are presented fairly in accordance with the
applicable financial reporting framework (e.g., U.S. GAAP), thereby
providing reasonable assurance that the financial statements are free of
material misstatements. (Also referred to as a “Clean Opinion”.)

L Financial statements are presented fairly in accordance with the
applicable financial reporting framework (e.g., U.S. GAAP) except for the
effects of a certain matter(s) (e.g., misstatements are material but not
pervasive).

L Financial statements are not presented fairly in accordance with the
applicable financial reporting framework (e.g., U.S. GAAP) because of the
significance of a certain matter(s) (e.g., misstatements are both material
and pervasive).

Auditor was unable to obtain sufficient appropriate audit evidence to
provide a basis for an audit opinion because of the significance of a
certain matter(s) and accordingly, the auditor cannot express an opinion
on the fair presentation of the financial statements.

*The American Institute of Certified Public Accountants (AICPA) replaced the term “unqualified” with the new term “unmodified.” In addition, the AICPA
collectively refers to qualified opinion, adverse opinion, and disclaimer of opinion as “types of modified opinions.” These changes are effective for audits of
financial statements for periods ending on or after December 15, 2012.

GAAP: Generally Accepted Accounting Principles
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The Road to 2017: Our Progress, Challenges, and Way Ahead

U.S.ARMY

SBA Exam lll Audit Report
— Service provider involvement
= Enterprise Resource Planning
— GFEBS and review of feeder systems
— Review of end user controls (i.e., SSAE 16)
= Audit Etiquette
— Responsiveness and flexibility to audit requests
— Knowledge sharing with Audit Readiness Directorate
— Review of testing results and development of corrective actions
= Command Experience
— ARCENT and USACE lessons learned
= LIA Testing Approach and Highlights
— Interactive Audit Guide and root cause analysis
= Available Resources
— Training (i.e., online and instructor-led) and AKO (e.g., Audit Support Handbook)
— IR Community
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GF SBA and E&C Updates

Presenter: Mr. William Roberts, Director, GF Audit Readiness
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Army Audit Readiness Timeline

Dec Apr Jun Nov Dec Mar Apr Jun Sept Oct Mar
2012 2013 2013 2013 2013 2014 2014 2014 2014 2014 2015

2017

#3
Assertion

GF SBR Exam : GF SBR Exam | % : FY 2015
#2 : #3 : SBA Audit Full Audit
Audit Report GF SBR Exam Audit Report Begins Readiness

Assertion

)

RP E&C Quick* : RP E&C Quick e RP E&C
Wins 5 Wins . Assertion Audit Report
Assertion : Audit Report | = E 5
: : : : GE E&C :
. - = = Audit Report :
: OM&S E&C GE E&C . .
Quick Wins Assertion OM&S E&C OM&S E&C I
. Audit Report Assertion Audit Report

O- Underway

2 : :
L d . "
< GF SBR Exam . GF SBR Exam :
(] . .
£ #2 : #3 :
9 Audit Report: Audit Report: * - CO m p Iete
3 GFEBS . GFEBS, GCSS- .
v} : Army, LMP* :
g : rmy :
o . .
o . .
L . .

GF SBR: General Fund Statement of Budgetary Resources SBA: Schedule of Budgetary Activity E&C: Existence & Completeness
ERP: Enterprise Resource Planning OMA&S: Operating Materials & Supplies RP: Real Property GE: General Equipment
“Assertion” means Army is ready to be audited *Limited to LMP-PADDS-GFEBS interface controls only
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SBA Progress

The SBA provides information on how budgetary resources
were made available and how they were executed.

Completed:

Received unqualified audit opinion on
Appropriations Received in August 2011.

Received qualified audit opinion on GFEBS Wave 1
installations in November 2011.

Rolled out SBA realignment of processes and
controls in February 2013.

Revised and published realigned training & process
documentation, and SBA Control Catalog on AKO.

Asserted audit readiness for GFEBS Wave 1 & 2 fund
centers on 30 June 2012.

Substantive testing resumed in February 2014.

Completed discovery and realignment of assessable
units/processes and Military Pay.

Received audit report in April 2014 for validation of
SBA Exam 3 assertion (submitted in June 2013).

Accountability & Audit Readiness: Sustaining Army’s Strength

SBA sections:
=Budgetary Resources Received

=Status of Budgetary Resources
=Change in Obligated Balance
=Qutlays

Processes: \

=General

=Contractual Services/ Acquisition
of Assets

=Civilian Payroll

=*Reimbursable Inbound
Transactions

=*Grants, Cooperative Agreements,

Advances

=Military Payroll

Subsidies, Contributions and
=Other /
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SBA Progress (cont.)

Underway:

= Developing and implementing corrective actions to address findings from
SBA Exam 3 report in preparation for audit, scheduled to begin October 1,
2014.

= Conducting centralized monthly internal control and substantive testing for
all Army GFEBS fund centers and Military Payroll.

= Began Army-wide testing of the Grants, Cooperative Agreements, Subsidies,
Contributions, and Advances business process.

= Developing comprehensive reconciliation solutions to ensure feeder systems
data reconciles to the general ledger.

= Continue analyzing GFEBS data to refine population identification and sample
selection.
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Existence & Completeness (E&C) Progress

E&C verifies existence (book to floor) and completeness
(floor to book) of mission critical assets.

Completed:
P
= Achieved positive audit opinion from DoD IG in April 2013 on _

, o ., . ) . ) Current asset categories:
Army’s OM&S “Quick Wins” assets, including the Javelin, Hellfire, FESEENSEFTRimsies
and TOW assets. =Inventory
=Received a clean audit opinion from an IPA on the E&C "Operating Materials and

Supplies (OM&S)

assertion over Real Property “Quick Wins” in November 2013. =Real Property (RP)

=Asserted to the E&C of GF General Equipment in December
2013.

Underway:

=Preparing to assert audit readiness of the E&C of Real Property and OM&S in
September 2014.

=Support DoD OIG examination in validating the GE E&C assertion (December 2013),
upon official notice to proceed. Report expected in 15t Quarter, FY 2015.
=Performing internal controls and substantive testing on a monthly basis.
=Developing and implementing corrective actions to address findings from monthly
testing.
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Existence & Completeness (E&C) Progress (cont.)

Underway:
=|dentifying and correcting inconsistencies in document retention controls.

sEnforcing and implementing effective quality control review programs such as the
Command Supply Discipline Program (CSDP).

=Refining the financial reporting process to use accountable property system of record

(APSR) (GFEBS for RP; PBUSE for GE; LMP and SAAS MOD for OM&S) data on financial

statements.

= Regular tracking and communication of metrics with ACSIM detailing status of
Command progress in implementing corrective action plans.
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Link Between Audit Readiness and an Audit

Discovery Narratives and Flowcharts

Audit Risk = Inherent Risk,

Risk AnalySIS InErent £l Eoriiel (sl Control Risk, and Detection Risk

Tests of Design (TOD), Tests of Operating Effectiveness (TOE),

et
Testing and Substantive Procedures
To Prepare an Assertion To Support the Auditor’s
Package Opinion
. Assertion Package and Audit Report (Opinion) and
Final Products Corrective Actions Management Letter

* Limited substantive testing procedures are typically performed during audit readiness.

Accountability & Audit Readiness: Sustaining Army’s Strength



Comparing Internal Controls and Substantive Testing

Internal controls testing and substantive testing
have different objectives.

Internal Control Testing Substantive Testing

(Enables prevention/detection of possible (Identifies actual misstatement)
misstatements)

Determine if goals and objectives are Determine accuracy of financial

being achieved in a process. statement line item balances.
Determine if risks are being Determine if documentation exists
mitigated effectively. to support transactions recorded in

general ledger accounts.

Determine if significant errors Determine if infrastructure exists to
and/or misstatements are being support an audit.
prevented or detected.

Accountability & Audit Readiness: Sustaining Army’s Strength 16



Achieving and Sustaining Audit Readiness

.S.ARM

= Conduct periodic (e.g., monthly) testing of key internal controls

= Examine test results: Are key controls in place and operating as
designed?

= Report results through proper chains of command
= Develop, implement, and monitor corrective action plans
= Conduct follow-up testing to verify remediation of controls

= Address findings and recommendations from IPA / DoD OIG
examinations and audits

= Engage support of Internal Review Offices

Bottom Line: The approach for achieving audit readiness is
essentially the same for sustaining an auditable environment.

Accountability & Audit Readiness: Sustaining Army’s Strength




Army Corps of Engineers

Experience and Lessons Learned
Presenter: Mr. William Holtzman, USACE

Accountability & Audit Readiness: Sustaining Army’s Strength




FY14 Army In Process Review
1 May 2014

William L. Holtzman

Finance & Accounting Policy
Directorate of Resource Management
US Army Corps of Engineers

®

US Army Corps of Engineers
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Agenda

USACE Structure Overview

USACE Audit History

Results of FY13 CW Financial Statement Audit
Review of Significant Deficiencies

OMB A-123 Appendix A Program

FY14 Civil Works Audit Plan

FY14 Military Readiness Actions

Questions

®
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Support to the Army and the Nation
USACE Mission Areas

Global War on Terror (GWOT)

» .
... a -. P .- -..

BRAC (

» a a »
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USACE Contributions to the Economy and the
Environment

Recreation areas
368 M Visitors/yr
Generate $15B in

12,000 miles of
Commercial Inland

Vs of Nation’s
Hydropower:

economic _ Waterways:
activity, $500M + in %2 the cost of rail
500,000 jobs power sales 1/10 the cost of

trucks

926 Shallow &
Deep Draft
Harbors

#1 Federal Provider
Of Outdoor Recreation
54,730 Miles Of Shoreline
at USACE Lakes

Stewardship of
11.7 Million Acres

S Public Lands
Ay 4, N
A
’ 137 Major Environmental
Restoration Projects
USP ’
Corps Maintained Ports Provide Strategic Deployment Capability BUILDING STRONG,,

Foreign Trade Through Harbors Creates > $850M Tax Revenues 22



Corps Financial Management

Electronic
Signatures

for less paper
& better
internal control.

Compliance with Statutory and Regulatory
requirements and the elimination of separate
accounting departments

4 Corps of \«
Engineers | gV
Financial
Management|——__Revolving Funo
System

\_ ) Reimbursable

Real time

Source data entry management

and funds
control

Multi-level
processing

DETEAI\:I;\{IASSE @
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USACE Audit History

= FY93 to FY96 — AAA issued disclaimers for all
statements.

= FY97 to FY00 — AAA issued disclaimers for all
statements.

« FY97 — AAA issued unqualified opinion on pilot test of Southwest
Division statements.

= FYO1 to FY05 — DoDIG took over audit
responsibility and issued disclaimers.

= |ssued numerous reports citing problems in CIP, Building and
Structures, Equipment, Depreciation, Accounts Receivables and
Payables, FBWT, Compilation and Systems Security.

®
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USACE Audit History

» FY06 — FY0Q7 — DODIG issues a Qualified
Audit Opinion
» Qualifier was PP&E

= FY08 — FY10 DODIG issues Unqualified
Opinion

* FY11 - FY13 — KPMG issues Unqualified
Opinion

®
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Key Milestones to Opinion

= DoDIG/USACE Memorandum of
Agreement (MOA) on support for older
assets

= CFO “Get Well Plan”

= AAA validation review of Balance Sheet
and “Other Statements”

®
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DoDIG/USACE PP&E MOA

Purpose: Develop alternative methods to support the
acquisition and capitalized improvements for real and
personal property

= Signed June 9, 2004 by DoDIG and USACE in coordination

with GAO

» Allowed for use of other internal documentation to support

values of older assets (i.e., engineer estimates and legacy
system conversion spreadsheets)

» FASAB 35 “Estimating the Historical Cost of General
Property, Plant and Equipment”

» Qur method published in implementation guide to FASAB 35

(Agency C)

» Validated by KPMG before they signed the opinion

27 BUILDING STRONG



FY2005 “CFO Get Well Plan”

Identify Regional CFO lead for CFO Compliance
Train Regional PDT leaders

Regional CFO Leaders form Regional PDTs to
ensure all districts complete corrective actions NLT
31 Jul 05

Regional PDT’s validate corrective actions are fully
complete

MSC/Center Commanders assert MSC readiness to
CG NLT 30 Sep 05

AAA/HQUSACE validation reviews at selected
Districts

®
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AAA Validations of Statements

Non-Balance Sheet (Completed October 2004)

= Performed by AAA

= Review of all business cycles (Purchase, Billing, Budget,
and Payroll)

Balance Sheet (Completed November 2005)

= Performed by AAA
= Review of CFO Balance Sheet corrective actions

Both conclusions supported assertion of audit readiness

®
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Managing the Audit

FY08
USACE FY13
Achieves USACE
1st Clean Achieves 6th ‘ No Material
Audit Consecutive Weakness
Opinion Clean Audit
Opinion

FY05
PP&E MOA
FY06 | FYO7 | FY08 | FY09 FY10 FY11 | FY12 | FY13
# of Auditors 190 100 75 60 60 50 45 40
FY98 FY06/07 Duration (mos) 22 12 8 8 8 8 8 9
CEFMS USACE
Fully Achieves Sample Sizes 14.6K 4.4K 3.1K 10.0K 5.9K 29K 2.2K 1.8K
Deployed Qualified Manpower to 100 100 100 100 100 100 100 100
EYOT Opinion Support Audit FTE FTE FTE FTE FTE FTE FTE FTE
DODIG Cost s06 | $11.3 | $107 | sso | s78 | ss2 | s83 | sse
takes over (in Millions)
Auditor Role Audit Firm PwC PwC PwC | KPMG | KPMG | KPMG | KPMG | KPMG
# Mat. Weak. NA 5 1 5 4 1 0 0
FY93 # Sig. Def. NA 5 5 2 2 3 3 3
1st CFO Audit of # Legal Req't. NA 4 3 6 3 3 3 2
CW (via USAAA) Non-conform.
* All costs are only contract cost for PwC or KMPG. Does not include in-house labor to support audit and remediation.
6 Consecutive Clean Audit Opinions
®
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Meeting the Accelerated Timeline

Milestone/Action Resggptflible Date
USACE provides all 30 Sept universes USACE 3-Oct-2014
KPMG provides last round of samples KPMG 8-Oct-2014
USACE provides all sample documentation USACE 17-Oct-2014
FINAL "Online" USACE FS & notes (OSD) USACE 20-Oct-2014
KPMG will submit all audit adjustments KPMG 29-Oct-2014
UFC issues FINAL "Offline" FS to KPMG / IG USACE 9-Nov-2014
KPMG/DoD OIG issues Audit Report DoD OIG 15-Nov-2014

®
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FY2013 Financial Statement Audit

= Received our 6™ consecutive unqualified opinion
on the financial statements on 15 November

2013
= No Material Weaknesses identified
» Three Significant Deficiencies
» Financial Management Systems
» Financial Reporting and Oversight

» Property, Plant and Equipment

®
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Report on Internal Control
Weaknesses

Quantitative/Qualitative Likelihood of Misstatement
Magnitude of
Actual or Potential Remote Reasonably Possible
Misstatement (“Slight™) (“More than Remote”)

< Inconsequential

(“Clearly immaterial”) Control Deficiency Control Deficiency

> Inconsequential;

< Material Control Deficiency RESilelaliiler-41 @] {[e(-1 [0V

> Material Control Deficiency Material Weakness

®
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Significant Deficiencies

= General Property, Plant and Equipment
» Financial Reporting and Oversight

* Financial Management Systems

®
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Property, Plant and Equipment

= | ack of controls over construction assets
» Assets not transferred timely

» CIP Quarterly Reviews not effective

= | ack of timely and complete review of Asset
Reconciliation Reports

®
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Financial Reporting and Oversight

= |nternal control deficiencies related to
undelivered orders and our tri-annual review

= Journal Voucher, preparation, review and
approval

* Funding of the Washington Aqueduct (96X6094)
= Operating Materials and Supplies

» Defense Reutilization and Marketing Office

= Environmental Liability Estimates

= Review of Lease Agreements
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Financial Management Systems

Combination of ACE-IT, CECI and UFC

Weaknesses in policy & procedures for security
& configuration management & access controls

KPMG has identified critical issues

KPMG stated they may upgrade to a material
weakness next year if no improvement is found

®
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OMB A-123 Appendix A Program

Review, analyze, process narratives (Cycle
Memorandums) with SME’s

» SME’s are from District selected for planning visit

Examine the controls for risk of failure, risk of no
controls in areas of focus

Conduct testing of individual test plans

Develop conclusion memorandum based on
results

DRM issues statement of assurance

®
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OMB A-123 Test Plans

Will correct the Significant Deficiencies

Four Test Plans are USACE-wide
» Property, Plant and Equipment

» Cost Share

» Payroll

» Accounts Payable / Accrual

Six Test Plans are HQ or UFC specific

OMB A-123 Test Plans used to find control
deficiencies ahead of auditors

®
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Other OMB A-123 Appendix A Test
Plans

= | egal Liablilities

= Environmental Liabilities
* |nvestments

* Financial Reporting

= Apportionments

» Federal Employee Compensation Act

®
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Development of Test Plans

= Test Plans results plus Notice of Findings and
Recommendations (NFR)

» Determine what steps are necessary to cure the
significant or control deficiencies

— Automated (CEFMS) or manual control improvements
— Policy changes

— No action required

= Review, modify or develop test plans

» Partnered with IR on testing

®
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RMO02 - OMB Appendix A-123

Assessments °‘":*:$’.:::§::8

LRD MVD NAD NWD POD SAD SPD SWD HNC ERDC UFC TAD NCR

o
2 - Cost Share Allla]| [ E
3-Payro|l AlllA

4 - Accounts Payable A A All[A

Rating Criteria: All actions completed and validated
Some actions to be completed per validation
Incomplete, actions required

] n/A

SIEIEIE

oo jimple
Sejimpe

]
A

®
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Executive Senior Assessment
Team (ESAT) Purpose

Chaired by the Deputy Commanding General

Membership includes all Senior Leaders within
HQ

Leadership and direction over Financial Audits
and associated internal controls

Leverage audit work to realize sustainable
improvements

Increase USACE emphasis on Risk Assessment
and Quality Assurance
B
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FY14 Audit Plan

» Planning (Completed)
» KPMG and HQUSACE site visit
 District for Non-PPE Processes — Savannah District
 District for PPE Processes — Walla Walla District
* USACE Finance Center — Millington, TN
= Testing
» Phase One 1 Oct — 31 Mar (On-going)
» Phase Two 1 Apr — 30 Jun
» Phase Three 1 Jul — 30 Sep
= Reporting
» Finalize testing & record auditor adjustments (31 Oct)
» Finalize FY14 CW Statements and Footnotes (9 Nov)
» KPMG submits signed Audit Report to DoDIG (11 Nov)

» DFAS transmits Audit Report to OMB (15 Nov)

®
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Military Audit Readiness

= Validation of Military CIP Balance

= Each District must review their current CIP
balance to validate only active construction
projects exists

= Current Balance
31-Oct-2013  $24,314,216,086.95
31-Mar-2014  $22,140,534,154.76
Difference 2,173,681,932.19

®
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Military Audit Readiness

= FY14 Test Plan 5 Military CIP (signed out
by MG Semonite, DCQG)

» 5A Review of Classification of New Work Items (CIP
vs. EXP)

» 5B CIP Quarterly Reviews
» 5C Supporting Documentation (FY15 Test)

» Modification to FY14 Accounts Payable

Test Plan
» Review of UDQO’s over 1,000 Days Old

®
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Military Audit Readiness

= Review current DD1354 to RPUID valuation

process

» Confirm methodology to break out CIP cost to multiple DoD
RPUIDs

» Maintain supporting documentation
= Plan for Review

» Meeting with field construction representatives from USACE
(completed April 14)

» Meeting with District Project Managers (up-coming)
» Meeting with Army Real Property Officers and Department of

Public Works personnel (up-coming)

®
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Compliance is Not an Option

CFOConpliance Neads You

Vel &
Accountants Can’t Do It Alone! @

lllllllllllllll



Questions ?

®
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U.S.ARMY

Break
10:15a.m.-10:30 a.m.
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KPMG

Exam Il Results and Findings
Presenter: Ms. Nancy Phillips, KPMG Partner
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KPMG

cutting through complexity

U.S. Department of the Army

GFEBS Wave 3 Examination

May 1, 2014




= Objective & Scope

» Results
m Suggestions for Future

m Examination History

© 2014 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of 53
independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All
rights reserved.



Objective & Scope

= Perform audit readiness examination of management’s assertion

- Management asserts that the Schedule of Budgetary Resources Activity for
the period of October 1, 2012 through September 30, 2013 is audit ready as
defined by the GFEBS Waves 1-8b having control activities and supporting
documentation in accordance with DoD FIAR criteria

= Scope (Appendix A)
- 5 SBA line item balances
— 8 business processes
~ 3 ERP systems
- 13 Army-owned feeder systems
— Army-wide
= Covered all Army locations

= Visited 22 locations

© 2014 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of 54
independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All
rights reserved.



Objective & Scope (continued)

» Excluded from the examination:
» Beginning balances
m STANFINS (except MILPAY transactions) and SOMARDS
= Transactions related to grants and interest
= Transactions originated in GCSS-A
» Non-Army-owned feeder systems

= Entity-Level controls

© 2014 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of 55
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The design and operating effectiveness of the control activities and the
sufficiency and availability of key documentation are not in conformity with
the DoD FIAR audit readiness criteria

Significant
Deficiency

Material Weakness

Deficiency

* GFEBS
* GCSS-A
* LMP

» Data Population Challenges
* Supporting Documentation

* Internal Control Gaps /
Design Deficiencies

 Financial Reporting
* GFEBS
* Army Feeder Systems
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Results (continued) - Observations

Given more time, appropriate supporting documentation
can be provided

Deficiencies can be corrected in short period of time

Going though an audit (which is different from an
examination that follows the FIAR guidance) will allow
more flexibility in procedures and provides the client
better insight in what may need to yet be addressed
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Results (continued) — Successes

Improved results from prior examination

Reduced number of key internal control gaps at the process-level

Increased number of key manual and general IT and application controls properly
designed for repeat processes and GFEBS

Expanded scope for increased exposure and feedback

Budgetary balances, new processes/systems and all Army locations exposed to
auditability procedures and assessment

Additional site visit locations and samples selected across the Army provided
new feedback into consistency of control implementation

Initial feedback into the state of additional ERP and feeder systems control
environments
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Results (continued) — Successes

Resources and Tools

Dedicated experienced resources that resolved challenges

Better preparation and coordination by the field for site visit walkthroughs
Improved communication and coordination with service provider

Data repository tool continued to be effective with nearly triple the number of
samples from the prior examination
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Results (continued) — Material Weaknesses

Data Population Challenges

+ Certain populations were not fully reconciled to the general
ledger, incomplete or did not include key data fields

Supporting Documentation

« Documentation was not consistently provided by the agreed-
upon due dates, not always readily available to review, did not
always agree to the recorded amount or was insufficient or

inappropriate evidence

Internal Control Gaps and Design Deficiencies

« Internal control gaps exist

« Internal controls not properly designed or operating
consistently across the Army
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Suggestions for the Future

» Address deficiencies that are correctable with current resources and mitigate
risk for those that may require more resources

m Start examinations/audits in the first quarter of the period being tested

— Spreads the exam/audit requests and Army/DFAS resource support over the
period

— Provides more time to coordinate site visits and obtain documentation
= Improve population generation and reconciliation processes
— Reconcile populations on a routine basis
— Review populations to understand the transactions and system data fields
— Analyze populations to identify offsetting, unusual, and incorrect transactions

— Evaluate system capabilities to produce non-general ledger listings (e.g.,
personnel actions, user accounts, system production changes)
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Suggestions for the Future

= Train field sites and service providers on role/expectations regarding audit
involvement and supporting documentation requirements

= Enhance PBC management infrastructure
— Increase dedicated resources to review

— Designate an audit liaison at each feeder system location similar to ERP
PMOs and field locations

= Expand Army subject matter experts (SMEs) for each process and system

m Work closely with key service providers that have an integral role in Army’s
processes

— Understand the time period and controls covered by SSAE 16 report
— Identify and establish the user entity controls Army should have in place
— Establish continual communication protocols

© 2014 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of
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Appendix A — Examination History

Wave 1 (2011) Waves 1 and 2 (2012)

Wave 3 (2013)

Business processes Business processes and

Assertion and manual internal manual and IT internal
controls controls

Scope Period 3 months 3 months
Processes 6 10
Systems 0 1
Locations | 3 (6 commands) | 16 (19 commands)
Site Visits 3 16

PBC Requests 24 360
Samples 360 1,496

Significant SBA line
items and manual and
IT internal controls

12 months

16

All

22
1,037

4,001

© 2014 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of
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rights reserved.
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SBA Monthly Testing Process and Way Ahead
Presenter: Ms. Shandell Taylor, Audit Readiness Support
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Phase |: Data Retrieval to PBC List Creation

1. SBR Team sends data 6. SBR Team defines

request to GFEBS PMO sampling parameters for
testing period?

2. GFEBS PMO runs data on

first weekend after period 7. GFEBS transactional :
close data is driven by USSGL Judgmental Samples include:

~ 10" of the month and includes random and e : :
judgmental sample *Transactions from the first 10

3. OASA(FM&C) submits ticket selection criteria days of month (properly
request to recorded/cut-off)

Army Analytic Group (AAG)
~ 1 week turn-around 8. Non-GFEBS samples *Large dollar values (threshold)
are selected for certain
4. SBR Team receives data SBR controls *Round dollar values
from AAG and performs (estimates)
summarized trial balance
reconciliation
~ 1-3 business days!

9. PBC List is comprised
of GFEBS and non-GFEBS
samples for the test
period

5. Populations are ready for
sampling
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1. Testing Kick-Off Call

2. PBC List distributed to
Commands
- 5 days to respond

Phase ll: Testing

Documentation Objective: To provide sufficient documentation that demonstrates that an authorized individual reviews the purchase
request (e.g., purchase requisition, GFEBS PR, outbound MIPR, memo of agreement, commitment document) to validate that sufficient
funding is available within the appropriate LOA (e.g., appropriation, fiscal year, commitment item) for the purchase. The purchase request
needs to be signed and dated by an authorized individual. Documentation should include a valid delegation of authority for the period
referenced in the sample.
12.01 Example of Documentation Requested:
1. Purchase Requisition with evidence of funds certification approval (e.g.,GFEBS Purchase Requisition (must include screenshot that shows
L4 certification and screenshot of the L4 approver's name/EDIPI) (Reguired Documentation)
2. Delegation of authority for purchase requisition approver/certifier (Required Documentation)
3. Qutbound MIPR
4, Memo of Agreement
Documentation Objective: To provide documentation that demonstrates that an authorized individual with delegated authority reviews the
purchase order (e.g., contracts, outbound acceptance MIPR, obligating document, travel order/voucher) to verify that it includes the date,
amount, and uses the appropriate LOA (e.g., appropriation, fiscal year) prior to approving the obligation. The obligation needs to be signed
and dated by an authorized individual. Documentation should include a valid delegation of authority for the period referenced in the sample.
12.02 Example of Documentation Requested:

1. Obligating Document with evidence of approval (e.g. Contracts, outbound MIPR, Travel order/voucher) (Required Documentation)
2. Delegation of authority (DD 577 or equivalent) for obligation approver (Required Documentation)
3. Federal Transaction Register Screenshot showing postings for budgetary accounts (Required Documentation)
Documentation Objective: To provide documentation that demonstrates that an authorized individual performed a review of the delivered

| Documents to Provide ./ PBCI . PBC2 . PBC3 BUCE _ PBC4 CHRA . PBC5 Apprap. Sponsors .~ % c T - " m

Sample ~ Command - Fund Center ~| Control#-7| RefDocument ~ |Document ~ Func Area ~ fund ~ Commitment It - [Value in local currer = |Posting D: ~ [Entry Da ~
21 AMC ABOFM 12.02 2029226180 1336509337 |022024H18RK17 |204020A14 (21T0 -1748.06 20140124 20140124
22 AMC ABOIK 12.02 5029184913 1336046935 |423005A5LT 202010A14 |21T0 -10566.82 20140123 20140123
83 ARCENT ABAAG 12.01 4506595807 1330575372 |AW2B0OOVFRE 201010013 |2580 159750.00 20140103 20140103
B4 ARCENT ABAAC 12.02 5026879455 1331531921 |135197VFRE 202011D14 |260B -46.08 20140110 20140110
85 ARCENT ABAAC 12.02 5001012049 1333148905 |135197VFRE 202011013 |2150 -1522.92 20140113 20140113
86 ARCENT ABAAC 12.02 2028808485 1331129538 |135197WFRE 202011014 |262U -196.24 20140109 20140109
87 ARCENT ABACC 12.02 5029256462 1336847568 |ABSO01B B2425RXTXX |21T0 -1646.00 20140126 20140126
171 ARNG AlBC1 12.01 4507060715 1336952706 |131G50Q0IM 206510014 |310D 7846.65 20140127 20140127
172 ARNG ALBEA 12.01 4507042999 1335728594 |131G18VFRE 206511D14  |252G 621.00 20140122 20140122
173 ARNG ALBIX 12.01 2100404459 1333048352 |1B3702PRID 206010014 |26RB 368.00 20140112 20140112

Accountability & Audit Readiness: Sustaining Army’s Strength 66



Phase Il: Testing (con

t.)

Office of the Assistant Secretary of the Army (Financial Management &

Comptraller) Legena:
Accountability & Audit Readiness Directorate - Tested without exception.
Statement of Budgetary Resources NTA E?IZ?:»JIFCSSII: a.
L] PSR DR BE R Aftribute canno.t be tested because the documentation provided could not be confirmed|
3. Commands submit key NAT fortne Sample GFEBS data salected
Date: 22014 11111 No response provided by Fund Center
] Preparer: 11.11.2 Unable to confirm supporting documents to the sample GFEBS data selected.
Supportlng Control Humber:  11.11 11113 Supporting documentation was provided after the suspense date.
. Testing Period: 1Mi2014 - 1/31/2014 11114 The report provided was not signed andfor dated evidencing review.
docu mentatlon per PBC Control Frequency: Daily 11115 Appointment) was not provided.
Sample Size: 30 USSGL is not appropriate for the sample transaction.
Contral was notyetin place as of the date tested
req uest to AAD R Acceptable 3 Location does not perform control on 3 daily basis
Humber of 11119 Unable to confirm the report parameters used to generate the SOF report
Deviations: 11.11.10 Unable to confirm the sample to the Fund Center specified in the GFEBS data.
Attributes: A} Confirm SOF report is reflective of the period and fund centd

B} Confirm there is evidence of review, including a signature and date on the SOF repwgt.
C} Inspectthe SOF and verify that obligations and/er expenditures/expenses and/or
disbursements are not in excess of allotted authority/appropriations (allotments). If the
total is in excess of allotted autherity/appropriations, determine if actions were taken to
resolve any discrepancies prior to the following menth end close.

a
Sample Pa Reaszon(g) for
4. OASA(FM&C) reviews Sample # COMMAND FUND CENTER AlB[C| yes-YiNoo ailure Viork paper #
a .
d d d 1 AMC A605H HEE 5 N SBR MAR 2004 001
ocumentation proviae 4 AMC ABOXE BEE i NN SBR MAR 2004 004
) k 136 AFNG ATA0L BB v — SBR MAR 2004 135
weeks 137 ARNG A1ELN x| x|x N C 1117 ) | ssruarz006 127
138 ARNG ALy BEE ¥ SBR MAR 2004 138
139 ARNG ATROE N

- - - h'd SRR MAR 2004 140

140
SBR 11.11

AR
PBC List- For Reference Only

AR
Control Catalog

]

W —

Team downloads all documentation uploaded to
AADR after PBC cut-off

SBR Testing Team follows-up with sites if
additional information/documentation is
needed

Documentation is staged in preparation for
testing SBR Testing Leads conduct 100% review of all
attribute sheets

SBR Testing Team tests staged documentation
against test attributes: exceptions are noted Draft results are compiled for Command

distribution
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SBR Testing Coversheet & Sample Markup Example

DOE.JOHN.5555111111
—
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Phase lll: Results Compilation & Distribution

1. Draft results and tested Command Results Review:

samples are provided to
Commands *Commands are given time to review initial test results

*This time frame is the best opportunity to receive detailed
2. Commands given 5 feedback for the monthly test results
business days to respond to
draft test results via Q&A log *Priority is given to reviewing most recent monthly test results

Fund Center Control  Sample ¥ Comment or Concern Date OASA [FME&C) Response Date Responded Responded By Follow Up Needed Sample

Submitte g Result
M N e [~ I i = T B cuonoecld

Fer the response from the QA the evidence of resalution isn't clear,
howewer we clearly state the transaction is cancelled on the

evidencelstatus of resolution, and we provide the screen shots far | zoncur that the resolution provided is clear. | can trace
GFEE:= the TAMUM to the source reports as well as the reconciliation which states

AL .08 463 showing $0.00 and DTS showing cancelled [both were highlighted]. The I-Mar-14 that the difference was caused by the trip cancellation, Documentation was 2-Apr-14 Matasha Anderson Mo ez
analyzt perfarmed the steps comectly in 0TS to cancel the trip; in turn, provided that evidences the trip cancellation in DTS,

DTS inkerfaced with GFEES and correctly shows the trip cancelled. That
iz clear and that meets the internal control. If there is more to it than
that,please put that quidance aut to the field.

Witk the docurmentation provided, | eannot verify that Un Y'oung Gregory
iz in the fact the individual that provided the L4 certification. | see that
person is listed as the fund certifier on the request for the

obligation but | amunable tatell that he is actually the perzon that

‘with the documentation provided, | cannok verify that Un Young
Giregory iz in the Fact the individual that provided the L4 cerification. |
zee that person is lizted az the fund certifier on the request far the
obligatian but | am unable to tell that he is actually the persan that

AgzJO 1202 476 eggcuted this tranzactionin GFEES. IF you could provide that wark o F-Mar-14 . L - 2-Apr-14 Tatazha Anderzan T Yes
- executed this tranzaction in GFEES. IF you could provide that warkflow
screenzhot that shows Un Young Gregory as the L4 certifier (it may anly i
how zereenzhat that shows Un Y oung Gregary as the L4 certifier (it may only shaw
X . . their EDIP! number which also means that you would need o provide the EDIF
their EDIFI number which also means that you would need to provide the to usemame lackup sereen) then we can provide updated results
EDIF to usermame lookup screen] then we can provide updated results. P P s .
The ariginal reparts were provided; howewer, they were not provided in their entirety.
Dion't agree with reason failure. The original 0TS and original GFEES ‘e were unable ko confirm information from the sounce system ko the infarmation
reports were provided along with the recon with associated differences entered on the rezon. | was able to confirm a few from the GFEBS repart to the .
ARy 108 02 and evidence of the differences being worked. What else in GFEBS were SHZEH recon but not from the 0TS report ba the recon. In the fubure, please provide the +pr-it hlatasha Andersan ho Mo
you erpecting?® reports in their entirety, The reports are large and we suggest providing them the
original Excel file in addition vo the pdf first and last pages that you provided,
AZAF 20z 43 What is reason code 12.0_2.15. |wasn't able tafind it in the leqend, Please eIz The app!roual Waz con_wpleted on 1?30 which iz the same date that the autharizatian Bprdt Matazhs Anderson Ma .
ewaluate this sample again. posted in GFEES. This sample will be marked a5 2 pazs.
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* Pphase Ill: Results Compilation & Distribution (cont.)

3. OASA(FM&C) finalizes
results , Results are Finalized:

~ 5 business days
*Command responses are considered

4. OASA(FM&C) issues final *Final results undergo additional review
results to Commands

Department of Defense
Department of the Army
SBR March Testing Results
GFEBS TI-21 and TI-97 Funds
For the Period Ended January 31. 2014 [(Period 004])
Internal
Command!Organization () Business Process Control Name Final Eample Controls et el _ Reason Code Description
Center E 3 _ Reason[s]) for Sample Failure
- - - - - [ PassiFaillN + -
AME AE0TH General .03 Review and Besolution of IDOC Errors 5 F il 10310 Mo GFEES Error Beport screenshot with the search parameter|
ARCENT ASALG General .03 Review and Bezolution of IDOC Errors 52 F il 1.03.2 Unable to confirm supporting documents ta the sample GFEE
ARMG A15AL General 11.03 Review and Rezolution of IDOC Errars 161 F il 11.03.9 Unable ta confirm supporting documents ta the fund center,
ARMG A5G0 General 11.03 Review and Resolution of IDOC Errars 162 F il 11.03.9 Unable ta confirm supporting dacuments ta the fund center.
ARMNG A15KL General .05 Review and Resolution of IDOC Errars 163 F il 11.03.5 Mo Evidence of Follow-up of reconciliation is provided.
ARMNG A15LI General .05 Review and Besolution of IDOC Errars 164 F il 10351 Mo responze provided by Fund Center.
ARMNG A15L1 General .03 Review and Besolution of IDOC Errars 165 F il 1.03.7 The ID0OC report was not provided,
ARMNG A1ELS General .03 Review and Besolution of IDOC Errors 166 F il 11.03.2 Unable to confirm supporting documents ta the sample GFEE
ARMNG A1BPE General 11.03 Review and Resalution of IDOC Errars 167 Pass
ARMG AlBUQ General 11.03 Review and Resalution of IDOC Errars 165 Fail 1.03.4 The report provided w as naot signed and!or dated evidencing r
ARMG A15vH General 11.03 Review and Resolution of IDOC Errars 163 F il 11.03.7 The IDOC report was not provided.
ARNG ATEES General 11.03 Review and Resolution of IDOC Errars v FPaszs
FORSCOM ATEOD General 11.03 Review and Rezalution of IDOC Errars 264 Pazs
IMCQM AZAEM General 11.03 Review and Resolution of IDOC Errarz 301 Pazz
USAASE A5RFE General .03 Review and Besolution of IDOC Errors 371 F il 11.03.3 Unable to confirm supporting documents to the fund center.
ARMNG A132M General .06 Reconciliation of Budgetary Amounts from Feeder Sustems 125 F il 11.06.3 Mo Evidence of reconciliation provided to verify contral is perf
ARMNG A15A01 General 11.06 Reconciliation of Budgetary Amounts fram Feeder Systems 126 F il 11.06.1 MNoresponse provided by Fund Center.
ARMNG ATBEO General 11.06 Reconciliation of Budaetary &mounts from Feeder Systems 127 Fail 1111005:0 See Reason Code tab
ARMG A1EFE General .06 Reconciliation of Budgetary Amounts fram Feeder Sustems 128 F =il 11.06.4 The report provided w as not signed andlor dated evidencing r
ARMG ATSPC General 11.06 Reconciliation of Budgetary Amounts fram Feeder Systems 123 F il :_:gg% Ses Reason Code tab
ARMG AlEE0 General .06 Reconciliation of Budgetary Amounts fram Feeder Systems 130 F il 0611 Itiz unclear kow the reconciliation accurately and definitively 1
ARNG A1BUE General 11.06 Reconcilistion of Budgetary Amounts from Feeder Systems 131 Fail 11.06.9 Mo Evidence of reconciliation provided to verify control is perf
ARMNG AR General 1.06 Reconciliation of Budgetary &mounts from Feeder Systems 132 Fail :::: gg; See Reason Code tab
» M | Final Sample Results  Reason Codes %1 o .
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SBA Testing Challenges & Recommendations

Description

Recommended Action

Incomplete Supporting Documentation

= Pertinent supporting documentation (e.g., obligating
document, delegation of authority) is not being provided
as evidence to support recorded transactions and the
GFEBS sample selected. (17 Samples in March)

= Incomplete or incorrect documents required to support
the request were provided/uploaded to AADR (170
Samples in March)

= Ensure that all documentation (e.g., delegation of authority,
obligating documents, invoices, payment vouchers) that pertains to
the recording of a transaction within the general ledger clearly ties
to the sampled transaction and is maintained for audit purposes. It
is recommended that documentation related to financial activity be
maintained for a minimum of 6 years and 3 months.

= Ensure that all parties charged with document upload to AADR
increase the accuracy and efficiency of operations.

=Refine the coordination of PBC requests among the pertinent
parties (e.g., ASA FMC, IR, Field, Commands) to ensure audit
documentation is sufficient and provided in a timely manner.

Evidence of Review

= A number of documents are not being signed and dated
as evidence of review (e.g., reconciliation worksheets,
2 IDOC reports). (69 Samples in March)

= Ensure that all process and control owners understand the
importance of evidencing their reviews and the acceptable methods
of doing such. For example:

— Digital signature
—  Email tofile

—  Hard copy signature

Coordination with other Organizations

= OASA (FM&C) continues to work with services providers
and organizations in an effort to streamline PBC requests
for both internal monthly testing and IPA requests.

=Ensure that the necessary service providers and/or organizations
(i.e., DFAS, DLA, CHRA, ACC, etc.) maintain sample transaction
documentation, in an easily identifiable and readily available
manner.
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SBA Army Audit Readiness Way Forward

= In an ongoing effort to achieve audit readiness, OASA (FM&C) will focus on:

— Control Implementation and Sustainment
* Monitor control implementation at the Fund Center and Command level
using monthly testing result metrics.
* Document new or compensating SBA controls as a result of Exam 3.

— Testing

* Continue to perform monthly manual internal control and substantive
testing. The results of these testing sessions will be disseminated to Army
leadership as well as Command HQ POCs.

— Corrective Actions

* Facilitate working sessions with Army stakeholders to identify appropriate
corrective actions.

— GFEBS PMO
» |dentify custom reports used to review manual controls
» |dentify manual controls for ineffective automated controls

» |dentify new system controls that work in combination with manual
controls
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SBA Army Audit Readiness Way Forward (cont.)

— DFAS
» |dentify SSAE 16 system review end user controls
» Reconcile populations and detailed records (e.g., Civ Pay, Mil Pay)

» Obtain sample documentation (i.e., billing, collections,
disbursements)
» Test Army FBWT Tool (AFT) operating capability
— CHRA
» QObtain Civilian Pay data and documents (i.e., monthly population of
new hires, separations/transfers, promotions; RPA/NPA - SF 52, SF 50,
eOPF)
» DCPDS to DCPS Reconciliation (CHRA/DFAS)
— Command HQ level
» Implement internal control gaps
» Review supporting documentation and reconcile by unique identifier
and amount to the sample transaction (G/L detail)
» Obtain UIC to Fund Center crosswalk, timesheets, and benefits
elections
* Develop and implement corrective action plans

* Maintain an SBA corrective action log and coordinate with all stakeholders to ensure
that deficiencies are being remediated
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SBA Army Audit Readiness Way Forward (cont.)

= SBA 2015 audit begins October 1, 2014
— Scope will be FY 2015 data

— Auditors will test SBA balances quarterly throughout the FY up to
September 2015

— SBA audit will be conducted every year

= OASA(FM&C) will collaborate and coordinate with DFAS

— SBA compilation (Army Material System balances > Extract Files > DDRS-B
> DDRS-AFS > SBA)

— Financial Reporting Extract File to Army System Reconciliation (GFEBS,
GCSS-A, CEFMS, STANFINS, SOMARDS)

— Journal vouchers, adjustments, and reclassifications made during the
compilation/reconciliation process that need to be evidenced with
appropriate supporting documentation
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U.S.ARMY

Lunch
11:30a.m. - 1:00 p.m.
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Interim Q&A Session / Discussion
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ARCENT
Monthly Testing and Audit Readiness Progress

Presenter: COL Dave Johnson, Chief, Audit Readiness
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Agenda

USARCENT Disposition

USARCENT Effort

Audit Readiness Task Force

Cycle of Excellence

SBR and E&C Sample Dataflow
Challenges and Mitigation Strategy
Business Process Mapping

Way Ahead
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USARCENT Disposition

« USARCENT serves as the ASCC within the CENTCOM AOR
consisting of Army, Joint and Coalition Forces in multiple
deployed locations manned by rotational units and augmentees:

— CONUS
> SHAW AFB
> FT BRAGG

— OCONUS
> KUWAIT
> QATAR
> BAHRAIN
» UAE
» AFGHANISTAN
» EGYPT
» JORDAN
> SAUDI ARABIA
» CENTRAL ASIAN STATES

UNCLASSIFIED



FM Area of C_)peratlons

Camp Arifjan (OCP) 29
2 G8 HQ Section Afghanistan 16
4 Plans & Ops
7 G8 FWD Bagram Air Base
3 CARB 2 Costing
3 CARB 2 LSS
1 LSS 1 OSS Support
7 Costing Kandahar
2 DFAS 1 Costing
1 LSS
1 OSS Support
1 DFAS
Sumter (MCP) 68 Camp Phoenix
. 1 DFAS
9 G8 HQ Section Kabul (NKC)
10 FINOPS 3 Costing
4 Plans & Ops 1 LSS
5 Management 1 0SS Support
3 Audit Readiness 1 DFAS
9 Programs & Budget (HQ Activities)
3 Programs & Budget (STOCKFUND)
11 Programs & Budget (CONOPS)
5 Programs & Budget (PA&E)
3 Programs & Budget (STOCKFUND) atar 12
4 FINOPS
2 DTS Al Udeid Air Base TotaI 125
> Costing Military/DAC (75/60%)
3 DFAS
. Contractors (39/31%)
Camp As Sayliyah DFAS (11/9%)
1 OSS Support

Shaw 3 DFAS

AFB
UNCLASSIFIED//FOUO 5/1/14 7:12 PM 81

As of 26 Mar 14
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O Audit Readiness
Task Force:

USARCENTGS; G4

‘ Statement of Budgetary

Resources Team:
USARCENT G8; G1;
PARC; Fund Centers

‘ Existence &

Completeness
Team: USARCENT
G8; G4; G37; 15t TSC

‘ Subordinate CMDs
15t TSC
MFO/Sinai
CSTC-A
USFOR-A
ASG-KU
ASG-QA
CFLCC
uUsmMTMm

Statement of
Budgetary
Resources

(SBR) Team

Existence and
Completeness

(E&C) Team

USARCENT Effort

Issue Audit Conduct Bi- Conduct Bi- Make Audit
Readiness Weekly TCs with Weekly TCs with Readiness a Top
Guidance SBR POCs E&C POCs Priority
PublIsh tized Liaison with Liaison with ID Action
business ASA-FM&C SBR ASA-FM&C E&C Officers/ Maintain

processes and
conduct training

Audit Readiness

Audit Readiness

Internal Control

Team Team Training
Provide Audit Provide Audit

Readiness Readiness :mglrirgle:;mro's
Training Training

Resources to
Fund Centers

Resources to
MSCs

and participate in
monthly testing

USARCENT commanders and organizations will focus on

key tasks and deliverables.
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SBR Fund Centers

Audit Readiness Task Force POCs

G8 SBR LTC McGay (803) 885-8960
MAJ Okeke (s03) 885-8215

Mr. Lemon (8o03) 885-8969

G4 E&C - LTC Kennington (go3) 885-7413

MAJ Morales (803) 885-7445

G37 MAJ Walker
(803) 885-8205

A8SA A8ABB A8ABC ASAAA
HQ 15T I "mFos [ RSARSS || ARCENT
HQ TSC SINAI 0CO
COL Zellars LTC Gallman (910) LTC Gallman MAJ Hagerty LTC Barnett
(803) 885-8958  643-4853; Mr.  (910) 643-4853;  (803) 885-8981;  (803) 885-8953
Ms. Hansen  Kirby/ MAJ Linzey Mr. Kirby LTC Thornhill
(803) 885-8959  (910) 643-4855  (910) 643-4855  (803) 885-8029
A8BAAB ABAAC A8BAAD CLII, 1ll, VIII, IX, ADO
CSTC-A USFOR-A | | ASG-KU 1TSC
; : LTC Lausen
MAJ Hopkins COL Harris MAJ Burns
(318) 449-1374 LTC Baisley (318)-430-2449 (ngs 5\5/4_'3‘4684
(318) 436-7751 llarreal
A8SACC CPT See ABAAG (9(1;3\)1 22-47.33)
USMTM | @18)436-7749 | CFLCC/ ©10)6 43‘3‘1?'3?6)
Ms. Nelson ASAAE OCP LTC Cradier (CL VIII)
(318) 448-8030 ASG-QA MAJ Williams (318) 430-5425
- SSG Angeles (CL VIII)
WAL Sohuyler L 10) #00°6290 (318) 481-8762

(318) 432-2367

ARCENT G1 (CIV PAY/ MIL PAY)
LTC Thisius
(803) 885-7108

ECC/ACC/CJTSCC
Steve Wical (256) 955-7612

Ruthanne Flottman (318) 430-1596

ME/GE (CL VII)

CW4 Talbert

(803) 885-7491

LTC Mack
(910) 643-4804)
(312) 593-4804

CW3 Pringle
(318) 430-3680
CW4 Melton
(318) 481-9358
CW4 McLeod
(318) 481-4206

CW3 Swait
(910) 643-4753

OM&S (CL V)

CW4 Anderson
(803) 885- 7443

SFC Wallace
(803) 885-7424

LTC Lausen
(910) 643-4684
MAJ Sanders
MAJ Hearn
(318) 430-6239
CW4 Monroe
(910) 643-4791
CWS3 Carpentieri
(318) 430-5160
SFC Griffin
(318) 430-5160
LTC Agosto
(318) 449-4141
CW2 Taylor
(318) 449-4020
SSG Torres
(318) 449-4020

Real Property

Mr. Horstmann
(803) 885-8205
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Cycle of Excellence
71 & 8 1 J 7 01 B2}
PLAN/REPLAN

*Establish Audit Readiness Task Force

*Publish ARCENT Guidance (EXORD/FRAGOs)
*Review/Update Standard Business Processes (SBP)
*Create Change Management Plan for Continuous Change
Effort

*Develop a knowledge management SharePoint
*Brief Audit Readiness Program at Synchronization
Conference

COMMUNICATE

*Develop/Publish - SBPs, SOPs, MICP Guidance,
Metrics, Roles/Responsibilities, SharePoint
*|ssue CDR’s Audit Readiness Checklist
*Communicate Corrective Actions
*Communicate Notification of Findings &
Recommendations

*Issue FRAGO’s & Sample Requests

Continuous Improvement

ASSESS EXECUTE
*Conduct/ Review in Monthly Testing *Conduct “Top Down” Training
*Evaluate/ Measure Testing Results (Monthly) » VTCs, On-Site, On-Line Tutorials
eldentify Control Deficiencies *Track Samples submitted/received
*Review CDR’s Audit Readiness Checklist Responses *Determine Corrective Actions

*Assess implementation of corrective actions *Implement Corrective Action Plan



SBR and E&C SamB

SBR

+2nd week of the month

Sample Released by OASA (FM&C)

Documentation Received by ARCENT

and Distributed to Fund Centers

+Suspense 5 businessdays

Documents Reviewed and Uploaded

+OASA(FIMEC)

Scorecard Released

+Following month

SBR Processes

. Funds Receipt

. Contracts

. TDY Travel

. Miscellaneous Payments
. Civilian Payroll

. Military Payroll

. Reimbursables

. Purchase Cards (GPC)

. Supply Transactions

OO NOULL, WNR

DA Standard

!

Fund Center
POC’s

Business
Process
POC’s

AADR - Army Audit Data Repository
E&C - Existence and Completeness
SBR - Statement of Budgetary Resources

100% of samples submitted
95% of samples pass the test

DA SAMPLES
Produced

ARCENT G8
Receives
Samples

UNCLASSIFIED

le Dataflow Dia.q

ARCENT G4,
G37

TSC (SPO)
HHBn
TF Units

ram
HEE

E&C

Sample Released by OASA (FM&C)
+1st business day ofthe month

Documentation Received by ARCENT
and Distributedto Subordinate
Commands

+Suspense 5business days

Documents Reviewed and Uploaded

+OASA(FIMEC)

Scorecard Released

+Following month

E&C Processes

gum—

1. General Equipment

2. Operating Materials
and Supplies

3. Real Property
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Top Reasons "Documentation™
- 11 ;g &8 ' B 1 J 011}l

Numbers are Total General Equipment (GE), Real Property (RP) and Operating
Materials & Supplies (OM&S) Testing Results

Failures / Requested SBR E&CFailure / Requested E&C
90 100% 120 100%
; 90%
i o 100 80%
70 S0% "
60 70% 20 70%
% o 60%
= . 60% & U
3 40 50% 3 60 50%
(W] 40w 40%
30 309 40 30%
20 20% - 20%
10 10% 10%
0 - - 0% 0 0%
Feb | Mar | Apr | May | Jun | Jul | Hov | Dec | Jan | Feb | Mar Apr |May | Jun | Jul |aug | Sep | Oct [Mov | Dec | Jan | Feb | Mar
W Pct. Failed | 40% | 61% | 49% | 35% | 34% | 8% | 33% [100%| 19% | 50% | 23% W Pt Failed 100%4100% 81% | 64% | 54% | 73% 45% | 37% 22% 25% 19% 36%
—@—Requested | 84 | 66 | 79 | 51 | 38 | 53 | 3 | 3 |21 | 6 |43 —m—Requested | 67 | 74 | 63| 96 | 96 | 99 | 92 | 83 | 79 | 93| 93 | 36
—O—Failures |34 |40 |39 18 |13 ] 4 |1 |3 |4 |3 |10 ——Failures | 67 | 74 | 51| 61|52 72|41 31|17 | 23|18 | 13

Documents not provided Failure is decreasing.

Discovery efforts underway to minimize Supplies &

Materials samples graded as “N/A”

Standardizing/consolidating “General Controls” across

Fund Centers and updated GFEBS “FMZ” transaction . Faijlures: Supporting documents not signed
code should increase document availability and dated in same fashion (“Wet” vs. Digital)
Developing Traceability by Failure type to sub-business and APSR posting delays

process
UNCLASSIFIED 86



Challenges and Mitigation Strategy

« Challenges:
» OPTEMPO - Operationalizing Audit Readiness

> Executing as part of Army Forces, Joint and Coalition
Environments

» Rotational Units & Augmentees
» Standardized Business Processes
» Document Retention
» Alignment with MICP
» Audit Readiness Training Delivered OCONUS
« Mitigation:
» Communications- Published EXORD & Monthly FRAGO's
» Business Process Mapping to understand Document Retention
» Standardizing Business Processes
» Weekly Audit Readiness Task Force Huddles
> Bi-weekly Business Process Mapping Reviews

UNCLASSIFIED



Business Process Mapping
1 1 & & ' 3 0 7] 0I}]

Scope includes both Business & Sub-Business Processes

» General - 11 * Reimbursable — Inbound - 3

» Contractual Services - 17  « Grants & Cooperative Agreements — 1
* Civilian Payroll - 4

> Step 1: Identify & process map the “As-is”
> Step 2: Refine the “As-Is” process maps to develop the “To-Be” to include
document retention of the following:
* Delegations of Authority/DD577's/DA1687’s
» System Access & System Access Review
« Commitment Approval
» Obligation Approval
* Invoice & Goods/Service Receipt
» Payment Certification
» Close-out & Reconciliation
> Step 3: Job Aides/SOP’s/Standardized Business & Sub-Business Processes
> Step 4: Training Plan
» Step 5: Communication Plan
> Step 6: Assessment



Business Process Flow Example
1 1 & & ' 3 0 7] 0I}]



Business Process Flow Example
1 1 & & ' 3 0 7] 0I}]

https://www.milsuite.mil/wiki/Portal:Theater_Financial_Management_Support_Center/GFEBS_Battle Teams/Users_Process



Way Ahead

» Business Process Mapping at both the Business & Sub-Business Process
levels to understand Document Retention

» Standardized Business Processes & Job Aides/SOP’s

» Discovery effort for Contractual Services Supplies & Materials
> Real Property inventory & GFEBS update within the CJOA-A
» Audit Readiness & SOP Training Delivered OCONUS

» Linking Testing results with Sub-Business Processes

» Engage Agencies outside USARCENT responsible for systems & documents
to effect auditability more effectively & efficiently

» Commanders Audit Readiness Dashboard

UNCLASSIFIED



GFEBS Update

Presenter:

Mr. Wesley Robinson, Director, GFEBS Functional Sustainment

Accountability & Audit Readiness: Sustaining Army’s Strength




ASA (FM&C)

GFEBS and Audit Readiness

Mr. Wes Robinson
Director, GFEBS Functional Sustainment

UUUUUU

1 May 2014 PES EIS
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Independent Public Accountant (IPA)
Exam #3

- Assertion: Schedule of Budgetary Resources is
audit ready--
— For resource activity from 1 Oct 2012 — 30 Sep 2013
— For GFEBS Waves 1-8b
— In accordance with DoD FIAR criteria

 Results: Identified GFEBS--

— Material Weaknesses

0 Super user privileged access at application layer (i.e., user
access)

o Application production changes (i.e., configuration
management)

— Significant Deficiency
— Deficiency

 GFEBS Team has resolved or are resolving results
» Most results provide insights for all ERPs
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Exam #3 IPA Notice of Findings and

Recommendations (NFR) Status

Associated Associated
POAM Items POAM Items

GFEBS-01
GFEBS-02
GFEBS-03
GFEBS-04
GFEBS-05
GFEBS-06
GFEBS-07
GFEBS-08
GFEBS-09
GFEBS-10
GFEBS-11
GFEBS-12
GFEBS-13
GFEBS-14
GFEBS-15
GFEBS-16
GFEBS-17
GFEBS-18
GFEBS-19
GFEBS-20
GFEBS-21
GFEBS-22

5/114

0-2013-01
N-2013-04
N-2013-12
N-2013-10
N-2013-05
N-2013-06
N-2013-13
N-2013-14
N-2013-11
N-2013-02
N-2013-01
N-2013-03
N-2013-07
N-2013-15
N-2013-16
N-2013-09
N-2013-17
N-2013-08
0-2013-02
N-2013-18
N-2013-19
N-2013-20

Final —

Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —
Final —

Final —

Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed

Confirmed

19.4 (M)
2.6 (M)

3.5 (H)
2.14 (H) - NEW

26.23 (H) - NEW
11.3 (H)
2.12 (M)

GFEBS-23  N-2013-21 Final— Confirmed 8.26 (H) - NEW
GFEBS-24  0-2013-03 Final— Confirmed 26.24 (H) - NEW
GFEBS-25  N-2013-22 Final—Confirmed  [[NNS1 (M) SNEW
GFEBS-26  N-2013-23 Final— Confirmed 39.22 (H)— NEW
GFEBS-27  N-2013-24 Final— Confirmed 28.5(M) — NEW
GFEBS-28  N-2013-25 Final— Confirmed _
GFEBS-31  N-2013-29 Final— Confirmed 273 (H)
GFEBS-32  N-2013-30 Final—Confirmed  27.22.001 (L)— NEW
GFEBS-33  N-2013-26 Final— Confirmed 7.13(M) — NEW
GFEBS-34  N-2013-31 Final—Confirmed  27.21.001 (L)— NEW
GFEBS-35 ; NoNFR perKPMG ~ 27.21.002 (L)~ NEW
GFEBS-37  N-2013-32 Final—Confirmed  27.23.001 (L)— NEW
GFEBS-39  0-2013-05 Final— Confirmed 3.16 (H) - NEW
GFEBS-40  N-2013-27 Final— Confirmed 6.8(L)
GFEBS-41  0-2013-04 Final— Confirmed 26.8(H)
GFEBS-43  N-2013-33 Final— Confirmed 27.25(L)— NEW
GFEBS-44  N-2013-34 Redactedper 27.21.003 (L)~ NEW
KPMG
Key:

*Green indicates that all actions related to the remediation of the Exam

#3 IPA issues have been completed

*Grey indicates that not all actions associated with the resolution of the
POAM item have been completed

A lot has been accomplished
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User Access and Control

Category Est. Completion
Date

Super user Privileged  28-Mar-2014 - Dependent on direction for Tier Il user / role

Management (SPM): assignment updates
Assignment of SPM Updated: « Linked to Exam #3 IPA: GFEBS-20
IDs and Monitoring of May-2014 * Review of procedures for monitoring, to include
Usage definition of percentage of activity to be monitored
End User Termination TBD « Exam #3 IPA: GFEBS-17 & N-2013-17
/ Transfer: « ASA-FM&C to address long-term management of
Deactivation of End Army end users for terminated and transferred
Users upon users; review of procedures and monitoring

Termination or
Transfer and
Associated
Monitoring

As the notes indicate,
plans are in place to address audit readiness
and Exam #3 findings
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User Access and Control (cont.)

Category Est. Completion
Date

Segregation of Duties  28-Mar-2014

Updated:
May-2014

Segregation of Duties  28-Mar-2014
and Sensitive Access
Updated:
May-2014

GRC Ciritical Access 28-Mar-2014

Updated:
May-2014

Dependent on Tier Il SPM Updates
Procedure updates pending review
Linked to Exam #3 IPA: GFEBS-16

Procedures updated to accounts for the timeframes
in which SOD analysis and resolution will be
performed by PM GFEBS - SOD Resolution
Timeframe: Update Internal Program Procedures

Complete re-baseline of SOD inventory to be
synchronized with the Production GRC risks

Document will be reviewed with ASA-FM&C
Functional Team to confirm SODs

CR to be processed after final Functional review

Critical T-Code list is being updated based on
review with process owners. Effort will resume
after SODs have been re-baselined

Create an SOP for maintaining the list and
monitoring (in draft);

Policy memo sent for final review (internal);
Dependent on ASA-FM&C staffing for submission
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Configuration Management

Category Est. Completion
Date

Modification of

Production System -
Acceptance of Risk
for Transport
Movement from Dev
to QA

Apr-2014

Modification of
Production System -
Approval of Design

Apr-2014

Modification of
Production System -
Approval to Commit

Resources

Apr-2014

Modification of
Production System -
Approval to Migrate

to Production

Apr-2014

14-Mar-2014 - Per discussion with PM GFEBS Leadership,

program will not accept risk outlined in memo
Team is reviewing configuration management
process to determine where the additional review
and approval step will be performed

Update process & identify repository for key
artifacts

Team is updating Configuration Management Matrix
to identify the requirements for approval of design
Identifying differences between Release and O&S
processes

Identifying document repository & requirements

Team is updating Configuration Management Matrix
to identify requirements for approval to commit
resources

Identifying differences between Release and O&S
processes

Identifying document repository & requirements

Exam #3 IPA: GFEBS-40

Team is creating a Configuration Management
Matrix to document requirements for each stage of
the end-to-end CM process and where evidence
should be retained
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Configuration Management (cont.)

Category Est. Completion
Date

Business Process TBD * Gov’t Team will conduct testing based on a sample
Configuration e selection of key documentation items and share

Documentation: Reviewing results
Assessment of Timeline for < Additional work, if any, will be determined based on
Baseline Design Approach the results of the testing.

Documentation vs. - PM GFEBS may choose to review and update the

System Configuration documents progressively each month until the
and Code required updates are completed

+ Pending system access to initialize review
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IDOC Processing and Monitoring

Category Est. Completion
Date

Interface Monitoring
& Posting Period:
Policy for End User
Community to
Complete Monitoring

Mar-2014

Pending policy from DASA-FO

Draft “Role-to-Responsibility” matrix with
monitoring example procedures provided to DASA-
FO for review

Exam #3 IPA: GFEBS-31

» Update O&S XI Monitoring Procedures —
Pending final review by the Internal Program
Team
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Lessons Learned

« Take active role in preparing for and working with
auditors

— Establish continual communication protocols

 Train field staff

— On their audit role

— On importance of supporting documentation requirements --
anticipate documentation and make readily available

— On auditors’ expectations -- need to be responsive
o Provide documentation by agreed-upon due dates
o Provide sufficient and appropriate evidence

- Designate an audit liaison contact
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GFEBS and Audit Readiness
1 May 2014

Backup
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GFEBS and Audit Readiness
1 May 2014

* Log-in and password configuration compliance

* User account access

* Audit logging

* Incidentresponse

* Change management

* Segregation of development, testing, production environments
« Segregation of duty conflicts

* Population/system listings

@ 2014 KPMGLLP, a Delaware limied liability partinership and the U.S. member firm of the KPMG network of inde pendent 104
member firms affiliated with KFMG International Cooperative (*KPMG International™), a Swiss entity. All rights reserved
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GFEBS and Audit Readiness
1 May 2014

Results (continued) - Significant Deficiency

GFEBS

» Control design and effectiveness deficiencies in the application
(App), database (DB), and/or operating system (OS) layers

* User account validation (DB, OS)

* Terminations/transfers (DB, OS)

* User role restriction (App)

» Segregation of duty conflict resolution (App)

* Audit logging and review (App, DB, OS)

* Vulnerability assessments (DB)

» Patch updates (DB, OS)

* Backup restoration testing and log retention (DB, OS)

@ 2014 KPMGLLP, a Delaware limied liability partnership and the U.S. member firm of the KPMG network of inde pendent 106
member firms affiliated with KFMG International Cooperative (*KPMG International™), a Swiss entity. All rights reserved
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GFEBS and Audit Readiness
1 May 2014

Appendix C - Deficiencies

* Control design and effectiveness deficiencies in the application,

database, and/or operating system layers

» Password expiration and compliance (App, DB, OS)

« Background user accounts (App)

+ Termination/transfer user accounts (App)
+ Vulnerability management (App)

« Global setting configuration (App)

« Datacenter access documentation

« Interface control documentation

* Design deficiencies in application controls

» Duplicate invoice check activation
« USSGL account closing rules
+ Excess rights for payment block override

@ 2014 KPMGLLP, a Delaware limied liability partnership and the U.S. member firm of the KPMG network of inde pendent
member firms affiliated with KFMG International Cooperative (*KPMG International™), a Swiss entity. All rights reserved
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GFEBS Complies with...

* 96.9% compliance with Federal Financial Management
Improvement Act (FFMIA) requirements as determined
by the U.S. Army Audit Agency (i.e., 1,009 of 1,134)

* 98% compliance with DoD Business Enterprise
Architecture (BEA) requirements (i.e., 3,842 of 3,916)

* 97% compliance with DoD Standard Financial
Information Structure (SFIS) (i.e., 212 of 219 business

rules) e
- ~
- Complies with applicable 253 DoD Real Property ¢ Some 5,500
Information Model (RPIM) requirements requirements,
] _ ] _ standards,
- Effective, suitable and survivable, all with some attributes and
Evaluation Command

Auditability compliance
drives business process changes

51114 106
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U.S.ARMY

Break
2:45pm - 3:00pm

Accountability & Audit Readiness: Sustaining Army’s Strength




Logistics Innovation Agency

Testing Results and Status

Presenters:
Mr. Dale Houck, Chief, Logistics Audit Readiness Cell
Mr. David Strohecker, Strategic Logistics Program Analyst

Accountability & Audit Readiness: Sustaining Army’s Strength 108
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3rd Quarter FY 2014
Army FIP
In-Process Review

Mr. Dale Houck
Mr. David Strohecker

01 May 2014

UNCLASSIFIED
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Agenda

LIA Performance Group Structure

Institutionalizing Army Audit Readiness for GE
Q2FY14 GE Follow-on Testing Highlights
Q2FY14 GE Follow-on Testing Scorecard
ASA(FM&C) Random Testing Pass Performance
GE Follow-on Testing Response & Pass Performance

GE Follow-on Testing Analysis
Root Cause Analysis
Vital Few UICs

GE Follow-on Testing Performance Sustainment Plan

Institutionalizing Army Audit Readiness for AWCF

s nane ot ranen
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UNCLASSIFIED

Performance Group Structure

Deputy G-4, Sustainment
Executive Oversight

Director, Accountability
& Audit Readiness
Guidance/Policy

~

/Audit Compliance

Goal: Financial Audit Preparedness
Supports FM&C E&C Audit Readiness

Focus: Audit Compliance via substantive
and control testing (GE & AWCF Inv)

~

Performance Review
Goal: Monitor Logistics Discipline
Supports G44(M) & G44(S)

Focus: monitor compliance with policy and
identify actionable issues and solutions.

K “Transaction Level Verification” /

~

/Enterprise Integration
Goal: Logistics Information

Standardization & Integration
Supports DG-4 & PEO EIS

Focus: logistics system integration and
business process effectiveness

k “Command Level Verification” )

K “System Level Harmonization” ‘
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Q2FY14 GE Follow-on Testing Highlights

GE Random Testing Performance
Goal: Sustain 95% Pass Rate

v'"Moved random testing pass rate from 91% to 94%; Goal is 95% \
v'"Moved random testing response rate from 98% to 99%; Goal is 100%
v'Identified root causes of failure by Command using LIA developed analytic capability
v’ Continued habitual relationship with Commands
v’ Deployed Interactive Audit Guide
v’ Coordinated policy updates:
=" ALARACT clarification on PBUSE posting timelines
=Draft CSDP Inspection Table B-8 (AR 710-2)

=Draft ALARACT for wet v electronic signatures and document clarifications

v'Emulating GE Follow-on audit capability to develop AWCF Follow-on audit capabilities

et s s e 195 10995 G 595
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Q2FY14 GE Follow-on Testing Scorecard

RA DU U U U
Total | Response Pass Total | Response | Pass
Command | Tests Rate Rate | Tests Rate Rate
2 1- ACTIVE 1628 98% 92% 431
= 2 - ARNG 979 99% 94% 134
8 3 - USARC 405 100% 97% 24 100%
S AMC 100% 92%
Pass Rate (Goal 95%) 8 FORSCOM 100% 95%
— < TRADOC 100% 995% 100% 100%
USARAF - .
USARCENT 14 100% 93%
Response Rate (Goal 100%) 8 e o4 100% el >0
&8 |[USARNORTH| 100% 2 100% | 100%
— < USARPAC 129 98% 92% 30
USARSO 10 100% 90% -- --
USASMDC | 9 100% | 100% - -
ATEC 100% 90% 100% 100%
IMCOM 100% 91% 100%
= 100% 100%
DQ: 100% 100%
95%

Army Total | 3012 99% 93% | 589
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ASA(FM&C) Random Testing Pass Performance

100%

30% & - =

60%

40% =

200/6 B - /‘\

0%

% o ™ ™
S S S oS
SN > 2 @
G N > &
Q& v A\ »
oo GOAL —8— Army Overall —a— AMC —— ARNG —+— FORSCOM
USAASC USARC —— USAREUR — — USARPAC —— All Others

_Follow-on Testing has postvely impacted overai Random Testing Poss Performance |
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GE Follow-on Testing Performance Trends

RESPONSE RATE PASS RATE
100%

¢
so0 /

100%

80%

60%

60%

¥
v
N

r 4

40%

40%

GOAL = 100%

GOAL =95%
20% / \ 20% / \
0% ! ! ! 0% T T 1
January February March January February March
soedpes GOAL =—— Army Overall —— AMC
—— ARNG —t=—FORSCOM USAASC
—+—USARC — USAREUR —USARPAC
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GE Follow-on Testing Root Cause Analysis

® Timeframe-related mNo response from unit m Evidence of Review-related

m Documentation-related Authorization Documents-related mPass

 commandimolvementmprovs overalperfornnce |
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GE Follow-on Testing Root Cause Analysis (responses only)

30

25

20

15

10

ETimeframe-related BMNoresponse from unit BEvidence of Review-related mDocumentation-related

|th.

USAASC ARNG FORSCOM USAREUR All Cthers USARC USARPAC

Authorization Documents-related = Pass
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GE March Follow-on Testing Vital Few UICs

16

14

12

10

6
4
N E N BN EEEENDS

WemMu1e  WBPG16 WE4QBO W6PG04 WFPEHD  WFPDAA  WNH5G1 WY21B0O WeQG18  WAXCBO

(USAASC) (USAASC) (FORSCOM) (USAASC) (USAREUR) (USAREUR) (ARNG) {ARNG) {(USAASC) (FORSCOM)
m Timeframe-related m No response from unit mEvidence of Review-related
B Documentation-related Authorization Documents-related mPass
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Institutionalizing Army Audit Readiness for AWCF

Congress, through the National Defense Authorization Act of 2010, requires all of the Department of
Defense to obtain a clean audit opinion on all financial statements by 2017 (See ALARACT 222/2013).

Command Leadership
Leverage Command
Supply Discipline
Program (CSDP)
Remedy non-compliance

ASA (FM&C)
Monthly Sample Testing

G-4/LIA Audit Team
Monthly Testing &

Root-Cause Analysis

Identify non-compliance Verify remediation

PASS

Follow-on Testing | > 1% cycle through follow-on testing requires 1 PASS to remediate.
Business Rules | > 2"+ cycle through follow-on testing requires 3 consecutive PASSES to remediate.

. sttistcl sampling coupled with CMOP inspections insiutionalies cut recdines. |
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AWCF Random Testing Performance
Goal: Sustain 95% Pass Rate

Key Tasks

Support Army efforts toward achieving unqualified audit compliance by FY17.
Follow-on Testing;
Provide UIC/Command assistance;
Identify “vital few” for Command intervention

Next Steps

FM&C initiated AWCF random auditing on 17 April 14
LIA to develop audit guides for field support;
LIA to develop internal capabilities and procedures for performing AWCF audits;

Deliverables
Command POC list for FM&C use (IR Team members, G-4 contacts, etc) {Done}
Review FM&C constructed Control Catalogs and Test Narratives {15 May 14}
AWCEF Interactive Audit Guide {01 July 14— 2" random test cycle}
Follow-on Testing Support {15 August 14}

S
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Backups

UNCLASSIFIED
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Institutionalizing Army Audit Readiness for GE

Congress, through the National Defense Authorization Act of 2010, requires all of the Department of
Defense to obtain a clean audit opinion on all financial statements by 2017 (See ALARACT 222/2013).

Command Leadership
Leverage Command
Supply Discipline
Program (CSDP)
Remedy non-compliance

ASA (FM&C)
Monthly Sample Testing

G-4/LIA Audit Team
Monthly Testing &

Root-Cause Analysis

Identify non-compliance Verify remediation

PASS

Follow-on Testing | > 1% cycle through follow-on testing requires 1 PASS to remediate.
Business Rules | > 2"+ cycle through follow-on testing requires 3 consecutive PASSES to remediate.

 stoiica somplingcoupled with C5DP ispectinsnstitationaes i reodness |
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G-43 (GFP), G-44 (S)
and G-44 (M)

GE Random Testing

Performance
Goal: sustain 95% Pass Rate

*Follow-on Testing;
*UIC/Command assistance;

PROPOSED
Priority: High
Apr 2014

/ MISSION AREA #2 \

AWCF Random Testing

Performance
Goal: sustain 95% Pass Rate
*Follow-on Testing;
*UIC/Command assistance;

eldentify “vital few” for
Qommand intervention (CSDP)

|

eldentify “vital few” for
Qommand intervention (CMDPu

PROPOSED
Priority: Medium
TBD 2014

MISSION AREA #3
Execution Review

Process Development
Goal: internalize capability
within G-4

*Develop processes;
*Beta-test processes;
eldentify “vital few” MDEPs;

\-Integrate capabilities

|

UNCLASSIFIED

ACOMs/ASCCs/DRUs
/NGB/USARC

PROPOSED
Priority: Low
TBD 2014

MISSION AREA #4
Culture Change

Strategy
Goal: promote Accountability
as a core Army value
*Perform gap analysis
*Influence FY15 ACP
*|ntegrate strategy
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Monthly GE Follow-on Testing Data

UNCLASSIFIED

Pass Rate
Samples Samples | Response | Samples | (Received | Pass Rate No
Month Tested Received Rate Passed |Responses)| (Overall) Responses
SEP 367 257 70% 202 79% 55% 110
OCT 272 142 52% 115 81% 42% 130
NOV * 146 67 46% 49 73% 34% 79
DEC 172 80 47% 54 68% 31% 92
JAN 194 102 53% 77 75% 40% 92
FEB 190 115 61% 82 71% 43% 75
MAR 205 139 68% 100 72% 49% 66

*Shutdown occurred during FM&C Oct test period. Impacted response rate by -10%
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PBUSE = GCSS-Army — E&C Auditability Next Steps
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GE Random Testing Performance
Goal: Sustain 95% Pass Rate

Key Tasks Collaborating with FM&C to:

Support Army efforts toward achieving unqualified audit compliance by FY17.| 1.Direct judgmental testing to UICs that have
Follow-on Testing; not participated to date (culture change

Provide UIC/Command assistance; implores an all-inclusive approach).

Identify “vital few” for Command intervention (CSDP) 2.Direct repetitive testing to “vital few” UICs
that are of ongoing concern.
Next Steps 3.Develop plan to initiate random testing of
GCSS-Army.

Continue GE follow-on auditing

Focus on “vital few” Command and UICs /
PROPOSED: Initiate judgmental testing to non-participating UICs and historical “vital few” UICs
PROPOSED: Initiate random testing of GCSS-Army UICs after fielding schedule achieves 5% of total assets (~2015).

Deliverables
Sustain random testing response rate at 100% {99% Feb 14}
Sustain random testing pass rate at 95% {94% Feb 14}
Support FM&C General Equipment Audit Readiness assertion in Dec 13 {Done}

Additional Resourcing

None
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GE Follow-on Testing Performance Sustainment Plan

» Monthly Leadership performance thresholds:

Pass Rate (Goal 95%) IGSES% 00-94% | 95-100%

Response Rate (Goal 100%) - 90-99% 100%

» Leadership reporting highlights “vital few” Commands and UICs.
» 2" cycle through follow-on testing requires 3 months of pass
performance to remediate.
» Invigorate CSDP inspections to support audit compliance.
» Interactive Audit Guide deployed to demonstrate “what right looks like”.
Available on G-4/LIA Home Page: https://lia.army.mil/
» Further G-4/LIA assistance provided at:

At Readiness NEVER goes away..It mustbe achieved, then svsined. |
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UNCLASSIFIED

Root-Cause Categories

Category

Recommended Action

1 Non-response from UIC

Goal is 100% response. A non-response is an audit failure.

Documentation Related

Requested documentation is not provided.

Stakeholders (to include IR, Functionals, Commanders, MSE, G-
4, DOL, and PBO) must understand the test procedures and
provide requested documentation.

Retain documentation per minimum requirements outlined by
AR 710-2 or audit readiness guidelines.

Timeframe Related

Transactions are not posted in PBUSE per required
3 timeframes IAW ALARACT 092-2013. Transactions are
completed outside authorized timelines.

Stakeholders must post transactions in PBUSE within 7 calendar
days for Active Army or 30 calendar days for Army National
Guard and Army Reserve.

PMs must add new property to PBUSE within 72 hours of arrival
or wholesale receipt at the material fielding site in accordance
with AR 700-142.

Authorization Documents Related

Authorization documents, including the appropriate
assumption of command, appointment memorandum, and
in cases where authority was delegated, the corresponding
DA Form 1687, were not provided to verify transaction
signatures or did not include the 6-character UIC.

Authorization documents must be valid for the date of the
transaction.

Authorization documents must include the 6-character UIC of
the sample being tested.

Authorization documents must include an example of the hand
written signature of the approving individual if the transaction
is hand signed.

Evidence of Review Related

5 | Transaction documents are not signed and dated to
evidence review (e.g., hand receipt, transaction forms).

Sign and date substantive and internal control supporting
documentation to evidence performance of the internal
control.
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Training and Communications

Presenter: Ms. Sonya Green, Audit Readiness Support
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Communications Update

* The Commander’s Checklist and Audit Readiness Command and
Installation Guide have been updated as of March 2014 and are available
on the Army Audit Readiness Website.

* The Spring 2014 FIP
Report is available
on AKO.

AKO Audit Readiness Page: https://www.us.army.mil/suite/page/655389
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GF Audit Readiness Training

= Audit readiness training has been delivered to more than 21,700 Active
Army, National Guard, and Army Reserve personnel since January 2012.

= Current delivery methods for instructor-led classes include on-site visits,
Defense Connect Online (DCO), and Video Teleconference (VTC).

= Self-paced courses are available via the Army Learning Management
System (ALMS) and Army Knowledge Online (AKO).

* QOver 4,400 audit readiness courses have been successfully completed via
ALMS since June 2012.

= Audit Readiness Resources on AKO include:
* Training Presentations
e Audit Readiness Fact Sheets
e Audit Support Handbooks (SBA)
e Testing Workbooks (E&C and SBA)
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GF Audit Readiness Courses

U.S.ARMY

Audit Readiness Topic Available Courses Instructorled ALMS
Foundation Army Audit Readiness \' \' e i
Army Financial Improvement Plan (FIP) v \'
Readiness Internal Controls \' \'
Testing V v Note 2
Corrective Action v v
Sustainment SBR Audit Readiness:
General \' \' \'
Contractual Services/Acquisition of Assets v v v
Civilian Payroll v v v
Military Payroll v n/a n/a
Grants, Cooperative Agreements, Vv n/a n/a
Subsidies, Contributions, and Advances
Reimbursable Inbound y v v
Existence & Completeness Audit Readiness:
General Equipment (GE) \' \' \'
Operating Materials & Supplies (OM&S) \' n/a \'
Real Property (RP) \' \' \'

Note 1 — The course content of the Army Audit Readiness and Army Financial Improvement Plan (FIP) modules
is consolidated into one course titled “Army Audit Readiness Overview” on AKO.

Note 2 — The course content of the Internal Controls, Testing, and Corrective Action modules is consolidated
into one course titled “Internal Control, Testing, and Corrective Action” on AKO.
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Register for Audit Readiness Training

Visit the Audit Readiness Homepage on AKO for Information on How to Register for Instructor-led and Self-paced
Tl dillills
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ALMS Course Registration

= Access the Army Learning Management System (ALMS) via AKO
(www.us.army.mil).

= Navigate to the Self Service header on the AKO homepage.
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ALMS Course Registration

.S.ARM

= Select the Self Service dropdown.
= Next, select My Education.
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ALMS Course Registration

= On the My Education page, click on the ALMS logo or the Access
the ALMS link.
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ALMS Course Registration

= On the ALMS decision page, select the Go To ALMS Homepage
option on the right.
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ALMS Course Registration

= Onthe ALMS My Home page, select the Course Search tab to begin
the search process.

= Enter the search term “Audit Readiness” or “SBA Audit Readiness”.
= Click the Search button on the right.
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ALMS Course Registration

= A list of Audit Readiness courses is shown.
= (Click the Register link for the courses that you wish to take.
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ALMS Course Registration

= On the Create Order page, scroll to the bottom.
= (Click the Continue Registration button.

Accountability & Audit Readiness: Sustaining Army’s Strength



ALMS Course Registration

= When the registration process is complete, you will be taken to the
Registration Confirmation page.

= C(Click the Go to Enrollments button, to access your registered
courses.
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ALMS Course Registration

= On the My Enrollments page, click the Launch button to start the
course.

= The course will load, and is now ready for completion.
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ALMS Course Registration

= Select the Enrollments link on the My Home tab to access your
active courses at any time.
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Audit Readiness Training Options

= By request:
® Sign up for monthly SBA and E&C Training delivered via
Defense Connect Online (DCO). Dates can be found on AKO.

® Visit AKO for details on how to request audit readiness
training. (https://www.us.army.mil/suite/page/674323)

® View the Course Catalog to determine which modules are | Y‘
relevant. (https://www.us.army.mil/suite/doc/41379128) 0 thﬁf

= Web-based:

® Visit the AKO Training page for additional information on
how to register for courses on ALMS.

= Training Hotline: (888) 426-6840 PC: 14450248#
®* Tuesdays 1400-1500 ET
® Thursdays 0800-0900 ET
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*

U.S.ARMY

Wrap-up and Q&A
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