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FIAR Phases

The FIAR Guidance divides audit readiness activities
into six distinct phases.

Audit Readiness Phases Phases of an Audit

. Corrective

Once the Army is audit ready, the audit cycle phases occur annually.

n FIAR Guidance Phase Description

1 Discovery Define and prioritize processes, assess risks, test controls, identify weaknesses.

2 Corrective Action Develop and execute corrective actions in the FIP.

3 Evaluation Evaluate corrective action implementation effectiveness through testing.

4  Assertion Compile proof of audit readiness for OUSD(C) and DoD OIG review.

5  Validation OUSD(C) and DoD OIG review assertion package.

6  Audit Independent public accounting firm performs audit supported by reporting entity.

The Office of the Under Secretary of Defense (Comptroller) (OUSD(C)), Department of Defense Office of Inspector General (DoD OIG)
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ME/GE E&C Assertion Review

What does the Army FIP team mean by an “assertion”?

Assertions represent audit readiness milestones in
the FIP whereby the Army states it is prepared for an
audit.
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ME/GE E&C Assertion Review

* Existence/Occurrence All reported transactions actually occurred during
the reporting period and all assets and liabilities
exist as of the reporting date.

‘*Completeness All assets, liabilities, and transactions that should
be reported have been included and no
unauthorized transactions or balances are

included.

Valuation All assets and liabilities have been properly valued,
and where applicable, all costs have been properly
allocated.

¢ Rights and All assets are legally owned or controlled by the

Obligations entity and all liabilities are legal obligations of the
entity at a given date.

Presentation and The financial report is presented in the proper

Disclosure form and any required disclosures are present.

Accountability & Audit Readiness: Sustaining Army’s Strength ()



ME/GE E&C Assertion Review
[ Assertion

Inventory Re-Performance
Independent auditor performs
physical inventory to verify
existence of asset and accuracy
of asset record for randomly
selected assets

Existence

Reverse Testing
Independent auditor traces an
asset from the field back to the
accountable system of record to
verify completeness of asset
records

Completeness

Supporting Documentation
Analysis
Independent auditor verifies
asset chain of custody, accuracy,
and authorization to conduct
transactions
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ME/GE E&C Testing Execution

OASA(FM&C), Army G-4, Army G-8, and

OASA(ALT) have determined E&C ME/GE

Mission Critical Assets criteria to include:
= Asset unit price of $100,000 or greater

= (Class VIl or other functionally complete end
items (does not require inventory of Bll or
SKO components)

= Expected useful life of two or more years

E&C ME/GE Mission Critical Assets
typically: Qj l
= Maintained in line with AR 710-2 and '
AR 735-5

= Have property records within the accountable
property system of record, PBUSE

= May reside on MTOE, TDA, TASC, NEC, JTA
property books
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Internal Controls Testing Approach

The Army’s internal controls assessment focuses on control
activities that exist throughout the an asset life cycle:

Test of Design

Test of Operating Effectiveness

Inspection \ Re-performance | Tracing or Vouching
Inspecting documents to Recalculating key numbers Following a transaction
ensure evidence of proper that are calculated as part from origination through
execution of the control. of the internal control. the entity’s information
systems until it is reflected
in the entity’s financial

l\ K J l\ statements.
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ME/GE E&C Testing Execution

Jan Sept - Dec
Conclude Reconcile Apr - Dec Jan - Jul
i - Conduct Dec
Quick Wins  APSR system Conduct
i FORSCOM Assert
testing data to legacy Sept FORSCOM
IMCOM - E&C
MEV Utilize IMCOM Missi
Feb-Sept TRADOC apSRdata TRADOC 1sston
Mar - Oct M Refine ARNG for ARNG o Do Critical
Conduct Agaerr ¢ Nov APSR USARC financial USARC ﬂm Assets
Quick Wins ok Conduct population audit reporting audit aseertion
testing Quic PEO with PEOs  readiness readiness y
ﬁ *W Ins substantive 0/ PMs  Afraining training oo a9
testing
S 3 * | | ® 3 >
- ¥ - —
& & | & S | Q
Mar - Nov Feb - Mar Aug - Dec
Feb Conduct Dec Conduct Review
Initiate FORSCOM Conduct TRADOC May - Jun assertion
Quick Wins IMCOM ARNG USARC Conduct package
testing TRADOC | gybstantive | Substantive USARPAC with
* substantive testing testing USAEUR OuUsD,
*testing * Mar - Dec  Substantive Jan - Jul AAA
Conduct Atesting Conduct
. O—gt t FORSCOM FORSCOM
onduc
IMCOM IMCOM
Jan - May
ﬁ Complete USARPAC =2 — o TRADOC TRADOC
substantive ARNG ARNG
* testing ARNG
In Process substantive USARC USARC
testing A\ re-testing re-testing
/\ Coordinating %

Accountability & Audit Readiness: Sustaining Army’s Strength



ME/GE E&C Control Activities, Common Deficiencies,
Corrective Actions
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ME/GE Control Activities

( \( N\ ( A A N\ 7 2
Physical Inventory Syst.em ccess/System Access
\ AN ) | Review L )
( 2
Acceptance/Transfer/Disposal || ) (W h . \( A
of Equipment arehouse Security
\ J \ J )L )
4 N\ ) fF. ial R ti /JV 4 ™
inancial Reportin
Organization SOP P g NA
approval
L J \\ VA J \\ J
4 N\ N\ N\ 7 N
Quality Assurance Reviews Other Known Deficiencies
h 7\ 7\ J\ J
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Physical Inventory

Audit Readiness Goal: A
Physical inventory of accountable assets are conducted in accordance with regulation.
Past inventories are supported by documents which are complete and provide an
accurate history and audit trail.

\_ Control # 1.05, 2.05 )

Criteria/Testing Parameter:

Physical inventory of assets must be accurate and
must be supported by documentation. At a
minimum, retain a copy of the last signed
inventory log, DA Form 2062, a copy of the current
assumption of command and DA Form 1687 when
delegated authority is required.

Independent auditors may re-perform physical
inventory of assets to test accuracy.

\_ /
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Physical Inventory
¢ )

xpected Control Environment:
Property accountability controls including the physical inventory of accountable assets
are conducted in accordance with AR 710-2. PBUSE transactions are supported by
documents which are complete and provide an accurate history and audit trail in
accordance with AR 710-2 and AR 735-5.

" Daw Last imventored. 012212011 UNCLASSIFIED: For Official Use Only
HAND RECEIPT

Page 100110
UNCLASSIFIED: For Official Use Only
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Physical Inventory

Common Deficiencies

]

Assets Not Found on
Installation (NFOI)

\_

~

-

Lack of organization or
unit physical inventory

\_

Assets Found on A
Installation (FOI)

\_ J

(Use of DA Form 4949 for\
asset disposal

\_ J
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Serial number h

discrepancies between

physical asset and
\PBUSE Y

[Use of FLIPL for update
of serial numbers

\_




hat Physical Inventory

{ Deficiency Example: Serial number discrepancies between physical asset and PBUSE ]

ORGANIZATION PROPERTY (DEPLOYABLE).
PCNAUIC/DESC: PHR-1,2,8/ WBBXAA / 0362EN CO

ux~ SHI ERC GENERIC NOMENCLATURE AUTH DOC AUTH U]
\M i u NSN NOMENCLATURE Lee ECS SRRC Ul Managed €CIIC LA PUB DATA
SYSNO___ SERREGAOT NO LOT QTY SYSNO __ SERREGALOT NO LOT QTY SYSNO _ SERREGALOTNO LOT QTY SYSNO  SERREG/LOT NO LOT QTY

N — ” MATERIAL HANDLING CRANE
e — , FORWARD REPAIR SYSTEM
(FRS)

5230010565238 EN 448900 FLOODLIGHT ST TLR MTD A s U 8219 1
C05-04-00740 \ J . MFR- PT- NO.
FI14%0 \ ELECTRIC 3 OSATIRFCEC 2 2 NSN 2'195'1'10005

1375000473750 KT W00 DEMO SETEXPLOELEC A N M 8028 SC 1375-85-A03 2

\
Faos1a \___ TONE SIGNAL ADAPTER 1 CONTRACT NO-

5805010409653 EA 14500\ ADAPTER TONE SIGHAL 5 N ] 0164 1
04704 \
ORD. PT. NO. —
RECH
O

:‘oT:mmmmm:m.mmm|m

FA2012

582001C094258 EA
s u 9287

029641

Fi2101

WoTGNET DESIGN ACTIVITY SERIAL NO.
702101C064852 EA 0.00 ﬁ.m:%ﬁ— CTA £0-900 . — g

H SHE20D1 aGar&K €GazaD1 FGA2001 : -
A - HP 1320 MONOCHROME LARERJET PRINTER MFR: GROVE DATE OF MFR-

u.s. L.L.C.

| _ _ WARRANTED ITEM: WARRANTY PERIOD 12 MONTHS
15012747300 EA 1279770 GEN ST DSL MEP-B0ZA \ A s ¥ u 8151 1 FROM _ DATE OF GOVERN!‘AENT ACCEPTANCE

|
Suam GEN SET: DED SKID MTD KW 60HZ AN L LLLAAPSS
8115012853012 EA 992225 GEN SET DED MEP 837 AN S " m e n - M; i
A, J

..... - CENERATOR SET DIESEL, GOHE AC AN DS4TILFCFC 1
o RACK STORAGE SWALL ARKS 800 L
1085004070874 £A 66025 RACK STOR SAMY R N\ N I 1% 18

) /
SIL;N‘\TUR&'.? bty i [;RN)EL Dmi[)_}i\?'ﬂi
\/ :

RICARDO X. RIVERA

Signed DA FORM 2062 SN . ... 0624
ActualSN..................64220
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Physical Inventory

Impact:

Accurate physical inventory of assets and complete transaction documentation
ensure that asset records accurately depict a unit’s property, and the Army has
assurance of their asset universe.

| J

mrrective Action: \

Ensure a three-way match is achieved during physical inventory of assets,
including verifying accuracy and consistency of asset serial numbers and data
elements as reported within PBUSE, asset supporting documentation, and the
asset itself. Where appropriate, a DA Form 4949 should be submitted and PBUSE
updated with the correct data elements. Supporting documentation be updated
to reflect any DA Form 4949 changes.

Assets deemed FOI and NFOI should be processed through the appropriate
procedures to reflect an accurate property book. This may entail closing pending
transactions in PBUSE, processing a receipt form for an asset, or completing a

Qancial Liability Investigations of Property Loss (FLIPL). /
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ME/GE Control Activities

( \( Y ( N D
Physical Inventory ‘/ Syst.em Access/System Access
\ L ) | Review L )
( 2
Acceptance/Transfer/Disposal |[ 1( h . \( )
of Equipment Warehouse Security
~ J \ J L J1N )
4 N\ ) fF. ial R ti /JV 4 ™
inancial Reportin
Organization SOP P g NA
approval
L J \\ VA J \\ J
4 N\ N\ N\ 7 N
Quality Assurance Reviews Other Known Deficiencies
h 7\ 7\ J\ J
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Acceptance/Transfer/Disposal of Equipment

~

Audit Readiness Goal:
PBUSE transactions are supported by transaction documents which are readily available,

complete, accurate, and conducted by authorized personnel in a timely fashion.
Control # 1.06, 2.06
\_ Control # 1.07,2.07 J

Criteria/Testing Parameter:

Organization property book transactions must
be supported by documentation and identify
the personnel who authorized the transaction,
how long the transaction took to complete, and
if transaction documentation was retained.

Independent auditors may randomly sample an
organization’s PBUSE activity register, and test
for transaction accuracy, authorization,
completion, and retention.

\_ /
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Acceptance/Transfer/Disposal of Equipment

G(pected Control Environment: \

Transactions are authorized by an individual appointed on an Assumption of Command
(AoC) memorandum, appointment memorandum, or delegated property responsibility on
a DA Form 1687, Notice of Delegation of Authority, valid for the UIC and transaction date.

Transactions are accurate and complete. Transactions are posted to PBUSE within the
required time. AR 710-2 1-21.c outlines the objective of posting stock records within
three calendar days from the receipt of asset.

Qansaction documentation is retained per minimum requirements by regulation. /

REQUEST FORISSUE OR TURNAN |
(DA PAM 718-2-1) ‘

DEPARTMNT OF THE ARy NOTICE [OF DELEGATION OF AUTHORITY - RECEIPT FOR SUPPLIES [oae
VATTALIGN, 367 INFANTRY RCIMNT A PAM 710.2-:  The propanen: agency s OCS. G-4 | 0d FER 1!

AUTHORIZED REPRE SENTATIVE(S
LOCATION

ORGANIZATION RECENING SUPPLIES.
BCOI36INBN 1T AD

»»»»»

LAST N HET NAME-MIDOLE INTRAL SIGHATURE AND IN

JSL’/

CRUZ ANTHONY ] S8G 0 YES \ks'

uuuuuuuuuu

TSOGRE, APEDX PFC | YES \r: M

NOT USED

NOI USED

| |
AUTHORIZATION BY RESPONSIBLE SUPPLY OFFICE oRA:cnu TABLE OFFICER
THE UNDERSIGNED HERERY J DELEGATES 7O~ WITHORAWS FROM ERSOM(S) LISTED ABDVE

T RIHORITS. Request,seveive & tarmein. C1L 11 and VIl equipment and documen's w Propenty Book Office

AT
THIS CARD SUPERCEEDES ALL OTHERS,

| ASSUME FULL RESPONSIBILITY

UNIT IDENTIFICATION CODE ¥ CAr UMBER
 WAEIBO ) . wepprR

LAST MAME-FIRST NAME-MISOLE ™I i RACE | TELEPHONE EXPIRATION DATE! SIGNAT LA |
. |7 Inbueen |
W g 744303 | 03F | V
4 FERRY. DAVIT ) 0-3 § 443936 | O3IFEB12 | Jﬂ /

DA FORM 1687, MAY 2009 PREVIQUS ECITHING ARE QBSCLETE E;JL/
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DEPARTMENT OF THE ARMY
BRAVO COMPANRY, |™ BATTALION, 367" INFANTRY REGIMENT
1T BRIGADE. 1™ ARMORED DIVISION
BUTLDTHG 20033 KASSERIME WAYT
FORT BLISS, TX 70814

AFAD-THRE-B 1 Qetober 2010

MEMORANDUM FOR RECORD

SUBJECT: Assumption of Command

l. The undersigned szsumes command of B Company 1™ Infantry Banalion, 367 Infantry
Repiment, Fort Blizs, TX 792716 UIC: WAE3SBO, Effective date: 27 Febmary 2010,

2. Augthority: AR 600-20 Para 2-5¢
1. Period: Until officially relived from dutes

1
|
I

ot
|I I |'I
)

LJ.-"."."'II [ ). FERRY

CPT, I
Commanding

4. Special Instructions: None

Acceptance/Transfer/Disposal of Equipment

@sumption of Command \

Memorandum:

= AoC to be completed in
accordance with AR 600-20
— Army Command Policy

" |nclude pertinent data
elements including six
character UIC, Effective
Date, and Signature of
Commander

\ /
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Acceptance/Transfer/Disposal of Equipment

/DA Form 1687 — Notice of Delegation of Authority: A

= DA Form 1687 to be completed in accordance with DA PAM 710-2-1

= |nclude pertinent data elements including six character UIC, Effective Date,
Expiration Date, Signature of Commander, Signature of Delegated Personnel,

\_ Transaction Type Authority (Request, Receive, Turn In) )

NGTICE aF DELEGATIGN r:rF AUTHDRITY RECEIPT FOR SUPPLIES |DATE
ar wse of s e gee D4 PAM T1d-2-0 The propanes? agency m OCS -4 | 04 FER )i
AUTHORIZED REPRESENTATIVELS
ORGAMIZATION RECENIMG SUPPLIES LDE.&TCH
B CO 1-36 IN BN 111 AD o FTBLISS, TX 79912 -
LAST NAME-FIRST MAME-MIDDLE PETAL I --F'L‘T;CEIW ZIGHATURE AMND IMITIALS
i . | REQ | REG -
CRUZ. ANTHONY | SSG | YES | YES |
S } , | L :
TSOGEE, APEDO PFC | YES | YES
— S — !
NOT USED | | |
A —— : ]
|
AUTHORIZATION BY RESPONSIBLE SUPFLY OFFICER OR ACCOUNTABLE OFFICER
THE UMZERSIGMNED HEREBY .,f DELEGATES 70 - WITHDRSAWS FROM THE PERSONIE | LISTED AEDVE

THE AUTHORITY TO Request, roogive, & turn=in, CL 1T and VI eguipment and documents o Propery Book Office.

REMARKS
THIS CARD SUPERCEEDES ALL OTHERS,

| ASSUME FULL RESPONSIBILITY

URIT IDENTIFECATION CODE iDOEI-ﬁAE-'kaCIUNT HUMBER
_______ WALEIBO L R WK e o
LAST MAME-FIRST MAME-MIGOLE MITIAL | GRADE |TELEPHOME EXPIRATION DATE! SIGMATLUR i
i MUMBER 0‘/
FERREY, DAV I 0-3 TE4-3950 : U3 FEB 12 I /
DA FORM 1687, MAY 2009 PREVIOUS EDITIONS ARE ORSOLETE {;JV APDPE vi DOES
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Acceptance/Transfer/Disposal of Equipment

ﬁra nsa ctio n \ > PRUERT DO Bt st 1L ~|—':,=,:NME—|E.E'.=‘E* |§Ht§fs WePGU2 11160043 WRERED (B0 (8L
I3 SEND T 4. DATE MATERIAL REQUIRED 5. BODAAC

i & FRICATY |7, ACCOUNTINGFUSMDING DATA
B CD [-38/'WAEIRD (Y FFBO0)

Documentation: o i e

*COnE IBEUE - TLARN-MN 0 PUBLICATIN 11 JOBCADER MO |
FIriad FRAT-Fair Wsar dnd Tear EX-Ewcpss L7-Lnlaral Fransier

.
. C p I t d Rl AS-Rpparm of Sy SC-5fmé of Chapas
O m e e I n 12 ITEM umn SUPPLY - S
. N STOCK NO. ITEM DESCRIFTION b | uANTITY CORE® AR UNIT FRICE | TOTAL COST ; nﬂ:m By
b & d 2 i ety 1]
a CCO rd a n Ce Wlth fO rm 7 - tﬁll#ﬁn‘ﬁﬂﬂl"l”l“‘dﬁ- RADKD SET ARVRC-ZLF EA 1.00 I l 1131700 1e7o0| 20110826 B
instruction indicated N WiIIETTIIDI1IAT LIS WT HT MTDVRAT (MWRH} Ea | i /L ' 1.‘“]3["" Langon| z0110436

= Contain pertinent data |
elements including =
appropriate Segregation
of Duties, Request /
Receive / Issue Dates, ‘
Voucher or Document _ -
Number, six character : _ — S
UIC, Signature of B (o |7 LOCUY YRR | e | 2ol mmﬁff

REGUESTED | &R 0510 COLUMN DN eS| g0 e T couuMn |2l 05 110

CO m m a n d e r O r 0A FORM 3161, DEC 2000 w7 FREVIOAIS EDITION WY B LSO ]
Delegated Personnel
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Acceptance/Transfer/Disposal of Equipment

Common Deficiencies

(Unit’s inability to R
produce requested
documents

1\ J

(Lack of signature on R
assumption of
command or

\ .appointment memo

\

Using organization
designator instead of
UIC

o

J
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(Transaction closed in R (Destruction of R
PBUSE greater than supporting
three days following documentation
\_receipt of asset VAN )
(Inaccurate forms (Not\ (Transaction R
signed, dated, lack of completed by
segregation of duties) unauthorized
\_ ) \_personnel )
(Use of parent UIC in R (Inconsistent use of R
place of derivative manual and digital
UIC signatures
1\ J




Acceptance/Transfer/Disposal of EQuipment

[

Deficiency Example: Using organization designator instead of UIC

DEPARTMENTS OF THE ARMY AND THE AIR FORCE
JOINT FORCE HEADQUARTERS
TENNESSEE NATIONAL GUARD
45™ GIVIL SUPPORT TEAM (WMD)
BLDG 551 VOLUNTEER TRAINING SIiTE
SMYRNA, TENNESSEE 37167-2008

JFHQ-TN-COS (CST) 28 May 2010

MEMORANDUM FOR RECORD

SUBJECT: Assumption of Command

1. The undersigned assumes comimand of thé 45™ Civil Support Team (WMD) dffective
28 May 2019,

2. Authority : Chapter 3, AR 600-20

3. Period: Until officially relieved or released from appointment or assignment.

LTC, AR, TNARNG
Commanding
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e Acceptance/Transfer/Disposal of Equipment

Impact: Accurate, complete, and authorized transactions ensure that recorded
transactions represent events that actually occurred and reduce the risk of the Army being
exposed to loss of assets and potential misstatements.

Corrective Action: pPBO and Asset Property Managers should engage hand receipt holders in increased

training and process discipline to ensure that all supporting documentation is filled out accurately, completely,
and signed by authorized personnel.

The PBO should ensure appointment orders are undersigned by Commanders and Primary HRH or accountable
officers, where authority is delegated. Appropriate segregation of duties should be established to mitigate
potential asset misstatements. There should be Consistency in use and type of signatures should be followed.

PBO should establish processes to reconcile transactions which are due-in and those which are deemed as
pending within PBUSE. Where transactions have been received and accepted by a unit or organization, the PBO
should process and close the transaction within PBUSE, per timeframes listed in AR 710-2.

PBO and Property Control Custodian should evidence when a transaction document is received with a stamp
that includes the date and initials of who received the document.

PBO should update document retention policies to retain capital asset initial purchase documents permanently
and documents supporting accounting records for a minimum of six years as outlined in AR 710-2 2.5.r.s. Any
missing documentation must be substituted with a statement including all information recorded in the
document register for the lost document and signed by the property book officer.
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ME/GE Control Activities

( \( Y ( N D
Physical Inventory ‘/ Syst.em Access/System Access
\ L ) | Review L )
( \
Acceptance/Transfer/Disposal || / 1( " . \( )
of Equipment Warehouse Security
- 7\ 7\ J\\ J
d N\ ) fF. ial R ti /JV 4 ™
inancial Reportin
Organization SOP P g NA
approval
. J \\ /J \\ J \\ J
[ AV 4 N\ ( N\ 7 N
Quality Assurance Reviews Other Known Deficiencies
h 7\ 7\ J\ J

Accountability & Audit Readiness: Sustaining Army’s Strength




Organization SOP

. . )
Audit Readiness Goal:
The organization documents property accountability policies and procedures in a SOP
and conducts regular reviews to maintain up to date guidance.
\_ Control # 1.01, 2'01j

Criteria/Testing Parameter:
The organization documents property

STANDARD
ORPERATING

Independent auditors may request and
review an organization’s SOP, to review for
compliance with Army Regulations.

POLICIES
l?'nocEPunEﬁ

accountability policies and procedures in a - STANDARD -
SOP, and can produce the document upon OPERATING
request. PHOGED

\_ /
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Organization SOP

/Expected Control Environment: \
A unit supply SOP should outline responsibilities of unit supply personnel; types of
records, reports, and forms required; detailed procedures for requesting, receiving,
storing, inventorying, issuing, and turning in supplies and equipment; and procedures

for initiating adjustment actions for lost, damaged, or destroyed items. Organization

SOP should be in accordance with Army Regulation.

- )
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Organization SOP

[ Common Deficiencies ]
(Unit’s lack of SOP h [SOP outdated or not h [SOP notin h
updated on a regular compliance with
basis Army Regulation
\_ J J J
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Organization SOP

Impact: A
Documenting policies and procedures of the organization in a SOP ensures that
accounts and all transactions or assets they accumulate are properly classified and
accounting principles are consistently applied from period to period. y

/Corrective Action:

PBO should complete an SOP and conduct at least an annual review which is
evidenced by signing and dating the SOP or coversheet. In accordance with AR 710-2
Table B-1 E.2, SOPs should be current and complete addressing the proper use, care,
custody, and safekeeping of government property.

(&

N

J
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ME/GE Control Activities

( \( Y ( N D
Physical Inventory ‘/ Syst.em Access/System Access
\ L ) | Review L )
( \
Acceptance/Transfer/Disposal || / 1( " . \( )
of Equipment Warehouse Security
- 7\ 7\ J\\ J
4 N ) fF. ial R ti /JV A Y2 \
inancial Reportin
Organization SOP / P g NA
approval
. J \{ J \\ J \\ J
( \( N ( 2Ya \
Quality Assurance Reviews Other Known Deficiencies
h 7\ 7\ J\ J
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Quality Assurance Reviews

/Audit Readiness Goal: R

The Army has processes in place to ensure that property accountability is established,
asset records are accurate, and transactions are supported by adequate documentation.

\_ Control # 1.08, 2.08 )

Appendix B
Command Supply Discipline Program

Criteria/Testing Parameter: iy

Introduetion

B—1. Overview

CSDP is implemented, results of evaluations ST e e e o

system foom the wser 10 the Asmy Command (ACOM)/Amny Service Componen: Command (ASCC)Disscr Regoeting
Unirs(DEUs) levels.

are documented, and findings are resolved in :;-%%mgﬂm;&:ﬁ;ﬂmmnﬁm sy
order to standardize supply discipline {
throughout the Army in accordance with AR R .::s:.xm;;:;; w:zmm,:unmm o2

disceetion to condnct spacial inspecsions nsing the systemic methodslogy for dereqmining root canses
for geoblems idenvified theongh the CSDP. Therefors, commanders thould mor exblish new svalnation seams becazse

710-2, Appendix B. T

B-2. Purpose

o The pugose of the progmam is o—

(1) Esisblish smpply discipline 3z cegultory gridance.

| Standardize sepyly discipline sequirements.

i gle listing of snpply palicy requitements
th fespect o fime spent momimeing subosdinates’ actions.
of nemcempliznce with policy.
emmal managemment controls a: listed in chapier 1 of thir segulasion

(1) Compiling the vaziows sequiremens 5o sespomsible persomne] ace easdly infomed.
i v =3

., implementaion of the CIDP will—
1B|sn:ecmyls:|nce with DA myply policy and procednres.
| Dietecmine the adequacy of esablished DA sopply policy nd procednes:.

Independent auditors may request and
review an organization’s CSDP, to review for oy R

This segelaroey gmidance agplies to all persennel within the sesil smgply arenas Srom hand receiptinsic to ACOMY
ASCODRY levels

compliance with Army Regulation. SIS oy e

appendix:

& Supervisers personncl. All isdividnals i 3 position of cespensibiliy whose job involves smpyly pecations wirkin
Y offic

anleThg

dith established DA regnlations to effectively administer sapply econamy.
Jies o A1l fancram and level of o ugply (fom mitcontracter hoongh national wser) and ro the

e suyp!
4 CIDF. A fous-old mg:un addsessing the follawing:
1) and v pecsonnel to instill supply discipline in their opecaions.

Gmd.mr.:hre'\'.lh:lm sepply discigline.
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Quality Assurance Reviews

/Expected Control Environment:
Quality control programs are in place to gain assurance over the accuracy of property
records during periods of time between inventories.

o

~

Accountability & Audit Readiness: Sustaining Army’s Strength



Quality Assurance Reviews

[

Common Deficiencies ]
4 N\ )
CSDP is not followed Unit did not [CSDP outdated or not h
in accordance with AR participate in CSDP updated on a regular
710-2, Appendix B. basis
g L L J
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Quality Assurance Reviews

Deficiency Example: CSDP outdated or not updated on a regular basis

CSDP ChecR

Dtd: 1 Jan 2010

LBE SITE: £ 7 {_’7%'!5

LBE SITE PBO: Mr- 6(/ / fQ‘ b‘ man
LBE SITE TEAM ciizr:__ Y70, Hen ry Wa IKer
REVIEW CONDUCTED BY: RP 3 c JP b em" t{ /@'é«‘afﬂi—: e

Desired responses to each item are indicated by an “X” in the YES, NO or NA column. Any adverse findings will
require corrective action and a reply in writing. If a reply is required the suspense for the reply will be provided by
the individual conducting the review. Some questions indicated on this checklist are not requirements of
regulatory or policy guidance; some questions are for clarification only and a negative response will not adversely
affect the overall evaluation.

1. REGULATIONS/REQUIRED DOCUMENTS vis [ NO T N/A
Al AR 710-2 -
B. | AR7355 _
€. | DAPam 71021
D. Statement of Work_____ . o
E. PBO Appointment Order Dated: 2 Sep 2009 =
E. | COTR Appointment Order Dated: 23 ﬁﬁ_@ 9 >=
COTR Training Certificate? Dated:
G. | PBTC Appointment Order Dated: < A
H. External SOP Dated: X
[ Internal SOP Dated: / f&f 2O/ P
3. Access to required TM’s via LIW ETM Site S
" When regulatory guidance is not clear has the PBO requested )Q
3 clarification?
Remarkr

e._; refuasec_Zo55n ampinteet coder &Ry JBIC TShics ot repuived
gﬁe_e__f:ﬁf writicy

2. PBUSE A Procedures YES | NO | N/A
A Does the PBO verify need for PBUSE access prior to submitting access ><
" request? L
B. Does the PBO request access removal for terminated employees? >=
c Does the PBO validate the access list periodically to ensure proper
- access is maintained or changed when needed? >£—
Remarks:

Fas  resfer
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Quality Assurance Reviews

Impact:
Recorded transactions represent economic events that actually occurred and
transactions are supported by adequate documentation.

J

\_
ﬁrrective Action: \

Organization leadership and PBO implement CSDP evaluations, documenting
results and resolving findings in line with AR 710-2, Appendix B.

The frequency of CSDP evaluations should be in compliance with AR 710-2,
Appendix B, Table B-7.

\ /
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ME/GE Control Activities

7

\

Physical Inventory

J

(System Access/System Access )

&

Review

J

\

of Equipment

(Acceptance/Transfer/ Disposal )

J

7

.

Warehouse Security

\

7

\

Organization SOP

\

7

.

Financial Reporting/JV
approval

NA

7

.

Quality Assurance Reviews

7

.

Other Known Deficiencies
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System Access/System Access Review

Audit Readiness Goal:

PBUSE transactions were initiated and completed by individuals authorized to access
the system and checks are performed annually.
Control # 1.02, 2.02

\_ 1.03,2.03 /

mteria/Testing Parameter: \

Inquire of organization or unit
system access policies for PBUSE.
Review system access list.

Independent auditors may request
and review an organization’s
policies and procedures regarding
information system access and
authorization.

L /
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System Access/System Access Review

Expected Control Environment:

PBUSE user access is approved and monitored regularly. According to the GAO Federal
Information System Controls Audit Manual (FISCAM), access controls limit or detect
inappropriate access to computer resources (data, equipment, and facilities), thereby
protecting them from unauthorized modification, loss, and disclosure.

System access to PBUSE is annually monitored by the installation/command to ensure
that current users need access and the privileges are appropriate for the users current
job responsibilities. This review is evidenced by the Information System Manager’s or
designee signature and date on the system access user report or equivalent.

Without adequate access controls, unauthorized individuals, including outside intruders
and former employees, can surreptitiously read and copy sensitive data and make
undetected changes or deletions for malicious purposes or personal gain. In addition,
authorized users can intentionally or unintentionally read, add, delete, modify, or
execute changes that are outside their span of authority. Due to the frequent change of
property book staff, a best practice is to review user access on a quarterly basis.
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System Access/System Access Review

Common Deficiencies

\
PBUSE system access

review not conducted

\ J

Personnel using other’s
log in information to
post transactions

(PBUSE ‘Date Last

Inventoried’ not being
updated

\ J

U

J

Documentation

evidencing review of

PBUSE user access was
\_hot retained

-
Improper use of PBUSE

transaction codes

J

\_
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System Access Review

[ Deficiency Example: PBUSE ‘Date Last Inventoried’ not being updated

Cate Last Inventoried: 10/2202010

UNCLASSIFIED: For Official Use Only

HAND RECEIFPT

TDA PROFPERTY

PCN/UIC/DESC: PHE-12 8 /WL1IM 1/ 15T EN (IN) 340THEREGT

L 1M [SUEL | M) R ERC GEMERIC MOMERCL AT LURE AUTH DOC

MER L P MEM MORMEMCL AT LRE LCC ECE ERRC LAl Managd

ETEND SERREGL OT MO L OT GTY EENO SERMREGLOT MO LOT T Y i ENO SERMBEGLOT MO LOT GITY

1240013611314 EA 33500 SIOTULA MDD O ME2 A M f

Cis0 B COMPUTER 2Y32 D8GITAL: ANPY 2-10{C) FEZFCWA

SE1001517 3557 EA 1206.00 TRANS FER UNIT.CRYFT A C f
DTS5 S

SE10013931973 =A SMEE DT DANCYZ-10 W3 A C Y
124365 1721682

C2TraT B COMPUTER 2YETEM: DICITAL ANTY Q-105 V)1 FEZFCWA

T4 725107 EA 500000 COMPUTER SYSTEMDK: A 5
ZhLZNE

CITE3E B CMIP 3T D#G: SAME-1E-N FZFCVA

TO10015385103 EA 320000 DO ST DS ANTYZ-139 A 5

WHEAMS  DIECVEI

CEdzad B COMPUTER 2ET BALLISTICS : MORTAR M23 FEZFCVA

Accountability & Audit Readiness: Sustaining Army’s Strength




System Access/System Access Review

/Impact: \

Recorded transactions represent events that actually occurred and reduce the risk of

the Army being exposed to loss of assets and potential misstatements. Without

adequate access controls, unauthorized individuals, including outside intruders and

former employees, can surreptitiously read and copy sensitive data and make

undetected changes or deletions for malicious purposes or personal gain. In addition,

authorized users can intentionally or unintentionally read, add, delete, modify, or
Qxecute changes that are outside their span of authority.

/
/Corrective Action: \

Installation/command and PBO review PBUSE user access on annual basis and
evidence this by signing and dating the user access list. When necessary, ensure all
appropriate personnel have PBUSE user accounts.

Complete all data fields in PBUSE, including ‘Date Last Inventoried’ following physical
inventories.

kUtiIize appropriate transaction codes when conducting PBUSE transactions. /
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ME/GE Control Activities

7

\

Physical Inventory

J

(System Access/System Access )

.

Review

J

\

of Equipment

(Acceptance/Transfer/ Disposal )

J

e

&

Warehouse Security

~\

7

\

Organization SOP

\

7

.

Financial Reporting/JV
approval

NA

7

.

Quality Assurance Reviews

7

.

Other Known Deficiencies
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Warehouse Safeguarding

‘. : )
Audit Readiness Goal:
Assets in storage are properly safeguarded and security is adequate.

\_ Control # 1.04, 2.04 )

Criteria/Testing Parameter:
Walkthrough of organization warehouse to
observe whether assets were appropriately
safeguarded and appropriate segregation of
duties existed.

-4
A 4 { -‘."
Ju-
N\ AN/
A%
A

N/

g

Independent auditors may perform a
walkthrough of warehouse or Supply Support
Activity (SSA) to test safeguards.

\_ /

m | s
: -u.-{l.. CE Y

Accountability & Audit Readiness: Sustaining Army’s Strength



Warehouse Safeguarding

(Expected Control Environment:
Assets in storage are properly safeguarded and security is adequate. Standard operating
procedures are in place and used at warehouse locations.

o

~
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* \Warehouse Safeguarding

[

Common Deficiencies

[Unit’s lack of SOP

~

Lack of key control log

-
Lack of physical
safeguarding
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Warehouse Safeguarding

Impact:

Use of appropriate safeguarding ensures that there is controlled access to assets, critical
forms, records, processing and storage areas. It also provides greater certainty that
recorded assets exist on a given date.

\_

~

J

ﬁrrective Action: \

Ensure the warehouse SOP contains procedures for segregating duties, securing
property, and preventing fraud, waste and abuse.

Where appropriate, all non-assigned personnel should be required to sign in and be
escorted if entry is permitted.

All gates and doors should be secured during non-business hours. Sensitive items
should be kept in locked cages and lockers located within a locked fenced area.
Pilferable equipment located in the outside of the warehouse should be secured, or
kept in secured containers.

Accountability & Audit Readiness: Sustaining Army’s Strength

Keys for all lockers, cages, fences and entry doors are secured and maintained with a
w control log. /




ME/GE Control Activities

7

\

Physical Inventory

J

(System Access/System Access )

.

Review

J

\

of Equipment

(Acceptance/Transfer/ Disposal )

J

7

.

Warehouse Security

\

7

\

Organization SOP

\

7

&

Financial Reporting/JV
approval

NA

7

.

Quality Assurance Reviews

7

.

Other Known Deficiencies
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Financial Reporting / JV Approval

. . )
Audit Readiness Goal:
Army is fairly and accurately presenting information on its financial statements in
accordance with regulation.
\_ Control # 1.09, 2.09)

ﬁriteria/Testing Parameter: \

Independent auditors may perform
substantive tests to verify balances presented
in the Army financial statements.

Y L& P 4 f : e ..
\ / t gic Crossroads
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Financial Reporting/ JV Approval

[Expected Control Environment:
Journal vouchers that account for the assets held in PBUSE are conducted on a
quarterly basis. This entry is reviewed and approved by OASA(FM&C) — FOR leadership
prior to submitting to DFAS for posting. The approval is evidenced by e-mail.

o J
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ME/GE Control Activities

7

Physical Inventory

\

J

(System Access/System Access )

L Review

J

_of Equipment

(Acceptance/Transfer/ Disposal )

J

7

Warehouse Security

.

\

7

Organization SOP

\

\

Financial Reporting/JV
\approval

7

Quality Assurance Reviews

.

7

Other Known Deficiencies

&
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Other Known Deficiencies

= Non-APSR System use

= Government Furnished Equipment/Property
= Depot Maintenance

= Global Combat Support System-Army
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ME/GE Control Activities

7

\

Physical Inventory

J

(System Access/System Access )

.

Review

J

\

of Equipment

(Acceptance/Transfer/ Disposal )

J

Ve

.

Warehouse Security

\

7

\

Organization SOP

\

7

.

Financial Reporting/JV
approval

7

.

Quality Assurance Reviews

7

.

Other Known Deficiencies
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ME/GE E&C Audit Readiness

For the Army to become audit ready, the following key capabilities
must be achieved within the ME/GE property accountability
environment:

= Physical inventory count procedures and documentation will withstand audit
scrutiny.

= Controls over recording asset acquisitions, disposals, and transfers are
effective.

= Financial and management data is reliable and accurate in PBUSE.
= Supporting documentation is retained and available.

= Corrective actions are designed and implemented to address weaknesses in
processes, internal controls, and systems.
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Questions and Wrap - Up
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