DEPARTMENT OF THE ARMY
OFFICE OF THE ASSISTANT SECRETARY OF THE ARMY
FINANCIAL MANAGEMENT AND COMPTROLLER
109 ARMY PENTAGON
WASHINGTON DC 20310-0109

9 nRepLyY To
ATTENTION OF

MAY 06 2011

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: US Army Audit Agency (USAAA) Audit of Defense Travel System (DTS}
Permission Levels (A-2011-FFM-0252.000})

1. The audit in the subject line identified 17,762 Army Defense Travel Administrators
(DTA) with insufficient separation of duties within the DTS. Specifically, the individual
DTAs identified have DTS permission levels enabling them to create, review and
approve travel authorizations and vouchers (see Enclosure 1 for results by command).
Insufficient separation of duties within DTS potentially allows the creation and
submission of erroneous travel claims and the alteration of system data without visible
evidence.

2. Enclosure 2 provides definitions of the seven DTS permission levels. A separation
of duties conflict occurs when an individual DTA has any combination of the following
permission levels:

2,3, and 5

5 and either 2 or 3
6 and either 3or 5
2,3,5,and 6

Request you immediately review and adjust DTS permission levels within your
command to eliminate separation of duties conflicts. In the isolated cases where
separation of duties conflicts cannot be eliminated, addressees shall provide written
justification explaining why the conflict cannot be eliminated and include the following
information:

a. DTA’s Name

b. Permission levels assigned

c¢. Justification for permission level assignment
d. Controis established to monitor DTA activity

3. The requested justification shall be provided to the Defense Travel Service mailbox
at asafmdts @hgda.army.mil no later than June 15, 2011. We will remove all permission
levels for DTAs with separation of duties conflicts where written justification is not
provided. Please be mindful that DTS is a web based enterprise system, and as such,
enabies system administration, document routing and travel authorization and voucher
approvals from multiple locations. This capability should mitigate situations where
smaller organizations lack sufficient personnel to eliminate separation of duties conflicts.




SUBJECT: US Army Audit Agency (USAAA) Audit of Defense Travel System (DTS)
Permission Levels (A-2011-FFM-0252.000)

4. Qur point of contact is Financial Management Analyst, at (703)
693-2703

Encls

DISTRIBUTION:
Principal Officials of Headquarters, Department of the Army
Commander
U.S. Army Forces Command
U.S. Army Training and Doctrine Command
U.S. Army Materiel Command
. Army Europe
. Army Central
. Army North
. Army South
. Army Pacific
U.S. Army Africa
U.S. Army Special Operations Command
Military Surface Deployment and Distribution Command .
U.S. Army Space and Missile Defense Command/Army Forces Strategic Command
Eighth U.S. Army
U.S. Army Network Enterprise Technology Command/9th Signal Command (Army)
. Army Medical Command
. Army Intelligence and Security Command
. Army Criminal Investigation Command
. Army Corps of Engineers
. Army Military District of Washington
.8. Army Test and Evaluation Command
U.S. Army Reserve Command
U.S. Army Installation Management Command
Superintendent, U.S. Army Military Academy
Director, U.S. Army Acquisition Support Center
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U.S. Army Accessions Command
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