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	Cornerstones
	Control Environment

(What are the standards or objectives that set the tone or provide the discipline and structure?)
	Army Proponent
	Risk Assessment
(What are the relevant risks to properly implementing the standards or objectives?)
	Control Activities
(What are the policies and procedures that help ensure the necessary actions are taken to address risks?)
	Monitoring

(What monitoring activities or separate evaluations are in place to assess performance over time?)

	Organizational Alignment and Leadership

· Aligning Acquisition with Agency Mission and Needs

· Commitment from Leadership
	· Streamlined and Effective Management

Responsibility for the acquisition of systems shall be decentralized to the maximum extent practicable. The Milestone Decision Authority (MDA) shall provide a single individual with sufficient authority to accomplish MDA-approved program objectives for development, production, and sustainment. The MDA shall ensure accountability and maximize credibility in cost, schedule, and performance reporting. (Ref. DoDD 5000.012, 4.3.5)

	DASM ZS
	· PdMs and PMs are chartered by the CAE with the responsibility to execute specific programs.  PEOs are chartered for specific portfolios.  PdM reports to the PM, PM reports to the PEO, and the PEO reports to the CAE.
· Risk increases when emerging changes to the Agency Mission and Needs are not synchronized and taken into account during the acquisition process.  
· ASA(ALT)’s role minimizes risk by monitoring cost, schedule and performance
· Low Risk


	· DoD 5000
· Weapon Systems Reviews, Capability Portfolio Reviews, Configuration Steering Boards and Should Cost Reviews are processes in place that enable the adverse impact of changing needs to be addressed earlier and less costly by the acquisition management.
· DASCs attend PEO metric reviews, budget and distribution conferences, and program reviews of programs that have been delegated to the PEOs.
· IPTs

· OIPTs

· DABs

· ASARCs
	· The management structure within DASA-ZS is organized so each Directorate is responsible for specific PEOs and DASCs are assigned to specific programs.  It is the responsibility of the DASC to monitor the program on behalf of the AAE.
· DASC coordination through IPT and IPR process identify potential shifts being considered.
· DASCs continually monitor assigned programs against cost, schedule, and performance parameters.
· Integrated Master Schedule

· Ps reports
· APBs

	
	· Collaboration. The DoD acquisition, capability needs, and financial communities, and operational users shall maintain continuous and effective communications with each other by using Integrated Product Teams (IPTs). Teaming among warfighters, users, developers, acquirers, technologists, testers, budgeters, and sustainers shall begin during capability needs definition. MDAs and Program Managers (PMs) are responsible for making decisions and leading execution of their programs, and are accountable for results. (Ref. DoDD 5000.01, E1.2)

	DASM ZS
	· The DASC is the central POC that is providing program information to the ARSTAF and again is the central POC who should be providing ARSTAF information to the PEO/PM.
· Increased collaboration in the DoD community minimizes risk
· Risk increases when IPT members are limited/restricted from information sharing by their parent organization resulting in Team decisions being made with incomplete knowledge.
· Low

· Medium Risk

· Need better coordination between G3/G8 & Organizations within ASA(ALT)
	· Policies and procedures that direct the organization of the Army.
· DoD 5000

· DoD 5000 

· JCIDS documentation

· DASCs attend PEO metric reviews, budget and distribution conferences, and program reviews of programs that have been delegated to the PEOs.
· IPTs
· AO Working Level Meetings with G-3, G-8, TRADOC
	· This is just a matter of how well individual organizations want to stay in their lane.  Everyone has a phone and an e-mail account, so information can flow very easily to and from the ARSTAF without going through DASA-ZS.
· Milestone Reviews

· DASCs continually monitor assigned programs against cost, schedule and performance parameters.
· Collaborate the feedback from the IPTs at the OIPTs


	
	· Independent Operational Test Agency (OTA). Each Military Department shall establish an independent OTA, reporting directly to the Service Chief, to plan and conduct operational tests, report results, and provide evaluations of effectiveness and suitability. (Ref. DoDD 5000.01, E1.8)

	ATEC
	· Cost

· Schedule

· Performance
	· AR 73-1 “Test and Evaluation Policy”

· Army Pam 73-1 “Test and Evaluation in Support of Systems Acquisition”

· ATEC Reg 73-1 “System Test and Evaluation Policy”

· ATEC Pam 73-1 “System Test and Evaluation Procedures”
	· ATEC system teams (AST) are required to produce reports or meet with senior leaders periodically throughout the T&E cycle to review timelines, budget restraints, or any other relevant concerns

· ASTs also required to update the status of their programs in the ATEC Decision Support System (ADSS) to track, record, and monitor planning, execution, and reporting.


	
	· 
	DASM ZS
	· Medium
	· DASCs attend TWIGs, WSR and program reviews and prepare budget documentation to support test activities. 

	· DASC continually monitor schedule to align dollars w/ test activities.

	
	· Program Stability. The DoD Components shall develop realistic program schedules, long-range investment plans, and affordability assessments, and shall strive to ensure stable program funding.  The MDA shall determine the appropriate point at which to fully fund an acquisition program, generally when a system concept and design have been selected, a PM has been assigned, capability needs have been approved, and system-level development is ready to begin. Full funding shall be based on the cost of the most likely system alternative. (Ref. DoDD 5000.01, E1.21)

	DASM ZS
	· PdMs and PMs develop cost, schedule, and performance risks that are staffed with the ARSTAF prior to program reviews.  Recommended adjustments are made prior to final approval.
· Shifting priorities

· Realistic program schedules, long-range investment plans, and affordability assessments minimize risk
· Medium
· Medium Risk
· Resource Restraints
· Requirement Deviation
	· DoD 5000
· 2366 certification

· DASCs prepare APR charts to inform ASA(ALT) PEG co-chair of program perturbations caused by POM changes.  DASC monitor all budget changes to ensure program remains viable under full funding mandate.
· Program Divestiture

· Terminations


	· Programs are monitored by the DASC and Directorates and depending on the ACAT level, OSD is likely monitoring as well.
· MDA must certify program is fully funded at MS B.
· DASCs continually monitor assigned programs against cost, schedule and performance parameters. In addition, they closely watch budget execution.
· Congressional SPI

· Congressional Reports

· Portfolio Reviews

· CSBs



	
	· Streamlined Organizations. The Department of Defense shall use a streamlined management structure in the acquisition system, characterized by short, clearly defined lines of responsibility, authority, and accountability. In no case, shall there be more than two levels of review between a PM and the MDA.  (Ref. DoDD 5000.01, E1.26)

	DASM ZS
	· PdMs and PMs are chartered by the CAE with the responsibility to execute specific programs.  PEOs are chartered for specific portfolios.  PdM reports to the PM, PM reports to the PEO, and the PEO reports to the CAE.
· Risk increases when intent of the referenced DoD 5000.01 is not met due to external influences into the prescribed two levels.
· Appropriate levels of review minimize risk

· Medium Risk
· Transition Uncertainty

	· DoD 5000
· Development of Transition Plan
	· The management structure within DASA-ZS is organized so each Directorate is responsible for specific PEOs and DASCs are assigned to specific programs.  It is the responsibility of the DASC to monitor the program on behalf of the AAE.
· Transition Plan

· Transition Team Reviews (contract, personnel, systems, budget, etc.)

	
	· Total Systems Approach. The PM shall be the single point of accountability for accomplishing program objectives for total life-cycle systems management, including sustainment. The PM shall apply human systems integration to optimize total system performance (hardware, software, and human), operational effectiveness, and suitability, survivability, safety, and affordability. PMs shall consider supportability, life cycle costs, performance, and schedule comparable in making program decisions. Planning for Operation and Support and the estimation of total ownership costs shall begin as early as possible.  Supportability, a key component of performance, shall be considered throughout the system life cycle. (Ref. DoDD 5000.01, E1.29)

	DASM ZS
	· Chartered PM is responsible for minimizing cost, schedule, and performance risk.

· Improperly trained or prepared PMs increase the risk of a program
· Chartered PM minimize risk

· Low Risk
	· DoD 5000
· DAU Certification
· Reoccurring monthly meetings that are PEO-wide which all PMs are required to attend
· WSRs and Program Reviews are held to ensure PMs are addressing total life cycle costs for assigned programs.
	· The management structure within DASA-ZS is organized so each Directorate is responsible for specific PEOs and DASCs are assigned to specific programs.  It is the responsibility of the DASC to monitor the program on behalf of the AAE.
· Reoccurring monthly meetings that are PEO-wide which all PMs are required to attend
· WSRs and Program Reviews are held to ensure PMs are addressing total life cycle costs for assigned programs.

	Policies and Processes

· Planning Strategically
· Effectively Managing the Acquisition Process
· Promoting Successful Outcomes of Major Projects

	· Armaments Cooperation. PMs shall pursue international armaments cooperation to the maximum extent feasible, consistent with sound business practice and with the overall political, economic, technological, and national security goals of the United States contained in 10 U.S.C. 2531. (Ref. DoDD 5000.01, E1. 1).
· International agreements for international armaments cooperation programs shall complete the interagency consultation and Congressional notification requirements contained in 10 U.S.C. 2350a, section 2751 of the Arms Export Control Act.

	DASA ZN
	· Disclosure of Classified Military Information (CMI) and Controlled Unclassified Information (CUI) Technical Data.
· Third Party Transfers. 
· Funding Instability and Requirements.
· Program management and schedule risks associated with the Foreign Partners’ Acquisition Decision Process.


	· 10 U.S.C. 2350a and 22 U.S.C. 2767 allow the DoD components to enter into international cooperative research, development, acquisition, production and logistics support agreements with allies; NATO organizations; major non-NATO allies and/or selected other friendly foreign countries. Such agreements are developed, coordinated, negotiated, concluded (signed) and executed IAW DoDDs 5000.01 and 5530.3; DoDIs 5000.02 and 2010.06, and the DAG.  
· The Milestone Decision Authority, with the advice and counsel of ASA(ALT) elements [HQDA, DCS G-2, G-3/5/7, G-8, ASA(FMC),  CIO/G-6,  and SAGC] makes the decision to pursue an international cooperative program.
· 10 U.S.C. 2350a(e), as amended by Section 1251 of the National Defense Authorization Act for Fiscal Year 2008, requires an analysis of potential opportunities for international cooperation (IC) before the first milestone or decision point. 
· DoDD 5000.01, ENCL 1, requires International Armaments Cooperation and interoperability with U.S. coalition partners.   
· DoDI 5000.02, paragraph 4. Material Solution Analysis and ENCL 10, paragraph 5, International Cooperative Program Management, specify the entrance point and requirements for IC.
· Army Regulations 70-1 and 70-41, DA PAM 70-3 and the Army International Cooperative Programs (ICP) Handbook detail Army procedures.  
· All required regulatory guidance and publications are listed in the interagency agreements and contracts and are available on-line through AcqTech International.  

	· The designated PM (U.S. or foreign) is fully responsible and accountable for the cost, schedule, and performance of the resulting system.
· The Milestone Decision Authority makes the decision to establish an international cooperative program as early as possible in the Defense Acquisition Management System.
· The Army is responsible for completing the intra and interagency consultation and Congressional notification requirements contained in 10 U.S.C. 2350a, section 2751 of the Arms Export Control Act, and AR 70-41 and the Army ICP Handbook.
· Most contract performance thresholds require 100% compliance and are inspected either 100% or periodically.
· Army is responsible for preparation and approval of statutory, regulatory, and contracting reports, notifications and milestone requirements, as listed in DoDI 5000.02, ENCL 4.
· Documentation for decision reviews and periodic reports flow through the Army acquisition chain, supported by the participating nation(s).



	
	· Competition.  Competition shall provide major incentives to industry and Government organizations to innovate, reduce cost, and increase quality. All of the DoD Components shall acquire systems, subsystems, equipment, supplies, and services in accordance with the statutory requirements for competition. Acquisition managers shall take all necessary actions to promote a competitive environment, including the consideration of alternative systems to meet stated mission needs; structuring (Science and Technology (S&T) investments and acquisition strategies to ensure the availability of competitive suppliers throughout a program's life, and for future programs; ensuring that prime contractors foster effective competition for major and critical products and technologies; and ensuring that qualified international sources are permitted to compete. If competition is not available, PMs shall consider alternatives that will yield the benefits of competition. (Ref. DoDD 5000.01, E1.3)

	DASA ZP
	· Legacy systems that are sole source and limited source acquisitions continued under Justification and Approvals (J&As) for Other than Full and Open Competition; 

· Inadequate or dated market research to find potential competitive sources; 

· Inability to break out components of an acquisition strategy to determine if competition can be obtained on the component level.
	· Competition Advocate involved early in the acquisition planning stage to ensure competition is considered;
· Competition Advocate identifies and reviews items being procured on a sole source basis to identify the factors that prevent competitive procurement of those items;  
· Competition Advocate reviews public announcements of annual contracting opportunities in an effort to identify opportunities for competition; 
· Competition Advocate reviews actions taken by the Agency to remove or overcome any barriers to competition prior to any subsequent acquisition of supplies or services.
	· Utilizing the Deputy Assistant Secretary of the Army (Procurement) (DASA(P)) Procurement Management Review  (PMR) program to review J&As and assess the achievement of competition goals and marketing strategies to increase opportunities for local businesses to compete for requirements;
· Review FPDS-NG reports;  
· Army participation in a DoD working group to develop a standardized competition training tool; 
· Competition Advocate issues monthly and quarterly reports on competition accomplishments to field Special Competition Advocates and Principal Assistants Responsible for Contracting.


	
	· 
	DASM  ZS


	· Low
	· DASCs chop on sole-source J&As that require AAE approval ensuring that no other viable means of procurement are available to the PM.
	· In P-form preparation DASCs monitor type of contract and as required help justify Multi-year Procurement Contracts to the Defense Committees. 

	
	· Cost and Affordability. All participants in the acquisition system shall recognize the reality of fiscal constraints. They shall view cost as an independent variable, and the DoD Components shall plan programs based on realistic projections of the dollars and manpower likely to be available in future years. To the greatest extent possible, the MDAs shall identify the total costs of ownership, and at a minimum, the major drivers of total ownership costs. The user shall address affordability in establishing capability needs. (Ref. DoDD 5000.01, E1.4)

	DASA CE (ASA(FM&C))
	· Unsupportable or unrealistic cost estimates.  Continuous requirements changes.  Under funded programs.  
	· ASA(FM&C) established a GO/SES level Cost Review Board (CRB) that scrutinizes each ACAT 1 program’s life cycle cost estimate prior to a milestone.  The CRB consists of functional organizations throughout the Army.  A program’s content or schedule is adjusted to ensure that the program presented to the Milestone Decision Authority (MDA) is affordable.  The Army Cost Position estimate is signed by the ASA(FM&C) and provided to OSD D,CAPE.  The Army also established Weapon System Reviews that annually reviews requirements, costs and proposed funding adjustments on over 70 Army systems.
	· The ACP estimate or OSD D,CAPE estimate is used to establish an acquisition  program baseline (APB).  The APB is monitored throughout the year by the program office and reported annually to Congress in the SAR.  In addition the WSARA 2009 requires D,CAPE to submit an annual status report of all ACAT 1 programs to Congress.  The Army also holds Configuration Steering Boards (CSB) annually on all ACAT 1 programs to assess costs and/or requirements changes to help control cost growth.  The Army also established Weapon System Reviews that annually reviews requirements and costs on over 70 Army systems.

	
	· 
	DASM ZS
	· Medium
	· DASCs prepare APR charts to inform ASA(ALT) PEG co-chair of cost increases during POM resourcing.  

	· DASC prepare P and R forms to monitor cost increases.

	
	· 
	DASA ZR (SAAL-RI)
	· Risks include programmatic decrements by outside agencies (OSD and Congress)

· Timely approval of APBs with regard to POM decisions

Availability of funding.

	· DoDD 5000.1

· DoD 5000.4-M 

· AR 70-1


	· WSR

· POM
· CRB

	
	· Cost Realism. Contractors shall be encouraged to submit cost proposals that are realistic for the work to be performed. “Buy-ins” shall be discouraged because they may subvert competition or lead to poor contract performance or cost overruns.  Proposals shall be evaluated for cost realism in accordance with the Federal Acquisition Regulation. (Ref. DoDD 5000.01, E1.5)
	DASA CE (ASA(FM&C))
	ASA(FM&C) did not address the "Cost Realism" because DASA-CE doesn't usually get involved in proposal evaluation.  They did identify staffing as a potential risk under "Cost Realism" but they did not include it in their assessment since the Army and other Services have been increasing the contracting and pricing personnel in the Acquisition Centers.  

	
	· 
	DASM ZS
	· Proper development of the Source Selection Plan which specifies how the source selection activities will be organized, initiated, and conducted should minimize “buy-ins”.
· Programmatic risk increases with flawed cost assessments.
· Thorough review of vendor proposals minimizes risk

· Medium Risk
	· DoD 5000

· Independent Cost Estimates (ICE)
· 2366 Certification
· Monthly contract reports

· DCMA oversight

· Gov’t/Contractor routine meetings
	· Proper coordination between the PM and the LCMC that is in charge if executing the contract.

· OSD Peer review process
· DCMA

· IAW FAR Full and Open Competition

	
	· 
	DASA ZP
	· Ensuring properly trained and experienced personnel perform this evaluation.

· Having the appropriate software system resources to assist in the evaluation
	· Using the AFIT/FAI Contract Pricing Reference Guide

· Defense Acquisition University Training and DAWIA 

· Internal Resource Management to ensure positions identified
	· Utilizing the Deputy Assistant Secretary of the Army (Procurement) (DASA(P)) Procurement Management Review program to review contract awards to ensure adequate cost realism analysis was performed by the cost/price analyst. 

	
	· Cost Sharing. The PM shall structure the acquisition in a way that neither imposes undue risk on contractors, nor requires unusual contractor investment. Contractors shall not be encouraged nor required to invest their profit dollars or independent research and development funds to subsidize defense research and development contracts, except in unusual situations where there is a reasonable expectation of a potential commercial application. Contractors are entitled to earn reasonable rewards on DoD contracts, including competitively awarded contracts. (Ref. DoDD 5000.01, E1.6)

	DASA ZP
	· Ensuring the appropriate contract type is used that neither imposes undue risk on the government nor the contractor.

· Ensuring the appropriate funding is allocated in order to minimize Anti-Deficiency Act issues.
	· Contracting Officers involved early in the acquisition planning stage to ensure appropriate cost sharing is taken into consideration.
	· Utilizing the Deputy Assistant Secretary of the Army (Procurement) (DASA(P)) Procurement Management Review  (PMR) program to review contracts to  assess contract types  and adequate risk allocation to both parties; For large dollar service procurements (greater than $500 million) the Army Service Strategy Panel reviews all aspects of the strategy, to include cost sharing approaches;  Peer Reviews review all aspects of the strategy, to include cost sharing approaches;

· Perform special Contract Management Reviews on contracts awarded in support of the Combined Security Transition Command-Afghanistan and use PMR toolkits including risk evaluation

	
	· Information Assurance. Acquisition managers shall address information assurance requirements for all weapon systems; Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance systems; and information technology programs that depend on external information sources or provide information to other DoD systems. DoD policy for information assurance of information technology, including National Security Systems (NSS), appears in DoD Directive 8500.01E. (Ref. DoDD 5000.01, E1.9)

	
	· 
	· 
	· 

	
	· 
	DASM ZS
	· Proper coordination if the IAP prior to final approval.
· Risk is present with FMS and international development opportunities.
· Information assurance compliance reduces risk
· Low Risk 
	· DoD 5000
· DASA-DEC approval processes 

· Use of “Black Box” technologies.
· Information Assurance Plan
· Net-Ready KPP

· PKI/PEO CIO
	· The DASC is responsible for staffing the IAP with the required offices prior to final approval.
· Risk is present with FMS and international development opportunities.
· CIO/G-6

· Coordination with OSD-NII

	
	· Information Superiority.  Acquisition managers shall provide U.S. Forces with systems and families of systems that are secure, reliable, interoperable, compatible with the electromagnetic spectrum environment, and able to communicate across a universal information technology infrastructure, including NSS, consisting of data, information, processes, organizational interactions, skills, analytical expertise, other systems, networks, and information exchange capabilities. (Ref. DoDD 5000.01, E1.10)

	
	· 
	· 
	· 

	
	· 
	DASM ZS
	· Proper coordination of all IS documentation throughout the life of the program

· Insufficient testing during development increases risk of fielding a non-compliant system.
· Medium Risk

· In today’s society of rapidly changing technology it’d be hard to classify this as anything but Medium Risk
	· DoD 5000
· Development of TEMP

· Thorough requirements development process

· IA policies and guidelines

· Stakeholder meetings
	· The DASC is responsible for staffing IS documentation with the required offices as required.
· ATEC Reporting

· CIO/G-6

· DISA

· OSD-NII

· Other review and certification processes

	
	· Integrated Test and Evaluation. Test and evaluation shall be integrated throughout the defense acquisition process. Test and evaluation shall be structured to provide essential information to decision-makers, assess attainment of technical performance parameters, and determine whether systems are operationally effective, suitable, survivable, and safe for intended use. The conduct of test and evaluation, integrated with modeling and simulation, shall facilitate learning, assess technology maturity and interoperability, facilitate integration into fielded forces, and confirm performance against documented capability needs and adversary capabilities as described in the system threat assessment. (Ref. DoDD 5000.01, E1.11)

	ATEC
	· Cost

· Schedule

· Performance


	· ATEC is the only organization within the DoD to oversee both developmental and operational testing (DT/OT) as well as independent evaluation of the test data.

· ATEC Reg 73-21 “Accreditation of Models and Simulations and Certification of Instrumentation for Test and Evaluation”

· ATEC Pam 73-21 “Modeling and Simulation Verification, Validation, and Accreditation Methodology”
	· ATEC develops and supports several key documents including the: Test and Evaluation Master Plan (TEMP), System Evaluation Plan (SEP), Operational Test Agency Test Plan (OTA TP), and Operational Test Agency Milestone Assessment Report (OMAR)

· Control points to monitor readiness and ensure quality:

· Operational Test Readiness Review (OTRR) determines the state of overall readiness for operational test

· Data Authentication Group (DAG), which authenticates data that is generated, collected, and reduced during every test event

	
	· 
	DASM ZS  
	· Medium
	· DASCs attend TWIGs, WSR and program reviews and prepare budget documentation to support test activities. 
	· DASC continually monitor schedule to align dollars w/ test activities.

	
	· Intelligence Support. Intelligence and understanding threat capabilities are integral to system development and acquisition decisions.  PMs shall keep threat capabilities current and validated in program documents throughout the acquisition process. (Ref. DoDD 5000.01,  E1.12)


	G2
	· Intelligence agencies prepare and update assessments of enemy capabilities to neutralize or degrade a specific U.S. system and describe the threat to be countered and the projected threat environment.  Failure to adopt changes as the threat evolves may result in loss of soldier’s lives.
	· Army Regulation 381–11 provides policies, responsibilities, and procedures for requesting threat assessments and to ensure that threat considerations are incorporated in the Defense system acquisition process and the Joint Capabilities Integration and Development System for efforts on which the Army is the lead or supporting agency.

· The Army’s Office of the Deputy Chief of Staff for Intelligence, G-2, validates STARs for ACAT I and II programs and programs on the Office of the Secretary of Defense Test and Evaluation Oversight list. If an STA is required for an ACAT III program, the Army relies on the appropriate capstone threat assessment.

	· The Army Deputy Chief of Staff for Intelligence, G-2, manages the Army’s intelligence support through the capability development process and ensures intelligence data are logical and consistent by assigning threat integration staff officers and threat analysts to support the capabilities development process. The threat integration staff officers and threat analysts schedule threat steering group meetings for each program and coordinate reviews of threat assessments in Joint Capability Integration and Development System documents supporting Army programs and analysis.

	
	· 
	DASM ZS  
	· Proper coordination of required program documentation amongst the ARSTAF, starting with the G-2.
· Additional threats which emerge during development may not be accounted for in the design.
· Collaboration between ASA(ALT) and G-2 teams reduces risk

· Low Risk


	· DoD 5000
· STAR

· TRADOC

· Threat Assessments

· Annual Awareness Training (OPSEC)
	· The DASC is responsible for staffing the program documentation with the ARSTAF.
· BCA to determine if inclusion of new requirement is cost effective
· Identification of UFRs.
· Program Reviews

	
	· Interoperability. Systems, units, and forces shall be able to provide and accept data, information, materiel, and services to and from other systems, units, and forces and shall effectively interoperate with other U.S. Forces and coalition partners. Joint concepts and integrated architectures shall be used to characterize these interrelationships. DoD policy for the information technology, including NSS, aspects of interoperability and supportability appears in DoD Directive 4630.05. (Ref. DoDD 5000.01, E1.13)


	DASM ZS
	· Collaboration between ASA ALT, JS, OSD, and the other services minimizes the risk.
· Failure to correctly identify interoperability requirements prior to initiating development.
· Collaboration between ASA(ALT), JS and other DoD Components reduces risk   
· Medium Risk   

	· DoD 5000
· JCIDS Process

· Requirements Documents

· Defined Protocols

· Stakeholder meetings

· Spectrum certification and allocation
	· JROCM
· Systems Integration testing

· Technical testing

· Spectrum analysis

	
	· Knowledge-Based Acquisition. PMs shall provide knowledge about key aspects of a system at key points in the acquisition process. PMs shall reduce technology risk, demonstrate technologies in a relevant environment, and identify technology alternatives, prior to program initiation. They shall reduce integration risk and demonstrate product design prior to the design readiness review. They shall reduce manufacturing risk and demonstrate producibility prior to full-rate production. (Ref. DoDD 5000.01, E1.14)

	DASM ZS
	· PMs provide the required documentation and the required decision points and milestone decision points.
· Immature technologies can result in developmental phases being entered prior to sufficient risk reduction being completed
· Medium

· Low Risk
	· DoD 5000
· TRL Assessments

· 2366 certification

· Competitive prototyping prior to MS B
· SEMP

· DASCs attend PEO metric reviews, budget and distribution conferences and program reviews of programs that have been delegated to the PEOs.
· IRTs

· Demos

· Tech Tests

· LUTs

· Dev Tests

· FDT&Es
	· DASC monitors the program and is in communication with ARSTAF, JS, and OSD as required.
· Internal and external assessments during development

· DASCs continually monitor assigned programs against cost, schedule and performance parameters.
· PDRs

· CDRs

· TMAs

· Program Reviews

	
	· Legal Compliance. The acquisition and procurement of DoD weapons and weapon systems shall be consistent with all applicable domestic law and treaties and international agreements (for arms control agreements, see DoD Directive 2060.1, customary international law, and the law of armed conflict (also known as the laws and customs of war). An attorney authorized to conduct such legal reviews in the Department shall conduct the legal review of the intended acquisition of weapons or weapons systems. (Ref. DoDD 5000.01, E1.15)
	OGC (OTJAG for law of war review)
	· Nonobservance of Agency procedures and protocols mandating compliance with statutory, regulatory, or policy requirements.
	· Agency requirements for multi-level legal compliance review of acquisition and procurement of DoD weapons and weapon systems, conducted to ensure legal assessment for statutory, regulation and policy requirement compliance. 
	· Agency procedures and staffing protocols for each acquisition and procurement records and monitors for legal compliance through effective legal reviews. Counsel participation in various team reviews and agency approval boards.

	
	· Performance-Based Acquisition. To maximize competition, innovation, and interoperability, and to enable greater  flexibility in capitalizing on commercial technologies to reduce costs, acquisition managers shall consider and use performance-based strategies for acquiring and sustaining products and services whenever feasible. For products, this includes all new procurements and major modifications and upgrades, as well as re-procurements of systems, subsystems, and spares that are procured beyond the initial production contract award. When using performance-based strategies, contract requirements shall be stated in performance terms, limiting the use of military specifications and standards to Government-unique requirements only.  Acquisition managers shall base configuration management decisions on factors that best support implementing performance-based strategies throughout the product life cycle.  (Ref. DoDD 5000.01, E1.16) 


	DASA ZP
	· Ensuring properly trained and experienced personnel implement performance based acquisition in procurements requiring such coverage; 

· Having appropriate levels of oversight to ensure personnel understand and properly implement such policies;

· Developing templates and other resource material to assist personnel in developing performance based standards; 

· Having the appropriate software resources to assist in developing the performance based standards.
	· Using the guidance contained in FAR Part 37; 
· Following various OFPP and DPAP policies;  
· Having personnel schooled in Defense Acquisition University Training materials;  

· Ensuring personnel are certified at appropriate DAWIA 

Levels;

· Have Contracting Officers involved early in the acquisition planning stage to ensure appropriate performance based acquisition language is incorporated into contract documents

	· Utilizing the Deputy Assistant Secretary of the Army (Procurement) (DASA(P)) Procurement Management Review  (PMR) program to review contract awards to ensure appropriate performance based acquisition language is incorporated into contract documents;

· For large dollar service procurements (greater than $500 million) the Army Service Strategy Panel reviews all aspects of the strategy, to ensure performance based acquisition approaches;  

· Peer Reviews review all aspects of the contract approach, to include performance based acquisition approaches.

	
	· Performance-Based Logistics. PMs shall develop and implement performance-based logistics strategies that optimize total system availability while minimizing cost and logistics footprint.  Trade-off decisions involving cost, useful service, and effectiveness shall consider corrosion prevention and mitigation. shall include the best use of public and private sector capabilities through government/industry partnering initiatives, in accordance with statutory requirements. (Ref. DoDD 5000.01, E1.17)
	DASA ZL
	Low

· Risks include timely approval of BCA and availability of funding
	· AR 700-127  and AR 70-1 contain PBL policy

· DA Pam 700-56 contains PBL procedures

· SYSPARS BCA and PBL advisor modules
	· Management control checklist in AR 700-127 contains PBL criteria

· BCA reviews

· Field Level PBL IPT conducts PBL reviews

· Performance metrics tracked


	
	· Products, Services, and Technologies. The DoD Component(s) shall consider multiple concepts and analyze possible alternative ways to satisfy the user need. System concepts shall be founded in an operational context, consistent with the National Military Security Strategy, Strategic Planning Guidance, Joint Programming Guidance, Joint Concepts, and joint integrated architectures.  The DoD Components shall seek the most cost-effective solution over the system's life cycle. They shall conduct market research and analysis to determine the availability, suitability, operational supportability, interoperability, safety, and ease of integration of the considered and selected procurement solutions. The DoD Components shall work with users to define capability needs that facilitate the following, listed in descending order of preference:
1. The procurement or modification of

commercially available products, services, and technologies, from domestic or international sources, or the development of dual-use technologies;

2. The additional production or modification of previously-developed U.S. and/or Allied military systems or equipment;

3. A cooperative development program with one or more Allied nations;

4. A new, joint, DoD Component or Government Agency development program; or

5. A new DoD Component-unique development program. (Ref. DoDD 5000.01, E1.18)

	DASA ZN
	· Time constraints and procurement cut-off dates.
· Similar and recurring requirements.
· Opportunities for small businesses as prime and subcontractors.
	· Frequent meetings and communication with the various Contracting Officers are scheduled.
· Advanced acquisition strategy planning highlights whether similar future requirements can be combined. 
· Market research of available contracting vehicles affords opportunities for large and small businesses to be either prime or subcontractors. 
· Monitored and enforced COR refresher training for all CORs and Task Managers.
	· Specific project team responsibilities and roles are defined.
· Monthly project team meetings are held.
· On-line folders are utilized for contract deliverables. 
· Adherence to the Quality Assurance Surveillance Plan (QASP) is enforced.
· Documentation of contractor performance against the contract statement of work and performance metrics is required. 

	
	· 
	DASM ZS
	· AoAs and Acquisition Strategies to include market research reduce risk
· Low Risk
	· DoD 5000

· DOTMLPF

· Doctrine

· Market Surveys

· International Research/Agreements
	· DASC monitors as required.
· Organization

· Training

· FFRDCs

	
	· 
	DASA ZP
	· Inadequately trained/experienced contracting personnel, 
· Insufficient oversight of the contracting process, 

· Inadequate, outdated or over burdensome policies and procedures, 

· Shortage of automated tools for the job

· Cost growth in a time of reduced funding

· Trapped in a sole-source environment due to not owning the necessary data

· rights

· *  Conflicts of interest in requirements development and source selection.
 
	· Compliance with the FAR system (FAR, DFARS, AFARS),

· Compliance with standard agency policies and procedures,

· Organizational support network, such as local policy directorate to

· answer KO Required, detailed acquisition plans supported with a contract or program

· Integrated Master Schedule

· Common DAU training,

· Requiring DAWIA and COR certification IAW the level of risk for the

· acquisition,

· Integrated acquisition team planning of acquisitions,

· Use of Earned Value Management,

· Application of various thresholds for approval of key procurement actions

· Commensurate with the level of risk.
	· Departmental Level Reviews (AFARS 5101.602-1-90)

· Management oversight

· Audits by external groups (IG, AAA, GAO, etc.)

· *  Periodic reports (competition, small business, WAWF, CPARS, etc.)

	
	· 
	DASM ZS
	· Knowledge Management strategies inconsistently applied across all Army business areas
	· Note policies quoted in the Control Environment
	· ASAALT DASM ZS Army Systems Engineering Forum

· ASAALT DASM ZS Integrated Product Teams

· Army Strategic Software (ASSIP) Improvement Plan (ASSIP)

	
	· Acquisition of Services. 
· Acquisition of Services: The Secretary of the Army approved the Optimization of Army Services Acquisition Implementation Plan in September 2011.  The purpose of the plan establishes efficiencies while maintaining Army’s effectiveness in the acquisition of services. Requires an integrated approach to addresses more than just contracting and strategic sourcing. 
· The plan is an Army-wide governance framework designed around six portfolio groups to improve Services Acquisition oversight, management and execution, and sets standards for processes to provide necessary visibility of services acquisition. It has three major goals: efficiency, effectiveness and cost reductions.
· Implementation Plan leverages the Senior Service Manager to provide policies and oversight. Directs a single focal point at each Command and staff element.
· Commander/Director are accountable

· Consolidates acquisition requirements by the DoD-mandated portfolios.

· Ensure visibility of cost, schedule and performance data.

· Ensure Subject Matter Experts are aligned with requirements generation and contracting.

· Reduce time required from requirement generation to contract execution.

· Ensure all plans are consistent with current laws and regulations.

· DoDI 5000.02, Enclosure 9 - Acquisitions of services shall support and enhance the warfighting capabilities of the DoD:

1. All acquisitions of services shall be based on clear, performance-based requirements; include identifiable and measurable cost, schedule, and performance outcomes consistent with customer needs; and receive adequate planning and management to achieve those outcomes.

2. Managers shall use a strategic, enterprise-wide approach for both planning and execution of the acquisition, and shall use business arrangements that are in the best interests of the DoD.

3. All acquisitions of services shall comply with applicable statutes, regulations, policies, and other requirements, whether the services are acquired by or on behalf of the DoD. 
· AR 70-13,  Management and Oversight
of Service Acquisitions.

Prescribes Army policies and responsibilities for management and oversight of all service acquisitions. This regulation covers the full range of service contracts, and addresses pre-award and post-award approval requirements, responsibilities, and activities associated with oversight and surveillance of all service contracts.

	DASA ZP
	· Updating appropriate regulations i.e. AR 70-13 and instructions including issuing interim policy directives.

· Establishing a Data Systems Working Group to identify a services acquisition Business Intelligence System to provide trend analyses to identify best practices, support annual reviews of service acquisition, and prepare automated forecasts and savings reports to Army Leadership.   

· Defining an acquisition of services process for operational requirements in support of combatant commands.

· Identifying training requirements for non-acquisition personnel.  Training will be integrated into the Army education system. Conduct a study of the feasibility of acquisition certified PM servicing as acquisition Program Managers or Portfolio Managers.

· Ensuring properly trained and experienced personnel acquire services using proper processes and procedures; 
· Having appropriate levels of oversight to ensure personnel understand and properly implement such policies; developing templates and other resource material to assist personnel in acquiring services;
· Having the appropriate software resources to assist in developing service performance work statements.
	· Established Army services requirements baseline and cost savings forecasts

· Commanders are accountable for achieving cost savings in support of the Army’s fiscal objectives

· Command Services Executives serving as the single focal point for services acquisitions at each Command

· Commands establish internal processes to meet minimum standards including the use of: Multi-functional Integrated Process Teams, Defense Acquisition University tools and templates as a guides, and fully qualified team members assigned for acquisition        lifecycle 

· Acquisition Strategies from $10M to $250M will be reviewed, and Acquisition Strategies from $250M to $500M will be approved, by the Army Senior Services Manager

· Using the guidance contained in FAR Part 37; DFARS 237, supporting DFARS-PGI and AFARS 5137

· Using the guidance contained in AR 70-13,  Management

and Oversight

of Service

Acquisitions

· Following associated OFPP and DPAP policies;  
· having personnel schooled in Defense Acquisition University Training materials;  
· Ensuring personnel are certified at appropriate DAWIA Levels; 
· Have Contracting Officers involved early in the acquisition planning stage to ensure appropriate terms and conditions are contained in the RFP and subsequent contract and other contract documents.
· Use of Multi- Functional Integrated Process Teams (MFIPT) throughout the acquisition process, from requirements generation through contract closeout.
	· Senior Service Manager, Deputy Assistant Secretary of the Army (Procurement) (DASA(P)) Procurement Management Review  (PMR) program to review contract awards to ensure acquisition of services are appropriately procured and incorporated into contract documents;

· Peer Reviews covers all aspects of the contract, to include acquisition of services.

· Perform CSTC-A CMR on all service contracts awarded in support of CSTC-A
· Utilizing the Deputy Assistant Secretary of the Army (Procurement) (DASA(P)) Procurement Management Review  (PMR) program to review contract awards to ensure acquisition of services is appropriately procured and incorporated into contract documents;
· For service  acquisitions with a total planned value of $500 million or above, a HQDA level Army Service Strategy Panel (ASSP) reviews all aspects of the strategy, to ensure services are adequately procured;
· For service procurements with a total planned value below $500 million but great than the simplified acquisition threshold, an ASSP review is conducted, at various thresholds, by Army field contracting activities.

· Army level Peer Reviews review all aspects of both supply and service contracts, with a value less than $1bilion

AFARS provision for Departmental Review and Approval, allowing for HQDA level review, notation and/or approval of a proposed contract action during any phase of the procurement process.

	
	· Research and Technology Protection.  Acquisition managers shall identify classified and controlled unclassified research and technology information requiring additional counter intelligence and security support early in the research and development, capability needs generation, and acquisition processes. (Ref. DoDD 5000.01, E1.22)

	DASA ZT
	· Could cause significant degradation in mission effectiveness

· Shorten the expected combat-effective life of the system

· Reduce technological advantage

· Significantly alter program direction

· Enable the adversary to defeat, counter, copy or reverse engineer the technology or capability
	· DoDI 5000.02, Operation of the Defense Acquisition System

· DoDI 5200.39, Protection of Critical Program Information in the Department of Defense

· DoD 5200.1-M, Acquisition Systems Protection Manual

· AR 70-1, Army Acquisition Policy

· DA PAM 70-3, Army Acquisition Procedures

· AR 381-11, Intelligence Support to Capability Development

· ASA(ALT) Memorandum, Feb 11, 2009, Identification and Protection of Critical Program Information


	· Programs that contain critical technologies or critical program information (CPI) are required to maintain a Program Protection Plan.  PPPs are required to be reviewed at MS A, B and C.  CPI is re-assessed prior to each MS review and when there are design changes to a program.  

· Programs with CPI and a PPP are required to annotate protection requirements within the contract supporting the program, and each program is responsible for ensuring contractors comply with protective countermeasures. 

· DoD IG are required to conduct periodic inspections, using the existing DoD Component inspection process, to ensure organizations’ compliance with applicable issuances concerning protection of CPI.  

	
	· Environment, Safety and Occupational Health. Safety shall be addressed throughout the acquisition process. Safety considerations include human (includes human/system interfaces), toxic/hazardous materials and substances, production/manufacturing, testing, facilities, logistical support, weapons, and munitions/explosives. All systems containing energetics shall comply with insensitive munitions criteria. (Ref. DoDD 5000.01, E1.23)

	DASA-ZL
	Medium Risk
· Could cause program schedule shippage and increase costs.

· Delay materiel fielding
· Constrain training and testing range availability.

· Constrain operational use
· Cause Soldier injury or death.

· Cause Soldier or worker illness or death.
· Medium Risk assessment due to Rapid Acquisition/ Rapid Equipping/ non-standard items fielded directly to soldiers for operational evaluation.  No risk acceptance prior to delivery. Mishaps have occurred.  Operational commanders have denied use.
	· 32 CFR Part 651
· DoDI 5000.02, Encl 12.

· AR 70-1
· AR 200-1
· AR 700-127

· AR 700-142

· AR 385-10

· AR 385-16

· AR 40-5

· AR 40-10
· Joint Weapon System Safety Reviews
· MIL-STD-882E

	· Joint Weapon System Safety Reviews

· Army Weapon System Safety Reviews

· Health Hazard Assessment

· Environmental Life Cycle Cost Review at CRB

· Report of Serious and High Risks at OIPT/ASARC/DAB.

· Serious Risk acceptance by PEO.

· High Risk acceptance by AAE.

· Environmental Impact Statements signed by the AAE.
· OSD review of ACAT I programs.


	
	· Small Business Participation. Small Business Participation. Acquisition strategies shall be structured to facilitate small business participation throughout a program’s life cycle through direct participation or, where such participation is not available, through fostering teaming with small business concerns. (Ref. DoDD 5000.01, E1.24)
	DASA ZP
	· Sole Source contracts awarded to large businesses causes a reduction in small business innovation, creativity, competition and the resultant decreased contract costs; 
· The lack of using Historically Underutilized Business (HUB) Zone Small Business Program contractors can negatively impact the number of small businesses that compete for requirements; 
· Substantially fewer small businesses are receiving federal contracts at the same time the Federal government is impacted by a reduced supplier base.
	· An aggressive strategy to hold Army agencies accountable for locating contractors in HUB-Zone areas;
· Revising the Federal Acquisition Regulation Part 19 to ensure maximum compliance with locating and using HUB-Zone contractors; 
· Include qualified HUB-Zone contractors in the pool of contractors under multiple award contract vehicles.  
· Encourage HUB-Zone businesses to participate in the Army’s mentor-protégé program; 
· Provide incentives to prime contractors to develop the technical and business capabilities of eligible protégé businesses foster an increased participation in prime and subcontracts.
	· Utilizing the DASA(P) (PMR) program to assess the achievement of small business goals and marketing strategies to reach small businesses in the local community including HUB-Zone businesses;
· Meet with the Army Small Business Advisor quarterly to reiterate the importance of educating small businesses (including HUB-Zone businesses) on how to do business with the Army;
· Identify best practices for maximizing small business participation opportunities (including HUB-Zone businesses) and share those best practices across the Army; 
· Review FPDS-NG reports on small business utilization accomplishments

	
	· Software Intensive Systems. Acquisition of software intensive systems shall use process improvement and performance measures.  Selection of sources shall include consideration of product maturity and past performance. (Ref. DoDD 5000.01, E1.25)

	DASM ZS
	· Logical, programmatic, and operational integration of multiple families of software intensive systems, with unique data storing and sharing mechanisms, into a system of systems.

· Configuration management of dynamic software baselines

· Licensing agreements and data rights

	· Employ product line technical and business strategies

· CMMI

· Software engineering disciplines 

· ISO/IEC 12207: Systems and Software Engineering—Software Life Cycle Processes (2008)
	· Army Strategic Software Improvement Program (ASSIP)

· Army Software Blocking  

	
	· Systems Engineering. Acquisition programs shall be managed through the application of a systems engineering approach that optimizes total system performance and minimizes total ownership costs.  A modular, open-systems approach shall be employed, where feasible. 
Ref. DoDD 5000.01, E1.27)
	DASM ZS
	· Logical, programmatic, and operational integration of multiple families of systems, into a system of systems.


	· DAG

· AR 70-1

· SE Policy

· ASAALT DASM ZS Strategic Plan


	· ASA(ALT) Army Systems Engineering Forum

· ASA(ALT) SoS Integrated Product Teams

	
	· Technology Development and Transition. The program shall:

1. Address user needs; 

2. Maintain a broad-based program spanning all Defense-relevant sciences and technologies to anticipate future needs and those not being pursued by civil or commercial communities;

3. Preserve long-range research; and

4. Enable rapid, successful transition from the S&T base to useful military products. (Ref. DoDD 5000.01, E1.28)


	DASA ZT
	· Risks are relatively low due to the effective utilization of both; control activities and monitoring by the DASA.  By utilizing both; control activities and monitoring effectively allows for the implementation of effective mitigation plans further reducing risks within programs.
	· Army Technology Transition Agreement

· Technology Readiness Assessment

· Technology Readiness Level

· Army Modernization Strategy

· DOD 5000.1 “The Defense Acquisition System. 

· DODI 5000.2 “Operation of the Acquisition System”

· Section 2366a of Title 10, USC, Sec 801 “Major defense acquisition programs- certification 

· Section 2350a of title 10 USC – “Cooperative Research & Development Projects: Allied countries

· Federal Acquisition Regulation (FAR)

· DoD Dir. 8500.01E “Information Assurance”

· DoD Directive 2060.1 “Implementation of, & Compliance w/ Arms Control Agreements

· ARFORGEN
	· Review of number and quality of completed transition plans.

· Review of number of developing transition plans.

· Review of metrics definitions and measures of results.

· Review of awardee process plans and     reports.

	Human Capital

· Valuing and Investing in the Acquisition Workforce
· Strategic Human Capital Planning
· Acquiring, Developing, and Retaining Talent
· Creating Results-Oriented Organizational Cultures
	· Professional Workforce.  The Department of Defense shall maintain a fully proficient acquisition, technology, and logistics workforce that is flexible and highly skilled across a range of management, technical, and business disciplines.  To ensure this, the USD(AT&L) shall establish education, training, and experience standards for each acquisition position based on the level of complexity of duties carried out in that position.  (Ref. DoDD 5000.01, E1.19)
	USAASC
	HIGH
· Untrained workforce cannot adequately  support Army missions

· Defense Acquisition Workforce Improvement Act (DAWIA) statute  

· Congressional insight; taxpayer scrutiny


	· Director Acquisition Career Management (DACM) policy memorandums on certification standards/Corps membership

· DDACM/DACM memorandums on certification policy and procedures

· Army policies in support of DAWIA

· Acquisition workforce required Individual Development Plans (IDPs)

· Acquisition Career Development training and education programs available to ensure workforce has  education and leadership development program opportunities

· Section 852, Defense Acquisition Workforce Development Fund (DAWDF) to ensure  training and development, retention and recruitment initiatives are instituted

· Decentralized control of acquisition positions, with commands determining the appropriate acquisition career field identification and certification levels for their positions

· Army Acquisition Corps Procedures

· Continuous Learning Policy

· Ensure an Army appendix to the DoD Human Capital Strategic Plan is updated annually as well as provide the Army review to the entire workforce.
	· USAASC Operations, Plans, Strategy, and Analysis (OPS&A) Division conducts an annual climate assessments survey,  asking questions on training and career development opportunities

· USAASC tracks and reports certification percentages to ASAALT and commands

· OSD Functional Integrated Product Teams (FIPT) meet regularly to review training, education, and experience standards per each Acquisition Career Field (ACF)

· DDACM office Proponency Officers serve as DACM/ DDACM representatives as well as advocates of each ACF

· Continuous Learning  Point Tracking

· Quarterly State of the Acquisition Workforce briefings provides up-to-date details regarding workforce certification.

· Army DAU quota management process to ensure Army acquisition personnel can apply for certification training.

· Online tools to include:  DAWIA certification management system; IDP; Acquisition Corps membership and Acquisition Career Record Brief.
· GO/SES Quarterly updates to Senior Acquisition Commanders/Leaders

· Quarterly updates to Acquisition Management Advocate (ACMAs).

· Incorporated a monthly Dashboard with acquisition metrics.

	Information Management & Stewardship

· Identifying Data and Technology that Support Acquisition Management Decisions
· Safeguarding the Integrity of Operations and Data

	· Program Information.  Complete and current program information is essential to the acquisition process as is information assurance. Consistent with the tables of required regulatory and statutory information appearing in DoDI 5000.02, decision authorities shall require PMs and other participants in the defense acquisition process to present only the minimum information necessary to establish the program baseline, describe program plans, understand program status, and make informed decisions. The MDA shall “tailor-in” program information. IPTs shall facilitate the management and exchange of program information. (Ref. DoDD 5000.01, E1.20)
	DASM ZS 

	· Compliance with statutory and regulatory requirements reduces the risk.
· Data management decisions early in a program can increase risk through loss of competitive options.
· Compliance with statutory and regulatory requirements reduces risk.

	· DoD 5000
· WSARA

· DoDD 5000.1
	· Acquisition Strategy development

· Justification and Approval process.

	
	· 
	DASA ZR
	· Risks include programmatic decrements by outside agencies (OSD and Congress)

· Timely approval of APBs with regard to POM decisions

· Availability of funding.
	· DoDD 5000.1

· DoD 5000.4-M 

· AR 70-1


	· WSR

· POM

· CRB
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