Risk Assessment
To assist agencies in maintaining or implementing effective internal control and, when needed, to help determine what, where, and how improvements can be implemented, GAO issued the Internal Control Management and Evaluation Tool (GAO-01-1008G), which is based upon GAO’s Standards for Internal Control in the Federal Government.   A precondition of risk assessment is the establishment of clear, consistent agency goals and objectives at both the entity level and at the activity (program or mission) level.  Once the objectives have been set, the agency needs to identify the risks that could impede the efficient and effective achievement of those objectives at the entity level and the activity level.  Internal control should provide for an assessment of the risks the agency faces from both internal and external sources.  Once risks have been identified, they should be analyzed for their possible effect.  Management then has to formulate an approach for risk management and decide upon the internal control activities required to mitigate those risks and achieve the internal control objectives of efficient and effective operations, reliable financial reporting, and compliance with laws and regulations.  A manager will focus on management’s processes for objective setting, risk identification, risk analysis, and management of risk during times of change.  Listed below are factors a user might consider.  The list is a beginning point.  It is not all-inclusive nor will every item apply to every agency or activity within the agency.  Even though some of the functions and points may be subjective in nature and require the use of judgment, they are important in performing risk assessment.  

Establishment of Entitywide Objectives



Comments/Descriptions
1.  The agency has established entitywide objectives

that provide sufficiently broad statements and

guidance about what the agency is supposed to 

achieve, yet are specific enough to relate directly

to the agency.  Consider the following:

· Management has established overall entitywide

objectives in the form of missions, goals, and

objectives, such as those defined in strategic

and annual performance plans developed under

the Government Performance and Results Act

(GPRA).

· The entitywide objectives relate to and stem from

program requirements established by legislation.

· The entitywide objectives are specific enough to

clearly apply to the agency instead of applying

to all agencies.

2.  Entitywide objectives are clearly communicated to all

Employees, and management obtains feedback signifying

that the communication has been effective.

3.  There is a relationship and consistency between the

agency's operational strategies and the entitywide 

objectives.  Consider the following:

· Strategic plans support the entitywide objectives.

· Strategic plans address resource allocation and

priorities.

· Strategic plans and budgets are designed with an

appropriate level of detail for various management

levels.

· Assumptions made in strategic plans and budgets

are consistent with the agency’s historical 

experience and current circumstances.

4.  The agency has an integrated management strategy

and risk assessment plan that considers the entitywide 

objectives and relevant sources of risk from internal 

management factors and external sources and establishes

a control structure to address those risks.

Establishment of Activity-Level Objectives



Comments/Descriptions
1.  Activity-level (program or mission-level) 

Objectives flow from and are linked with the

agency's entitywide objectives and strategic

plans.  Consider the following:

· All significant activities are adequately

linked to the entitywide objectives and

Strategic plans.

· Activity-level objectives are reviewed

periodically to assure that they have 

continued relevance.

2.  Activity-level objectives are complementary,

reinforce each other, and are not contradictory.

3.  Activity-level objectives are relevant to all

significant agency processes.  Consider the following:

· Objectives have been established for all the

key operational activities and the support 

activities.

· Activity-level objectives are consistent with 

effective past practices and performance, and 

are consistent with any industry or business 

norms that may be applicable to the agency’s

operations.

4.  Activity-level objectives include measurement

criteria.

5.  Agency resources are adequate relative to the

activity-level objectives.  Consider the following:

· The resources needed to meet the objectives

have been identified.

· If adequate resources are not available,

management has plans to acquire them.

6.  Management has identified those activity-level

objectives that are critical to the success of the

overall entitywide objectives.  Consider the following:

· Management has identified the things that 

must occur or happen if the entitywide 

objectives are to be met.

· The critical activity-level objectives receive

particular attention and review from 

management and their performance is

monitored regularly.

7.  All levels of management are involved in

establishing the activity-level objectives and are

committed to their achievement.

Risk Identification



Comments/Descriptions
1.  Management comprehensively identifies

risk using various methodologies as appropriate.

Consider the following:

· Qualitative and quantitative methods 

are used to identify risk and determine 

relative risk rankings on a scheduled

and periodical basis.

· How risk is to be identified, ranked,

analyzed, and mitigated is communicated

to appropriate staff.

· Risk identification and discussion occur in

senior-level management conferences.

· Risk identification takes place as part of 

short-term and long-term forecasting and 

strategic planning.

· Risk identification occurs as a result of 

consideration of findings from audits,

evaluations, and other senior-level managers.

2.  Adequate mechanisms exist to identify risks to

the agency arising from external factors.  Consider

the following:

· The agency considers the risks associated

with technological advancements and

developments.

· Consideration is given to risks arising from

the changing needs or expectations of 

Congress, agency officials, and the public.

· Risks posed by new legislation or regulations

are identified.

· Risks to the agency as a result of possible 

natural catastrophes or criminal or terrorist

actions are taken into account.

· Identification of risks resulting from business,

political, and economic changes are determined.

· Consideration is given to the risks associated

with major suppliers and contractors.

· The agency carefully considers any risks

resulting from its interactions with various

other federal entities and parties outside the

government.

3.  Adequate mechanisms exist to identify risks to the

agency arising from internal factors.  Consider the

following:

· Risks resulting from downsizing of agency

Operations and personnel are considered.

· The agency identifies risks associated with

business process reengineering or redesign

of operating processes.

· Consideration is given to risks posed by 

disruption of information systems processing

and the extent to which backup systems are 

available and can be implemented.

· The agency identifies any potential risks due

to highly decentralized program operations.

· Consideration is given to possible risks 

resulting from the lack of qualifications of 

personnel hired or the extent to which they 

have been trained or not trained.

· Risks resulting from heavy reliance on contractors

or other related parties to perform critical agency

operations are identified.

· The agency identifies any risks that might be 

associated with major changes in managerial

responsibilities.

· Risks resulting from unusual employee access

to vulnerable assets are considered.

· Risk identification activities consider certain

human capital-related risks, such as the 

inability to provide succession planning and

retain key personnel who can affect the ability

of the agency or program activity to function

effectively, and the inadequacy of compensation

and benefit programs to keep the agency 

competitive with the private sector for labor.

· Risks related to the availability of future

Funding for new programs or the 

continuation of current programs are

assessed.

4.  In identifying risk, management assesses other 

factors that may contribute to or increase the risk 

to which the agency is exposed.  Consider the 

following:

· Management considers any risks related to

past failures to meet agency missions, goals,

or objectives or failures to meet budget

limitations.

· Consideration is given to risks indicated by

a history of improper program expenditures,

violations of funds control, or other statutory

noncompliance.

· The agency identifies any risks inherent to the 

nature of its mission or to the significant and

complexity of any specific programs or 

activities it undertakes.

5.  Management identifies risks both entitywide and 

for each significant activity-level of the agency.

Risk Analysis




Comments/Descriptions
1.  After the risks to the agency have been

identified, management undertakes a 

Thorough and complete analysis of their

possible effect.  Consider the following:

· Management has established a formal

process to analyze risks, and that 

process may include informal analysis

based on day-to-day management 

activities.

· Criteria have been established for 

determining low, medium, and high risks.

· Appropriate levels of management and

employees are involved in the risk analysis.

· The risks identified and analyzed are 

relevant to the corresponding activity

objective.

· Risk analysis includes estimating the 

risk's significance.

· Risk analysis includes estimating the 

Likelihood and frequency of occurrence

of each risk and determining whether it

falls into the low, medium, or high-risk 

category.

· A determination is made on how best to

manage or mitigate the risk and what

specific actions should be taken.

2.  Management has developed an approach for

risk management and control based on how much 

risk can be prudently accepted.  Consider the

following:

· The approach can vary from one agency to

another depending upon variances in risks

and how much risk can be tolerated, but

seems appropriate to the agency.

· The approach is designed to keep risks

within levels judged to be appropriate and

management takes responsibility for 

setting the tolerable risk level.

· Specific control activities are decided upon

to manage or mitigate specific risks 

entitywide and at each activity level, and

their implementation monitored.

Managing Risk During Change


Comments/Descriptions
1.  The agency has mechanisms in place to 

anticipate, identify, and react to risks presented

by changes in governmental, economic, industry,

regulatory, operating, or other conditions that 

can affect the achievement of entitywide or

activity-level goals and objectives.  Consider the 

following:

· All activities within the agency that

might be significantly affected by changes

are considered in the process.

· Routine changes are addressed through the 

established risk identification and analysis 

processes.  

· Risks resulting from conditions that are 

significantly changing are addressed at

sufficiently high levels within the 

agency so that their full impact on the

organization is considered and appropriate

actions are taken.

2.  The agency gives special attention to risks presented

by changes that can have a more dramatic and pervasive

effect on the entity and may demand the attention of

senior officials.  Consider the following:

· The agency is especially attentive to risks

caused by the hiring of new personnel to

occupy key positions or by high personnel

turnover in any particular area.

· Mechanisms exist to assess the risk posed by 

the introduction of new or changed information

systems and risks involved in training employees

to use the new systems and to accept the changes.

· Management gives special consideration to the

risks presented by rapid growth and expansion

of rapid downsizing and the effects on systems

capabilities and revised strategic plans, goals

and objectives.

· Consideration is given to the risks involved

when introducing major new technological

developments and applications and 

incorporating them into the operating

processes.

· The risks are extensively analyzed whenever

the agency begins the production or provision

of new outputs or services.

· Risks resulting from the establishment of

operations in a new geographical area are

assessed.

