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INFO MEMO

FOR: SECRETARY OF DEFENSE

FROM: Pete Geren, Secretary of the Army /4( i

SUBJECT: Fiscal Year (FY) 2007 Statement of Assurance on Management Controls as
Required under the Federal Managers’ Financial Integrity Act (FMFIA) of 1982

e As the Secretary of the Army, I recognize that Army management is responsible for
establishing and maintaining effective internal controls to meet the objectives of the
Federal Managers’ Financial Integrity Act (FMFIA). I am providing a qualified
statement of reasonable assurance that the Army’s internal controls in effect for the fiscal
year ending September 30, 2007, met FMFIA objectives except for the four material
weaknesses noted in TAB B-1. The four material weaknesses relate to the internal
controls over the effectiveness and efficiency of the operations identified as of the date of
this memorandum. Other than the material weaknesses noted internal controls were
operating effectively and were used as designed.

e TABs A-1 through A-3 and B-1 through B-4 provide details of the Army’s FY 2007
Management Control Program. (Attached)

e The Army continued to make progress in improving internal controls over financial
reporting for the General and Working Capital funds. I am, however, providing no
assurance that the Army’s internal controls over financial reporting, as of June 30, 2007,
were operating effectively. This assessment is based on the auditor’s inability to render
an audit opinion, 1,960 uncorrected actions identified in our financial improvement plan,
and the 13 areas of concern identified at TAB B-4.

e I am able to provide a qualified statement of reasonable assurance for the Civil Works
financial statements. My assurance is based on the completion and pending release of the
FY 2006 Chief Financial Officer’s financial statement audit and opinion.

COORDINATION: NONE
Attachment:

As stated
Prepared By: 703-614-7069

Printed on @ Recycled Paper
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. (TAB A-1)
U.S. ARMY AUDIT AGENCY INDEPENDENT ASSESSMENT

DEPARTMENT OF THE ARMY .
. U.S. ARMY AUDIT AGENCY
OFFICE OF THE AUDITOR GENERAL

ALEXANDRIA, VA 22302-1596

" 1 August 2007

MEMORANDUM FOR Secretary of the Army

SUBJECT: Independent Assessment of the Army’s Compllance With the Federal
Managers’ Financial Integrity Act

1. U.S. Army Audit Agency did a review to provide you with an independent assess-
ment of the Army’s actions to comply with the requirements of the Federal Managers

" Financial integrity Act of 1982 and DOD Instruction 5010.40 (Managers’ Internal (MIC)
Control Program Procedures).

2. Based on the results of our review, | have concluded that the Army, as an entity,
has continued its efforts to ensure that a system of controls exists in accordance with
the Integrity Act and DOD Instruction 5010.40. During FY 07 the Army remained
committed to ensuring that the managers’ intemal control process was effective. For
example .

« The Army continued to emphasize Ieadershlp, tramlng, and process execution in its
day-to-day operations. '

« A Senior Level Steering Group met during-the fiscal year to review ongonng man-
~ agement control issues and work toward correcbng previously reported Army-level '
material weaknesses.

In addition, several actions under the direction of the Management Services Directorate
had a positive effect on the overall process. The directorate oversaw efforts to:

« Provide tralnmg on conducting risk assessments, preparing the 5-year internal
control plan, completing internal control evaluatlons and preparing the assurance
statements.

« Support the Office of the Secretary of Defense’s Check lt campaign to increase
mtemal control awareness” throughout the Army.

3. Again this year our review of the program paralleled the Army’s emphasns on .
leadership, training, and execution of the managers’ intemal control process. We also
concentrated on support for your statement, the identification and correction of material
weaknesses, audit recommendations, and the publication of key controls in Army regu-
lations. From our review of 39 assessable units at 7 activities, we concluded that:
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‘SAAG-ZA .' o :
SUBJECT: independent Assessment of the Army's Compliance With the Federal
Managers Financial integrity Act

Senior-level managers at Headquarters, DA and Army commands continued their
emphasis on the process through direct participation, and their feeder statements
generally were a fair representation of the effectiveness of the process.

Senior leaders at each level evaluated weaknesses that external inspection and ,
audit activities identified and reported those weaknesses they considered to be
material. .

‘Managers identifying materiel weaknesses corrected them or scheduled them for

correction.

-

Headquarters, DA activities and Army commands had reasenably effective systems
to monitor actions to correct material weaknesses. - A

Education and training efforts generally increased awareness of feeder statement
requirements. ' '

Activity managers brepared feeder statements thet organization pérsonnel compiled

~ into an annual assurance statement the commander or equivalent signed.

The Army continues to pro\ide senior-level emphasis on the importance of a system of
internal controls. For example:

The Provost Marshal General issued 2 memorandum to his principal staff and
subordinate commanders stressing the importance of sound internal controls and
the critical role they play in the professional and personal lives of Army personnel.
The Provost Marshal General highlighted how the failure to establish and follow -
these controls can often lead to catastrophic results and paint negative pictures for
Army personnel. o '

U.S. Army Intelligence and Security Command consolidated the managers’ internal
control process with the command inspection program, resulting in the identification
and correction of potential weaknesses before they could become significant prob-
lems and strengthening the support provided to command’s warfighting customers.

U.S. Amy Space and Missile Defense Command conducted staff and offsite
meetings to accomplish strategic planning, disseminate pertinent information, and
address potential problem areas. These meetings provided a basis for planning,

directing, and controlling operations and established a supportive attitude toward

managers’ internal controls.

However, we did find that some commands could improve their internal control process
by actions such as: )

2
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SAAG-ZA ' ' ’
SUBJECT: Independent Assessment of the Army’s Compliance With the Federal
Managers Financial Integrity Act

« Ensuring they update their 5-year plan.

« “Training personnel on completion and retention requirements for internal control
evaluation certification statements. ' '

« Distinguishing between the designatiohs of senidr responsible officer and
assessable unit manager. ' »

Although improvements were needed, the administrative deficiencies we identified were
not significant enough to change our overall conclusion on the effectiveness of the
Army’s internal control process.

4. AR 11-2 (Management Control) requires DA functional proponents to identify the
areas that should have an evaluation of key controls. -The regulation also requires the
functional proponent to publish key controls, usually in the form of evaluation checklists,
in its Army regulations. During FY 07 we found that functional proponents we reviewed
hadgenerally inciuded internal control provisions in their Army regulations.

5. In addition to the specific review of the managers’ intermal control process, we
evaluate individual key controls during each audit and make recommendations that will
fix the control weaknesses. This continual evaluation of individual controls helps
provide assurance that the Army’s intemal controls are in place and operating. In
addition, we develop trend data that identifies areas where additional focus would
provide the greatest benefits in continuing a strong control environment. From 1 July
2006 through 30 June 2007, Army Audit Agency issued 240 reports. The reports
included evaluations of 841 specific key controls related to the audit subjects. Of the
controls we identified as not in place and operating, 47 percent related to the lack of.
documentation, recording of transactions, and control techniques—3 of the 12 internal
control standards in AR 11-2. Implementation of our agreed-to recommendations
addressing these weaknesses and additional focus on these areas overall will
strengthen the control process. . ' .

6. AI'thdugh our audits identified oppdrtunities for improvement, they did not identify

any undisclosed material problem areas that affect your annual assurance statement for
the Secretary of Defense on the status of managers’ internal controls in the Army.

PATRICK J .blTZGERALD
The Auditor General
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(TAB A-2)
DESCRIPTION OF THE CONCEPT OF REASONABLE ASSURANCE
AND HOW THE EVALUATION WAS CONDUCTED

Guidelines for the Evaluation

Army senior management evaluated the system of internal accounting and administrative
control in effect during the fiscal year ending September 30, 2007, in accordance with the guidance
provided in Office of Management and Budget (OMB) Circular A-123, “Management
Accountability and Control,” and as implemented by DoD Instruction 5010.40, “Management
Control Program Procedures.” The OMB guidelines were issued in consultation with the
Comptroller General of the United States, as required by the Federal Managers’ Financial Integrity
Act (FMFIA) of 1982. Included is an evaluation of whether the system of internal accounting and
administrative control for the Army complies with standards prescribed by the Comptroller General.

Objectives of Reasonable Assurance

The objective of the Army’s system of internal accounting and administrative control is to
provide reasonable assurance that:

e Obligations and costs comply with applicable law;
e Programs achieve their intended results;
o Assets are safeguarded against waste, loss, unauthorized use and misappropriation;

e Revenues and expenditures applicable to agency operations are recorded and accounted for
properly. This ensures accounts and reliable financial and statistical reports are prepared
and accountability of the assets is maintained; and

e Programs are efficiently and effectively carried out in accordance with applicable law and
management policy.

Concept of Reasonable Assurance

The evaluation of internal controls extends to every responsibility and activity undertaken
by the Army and applies to financial, administrative and operational controls. The concept of
reasonable assurance recognizes that the cost of internal controls should not exceed the expected
benefits. The expected benefits and related costs of internal control measures are addressed using
managerial judgment. Internal control problems may occur due to inherent limitations, such as
resource constraints, congressional restrictions and other similar factors. Future projections made
as a result of any evaluation may be affected by changes in conditions or deterioration of procedural
compliance over time. The Army’s statement of reasonable assurance is provided within these
limitations.
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Evaluation

' The overall evaluation was performed in accordance with the above guidelines, as well as
information provided by external sources, such as the Government Accountability Office (GAO),
Department of Defense Inspector General (DoD IG), Army Inspector General and the U.S. Army
Audit Agency (USAAA). The results indicate that the Army’s system of internal accounting and
administrative controls in effect during FY 2007 complies with the requirement to provide
reasonable assurance that the objectives mentioned above were achieved, except as identified in the
listed weaknesses.

Determination of Reasonableness

The Army’s approach to internal controls is based on the fundamental philosophy that all
commanders and managers have an inherent internal control responsibility. All Army headquarters
officials and functional proponents are responsible for establishing sound internal controls in their
policy directives and for exercising effective oversight to ensure compliance with these policies.
Commanders and managers throughout the Army are responsible for establishing and maintaining
effective internal controls over their operations and resources. This philosophy is soundly rooted in
FMFIA, OMB, DoD, and Army policies. The Army’s internal control process supports
commanders and managers in meeting their inherent responsibilities by providing a process for
periodically conducting detailed evaluations of key internal controls, and a process for developing
and supporting an objective annual statement of assurance that fully discloses known material
weaknesses.

The process of developing and supporting an objective assurance statement is accomplished
through three key components: leadership emphasis; training of commanders, managers and other
personnel with internal control responsibilities; and an evaluation process that clearly defines
fundamental requirements, establishes accountability and enables an effective method to detect, report
and correct recurring internal control deficiencies. In addition to these three key components, the
Army continued to emphasize internal control of financial reporting in compliance with OMB
Circular A-123, Appendix A. A summary of each key component follows.

Leadership Emphasis:

Senior Army leadership has consistently demonstrated strong support for the managers’
internal control process at all levels within the Army. Here are some examples:

~e The Army’s Senior Level Steering Group (SLSG), a senior management council established
as recommended by OMB Circular A-123, continues to review, discuss and resolve internal
control issues. This executive body is composed of general officers and senior executive
service members representing all areas of Army operations. As part of their oversight
duties, the SLSG reviews on-going internal control issues and works to correct previously
reported material weaknesses. The SLSG considers additional internal control deficiencies
that merit being reported as Army material weaknesses.
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Provost Marshal General sent a memo to his principal staff and subordinate commanders on
January 8, 2007, in which he expressed his support of the Army Managers’ Internal Control
Program as a means to protect our resources from fraud, waste, and abuse, even as
operational tempo remained high. Additionally, he highlighted newsworthy events such as
cost overruns, improper interrogation techniques, accidental training deaths, and contract
mismanagement as examples of what can happen when we fail to monitor and follow
appropriate internal controls. Finally, he stressed the importance that each individual plays
in establishing a climate that not only encourages identification of inadequate controls but
the thorough implementation of effective ones.

U.S. Army Reserve Command (USARC) established senior management councils or
committees to advise organization heads on internal control issues, including identification
of internal control problems to report as material weaknesses and to monitor progress on the
correction of previously reported material weaknesses to ensure all managers are aware of
available evaluations and schedules for formal use.

U.S. Military Academy (USMA) conducts weekly staff meetings chaired alternately by the
Superintendent and the Chief of Staff. All functional proponents at USMA attend with each
activity reporting/identifying any issues/problems/concerns to the chair. Discussions assess
the effectiveness of USMA in accomplishing its mission and provide information in support
of the decision-making process. The chair provides guidance and direction to the activity
directors. At this forum internal control issues are discussed and the chairs place emphasis
on the program by voicing their strong support and intention to ensure the implementation of
an effective internal control program at USMA. The leaders that attend these staff meetings
are aware of leadership’s strong support of internal controls.

Strong Senior leadership support for the managers’ internal control process was also
demonstrated throughout the Army. For instance, the:

Deputy Commanding General, U.S. Army Forces Command (FORSCOM), issued a policy
memorandum dated November 21, 2006. The memorandum addressed commanders’
responsibility for maintaining effective controls as well as emphasizing the benefits of an
effective internal control process. Forces Command disseminated this memorandum to all
internal control administrators and executive officers in subordinate commands. The
memorandum also included a summary of the weaknesses and concerns included in the FY
2006 Annual Assurance Statement and external audit trends for FY 2003-2006. The audit
trends report was organized by topic areas to assist commanders as they review their
operations.

Commanding General, U.S. Army Space and Missile Defense Command (SMDC), Special
Emphasis memorandum concerning Internal Control Program (ICP) emphasized the
importance of good stewardship and effective internal controls. It required each Assessable
Unit Manager (AUM) become directly involved in the internal control process. The
memorandum is located on the Command ICP website and was distributed to each ICP point

of contact.
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Commander, Fort Benning MP Battalion, emphasized internal controls during quarterly
leadership visits with each subordinate unit. The program was further reinforced by
battalion staff with the inclusion of performance data in the Commander’s Organization
Inspection Program, which continued to promote detection and correction of problems.
Additionally, all personnel occupying positions of significance have an explicit internal
control statement in their performance agreement and/or support form.

Commander, Criminal Investigation Task Force, stressed the importance of effective
internal controls during the conduct of routine in processing of new personnel as well as in
more formal meetings. The commander continually highlighted the importance of
imbedding internal controls in the development of policies and procedures to operations
supporting the conduct of the Global War on Terrorism; promoting full disclosure of
material weaknesses; and establishing a command climate that is supportive of the internal
control process.

Deputy Commanding General, FORSCOM signed a memorandum, dated January 23, 2007,
directing training for the internal control community. As a result, 59 personnel to include
staff principals, deputies, AUMs, action officers, and internal control points of contact were
trained. Training materials included a slide presentation, handout materials, web-based
modules, and a discussion period.

Deputy Commanding General, U.S. Army Training and Doctrine Command (TRADOC),
issued a memorandum, dated January 29, 2007, to the principal commanders,
commandants, and key staff officers expressing leadership’s strong support of an
aggressive internal control program. The Deputy Commanding General placed emiphasis
on commanders and commandants being actively involved in the internal control process
as well as their cooperation in promoting the timely reporting and resolution of internal
control problems in order to enhance the credibility of their annual assurance statements.

Commanding General, U.S. Army Materiel Command (AMC), took several actions to
emphasize the internal control program. Actions included:

o Issued a memorandum stressing the “Command Emphasis AMC Internal Control
Process” distributed to Senior Leaders, Major Subordinate Commanders and to AMC
organizations world-wide on Stewardship and the Army’s Internal Control Program.
This memorandum reminded all managers that they must be steadfast in their efforts to
assess risks, safeguard assets, and maximize the use of scarce resources. Proper controls
are essential to achieving effective stewardship of resources. Strengthening internal
controls will provide the assurance that precious resources, manpower, property and
dollars are properly accounted for and the AMC mission continues to support the
Warfighter.

o Signed a purchase card policy letter which provided guidance on key internal controls
for the Purchase Card Program. This policy letter provides guidance for issuance and
retention of purchase cards to ensure that cards are only issued to individuals with a
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Training:

continuing bona fide need; provided policy on usage of the card as a payment vehicle;
including dollar limits for various categories of transactions; provided guidance for
ensuring the individuals who administer the purchase card program at the Major
Subordinate Commands do not have conflicting responsibilities; and provided criteria
for appointment of individuals authorized to approve purchases made with the card to
ensure only individuals who can properly oversee the purchasing activities of
cardholders are selected as approving officials.

Conducted senior level meetings, along with Principal Staff, to discuss how AUMs
were addressing internal controls and to review and approve new, updated and closed
material weaknesses. These meetings and other senior level meetings with AMC
commands world-wide via Video Tele-Conferencing improved the internal control
process by senior leaders assessing levels of risk for critical mission areas, evaluating
controls in place to mitigate the risks and taking action when controls or resources
were deficient.

Training on the principles and practices of sound internal controls in achieving the objectives of
the FMFIA occurs at all levels within the Army. Headquarter Principals, Army Commands, Army
Service Component Commands, and Direct Reporting Units prepared their FY 2007 assurance
statements with documented evidence of internal control training completed by their activities. The
following is a summary of training efforts:

Office of the Assistant Secretary of the Army for Financial Management and Comptroller
(OASA (FM&CQ)) provided internal control training via video-teleconference and classroom
setting to over 270 Army personnel within Department of Army Headquarters, Army
Commands, Army Service Component Commands and Direct Reporting Units. Topics
addressed in the training were conducting risk assessments, preparing the internal control
plan, completing the internal control evaluations and preparing the statement of assurance.

USARC undertook several internal control training initiatives for FY 2007. Specifically,

o The Resource Management staff coordinated training for 263 personnel in a classroom

setting during a March 2007conference titled 'Financial Managers Workshop in Atlanta,
Georgia. The audience included comptrollers, resource managers and budget analysts
from throughout the command (CONUS, Hawaii, Germany, Guam and Korea).
Instruction was included Army Regulation (AR) 11-2, Management Control to include
risk assessment, developing an internal control plan, performing and documenting
internal control evaluations, identifying, reporting and correcting a material weakness;
and preparing a 'feeder' annual assurance statement. A block of instruction also covered
the OMB A-123, Appendix B requirement to address control/oversight over credit cards
to include: Purchase Card, Voyager Fleet Card, VISA Fleet Card, Aviation Into-Plane
Reimbursement Card, Ships' Bunkers' Acquisition Card, Travel Card - Individually
Billed Account, and Travel Card - Centrally Billed Account.
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o The Internal Review staff trained 163 personnel in a classroom setting. The training
covered internal control requirements identified in AR 11-2, Management Control, and
related documents pertaining to the Army's Managers' Internal Control Program.

o Web-based training offered through the Army Reserve Readiness Training Center, Fort
McCoy, Wisconsin was completed by 746 assessable unit managers and internal control
administrators.

o The USARC Surgeon General conducted the Seventh Annual Medical Symposium
providing updates on all medical and dental requirements for peacetime initiatives to
include the mobilization and demobilization process. Internal controls to assist
commands with their medical and dental issues were presented to over 400 personnel.

USAAA provided formal training to 110 personnel at the Basic, Intermediate, and Advanced
Auditor Schools and to 24 Auditors-in-Charge at the Senior Auditor Course. All courses
included instruction on the internal control process and the USAAA’s role in assessing key
controls. USAAA also sent 11 personnel to formal training and education programs that
included instruction on the Army’s internal control process at one of the following schools --
Defense Comptrollership Program, Professional Development Institute, Professional

- Resource Management Course and Defense Comptroller Program.

INSCOM trained all 254 assessable unit managers (AUM), internal control administrators
(MCA) and points of contact on their 5-year plan, in accordance with AR 11-2, Management
Control guidance. They also trained 318 other managers and staff on the internal control
process. '

The XVIII Airborne Corps, Fort Bragg, was trained by the Department of Defense (DoD)
program coordinator. Separate briefings were provided for the command group, 83 MCA’s
within the Corps and other local military organizations.

Major subordinate commands collectively within FORSCOM trained approximately 453
personnel, to include commanders, AUMs, managers, action officers, and MCAs on the
Managers’ Internal Control Program. Training was provided using a variety of methods to
include: HQDA-developed training video; classroom-style training with briefing slides;
desk-side briefings; distribution of training materials; web-based training modules; MCP
Handbook; Civilian Personnel Supervisory Course; staff assistance visits/evaluations; and
audits and inspections.

Evaluation Process:

The Army supported the Office of the Secretary of Defense’s “Check It” campaign to increase
"internal controls awareness" throughout the Army. The primary message of the campaign is to do
all we can to support our war fighters. The Army’s support of the campaign consisted of the
following:
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e The OACSIM internal control administrator submitted the winning slogan for the OSD
sponsored slogan campaign.

e The OASA(FM&C) distributed “Check It” campaign posters and public service
announcements to the Army’s internal control community, as well as, posting them on
OASA(FM&C)’s and Army Knowledge Online’s website.

e The Office of the Inspector General displayed “Check It” posters in functional areas
throughout their organization.

e The FORSCOM Commanding General signed a memorandum, dated November 1, 2006,
which included The Honorable England’s memorandum announcing the Department of
Defense “Check It” campaign and associated posters and public service announcements.
The FORSCOM memorandum, which was disseminated to all internal control
administrators and executive officers in subordinate commands, also emphasized the
benefits of effective controls.

e The FORSCOM internal control administrator disseminated “Check It” campaign posters
and public service announcements throughout the command to increase visibility and
awareness of internal controls.

The Check It campaign underpinned a sound evaluation process for detecting, reporting, and
correcting internal control weaknesses. The foundation of the Army’s evaluation process is the 721
internal review evaluators responsible for evaluating and testing the effectiveness of internal
controls. The cadre of internal control professionals evaluated and tested internal controls across
the entire spectrum of Army operations. Additionally, Army Internal Review conducted a world-
wide review of controls over the Army Military Interdepartmental Purchase Requests (MIPRs).
This review focused on four objectives which were to determine if:

1)  Procedures established in the Federal Acquisition Regulation; DoD guidance, and Army
guidance related to review and approval of MIPRS were followed; '

2)  MIPRs met a bona fide need for goods or services in the year the appropriation was
available;

3)  Goods and services were provided in accordance with MIPR requirements;
4)  Unliquidated obligations for MIPRs were tracked and managed.
Results of the review disclosed:

1)  Procedures established in guidance related to advance approval of MIPRs involving
contracts for the acquisition of services and non-DoD contracts for the acquisition of
supplies were generally followed. However, procedures were not always followed related
to best interest determinations for Economy Act orders or certifications for use of non-
DoD contracts.
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2)

3)

4)

FY 2006 MIPRs met a bona fide need for goods or services in the year the appropriation
was available. However, evaluators at one activity found some FY 2005 MIPRs did not
represent a bona fide need in FY 2005.

In most cases, goods and services were provided in accordance with MIPR requirements.
However, improvements were needed to ensure that all goods and services were provided
and that requirements were properly specified.

Unliquidated obligations for MIPRs were generally tracked and managed. However,
improvements were needed. About $6.112 million was deobligated as a result of this
Army-wide review.

Reviews of the internal control process were made throughout the Army. The following is a
sample list of actions that were completed during FY 2007.

OASA (FM&QC) refined the Army Chief Financial Officers (CFO) Strategic Plan which
supports the Army’s implementation of the CFO Act and is the Army’s roadmap for meeting
CFO requirements through improved business processes and systems. The strategic plan
included about 1960 financial improvement and systems implementation tasks with an
estimated cost to complete of about $4 billion. The strategic plan also included actions
required to correct previously identified internal control weaknesses. To ensure that the
strategic plan was current, OASA (FM&C) held quarterly in-process reviews with all
stakeholders to monitor progress, review action plans, and update the strategic plan as
required. The 1 1™ edition of the strategic plan is scheduled for release in October 2007.

The U.S. Army Finance Command's (FINCOM) Special Review Office (SRO) is
responsible for reviewing financial internal controls supporting sensitive and classified
operations. During FY 2007, the SRO conducted: six complete operational reviews, eight
special mission fund reviews, four special reviews of Department of the Army waivers, and
three reviews of the U.S. Debit Card program, a partnership program between the Defense
Finance and Accounting Service, the Army and the U.S. Treasury. Findings were noted, and
corrective actions were initiated in the areas of general organization and management,
military pay processing, travel pay processing, vendor pay processing, quality assurance
programs, and obligation management.

USAAA reviewed:

o Internal controls over the audit process during the performance of internal quality
assurance reviews of selected audits. The review is a part of the agency’s overall plan to
continually improve the audit processes. During FY 2007, USAAA published seven
quality assurance reviews. Six of the reviews tested controls contained in generally
accepted government auditing standards, Agency policies and procedures, and best
practices established by the Audit Committee of the President’s Council on Integrity and
Efficiency. One review tested whether potential monetary benefits were properly
documented in working papers and accurately reported, and whether the auditees’
positions were appropriately handled.
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o Implementation of the Army’s policy for proper use of non-DoD contracts. The review
found that requiring activities had partially implemented the policy. Specifically,
activities did not always coordinate with contracting officers to determine that services
being procured were within the scope of the non-DoD contract; fund certifying officials
to make sure funding was appropriate; and legal counsel to obtain an opinion on the facts
presented in supporting certification documents. Additionally activities did not obtain
management approval for the use of non-DoD contracts because they were not aware of
the policy nor did they understand the policy.

Installation Management Command (IMCOM) upgraded equipment used in the Army
Recreation Machine Program (ARMP) with the latest technology designed to identify and to
address new risks associated with electronic commerce information processing. The
potential loss of funds through electronic transfers at critical transaction points was
identified as “high risk” vulnerability. ARMP has moved from a position of “back-end”
detection to one of “prevention” (e.g., erroneous high balance electronic credit transfers to
smart cards). During FY 2006, the ARMP created an Internal control Board to look beyond
today and identify possible risk factors with the new technology and to develop strategies to
control or mitigate risks.

TRADOC:

o Supported a Risk Management Program. TRADOC schools and activities ensured
proper use of risk management techniques, drafted a method of scoring the efficiencies
and risks associated with internal controls (IC) as a part of the commander’s measures of
effectiveness, and completed a risk assessment for every military operation conducted.
Schools and activities performed varying degrees of risk assessments in addition to using
HQDA and other types of evaluations as a basis for their annual statements of assurance.
Risk management training was conducted as part of common military training and
during instructor training courses.

o Additionally, the Inspector General and Internal Review Office provided support and
assisted the various TRADOC staff offices, schools and activities as needed by
performing audits to validate IC processes and review IC evaluations, potential material
weaknesses, and updated IC plans.

FORSCOM developed risk assessment to provide guidance for subordinate commands to
develop safety and risk management plans. The assessments ensured safety and risk
management was embedded into all FORSCOM training and operations. FORSCOM
continually assessed the effectiveness of safety program; and ensured adequate assets were
in place to execute safety and risk management programs.
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USMA:

SMDC:

Maintained a website with internal control information including a variety of resource
materials. Correspondence throughout the year references information on the website so
that managers are continuously aware of available information. The Army’s Check It
Campaign is also maintained on this website.

Established three levels of Plans and Resources Boards (PRBs) that were charged with
managing all USMA manpower and dollar resources. All aspects of resource
management affecting Mission activities at the Military Academy, both dollars
(appropriated and non-appropriated) and manpower, are subject to the oversight and
decision making of the PRBs. These boards provide the forum to ensure that USMA
obtained adequate resources, used them efficiently, and accounts for them properly.
These boards provided oversight of the USMA program development and requirements
determination in support of USMA’s participation in the biennial Army Program
Objective Memorandum and Program Budget Review processes, preparation of annual
budgets and target allocations, financial operations supporting execution with periodic
reporting to HQDA, and financial accountability for resources received and expended.

Hosted safety conferences, along with staff assistance visits, that are an essential means
of assessing the command’s safety posture, evaluate effectiveness of risk control
measures and provide updates on integrating risk management principles and practices.
The Deputy Commanding General for Operations and Command Sergeant Major headed
the conferences. Specific areas discussed included identifying high-risk activities such as
vehicle operations, water activities, seasonal concerns, and composite risk management.
Other high interest areas included accident investigations, post-accident trends, status of
ongoing accident investigations, post-accident risk management measures, training
opportunity, safety and health promotions, and upcoming events.

Conducted continuous surveillance of the Operations and Plans Division contract task
orders (STARS Contract) to ensure efficient and effective use of cost control methods.
Surveillance methods included review of cost reports and task order budget plans to
anticipate and prevent potential cost overruns; reviewed quality and timeliness of
products and services received. SMDC also prepared and submitted quarterly
performance evaluation reports to the contracting officer.
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o Prepared the quarterly command review and analysis (R&A) report, which gives the
commanding general and senior level managers a “horizontal” assessment of various
missions, functions and activities. This review provided management with up-to-date
information on the accomplishment of command objectives by tracking identified trends,
out-of-tolerance performance, problem areas and their causes and effects, thus allowing
management to take corrective action. The R&A report was posted on the command’s
website, called Commandnet, in order to allow easy access for all command employees.

o Inspected all major subordinate elements (MSE) every 18 to 24 months. The Command
Inspection Program ensured that MSEs were in compliance with Army and command
regulations and policies. Incoming commanders received initial inspections to establish
baseline performance levels and to target areas for improvement. The inspections
include providing clear goals, standards and priorities for regulatory requirements;
ensuring that the organization’s strengths and weaknesses are understood in relation to
the command’s goals and standards; providing a feedback mechanism to identify
problems and track their resolution; directing problems to the proper level for resolution,;
and helping the commanders/directors assess internal controls.
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Areas of Concern

Our process disclosed the following areas of concern that are monitored by the Army’s Senior
Level Steering Group: :

Review of real property financial data at two installations in support of General Funds
Enterprise Business System (GFEBS) Release 1.1 disclosed errors in system data and lack
of adequate supporting documentation for the values of real property recorded. Corrective
actions were identified, documented, and processed into the real property system of record.
The Army is assessing the condition of real property records on a broader scale to determine
the magnitude of the problem and to develop the appropriate corrective actions.

Accelerated troop movements tied to the Global War on Terrorism and other Army
initiatives have increased the need to use relocatable facilities in order to meet temporary
mission requirements. As the cost for these facilities in the aggregate can be substantial, and
the varied acquisition methods can affect overall visibility, we have asked the USAAA to
perform a review to ensure that the Army is properly managing the use of these facilities.
The audit will determine if:

o Comprehensive policies and procedures exist to acquire (through lease or purchase), to
manage, to maintain, and to dispose of relocatables.

o The Army adequately documented requirements for the relocatables facilities purchased.

o The Army has an adequate exit strategy for these facilities once they are no longer
needed for the purpose they were acquired, or the authorized period of use expires.

The Army needs to improve management of Soldiers activated for operational support
missions in the continental United States (CONUS). Specific areas of concern are validation
of manpower requirements and management of travel authorizations.

Current Army recordkeeping policies and regulations fully comply with the Federal laws
governing records management. However, Army-wide compliance with this guidance must
be improved, particularly in regard to recordkeeping of all types of electronic records. At
the direction of the Secretary of the Army, a working group has been meeting since May
2007 to address the entire spectrum of records management issues and to establish record
keeping systems and procedures for all paper and electronic records, as well as for records in
other media, that both comply with the law and are as "practical" and "user friendly" as
possible. The lack of adequate record management has the potential to impede official
inquiries and investigations.

Internal controls for the Department of Defense Mass Transit Subsidy Program were not
adequate to prevent fraud, waste, abuse or mismanagement of funds allocated for the
program in fiscal year 2006. The lack of internal controls has led to abuse of the Mass
Transit Subsidy Program due to inaccurate and incomplete applications, overstatements of
benefits, and dual and duplicate benefits by some Army users. The Army is working with
Washington Headquarters Services to implement changes to application procedures to
improve controls. Target date for implementation is 30 September 2007.

A-2-12



Review of the Army’s internal business processes found weaknesses in the internal controls
over the effectiveness and efficiency of operations and compliance with applicable laws and
regulations within the US Army Medical Command in the areas of: 1) Soldier
Accountability, Health and Welfare, 2) Infrastructure, and 3) Medical Administrative
Process. While most of the deficiencies found have been corrected, these areas are
determined to be of concern and are being monitored by the Army’s Senior-Level Steering
Group.

The Army acknowledges that problems exist with management and oversight of contracting
activities in the Joint Contracting Command (Iraq/Afghanistan) and the U.S. Army
Contracting Command (Southwest Asia-Kuwait) theaters of operation. This issue is being
monitored aggressively. The Assistant Secretary of the Army (Acquisition, Logistics and
Technology) has issued additional policy guidance; Army Internal Review has conducted
compliance evaluations, and USAAA has helped to set goals to make sure that internal
controls over service contracts are in place and working effectively. Further, the corrective
actions established in the Oversight of Service Contracts material weakness originally
identified in FY 2006, addresses this in-theater contracting issue. The Army has committed
to an accelerated closure date for the material weakness from the 4™ Qtr, FY 2010 to the 4t
Qtr, FY 2009.
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(TAB A-3)
MANAGERS’ INTERNAL CONTROL PROGRAM
AND RELATED ACCOMPLISHMENTS

Description of Issue: Management of Wounded Warrior Program

Accomplishment: The Office of the Surgeon General created the Army Medical Action Plan
Campaign Group to set an integrated and comprehensive continuum of care and services for
Warriors being treated at Department of the Army medical treatment facilities and their Families.
The plan, which was developed in conjunction with the Department of Defense, the Department of
Veterans Affairs and civilian organizations, will provide world-class care and services that match
the quality of service Warriors and their Families provide the Nation. In support of this plan, the
Chief of Staff of the Army approved 10 quick-win actions that were implemented June 15, 2007.
These actions include establishing command and control, institutionalizing structure, prioritizing
mission support, implementing flexible housing policies, focusing on family support, developing
training and doctrine, creating full patient visibility, facilitating the continuum of care, improving
the Medical Evaluation Board process and eliminating Physical Evaluation Board delays.

Description of Issue: Equipment Survey Program

Accomplishments: The FORSCOM Equipment Survey Team reviewed, reconciled and
documented changes to the table of distribution and allowances.

- Equipment authorizations are fully justified by mission requirements. Equipment required
to accomplish the unit mission is properly documented.

- Excess equipment is identified and returned to the supply system.

- Property accountability records and authorization documents are reconciled.

In FY 2007, completed surveys identified approximately 1,115 items of equipment valued at about
$485 million as excess to organizational requirements and, therefore, returned to the Army supply
system.

Description of the Issue: Government Travel Card (GTC) Delinquency Rates

Accomplishment: The three subordinate activities within TRADOC instituted internal controls for
their travel card program and are able to report the following improvements.

. The Combined Arms Support Command (CASCOM) conducted a random review of travel
card transactions for all Fort Lee mission activities on a monthly basis. The Fort Lee mission
activities include: CASCOM, U.S. Army Quartermaster Center and School, U.S. Army
Logistics Management College, the Logistics Exercise and Simulation Directorate, The Judge
Advocate General Legal Center and School, U.S. Army Force Management Support Agency
and TRADOC Research and Analysis Center. These activities maintained an average

delinquency rate of 1.93 percent overall, which is lower than the Army’s “not to exceed” goal
of 2 percent.
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. The Armor Center (AC) encouraged deactivation of accounts when cardholders were in a non-
travel status; implemented an interactive briefing for agency program coordinators (APCs) to
provide more tools for early problem detection and increased attentiveness during the holiday
season; and used civilians to help reduce the APC turnover. As a result, AC consistently
maintained a delinquency rate of 1.97 percent.

. U.S. Army Aviation Warfighting Center's (USAAWC) management personnel detered
unauthorized use of the government travel card by identifying trends in the account holders
spending practices. As necessary, warnings or reminders were sent to cardholders to prevent
most repeat occurrences of questionable spending. Trends in account-holder spending were
identified through monthly reviews of reports. As a result, USAAWC’s delinquency rate
averaged 1.90 percent for 12 out of the past 14 months.

Description of the Issue: Oversight of Service Contracts

Accomplishment: Oversight of service contracts was reported in FY 2006 as an Army-wide
material weakness. Specific elements of this weakness include poorly trained contracting officer
representatives (COR), weak requirements justification and improper use of contractor labor. To
date, the Army Contracting Office has accomplished the following:

e Issued Deputy Assistant Secretary of the Army (Policy & Procurement) and Army Acquisition
Executive policies establishing requirements for appointment and training of CORs,
subsequently resulting in the drafting of compliance plans by the principal assistants responsible
for contracting. -

e Developed an automated procedure to track data regarding personnel who completed Defense
Acquisition University on-line COR training to strengthen internal controls in this area. As of
the third quarter of FY 2007, 1,855 Army personnel have been trained since COR course

deployment.
Description of the Issue: Satellite Mapping Systems

Accomplishment: In March 2006, the U.S. Army Accessions Command acquired a satellite
mapping system, QUALCOMM, to improve communications with Soldiers deployed across the 48
contiguous states. Problems existed for both deployed units and commanders trying to reach
vehicles and drivers with information on mission, force protection and incidents/accidents. The
Accessions Command expanded its use of QUALCOMM to include the mission support battalion
and the Army Marksmanship Unit, which comprise 26 vehicles and four trailers that carry either
million-dollar exhibits or weapons/ammunition. QUALCOMM provides commanders with real-
time visibility of their assets through satellite mapping and the ability to communicate with the
vehicles/equipment through text messaging technology, and affords the operators immediate contact
for emergency situations with a “panic button.”
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Description of the Issue: Operation Total Recall

Accomplishment: The leadership of the U.S. Army Southern European Task Force (USASETAF)
implemented Operation Total Recall to ensure that property being returned from Operation
Enduring Freedom was properly accounted for in property book records. USASETAF instituted a
reconstitution process that was designed to restore units to desired levels of combat effectiveness
commensurate with mission requirements and available resources. Every container and storage area
under the control of USASETAF was opened, contents inventoried and cross-referenced to property
book records. The recall results identified 512 property items valued at $807,000 that were found
on the installation and not recorded in the property book.

Description of Issue: Antideficiency Act (ADA) Cases

Accomplishment: The Office of the Deputy Assistant Secretary of the Army for Financial
Operations partnered with Army commands and the Office of the General Counsel to ensure the
timely investigation and adjudication of ADA cases. This was accomplished through monthly
command senior resource manager briefings to the OASA (FM&C), mandatory training for
certifying officials and denial of extensions for submitting ADA reports. As a result, the Army is
on track to complete and to submit all cases older than 12 months to the Office of the Under
Secretary of Defense (Comptroller) by August 1, 2007. Our efforts to manage actively all ADA
cases through their life cycle have resulted in a six-month decrease in average processing time.

Description of the Issue: Improvement in Postal Operations

Accomplishment: The Postal Operations Directorate, Headquarters, 1st Personnel Command,
engineered the SEALAND container consolidation initiative. This initiative involved the
coordination of regulatory changes with five government agencies, such as U. S. Air Forces in
Europe, the U.S. Postal Service, the Joint Military Postal Activity and the Military Postal Service
Agency. Postal directorate personnel filled containers in accordance with regulations based on the
type of mail (i.e. Parcel Post, Standard Bulk Rate). This guidance did not allow postal personnel to
maximize the volume of mail in containers. A change in regulation allowed the postal personnel to
maximize the volume of mail in containers and thereby reduce the number of containers needed
from 1,000 to less than 500 during the fiscal year. The consolidation will save $1.5 million
annually.

Description of the Issue: Voice and Data Network Support

Accomplishment: While deployed to the Korean peninsula, the 35th Signal Brigade established a
voice and data network using commercial-off-the-shelf technology. The brigade:

e Installed the largest Voice Over Internet Protocol (VOIP) telecommunications network ever
deployed for an Ulchi Focus Lens exercise.

e Provided VOIP services over four networks throughout Korea; engineered the first
composite VOIP network incorporating digit translation and area code routing through the
Defense Information Systems Network infrastructure to the Korean peninsula.
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e Provided oversight for installation, operation and maintenance of Standardized Tactical
Entry Point satellite communications links in order to enhance contiguous connectivity
between the Corps and Global Information Grid.

e Developed a terrestrial commercial circuit plan.

As a result, the 35™ Signal Brigade used voice-over-data network communications to perform its
duties within the area of responsibility. The brigade thus was able to provide the same or more
services with less equipment than previously used and thereby increased its tactical communications
capability by more than 70 percent while reducing the number of personnel needed to perform the
same functions.

Description of the Issue: Army Travel Charge Card

Accomplishment: The Joint Readiness Training Center (JRTC) and Fort Polk’s major subordinate
commands (MSCs) established agency program coordinators (APCs). Their responsibilities
include: reviewing at least 10 percent of active accounts each month and reporting apparent
instances of misuse to the commander/supervisor; reviewing monthly delinquency report;
contacting Soldiers/employees and inquiring as to the status of payment. The JRTC and Fort Polk
required each potential cardholder to complete a one-hour on-line course before being awarded hir
or her card. The APC provides additional training on updated travel card information, unauthorized
purchases, delinquent accounts and actions taken to correct delinquencies. The training, along with
increased effort by all leaders to enforce the established standards, has decreased the percentage of
delinquent cardholders in the MSCs. The addition of extra APCs also has positively affected the
reduction of the delinquency rate. As a result of these measures, the delinquency rate dropped from
more than 25 percent to less than 3 percent.

Description of Issue: Food Service Management

Accomplishment: USARC modified its Food Service Management System (FSMS) to resolve
problems with food service requests, approvals, receipts, issues and storage. The Food Service
System standardizes information relating to issues and receipts, and tracks meals served and cash
collected. This system migrated to a web-based, internet-accessible application in August 2007.
These improvements will allow higher levels of command within USARC to review and to approve
meal requests in a timely manner; will give units better accountability for cash collections and
deposits; and will improve cost control and reporting among USARC, Headquarters and subordinate
commands.

Description of Issue: Cell Phone and Blackberry Usage

Accomplishment: USARC established accountability procedures for cell phones and Blackberry
devices. Specifically, it: '

e Reviewed bills for current threshold usage, reasonable usage and frequency.
Required that a request for cell phone or Blackberry device be made on a standard form
titled “Capability Request Form.” This form must be reviewed and approved at the
directorate or higher level.
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o Required semi-annual justification of continued need for the instrument.
e Established documentation procedures for issue and turn-in.

Additionally, bills were compared against a master inventory of users of land-line numbers and data
line users; variations were investigated before bills were paid. Since October 6, 2006, 10,000 phone
lines were removed from the Federal Telephone System with documented saving of more than $1
million.

Description of Issue: Wide Area Workflow (WAWF)

Accomplishment: The Office of the Assistant Secretary of the Army (Financial Management and
Comptroller) spearheaded an initiative to improve management visibility of invoices and receiving
reports; to reduce the cost of processing invoices (i.e., reduced manual processing will lower the
DFAS bill); and to speed up payments to vendors, thus reducing interest payments and increasing
discounts taken. This initiative will be accomplished using a DoD-wide application designed to
eliminate paper from the receipts and acceptance process of the DoD contracting life cycle. Use of
the WAWF web-based software application allows vendors, government officials and payment
offices to process and to track electronically invoices, receiving reports and acceptance documents.
As of May 31, 2007, the Army processed approximately 15 percent of all receiving reports and
invoices through WAWEF. Our goal is to process at least 50 percent of all these documents through
WAWF by the end of the fiscal year. All remaining Army sites, to include OCONUS, will be
deployed during FY 2007.

Description of Issue: International Treasury Services Application

Accomplishment: The Army is currently assisting in the oversight of the International Treasury
Services (ITS) application in Iraq. The system minimizes the risks associated with purchasing
foreign currency to pay Iraqi vendors and suppliers. Instead of placing additional funds in local
depository accounts, electronic payments can be processed through the ITS.gov web-site. This
web-site streamlines operations; maximizes DFAS’ and the Army’s cash management initiatives;
reduces the time expended by disbursing officers and agents to authorize and make payments; and
expedites payment settlement.

Description of Issue: EagleCash Stored Value Card (SVC) and Paper Check Conversion Over-the-
Counter (PCC-OTC) Technology in the Middle East

Accomplishment: The Army expanded the implementation of the EagleCash SVC and the PCC-
OTC technology in the Middle East to reduce further cash on-hand requirements and potential
diversion of funds to insurgents; and to minimize loss of funds due to bad checks, thereby
improving internal controls. The EagleCash program is an important mechanism for significantly
improving control and reconciliation of receipts for military postal and Army Air Force Exchange
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Services facilities. The Army continues to expand the placement of automated teller-machine-like
cashless kiosks in 18 additional locations in Afghanistan, Germany, Iraq and Kuwait to further
enhance financial services available to Soldiers while reducing check cashing, casual payments and
U.S. currency requirements. To date, the SVC program has reduced U.S. currency requirements by
$388 million and has issued 110,000 cards. The PCCOTC program has processed 2.4 million
checks worth $1.5 billion; the success rate for collecting funds from these checks is 99 percent.

Description of the Issue: LEAN/Six Sigma (LSS) Initiative.

Accomplishment: The Army continues to use Lean Six Sigma to improve business processes. In
the face of declining funding and increasing workload, LSS has become the primary methodology
for continuous process improvement. LSS is a technique to review business processes, to identify
and to reduce waste, and to improve not only critical efforts but all processes identified by
management. LSS tools and procedures help streamline processes without sacrificing internal
controls. In fact, the Army used LSS in some cases to improve internal controls by reducing the
number of steps involved and thereby reducing the opportunities for a loss of control. The process
improvements generated by LSS offer cost avoidances. Of greater importance is their positive
impact on quality. Each step removed from a process saves time and reduces the opportunity for
errors while establishing quality control from start to finish. Lean Six Sigma accomplishments to
date include:

o Five projects completed;

o 10 projects under way;

o $13 million in cost savings/cost avoidances in FY 2007

o Reduced cycle time for two of the five completed projects.

Through training at all levels and project completion, Lean Six Sigma is beginning to take root and
gather momentum across the Army.

Description of Issue: Army Overseas Military Banking Program

Accomplishment: The Army expanded military banking operations overseas. These expanded
operations provided information on available financial resources and an opportunity for Soldiers to
apply for loans on-line from community banks with almost-instant notification of acceptance or
rejection. The Army also was instrumental in establishing two military banking facilities in Italy.
Up to this point, banking services in Italy had only been provided by a host-nation bank. The
military banking facilities in Italy enable Soldiers to receive and to pay bills online with free Bill
Pay and e-bills, to export account information to Quicken or Microsoft Money personal financial
management software, and to view pending transactions in a real-time environment. Additionally,
the banking facilities are in compliance with the Check Clearing for the 21st Century Act (Check 21
Act), resulting in expedited check deposits and the ability to view paid checks online the day after
they clear the account.
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Description of Issue: Deploying Finance Units

Accomplishment: The Army’s financial operations staff were proactive in the risk assessment of
deploying finance units. With ongoing deployments of finance units in support of Operations
Enduring Freedom and Iraqi Freedom, the capabilities of the local defense military pay offices
(DMPOs) to provide the appropriate level of garrison finance support our Soldiers deserve have
been strained. In an effort to ensure continued garrison finance services, the Army manages a
program to backfill temporarily deploying finance units with either contractors or temporary
civilian hires.

Description of Issue: Active Component (AC) Army Ombudsman Call Center

Accomplishment: The Army established in May 2007 a call center, the AC Army Ombudsman Call
Center, to help investigate Soldier complaints. Soldiers now have a direct Army link to resolve
pay-related issues regardless of whether they were serviced by non-tactical DMPO, tactical DMPO
or a tactical finance unit overseas. Instead of the Soldier’s being told to call another area, this call
center seamlessly resolves pay-related problems. The call center tracks calls received; enables
resolution by ensuring that issues are given to the appropriate unit or activity for action; provides
follow-up after resolution of the issue; and executes statistical analysis, which is used to determine
systemic issues, problems with specific finance offices, education requirements for Soldiers,
training needed for specific actions and trends.

Description of Issue: Space Management for Off-Post Housing

Accomplishments: U.S. Army Central (ARCENT) reviewed its space-management procedures for
off-post housing in order to reduce the need for leased housing. ARCENT developed a policy
which established guidelines for individuals authorized to live off-post and for obtaining waivers to
the policy. ARCENT informed tenant organizations in writing that permanent-change-of-station,
unaccompanied civilians would share housing in many instances. As a result, the number of houses
required dropped by 20 percent and ARCENT realized an annual cost saving of more than
$500,000. '

Description of Issue: Clinic Referral Service Provided to Beneficiaries

Accomplishments: ARCENT contracted with Kuwaiti nationals to acquire full inpatient and
outpatient medical services for Soldiers in Kuwait, to include medical specialists such as
radiologists and pathologists. ARCENT discovered that local medical care met the internal
benchmark of U.S. accreditation standards and was less costly. A significant number of Soldiers
were sent to specialty providers while in theater. The referral cost to send a Soldier to a local
medical treatment facility was $35 and the cost of an MRI was just over $550; these services cost
much more in the United States. The Army realized a three-fold benefit by treating Soldiers in
Kuwait: avoiding medical evacuations; obtaining treatment at a lower-cost; reducing the number of
military medical providers needed in Kuwait.
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Description of Issue: Permanent Party Barracks Requirements Validation.

Accomplishment: The Housing Barracks Team within the Office of Assistant Chief of Staff for
Installation Management (OACSIM) reviewed barracks requirements monthly to ensure that the
amount of construction funding programmed for new barracks complexes was appropriate.
Through these reviews, the Barracks Team discovered that base loading changes (locations and
sizes of units and percentage of single Soldiers) reduced the barracks requirement at some
installations, which resulted in cost avoidance exceeding $100 million. The funds were applied to
installations with barracks shortfalls.

Description of Issue: Barracks Occupancy and Utilization Reporting Requirements

Accomplishment: OACSIM deployed a web-based residential property management initiative,
HOMES4, which provides an installation-wide view of barracks and ensures that all barracks
inventory is displayed. This initiative helped to ensure that barracks were fully utilized before
certificates of non-availability were issued and reduced the housing allowance paid to single
Soldiers by more than $100 million per year. Prior to this initiative, the barracks were under-
utilized by about 40 percent.

Description of the Issue: Logistics Asset Visibility and Accountability

Accomplishments: The Army G-4 used global positioning technology coupled with Radio
Frequency Identification Data (RFID) readers to track equipment shipped from point of origination
to final destination in theater. Supply personnel applied tags to all material being shipped at the
port of embarkation. Once equipment reached the theater, the RFID readers automatically updated
the standard automated supply system and transmitted a receipt transaction to sender.

Description of Issue: Standards of Conduct Office Operations

Accomplishment: The U.S Army Criminal Investigation Command (USACIDC) centralized the
reporting of agent misconduct and unsatisfactory performance allegations. Previously, agent
misconduct was handled by field commanders, sometimes without major command oversight. As a
result, victims and commanders both logged complaints regarding the investigative procedures
used. USACIDC established the Standards of Conduct Office to review all preliminary allegations,
to collect and maintain a variety of statistical data, and to provide annual reports to commanders
highlighting patterns and trends. This office also tracked all inquiries into allegations and
conducted inquiries into those of agent misconduct that were creditable. Consequently, the number
of allegations reported fell by 22 percent; inquiries into allegations dropped by 23 percent; and
complaints on investigative procedures were down by 22 percent, as compared to calendar year
2005.
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Description of Issue: Recapitalization (RECAP) Vs. New Production

Accomplishments: The Office of Assistant Secretary of the Army (Acquisition, Logistics and
Technology) (OASAALT) utilized life-cycle management data to identify a projected shortfall of
training ammunition. The data revealed a need for 20,000 105mm smoke rounds. Analysis to
determine the costs of recapitalization versus new production concluded that RECAP was
approximately $100 per round while new production was about $600. Therefore, PEO Ammunition
recommended RECAP utilizing existing 105mm program dollars in lieu of new production of
complete rounds. Thus, OASAALT’s actions resulted in a cost avoidance savings of $10 million.

Description of Issue: Contract Reviews

Accomplishments: In FY 2007, the Army Contracting Agency (ACA) conducted risk assessments
at 17 locations. Assessments were completed for Source Selection Management, Request for
Proposals, Sole Source versus Competition, Government Purchase Card Program, Small Business
Program, Ethics and Contingency Contracting. The assessments also addressed whether ACA
complied with applicable laws and regulations (e.g., Federal Acquisition Regulation, Defense
Federal Acquisition Regulation and Army Federal Acquisition Regulation). As a result, potential
problems were identified in contract administration, documenting price reasonableness and ensuring
_ proper use of commercial provisions and clauses. ACA provided additional training to contracting
personnel and standardized contracting processes Army-wide, when appropriate.

Description of Issue: Facilities Used by Wounded Warriors

Accomplishment: The North Atlantic Regional Medical Command (NARMC) and Walter Reed
Army Medical Center (WRAMC) officials have made concerted efforts to improve the quality and
condition of facilities used by Warriors. NARMC and WRAMC officials performed onsite
inspections of all Warrior-in-Transition barracks and associated housing. They partnered with
USACE to make needed repairs. USACE has completed roof repairs continues to move ahead with
interior and exterior “in kind” repairs. The USACE assessed HVAC and condensation issues in the
multi-purpose Delano Hall (Building 11) located on the WRAMC campus. They recommended
some steam line repairs as well as upgrades of the bathroom ventilation system and building
heating/cooling systems. Finally, WRAMC’s base operations contractor gives the same priority to
maintenance and repair service calls at the Warrior-in-Transition barracks as calls made for service
at Soldier/Family quarters.
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(TAB B-1)
LISTS OF UNCORRECTED AND CORRECTED MATERIAL WEAKNESSES

esses Identified During the Period:

(Quarter and Fiscal Year)
Targeted Correction Date

Per Last
Annual
Statement

Per This
Annual
Statement

Wesaknesses Identified During Prior Period:

Uncorrected W
Year
First
Title Reported
None
Unc
Year
First
Title Reported
Contract Administration
Oversight of Service Contracts FY 2006
Comptroller and/or
Resource Management:
Army General Equipment Data
Integrity FY 2006
Suppl ions:
Logistics Asset Visibility and
Accountability FY 2004
Financial Reporting of Equipment
In-Transit FY 1996

(Correction QTR and FY Date)
Per Last Per This
Annual Annual
Statement Statement
4% Qtr, FY 2010 4™ Qtr, FY 2009
4% Qtr, FY 2009 4™ Qtr, FY 2009
4™ Qtr, FY 2011 4™ Qtr, FY 2011
3" Qtr, FY 2007 1% Qtr, FY 2008

B-1-1

B-2-1

B-2-3

B-2-5
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(TAB B-1)
LISTS OF UNCORRECTED AND CORRECTED MATERIAL WEAKNESSES

Corrected Weaknesses Identified During All Periods

Year
First
Title Reported Page
Personnel and/or
Organizational Management
Reserve Component
Mobilization Accountability FY 2003 B-3-1

B-1-2



(TAB B-2)
UNCORRECTED MATERIAL WEAKNESSES STATUS OF CORRECTIVE ACTIONS

Title and Description of Issue: Oversight of Service Contracts. The Director of the Army Contracting
Agency (ACA) identified the administration of contracting services as an area of concern in the ACA FY05
Annual Assurance Statement. Subsequent review by the Senior Level Steering Group in conjunction with
the Army Audit Agency revealed that oversight of service contracts should be disclosed as an Army-wide
material weakness. Specific elements of this weakness include poorly trained CORs, weak requirements
justification, and improper use of contractor labor.

Functional Category: Contract/Procurement

Component: Army

Senior Official In Charge: Ms. Tina Ballard - Deputy Assistant Secretary of the Army (Policy and
' Procurement)

Pace of Corrective Action:
Year Identified: FY 2006

Original Targeted Correction Date: 4Qtr, FY 2010

Target Date in Last Year’s Report: 4th Qtr, FY 2010

Current Target Date: 4th Qtr, FY 2009
Reason for Change in Date(s): N/A

Validation Process: Major Commands (MACOMs) verify acceptable implementation at their levels using
Internal Review (IR) Assets. USAAA validates results after IR verifies acceptable implementation.

Results Indicators: Review contract files to verify compliance with current policy: CORs are trained and
appointed, surveillance plans developed and used to support receipt and acceptance of services. The

acceptable accuracy rate for COR training and oversight execution is 90 percent (where potential fraud exists
95%).

For MACOM level Army Services Strategy Panel (ASSP) reviews, success is defined as data reflecting that
internal controls over service contracts imposed by the ASSP are in place and working effectively.

Additional indicators of positive or negative implementation would include:

e Review of recent audit organization reports and the conclusions found related to contract administration
of service contracts.

e Annual review results by DA/MACOM Contracting Operations Review teams. (the old Procurement
Management Assistance Program (PMAP) review process).

Sourc Identifving Weakness:

e ACA Director’s FY05 Annual Assurance Statement
¢ DoDIG Report 2006-010, Contract Surveillance for Service Contracts, dated October 28, 2005
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e GAO, Report GAO-05-274, Opportunities to Improve Surveillance on Department of Defense Service
Contracts, dated March 2005

o USAAA Report A-2005-0296-ALT, Contract Administration for Contracts Resulting from A-76
Commercial Activities Study Decisions, dated September 15, 2005

Major Milestones to Include Progress to Date:

A. Completed Milestones:

Date: Milestone: »
Completed DASA (P&P) coordinate/develop a partnership with US Army IR,
' USAAA where review approach, analytical procedures and documentation
requirements are determined. This will ensure consistency throughout.

Completed DASA (P&P) alerts US Army Contracting Community that the
previous guidance issued on COR training and execution will be
reviewed. '

Completed DASA (P&P) publishes Army Regulation on Management and
Oversight of Service Contracts

Completed Concurrently with the FY 2007 Principal Assistant Responsible for

Contracting (PARC) Conference (on or about April 2007), assess data
from annual reports to the MACOM ASSP level decision authority on
progress of meeting service contract metrics to establish a baseline

Completed US Army IR begins review of COR compliance with previously
issued guidance

Completed ICW USAAA and US Army IR, set goals toward progress of meeting
MACOM ASSP level review service contract metrics

Completed US Army IR reports results of COR compliance with previously
issued guidance to ASA(ALT)

B. Planned Milestones for FY 2008:
Date: Milestones: ‘

1* Qtr, FY 2008 Issue additional guidance/take corrective action or request USAAA
' verification ref: COR reviews.

C. Planned Milestones (Beyond FY 2008):

Date: Milestones:

2™ Qtr, FY2008 ASA(ALT) and US Army IR verify that goals toward progress of
meeting MACOM ASSP level review service contract metrics are
being met. :

4™ Qtr, FY2009 USAAA review and validate administration of contract services.
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Title and Description of Issue: Army General Equipment Data Integrity. Army installations do
not systematically comply with DoD and Army regulations that require periodic comprehensive
(wall-to-wall) inventories of Property, Plant and Equipment (PP&E). This failure to properly
perform accountability functions has led to breakdowns in reporting acquisitions, improvements,
transfers and disposal of PP&E; all of which may have an impact on Army financial statements.
Army installations are also unable to present adequate documentation to support information in
property accountability systems. Absence of supporting documentation for property records will
prohibit Army from achieving goals of reliable financial statements.

Functional Category: Logistics, Installation Management, and Comptroller

Component: Army

Senior Official In Charge: Mr. John J. Argodale, Deputy Assistant Secretary of the Army
(Financial Operations)

Pace of Corrective Action:
Year Identified: FY 2006
Original Targeted Correction Date: 4% Qtr, FY 2009
ngetﬂ Correction Date in Last Year's Report: 4™ Qtr, FY 2009
Current Target Date: 4™ Qtr, FY 2009
Reason for Change in Date(s): N/A

Validation Process: Army Audit Agency will validate review plans and the effectiveness of
corrective actions.

Results Indicators: The Army will have better financial information for its general equipment
assets. A by-product of this effort will be that the Army will be substantially closer to receiving a
favorable audit opinion on its financial statements. Additionally, Army must retain records to
support accountability system information.

Sourc ntifving Weakness:
e USAAA Report: A-2005-XXX-FFG Real Property — Ft. Jackson
e USAAA Report A-2006-0249-FFM, Defense Property Accountability System Material
Weakness Closeout, September 28, 2006

Major Milestones to Include Progress to Date:
A. Completed Milestones:

Date: Milestone:
Completed Conduct initial pilot site assistance visit -- Fort Jackson (includes

accountability analysis, data validation, source documentation validation
and creation, and other required actions to create auditable records).
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Date:
Completed

Completed

Milestone:

Conduct second pilot site assistance visit -- Fort Hood (includes
accountability analysis, data validation, source documentation validation
and creation, and other required actions to create auditable records; also
includes development of preliminary site review plan).

Distribute to OASA(FM&C), the Deputy Chief of Staff, Logistics (G4),
and the Installation Management Command signed memo to Army
installations directing comprehensive 100 percent (wall-to-wall)
inventories of PP&E, and identifying supporting documentation
requirements.

C. Planned Milestones for FY 2008:

Date:
1" Qtr, FY 2008

3" Qtr, FY 2008
4% Qtr, FY 2008

4™ Qtr, FY 2008

Milestone:
Implement the scorecard

Produce scorecard style performance measurement tool to track Army
progress. Include a completeness indicator which will trigger either a
USAAA or IR site validation.

Using validation plan, conduct site assistance visits Army-wide (includes
accountability analysis, data validation, source documentation validation
and creation, and other required actions to create auditable records).

Develop/Refine site assistance review plan for IR use. Request USAAA
validation of plan.

D. Planned Milestones Beyond FY 2008:

Dﬁte:
2 , FY 2009

4™ Qtr, FY 2009

Milestone:
Scorecard indicates that all sites are compliant. USAAA notified to begin
validation.

Army Audit Agency validates closure of Army general equipment data
integrity material weakness.
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Title and Description of Issue: Logistics Asset Visibility and Accouhtability. The Army does not
have adequate visibility over all requisitions, equipment, and supplies transported to, from, and within
theaters of operation. The supply chain does not effectively support asset visibility and distribution
capability.

Functional Category: Supply Operations

Component: Army
Senior Official In Charge: Ms. Patricia Kelly, Director of Force Projection and Distribution
Pace of Correction:

Year Identified: FY 2004
Original Targeted Correction Date: 4™ Qtr, FY 2008

Targeted Correction Date in Last Year’s Report: 4" Qtr, FY 2011

Current Target: 4" Qtr, FY 2011

Reason for Change in Date: Funding decrements impacted the fielding of Combat Service Support
(CSS) Very Small Aperture Terminal (VSAT) and Global Combat Service Support-Army (GCSS-A).

Validation Indicator: Validation will be conducted by the Office of the Deputy Chief of Staff (ODCS)
for Logistics (G-4) and USAAA.

Results Indicator: Corrective actions will reduce the error rate of in-transit asset data to an acceptable
level and will improve asset data accuracy in Logistics Integrated Data Base (LIDB), thus improving
asset reporting and document closure procedures.

Source(s) Identifying Weakness: GAO letter dated December 18, 2003, Subject: Defense Logistics

Observations on The Effectiveness of Logistics Activities during Operation Iragi Freedom, (GAO-04-
305R).

Major Milestones to include Progress to Date:
A. Completed Milestones:
Date: Milestone:
Completed Army Radio Frequency Identification (RFID) Strategy. Combat

Service Support Very Small Aperture Terminal Phase One —
SSA/Log Nodes (Connect Focus Area IPT).

Completed Established Army Reserve/Retrograde Logistics Reverse Pipeline
Committee.
Completed GCSS-A Initial Operating Capability (IOC) and Fielding
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B. Planned Milestones for FY 2007:
Date Milestone:
4™ Qtr, FY2008 Battle Command Support System fielding

C. Planned Milestones Beyond FY 2008:

Date Milestone:

4™ Qtr, FY 2009 CSS VSATerminal fielding.
2™ Qtr, FY2010  GCSS-A I0C fielding.

2% Qtr, FY 2011 USAAA review and validation.
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Title and Description of Issue: Financial Reporting of Equipment In-Transit. Systems interface and
logistics process problems cause a significant portion of the in-transit records displayed by the
Continuing Balance System-Expanded (CBS-X) to be invalid. The receipt transactions did not close out
the shipment (in-transit) records. As a result, the Army did not have reliable data on the value of
equipment in-transit, and the value of in-transits reported on the Army’s financial statements was
misstated by a significant but unknown amount.

Functional Category: OSD Supply Operations
Component: Army
Senior Official In Charge: Ms. Sarah Finnicum, Director of Supply and Maintenance
Pace of Corrective Action:
Year Identified: FY 1996
Original Targeted Date: FY 1999
Targeted Corrections Date in Last Year’s Report: 37 Qtr, FY 2007

Current Target Date: 1% Qtr, FY 2008

Reason for Change In Date: Validation was not completed in time for results to be reported in the FY
2007 assurance statement.

Validation Indicator: Validation will be conducted by the Deputy Chief of Staff (ODSC), G-4 and
USAAA.

Results Indicator: Corrective actions will reduce the error rate of in-transit asset data to an acceptable
level and will improve asset data accuracy in Logistics Integrated Data Base (LIDB), thus improving
asset reporting and document closure procedures.

Source(s) Identifying Weakness: General Accounting Office (GAO), “FINANCIAL

MANAGEMENT: Army Lacks Accountability and Control Over Equipment”, September 1993;
USAAA Audit AA 96-156, Financial Reporting of Equipment In Transit”, June 1996.

Major Milestones to include Progress to Date:

A. Completed Milestones:

Date Milestone:

Completed Property Book Unit Supply Enhanced (PBUSE) complete unit
fielding
Completed ' Property Book Unit Supply-Enhanced (PBUS-E) Web based

Property Book projected completion
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Completed Logistics Modernization Program (based on HQDA decision) to
undergo a strategic pause (shifting from HQ AMC to Program
Executive Office (Enterprise Information System)),

Completed Army G-4 record scrub prior to requesting USAAA validation.

B. Planned Milestones for FY 2008:

Date Milestone:

1* Qtr, FY 2008 USAAA review and validation.
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(TAB B-3)
MATERIAL WEAKNESSES CORRECTED THIS PERIOD

Title and Description of Issue: Reserve Component (RC) Mobilization Accountability. RC
mobilization accountability must provide better-integrated internal controls for tracking RC personnel in
the “mobilization pipeline.” Currently, available automated management tools lack synchronization/
integration for tracking RC personnel.
Functional Category: OSD - Personnel and/or Organization Management
Component: Army
Senior Official In-Charge: Mr. Mark R. Lewis, Assistant Deputy Chief of Staff, G-3/5/7
Pace of Corrective Action:

Year Identified: FY 2003

Original Targeted Date: 4th Qtr, FY 2004

Target Date in Last Year’s Report: 2™ Qtr, FY 2007

Current Target Date: Completed
Reason for Change in Date: Not Applicable

Source(s) Identifving Weakness: Assistant Secretary of the Army (Manpower and Reserve Affairs);
OASA (FM & C); Office of the Deputy Chief of Staff (ODCS), G-3/5/7; ODCS G-1; DFAS; Army
National Guard; National Guard Bureau (NGB); USARC; Office of the Chief, Army Reserve;
FORSCOM,; First Army.

Major Milestones to include Progress to Date:

USAAA review and validation completed.
Completed all milestones in FY 2007.
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TAB B-4
DESCRIPTION OF THE CONCEPT OF REASONABLE ASSURANCE OVER
QUARTERLY FINANCIAL STATEMENT REPORTING AND HOW THE
EVALUATION WAS CONDUCTED

Guidelines for the Evaluation

The Army’s Senior Assessment Team (SAT) evaluated the system of internal controls over
quarterly and annual financial statement reporting. The Army’s decision to report no reasonable
assurance was manifested in the pervasive number of unresolved reporting problems identified in
the General Fund and Working Capital Fund. These problems were summarized as areas of
concern in this TAB. Neither the Army General Fund, nor the Army Working Capital Fund were
supported by accounting systems capable of meeting basic accounting standards such as transaction
based general ledger accounting, accrual accounting, and transaction based elimination of intra-
governmental transactions. The systems deficiencies result in billions of dollars in unsubstantiated
accounting adjustments and more than a trillion dollars in abnormal general ledger account
balances.

Determination of Reasonableness

The Army was responsible for financial statement balances and the end-to-end processes
from which the balances result. The Army’s Financial Improvement Plan (FIP) contains 1,960
tasks, including 793 tasks assigned to entities outside the Army. The tasks correct known control
weaknesses in financial statement reporting. These tasks were based on audit findings and
recommendations, Federal Financial Managers’ Improvement Act (FFMIA) requirements,
pronouncements of the Federal Accounting Standards Advisory Board (FASAB), and the SAT
evaluation of financial statement controls.

The SAT and the Audit Committee Executives (ACE) were two senior oversight bodies
responsible for the Army’s financial statements. The SAT convened twice during FY 2007 to
assess financial statement internal controls, while the ACE conducted three meetings to assess
progress in completing FIP tasks and audit status. The SAT and ACE will continue to provide
oversight of the Army’s end-to-end financial statement process to ensure financial statement
controls were in place and working effectively, and corrective actions were implemented to enable
an unqualified audit opinion.

The SAT documented business process flows, process risks, process controls, and developed
an extensive test plan for use in determining the reasonableness of internal controls in support of
financial statement reporting. As a consequence of control testing and the existence of extensive,
uncorrected deficiencies identified in financial statement audits that cannot be tested, the SAT
determined that no assurance of internal control over quarterly and annual financial statement
reporting can be provided for FY 2007.
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The ACE led the execution of the Army’s FIP. During the first three quarters of FY 2007,
the Army completed 25 FIP tasks, with an additional 309 tasks scheduled for completion in the 4th
quarter. Completion of these tasks corrects several deficiencies in financial statement reporting and
positions the Army to produce timely and accurate financial statements needed for a favorable audit.

FY 2007 ACCOMPLISHMENTS
Description of Issue: General Fund Enterprise Business System (GFEBS).

Accomplishment: The General Fund Enterprise Business System (GFEBS) successfully completed
all phases of testing for the Release 1.1 in June 2006. Upon the completion of testing, the program
held a Technology Demonstration at Fort Jackson and demonstrated the capability to transform the
Army's financial and real property inventory business processes using a Commercial off the Shelf
product. GFEBS met these requirements within a year from contract award through final testing; a
first within the Department of Defense.

Since the Technology Demonstration, the program office began the tasks for Release 1.2, full
functionality for Real Property Inventory and Management, and General Fund Financials in support
of the Installation Management Command at Fort Jackson. During this time the work has been
focused on analyzing and defining not only the Blueprint for the next release but also the entire
Blueprint for the complete program. Currently the program was on track to complete the Critical
Design Review at the end of the fiscal year and begin the build for release 1.2. Current analysis
shows GFEBS replacing 87 legacy systems. GFEBS will be compliant with current financial
statutory and regulatory requirements as well as the Department’s Business Enterprise Architecture
4.0.

Description of Issue: Logistics Modernization Program (LMP).

Accomplishments: LMP was designated substantially compliant with all applicable FFMIA
requirements based on an independent review of USAAA. This enables deployment of a compliant
business system to manage the Army Working Capital Fund.

Description of Issue: Funds Control Module (FCM).

Accomplishment: The FCM, provides an automated end-to-end interface of supply requisitions to
the accounting system and was deployed Army-wide during FY 2007. FCM complies with all 120

applicable FFMIA requirements, as validated by USAAA. The Army now has a compliant
financial system to manage nearly $12 billion in annual supply transactions.

B-4-2



Description of Issue: Army-Wide Joint Reconciliation Program (JRP).

Accomplishment: The Army-Wide JRP ensures the timely and accurate posting of financial
transactions to accounting systems at the detailed transaction level through the reconciliation of un-
liquidated obligations and other accounting transactions. The program improved the reliability of
financial reports by reducing problem disbursements to less than $100 million, consistently
liquidating delinquent accounts receivable by 10 percent, reducing prior year travel advances by 75
percent, eliminating $350 million in canceled account liabilities, and reducing contract interest
penalties from $79 to $69 per million dollars disbursed.

Description of Issue: Chief Financial Officer’s (CFO) Strategic Plan Accomplishments

Accomplishment: During FY 2007, we completed 56 CFO Strategic Plan tasks. Among the major
accomplishments was achieving FFMIA compliance for key primary and financial feeder systems.
The Army Environmental Database - Restoration (AEDB-R), Army Environmental Database- Cost
to Complete (AEDB-CC), and Funds Control Module (FCM) all achieved FFMIA compliance.

Another significant accomplishment was the completion of critical process flow documentation for
accounts payable and accounts receivable. Documenting an understanding of current processes was
one of the key steps in evaluating operational controls, and was also a key requirement for
compliance with OMB Circular A123, Appendix A (ICOFR).

The Army transitioned from Bureau of Economic Analysis estimates to Army program and budget
documentation for use in establishing military equipment values in the financial statements. Use of
program and budget documentation improves the accuracy of military equipment values reported in
the financial statements. The Army continued its progress in improving the validity of the
equipment values by achieving a 100 percent update of the disposal information (to include
retirements and battle losses) in the Capital Asset Management System — Military Equipment, the
system of record for financial values of the equipment.

Areas of Concern

We acknowledge that a pervasive number of unresolved General Fund and Working Capital Fund
financial statement reporting problems continue to exist as of the 3™ QTR FY 2007. These
problems were summarized as areas of concern as follows:

General Fund

1. Army accounting systems lacked a single standard transaction-driven general ledger. The Army
also acknowledges that the financial management systems were unable to meet all of the
requirements for full accrual accounting. Many of the financial systems, non-financial feeder
systems, and processes were designed and implemented prior to the issuance of generally accepted
accounting principles and therefore, were not designed to collect and record financial information
on an accrual basis. Until such time as systems and processes were updated in accordance with
generally accepted accounting principles, the Army’s financial data will be based on budgetary
transactions, non-financial feeder system transactions, and adjustments for known accruals of major
items.
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2. The Army General Fund financial statements were prepared using inadequate financial
management systems and processes. General ledger adjustments were processed to make the
summary proprietary balances match budgetary status appropriation balances when preparing
Army’s financial statements. In addition, Army did not adequately support $218.8 billion in journal
voucher adjustments used to prepare the 3™ Quarter, FY 2007 general fund financial statements.

3. Army did not detect, report, or take effective action to eliminate abnormal balances included in
the General Fund accounting records. The abnormal balances were included on trial balances. Trial
balance data for the General Fund included 1,437 general ledger accounts with $10.3 billion of
unresolved abnormal balances. Abnormal balances not only distort the General Fund financial
statements, but also indicate internal control and operational deficiencies. The existence of
abnormal balances may also conceal instances of fraud. There was also the potential for the errors
causing abnormal balances to be perpetuated in the Defense Departmental Reporting System-
Budgetary Module, when it is implemented.

4. The Army has long-standing problems in reconciling transaction activity in their Fund Balance
with Treasury accounts. Appropriation balances recorded in the accounting records did not agree
with balances held at Treasury. Therefore, the Army made unsupported adjustments of $218.8
billion when preparing the 3™ Quarter FY 2007 general fund financial statements. In addition,
material uncertainties exist in Fund Balance with Treasury, especially with regards to suspense
accounts.

5. The Army has acknowledged weaknesses managing its accounts receivable. The weaknesses
were considered to be DoD-wide and apply to both public and intragovernmental receivables at the
General Fund level. Weaknesses include:

e  Noncompliance with policies and procedures regarding referrals to Debt Management and
Treasury and for write-offs of two-year old debt,

e  Lack of controls to ensure all entitlement system receivables (vendor pay, civilian pay, and
interest) were recorded in the accounting systems, and

° Lack of control to ensure that accounts receivable balances were supportable at the
transaction level.

6. Inventories were reported at approximate historical cost using Latest Acquisition Cost adjusted
for holding gains and losses. The systems did not maintain historical cost data necessary to comply
with Statement of Federal Financial Accounting Standards (SFFAS) No. 3, “Accounting for
Inventory and Related Property.” The systems were also unable to produce financial transactions
using the U.S. Government Standard General Ledger. SFFAS No. 3 states that Operating Materials
and Supplies shall be expensed when the items were consumed. However, the Army has
acknowledged that significant amounts of Operating Materials and Supplies were expensed when
they were purchased instead of when they were consumed.

7. SFFAS No. 6, “Accounting for Property, Plant, and Equipment,” requires the recording of all
General Property, Plant, and Equipment at cost, and the reco gnition of depreciation expense on all
General Property, Plant, and Equipment. The Army has acknowledged that real property was not
recorded at acquisition or historical cost and did not include all costs needed to bring the real
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property to a form and location suitable for its intended use. Also, the Army could not support the
reported cost of Military Equipment in accordance with SFFAS No. 6. Military Equipment was not
recorded at acquisition or historical cost and did not include all costs needed to bring the equipment
to a form and location suitable for its intended use. The Army also lacks FMFIA-compliant
property accountability systems for all its Military Table of Equipment unit property books.

8. The Army was unable to properly account for and report Accounts Payable. For the 3™ Quarter
FY 2007, the Army made $55.5 billion in unsupported adjustments that increased Accounts Payable
by $49.6 million. In addition, the Army’s accounting systems did not capture trading partner data at
the transaction level in a manner that facilitates trading partner aggregations for intra-agency sales.
Therefore, the Army has acknowledged that it was unable to reconcile intragovernmental accounts
payable to the related intragovernmental accounts receivable generating the payables.

9. The Army has not properly estimated and reported its environmental liabilities. For example, the
data and processes used to report Defense Environmental Restoration Program, Base Realignment
and Closure, and non-Defense Environmental Restoration Program environmental liabilities on the
financial statements did not have adequate documentation and audit trails. Although estimators
were properly qualified to perform estimates, the Army did not document supervisory reviews of
estimates, and adequate quality control programs were not in place to ensure the reliability of data.

10. The Statement of Net Cost was not presented by programs that align with major goals and
outputs described in the DoD strategic and performance plans required by the Government
Performance and Results Act. In addition, revenues and expenses were reported by appropriation
categories because financial processes and systems did not collect costs in line with performance
measures. The amounts presented in the Statement of Net Cost were based on funding, obligation,
accrual and disbursing transactions, which were not always recorded using accrual accounting. The
Army did not always record the transactions on an accrual basis as required by generally accepted
accounting principles. The information presented also includes data from non-financial feeder
systems to capture all cost and financing sources for the Army. Also, General Fund budgetary and
proprietary information did not correlate.

11. The Army did not provide or capture data needed for obligations incurred and recoveries of
prior year obligations in accordance with Office of Management and Budget Circular A 11,
“Preparation, Submission, and Execution of the Budget Requirements.” The Statement of
Budgetary Resources did not include eliminating entries and therefore a Disaggregated Statement of
Budgetary Resources was included in the Required Supplementary Information section of the
financial statements. The Army used budget execution data, which was composed of transaction
report codes, to prepare the monthly Standard Form 133 and the quarterly Federal Agencies
Centralized Trial Balance System II budgetary general ledger accounts. The Army used Federal
Agencies Centralized Trial Balance System II data to prepare the Statement of Budgetary
Resources. Since both the Standard Form 133 and the Statement of Budgetary Resources were
prepared using budget execution data, there was no true reconciliation between the two reports.

12. The Office of Management and Budget requires a consolidated Statement of Financing, except
for the budgetary information used to calculate net obligations, which must be presented on a
combined basis. Also, because the differences between the Statement of Net Cost and the
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Statement of Financing were not reconciled, the Statement of Financing did not accurately present
the relationship between budgetary obligations incurred by the General Fund and its Net Cost of
Operations. In 3" Quarter FY 2007, the Army used $12.7 billion of unsupported adjustments to
force costs to agree with obligation information.

13. Intragovernmental Elimination: The Army was unable to collect, exchange, and reconcile buyer
and seller intragovernmental transactions, resulting in adjustments that cannot be verified. This was
primarily because of systems limitations, as the majority of the systems currently used within DoD
did not allow for the capture of buyer-side information for use in reconciliations and elimination
level in a manner that facilitated required trading partner eliminations, and DoD guidance did not
require adequate support for eliminations. In addition, DoD procedures required that buyer-side
transaction data be forced to agree with seller-side transaction data without performing proper
reconciliations. Therefore, in 3™ Quarter FY 2007, the Army made $28.4 billion in unsupported
adjustments to intragovernmental accounts to force the accounts to agree with the records of
Army’s trading partners.

Army Working Capital Fund

1. The systems used for the Army Working Capital Fund (AWCF) were unable to meet all of the
requirements for full accrual accounting because the systems were not designed to collect and
record financial information, as required by generally accepted accounting principles. Financial and
non-financial feeder systems were not integrated and did not contain an audit trail for the
proprietary and budgetary accounts. The AWCF derives most of its financial information for major
accounts from noncompliant financial systems, such as the Commodity Command Standard System.

2. The Army made unsupported journal voucher adjustments of about $5.3 billion in preparing the
3™ Quarter, FY 2007 Working Capital Fund Financial Statements.

3. The Army’s inability to reconcile most intragovernmental transactions results in adjustments that
cannot be verified. Army accounting systems were not capable of capturing trading partner data at
the transaction level in a manner that facilitated trading partner reconciliations, and DoD guidance
did not require adequate support for intragovernmental eliminations. Buyer-side transaction data
was forced to agree with seller-side transaction data without performing proper reconciliations. In
3™ Quarter FY 2007, the Army made $3.2 billion in adjustments to intragovernmental accounts to
force the accounts to agree with the records of Working Capital Fund trading partners.

4. The existing inventory valuation method did not produce an auditable approximation of
historical cost. The Working Capital Fund used the latest acquisition cost method for valuing
inventory because legacy inventory systems were designed for materiel management rather than
accounting. The systems provide accountability and visibility over inventory items, but did not
maintain the historical cost data necessary to comply with SFFAS No. 3, “Accounting for Inventory
and Related Property.” In addition, the systems were not able to produce financial transactions
using the U.S. Government Standard General Ledger accounts and the Army could not reconcile all
differences between the accounting records and the logistical records. Instead, the Army used data
from the logistical records and adjusted the accounting records by about

B-4-6



$2.36 billion. The Logistics Modernization Program used the moving average cost method of
valuing inventory and the U.S. Government Standard General Ledger accounts to record financial
transactions. During the initial deployment phase, Army users reported problems associated with
duplicate and inaccurate posting of inventory and financial transactions.

5. The value of Working Capital Fund General Property, Plant, and Equipment was not reliably
reported because of the lack of supporting documentation, failure to correctly compute depreciation,
and failure to fully report the value of property in the possession of contractors. Information on
acquisition date and cost was not always available and was sometimes recorded incorrectly. In
addition, the Integrated Facilities System (IFS) provides real property information to the Defense
Property Accountability System and is FFMIA complaint. IFS can calculate depreciated values for
real property, preserve previous values by handling both positive and negative numbers, and
provide an audit trail for all real property; however, significant problems exist with the integrity of
the data in IFS.

6. The Army made significant adjustments to the accounts payable balances in 3™ Quarter FY 2007
to derive the reported balances. Army adjusted accounts payable with the public downward by $2.7
million for undistributed disbursements. Also, the Working Capital Fund F was unable to reconcile
intragovernmental accounts payable to the related intragovernmental accounts receivable that
generated the payable, as a result, Army made $37.2 million in unsupported adjustments to increase
intragovernmental accounts payable to force the amounts to agree with Army trading partners. In
addition, accounts payable in the Supply Management activity group were not established in
accordance with SFFAS No. 1, “Accounting for Selected Assets and Liabilities,” which requires
that an account payable be established when the entity accepts title to the goods or services. The
Working Capital Fund recognized accounts payable based on the physical receipt of the goods or
services rather than when the Government accepted title to the goods or services. As aresult, the
Working Capital Fund could not ensure that its accounts payable were not materially misstated.

7. The Statement of Net Cost was not presented by responsibility segments that were consistent
‘with DoD performance goals and measures. Accounting systems were unable to accurately capture
costs for Working Capital Fund programs and properly account for intragovernmental transactions
and related eliminations. In addition, some of the Working Capital Fund’s financial data presented
on the Statement of Net Cost were based on budgetary transactions.

8. The Army cannot reconcile budgetary obligations to net cost without making unsupported

adjustments. The Statement of Financing was prepared on a combined basis, while the Statement of
Net Cost was prepared on a consolidated basis.
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