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PREFACE

Message from the Deputy Chief Financial Officer

April 10, 2015

I am pleased to present the 2015 Financial Improvement and Audit Readiness (FIAR)
Guidance. Since 2010, the FIAR Guidance has provided a pivotal roadmap to guide the
Department of Defense in its pursuit of audit ready financial statements. The Guidance has been
recognized by audit communities as providing a reasonable methodology for achieving audit
readiness. However, the audit communities and members of Congress have provided feedback
that we need to improve our execution of the FIAR Guidance.

Drawing upon this feedback, as well as our experiences, successes, and lessons learned to
date, my FIAR staff has updated the Guidance to better drive execution by including critical
milestones and timelines necessary to track and measure incremental progress. This will assist
Components in meeting DoD’s congressionally mandated deadline of attaining audit ready
financial statements by September 30, 2017.

These interim deadlines and milestones are depicted in Appendix F and Appendix G.
As reporting entities progress to full financial statement auditability, they are now required to
periodically present the results of their audit readiness efforts directly to the FIAR Directorate.
These interim presentations will provide reporting entities with the flexibility to adjust to audit
feedback and their own organizational constraints. Most importantly, they provide a framework
for collaboration with my FIAR staff and the opportunity for demonstrated accountability to
ensure entities adequately address all critical dealbreakers. Real-time feedback will be provided
to enable reporting entities to adjust strategies and execute corrective actions as needed.

To further support the Department in advancing its audit readiness efforts, the
FIAR Guidance has been updated to:

e Reorient the focus to the remaining financial statements in Chapter 5;

e Consolidate all internal control guidance into Chapter 3 to reinforce sustainability;
and

e Expand audit infrastructure guidance in Chapter 6 to help reporting entities better
prepare for supporting the audit.

While significant progress has been made by the Department, a substantial amount of
work remains to be done. [ am confident that collectively we, as a Department, will devote the
effort necessary to enter into full financial statement audit in Fiscal Year 2018.

k E. Easton
eputy Chief Financial Officer

PREFACE
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SIGNIFICANT CHANGES

April 2015

The FIAR Guidance has been reconfigured from the November 2013 issuance to its current form. A
crosswalk is being provided to help orient readers who are familiar with the prior version. This crosswalk
identifies the previous and current locations of major sections of content maintained from the November

2013 issuance.

NOVEMBER 2013

APRIL 2015

Section 1 — Introduction

Section 1 — Introduction

Section 2 — FIAR Goal, Priorities and Strategy

Section 2 — FIAR Goal, Priorities and Strategy

Appendix D — FIAR Methodology Details

Section 3 — Internal Control

Section 3 — FIAR Methodology

Section 4 — FIAR Methodology

Appendix A — Material Reporting Entities

Section 5 — Auditing the Financial Statements

Appendix C — FIAR Strategy Details (Assessable Unit
Risks and Outcomes)

Section 5 — Auditing the Financial Statements

Section 3.C — Necessary Infrastructure

Section 6 — Audit Infrastructure and Sustainment

Appendix B — Roles and Responsibilities

Section 2.G — Roles and Responsibilities

Appendix C — FIAR Strategy Details (Risks, Financial
Reporting Objectives and Key Supporting Documents)

Appendix B — FIAR Strategy, Risks, Financial Reporting
Objectives and Key Supporting Documents

Appendix F — Acronym List

Appendix D — Acronym List

Appendix G — Glossary

Appendix E — Glossary

The following table highlights significant changes and updates made since the November 2013 issuance
of the FIAR Guidance. Please note that the red text throughout the document highlights significant, new
language from the November 2013 edition (note that certain new tables and figures are not shown in red

to improve readability).

SIGNIFICANT CHANGES REFERENCE
e Expanded FIAR priorities to include: Section 2.B
- Proprietary accounting data and information for the Balance Sheet, the Statement of
Net Cost and the Statement of Changes in Net Position
- Valuation of assets, liabilities, revenue and costs
e Consolidated internal control guidance into a single section. This guidance: Section 3
- Combines content regarding internal controls over financial reporting (ICOFR) and
information technology (IT) controls
- Aligns with the Managers’ Internal Control Program (MICP) Procedures
- Incorporates Appendix D — FIAR Methodology Details from the November 2013 FIAR
Guidance
¢ Modified the FIAR Methodology to include: Section 4
- Requirement for reporting entities to present assessable unit strategy and
prioritization documents to the FIAR Directorate
- “Examinations” rather than “Evaluations”. This change is reflective of the
Department’s goal of incorporating independent examinations of audit readiness
documentation as part of the FIAR strategy

SIGNIFICANT CHANGES
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SIGNIFICANT CHANGES REFERENCE

e Redesigned Appendix C — FIAR Strategy Details from the November 2013 FIAR Section 5
Guidance and included in the core document as part of Section 5 — Auditing the Financial
Statements which includes:

- Tables for material Balance Sheet Line items that centralize risks of material
misstatements (ROMMSs), financial reporting objectives (FROs), Key Supporting
Documents (KSDs) and suggested test procedures

- Detailed guidance on material line items for the Statement of Net Cost and the
Statement of Changes in Net Position

- Requirements for Statement of Budgetary Resources (SBR) balances brought
forward

- FY 2014 balances, by financial statement line item, for reporting entities that are
material to DoD consolidated balances

- Tie-point reconciliations guidance

e Expanded prior guidance regarding infrastructure requirements to support a financial Section 6
statement audit. Added content provides:
- An overview of the financial statement audit process
- Descriptions of significant audit procedures for major phases of an audit
- Roles and responsibilities for reporting entities to support an audit

e Revamped Appendix A by moving material reporting entity tables into Section 5 and Section 5
including background information on auditability in the new Appendix A covering: Appendix A
- Chief Financial Officers Act of 1990
- Various National Defense Authorization Acts affecting DoD audit readiness

e Presented ROMMSs, FROs, KSDs and suggested test procedures for accounts which are | Appendix C
considered to be immaterial to the DoD consolidated Balance Sheet in Appendix C —
Immaterial Consolidated Line ltems. These accounts include:

- Cash and Other Monetary Assets
- Loans Receivable

- Debt

- Loan Guarantee Liability

e Added Critical Tasks and Milestone Dates in Appendix F. These tasks and dates: Appendix F
- Require the presentation of results to the FIAR Directorate by fixed deadlines
- Afford reporting entities with the opportunity to demonstrate interim progress
- Enable reporting entities to better collaborate with the FIAR Directorate to adjust
strategies and execute corrective actions as needed

SIGNIFICANT CHANGES
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EXECUTIVE SUMMARY

The Department of Defense (DoD or the Department) is the largest and most complex organization in the
world. Each of the Military Departments is larger than most American companies. The Department’s
annual budget represents almost half of the Federal Government'’s discretionary budget and it holds more
than 70 percent of the Federal government’s assets, as reported on the Federal Government'’s
Consolidated Financial Statements.

With over $1 trillion in combined budgetary resources, producing auditable financial statements requires a
strategic, long-term plan that addresses issues in an organized, prioritized, and incremental manner.

PURPOSE OF THIS GUIDANCE

This guidance provides instructions for implementing a consistent, Department-wide plan® for achieving
the Department’s financial improvement and audit readiness objectives. In accordance with the National
Defense Authorization Act (NDAA) for Fiscal Year 2010, Section 1003, the Financial Improvement and
Audit Readiness (FIAR) Directorate developed this guidance for reporting entities and service providers
working toward the goal of audit readiness.?

The FIAR Guidance defines the Department’s goals, priorities, strategy, and methodology for becoming
audit ready. Furthermore, this guidance details the roles and responsibilities of reporting entities and
service providers, as well as the processes they should follow to achieve audit readiness.

KEY TASKS AND DATES

As reporting entities and service providers execute their audit readiness strategies, meeting key
milestone dates is a critical element of success. Accordingly, all Components should refer to
Appendix F for a list of component categories and tables that specify the critical tasks and due
dates that Components must meet to ensure the Department remains on track.

! The following intelligence agencies are exempt from the FIAR Guidance in accordance with Section 509 of the FY 2014
Intelligence Authorization Act: National Reconnaissance Office, Defense Intelligence Agency, National Geospatial-Intelligence
Agency, and National Security Agency.

2 Among the provisions of the legislation is the requirement that the Department “...develop standardized guidance for financial
improvement plans by components of the Department.”

EXECUTIVE SUMMARY

iv
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1. INTRODUCTION

This FIAR Guidance is a handbook that serves as a standard reference guide for existing and new users
involved in all audit readiness initiatives across the Department. It will be updated periodically to ensure it
remains current with the Department’s priorities and aligns with all applicable Federal and Departmental
financial management requirements. This update fully incorporates the requirements of the Chief
Financial Officer (CFO) Act and Office of Management and Budget (OMB) Circular A-123, Appendix A,
driving efficiency in the integration of the Department’s resources to meet the Department’s objective of
achieving audit readiness by September 30, 2017 (for full financial statements audits). This updated
guidance supersedes the Department’s guidance on internal controls over financial reporting (ICOFR)
previously issued under the title Fiscal Year 2011 Guidance for Implementing OMB Circular A-123,
Appendix A: ICOFR, dated October 5, 2010. Any future updates to ICOFR requirements will be included
as part of updates to the FIAR Guidance.

1.A FIAR PRIORITIES AND STRATEGY

The Office of the Under Secretary of Defense (Comptroller) (OUSD(C)) priorities require reporting
entities and service providers to focus on improving controls and processes supporting
information that is most often used to manage the Department, while continuing to work toward
financial, information technology, and supporting documentation improvements that facilitate the
achievement of unmodified audit opinions on their financial statements. To support these
overarching objectives, the FIAR Strategy was developed to define focus areas, set priorities and
ultimately serve as the Department’s roadmap for becoming audit ready.

Initially, the OUSD(C) designated two priorities, budgetary information and mission critical asset
information, to kick-start audit readiness efforts. However, while some progress has been made over the
past five years, the Department is lagging in its efforts to achieve auditability of its full financial statements
as of fiscal year-end 2017. Accordingly, the OUSD(C) has expanded its priorities in support of its audit
readiness goals for both General Funds (GF) and Working Capital Funds (WCF) as follows:

e Budgetary information

e Proprietary accounting data and information
e Mission critical asset information

e Valuation

Furthermore, specific key milestone dates for various assertions have been identified that must be met by
the Components to stay on track. Time is of the essence and meeting these critical deadlines, which are
shown in Appendix F, gives the Department its best chance to succeed.

As shown in Figure 1-1, the FIAR Strategy has been honed over the past few years and is now updated
to reflect upcoming audits of the Schedule of Budgetary Activity (SBA); however, the FIAR Strategy and
newly established milestones continue to provide a critical path for the Department. The strategy first
sought to balance the need for short-term accomplishments (Wave 1) against the long-term goal of
achieving an unmodified opinion on the Department’s financial statements (Wave 4). Currently however,
the FIAR Strategy has evolved to remain consistent with and focus improvement work on the expanded
OUSD(C) priorities. The first three waves have been performed concurrently because they focus on the
OUSD(C)’s initial priorities, that is, budgetary information and mission critical asset information. At this
stage however, DoD Components will begin incorporating the expanded priorities, proprietary information
and valuation, into their audit readiness efforts and focus on full financial statement audits (Wave 4).

SECTION 1: INTRODUCTION 1.A FIAR Priorities and Strategy
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Wave 1 Wave 2 Wave 3 Wave 4
FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 PY ZUE

Legend:

Figure 1-1. FIAR Strategy includes Four Prioritized Waves to Achieve Full Financial Statement Audit®

14-138

% Note: This figure does not present DoD Reporting Entities that are currently under full financial statement audit.

SECTION 1: INTRODUCTION 1.A FIAR Priorities and Strategy
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1.B PuURrRPOSE OF THE FIAR METHODOLOGY

The FIAR Methodology defines the key tasks, underlying detailed activities and resulting work products
that all reporting entities should follow to become audit ready. The FIAR Methodology maximizes the
potential for successful financial statement audits by considering the methods financial statement auditors
use to assess financial statement accuracy in accordance with auditing standards. This guidance draws
on the definitions, criteria and requirements that financial statement auditors use to help reporting entities
adequately prepare for their first-time financial statement audits. This section of the FIAR Guidance
focuses on explaining the concepts of financial statement assertions and financial reporting objectives
(FROs), and the tests of internal controls and key supporting documents (KSDs) needed to demonstrate
audit readiness. Auditors are required to apply professional judgment when determining whether they
have obtained sufficient evidence (through tests of internal controls and key supporting documents) to
form an opinion on the financial statements. Reporting entity management must perform a similar
assessment to determine whether it has sufficient evidence to demonstrate the organization is audit
ready.

Auditing standards codified by the American Institute of Certified Public Accountants (AICPA) define both
auditor and management responsibility during a financial statement audit. By engaging an auditor to
perform a financial statement audit, reporting entities are required to make an assertion that the financial
statements they prepare are complete and accurate. Specifically, “[t|he preparation and fair presentation
of the financial statements require management to exercise judgment in making accounting estimates
that are reasonable in the circumstances, as well as in selecting and applying appropriate accounting
policies. These judgments are made in the context of the applicable financial reporting framework.” [AU-C
200.A3]

In rendering an opinion on the financial statements taken as a whole, the auditor is required to assess
and test transactions and balances summarized in individual line items reported on the financial
statements. To accomplish this, the auditing standards require auditors to evaluate all material line items
using financial statement assertions. Furthermore, auditors “should design and perform... audit
procedures whose nature, timing, and extent are based on, and are responsive to, the assessed risks of
material misstatement at the relevant assertion level.” [AU-C 330.06] Auditors obtain and draw
conclusions from audit evidence on which to base the audit opinion by performing audit procedures to (a)
assess risks of material misstatement at the relevant assertion level; (b) test the operating effectiveness
of relevant controls in preventing or detecting material misstatements; and (c) perform substantive tests
and procedures for all relevant assertions related to each material class of transactions, account
balance, and disclosure. [Adapted from AU-C 330, Performing Audit Procedures in Response to
Assessed Risks and Evaluating the Audit Evidence Obtained]4

Auditors generally start by obtaining an understanding of the entity and its controls, assessing risk and
analyzing the financial statement line items; then, the individual line items are further broken down to
underlying financial statement assertions. While auditors have the discretion to combine or disaggregate
financial statement assertions, the five commonly accepted financial statement assertions are existence,
completeness, valuation, presentation & disclosure and rights & obligations. Figure 1-2 demonstrates an
example of how the Investments line of the Balance Sheet can be broken down into the five financial
statement assertions supporting the one line item. Additional information on these financial statement
assertions is included in Section 3, Internal Controls.

* Descriptions of individual financial statement assertions are provided in the FIAR Guidance in Section 5 — Auditing the Financial
Statements

SECTION 1: INTRODUCTION 1.B Purpose of the FIAR Methodology
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Relationship of Financial Statements, Line ltems and Financial Statement Assertions

Financial Statemaent
Balance Sheet

al Statement Assertions Example Financial Statemer ion Descriptions
Exislence All investments reported on Balance Sheel exist.
Complstanass All valid investments that exist are reported on the Balance
1610 Investments Sheet.
Investments are valued correctly, using an appropriate

Valuaticn valuation basis.

All investments are accurately presented on the Balance

Presantation & Disclosurs g
Sheet and all required disclosures have beaen made.

Rights & Obligations The reporting entity has the rights to recorded Investments
on the Balance Sheet.

Figure 1-2 Relationship of Financial Statements, Line Items and Financial Statement Assertions

When preparing for audit or examination, reporting entities must fully analyze the financial
statement line items included in the scope of its assessable units, identifying all applicable
financial statement assertions relative to the line items. The FIAR Methodology defines the
specific steps reporting entities must take to perform this analysis (key activities 1.3.1 for internal
controls and 1.4.3 for key supporting documents). See section 4.A.3 for a discussion of
assessable units.

Relationship of Financial Reporting Objectives to Financial Statement Assertions

Financial Reporting Objectives

The FIAR Directorate compiled a list of FROs mapped to applicable financial statement assertions to
assist reporting entities preparing for audit or examination (see Appendix B). FROs are defined as
objectives that capture the outcomes needed to achieve proper financial reporting and serve as a point
against which the effectiveness of financial controls can be evaluated. In other words, FROs are a further
disaggregation of financial statement assertions at the line item level, and are provided in the FIAR
Guidance to help reporting entities ensure they have appropriately considered and assessed all relevant
risks/assertions.

These FROs were obtained from the Government Accountability Office’s (GAO) Financial Audit Manual
(FAM) and other GAO reports. Utilizing FROs derived from auditor guidance helps reporting entities
ensure they have addressed all significant risks and financial statement assertions that will likely be
evaluated during financial statement audits.

Relationship of Key Supporting Documentation to Financial Reporting Objectives

To succeed in an audit, reporting entities need to demonstrate they have achieved all FROs
relevant to an assessable unit. Reporting entities demonstrate achievement of a FRO through
internal control and KSD testing. Reporting entities, in accordance with the FIAR Methodology,
are required to perform both internal control testing (FIAR Methodology key task 1.3.3) and KSD
testing (FIAR Methodology key task 1.4.5). It is through the combination of internal controls
testing and key supporting document testing that reporting entities will be able to demonstrate
achievement of relevant FROs. Reporting entity management must decide how it will demonstrate
audit readiness. The reporting entity must rely on internal controls to some extent, but has
flexibility with regard to the extent to which it relies on internal controls to achieve FROs.

In general, areas with large transaction volumes or numerous individual assets (e.g., supply,
contracts, Fund Balance with Treasury (FBWT), Inventory, Operating Materiel & Supplies (OM&S),
General Equipment (GE), etc.) require management and the auditor to rely more on effective
internal controls to provide assurance that balances are properly stated at any given date.
Management’s determination that effective controls are not in place to mitigate risk for specific
FROs does not necessarily preclude an assertion of audit readiness. For example, management
may decide that it is more efficient to rely on supporting documentation and limit internal controls
reliance for specific FROs for low volume items, such as satellites. However, for populations with
alarge number of items or with a high volume of transaction activity, such as OM&S, it is more
effective and efficient to place more reliance on internal controls, which requires detailed control
documentation, including risk assessments, FROs, and internal control assessments. Information
technology general controls (ITGCs) and application controls must be designed effectively and
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tested for operating effectiveness in order for management to rely on the automated controls and
system generated reports (i.e., KSDs). Supporting documentation testing (i.e., substantive testing)
cannot overcome ineffective or missing ITGCs and application controls when transaction evidence is
electronic and only maintained within a system, or the key supporting evidence is system-generated
reports.

Reporting entities should focus their audit readiness efforts on improving their processes, controls,
systems and related documentation based on the results of the application of the Methodology.
Adherence to the Methodology will also enable the Department to comply with the most relevant laws and
regulations that have a direct and material impact on the Department’s consolidated financial statements.
Any standalone efforts to comply with direct and material laws and regulations affecting the reporting
entity’s financial statements should be completed after achieving audit readiness. The phases and key
tasks of the Methodology can be seen in Figure 1-3.
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Note: The gray boxes are key tasks that must be repeated on a continuous basis as they are key to achieving and maintaining auditability
and reliable financial information.

Figure 1-3. FIAR Methodology Phases and Key Tasks to Achieve Auditability and
Reliable Financial Information
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2. FIAR GOAL, PRIORITIES, AND STRATEGY
2.A FIAR GoAL

The Financial Improvement and Audit Readiness goal is to improve the Department’s financial
management operations, helping provide America’s Service men and women with the resources they
need to carry out their mission and improving our stewardship of the resources entrusted to us by the
taxpayers. Success will be demonstrated through a financial statement audit performed by independent
auditors resulting in an unmodified audit opinion on the Department’s financial statements.

2.B PRIORITIES

The OUSD(C) established the initial FIAR priorities on August 11, 2009. Before establishing the
Department’s priorities, the OUSD(C) coordinated them with the Deputy Secretary of Defense, reporting
entities, Department of Defense Office of the Inspector General (DoD OIG), Office of Management and
Budget (OMB), Government Accountability Office (GAO), and Congress, who approved, endorsed or
acknowledged these priorities.

The Department has made significant progress in recent years with regard to its audit readiness
efforts for General Fund budgetary data (Statement of Budgetary Resources). In January 2015,

approximately 91 percent of Fiscal Year (FY) 2015 DoD General Fund budgetary data was under
independent audit.

However, there are now only two and a half years remaining before the DoD must be ready for a
full financial statement audit. To achieve this goal, the OUSD(C) has increased the level of
urgency by expanding the FIAR priorities and establishing critical dates (see Appendix F) by
which Components must meet key milestones for audit readiness assertions.

The OUSD(C) expanded priorities are designed to accelerate achievement of the FIAR objectives. The
current priorities are:

e Budgetary information;

e Proprietary accounting and information;
e Mission critical asset information; and

e Valuation.

The OUSD(C) directed the reporting entities to modify and regularly update their Financial Improvement
Plans (FIPs) to achieve these objectives and priorities, and this remains an important requirement.
Reporting entities should update FIPs not less than monthly and provide assertion documentation to FIAR
as each work product is completed, so the FIAR Directorate can assess and monitor interim progress and
address impediments early in the process. To reflect the expanded priorities, Appendix F, which aligns
with the FIAR Methodology (see Section 4), contains specific due dates for critical assertion tasks and
related work products.

Furthermore, as fiscal year 2017 approaches, it is critical that the Military Departments and the Other
Defense Organizations begin addressing both GF and WCF in the scope of audit readiness activities.

2.B.1 BUDGETARY INFORMATION

The Department’s major financial decisions are based on budgetary data (e.g., status of funds received,
obligated, and expended). As a result, the initial OUSD(C) priority focused on process improvements,
controls, and systems that produce budgetary information. The starting point for achieving auditable
financial statements was the Statement of Budgetary Resources (SBR), specifically the Appropriations
(discretionary and mandatory) line item. By focusing improvement efforts on budgetary information and
the SBR, the Department sought to:

e Improve the visibility of budgetary transactions resulting in more effective use of resources;

e Provide for operational efficiencies through more readily available financial information;

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.A FIAR Goal/2.B Priorities
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e Improve fiscal stewardship (ensures that funds appropriated, expended and recorded are
reported accurately, reliably and timely); and

e Improve budget processes and controls (precludes Anti-deficiency Act violations).
While these objectives have been met to some degree, insufficient progress has been made to achieve
auditability of the SBR; rather the scope has been narrowed to current year appropriations reported in a
Schedule of Budgetary Activity (SBA). Much work remains with respect to prior year activity. Accordingly,

SBR Balances Brought Forward is now a mandated Wave 2 assessable unit for all GF and WCF entities
(see Section 5 for more information).

2.B.2 PROPRIETARY ACCOUNTING AND INFORMATION

The second of the expanded priorities focuses improvement and audit readiness efforts on the remaining
financial statements. For purposes of this priority, reporting entities should execute the FIAR methodology
for material line items in the following financial statements:

e Balance sheet (including related footnotes),
e Statement of Net Cost (and related footnotes), and
e Statement of Changes in Net Position.

Reporting entities should not need to “reinvent the wheel” to address proprietary information. Due to the
interrelationship between budgetary and proprietary accounting, reporting entities should have
documented and tested many of the processes, controls and transactions affecting the proprietary
statements. See section 2.C.4.3 for more information about budgetary and proprietary inter-
dependencies.

2.B.3 MiISSION CRITICAL ASSET INFORMATION

This priority focuses improvement and audit readiness efforts on information that is essential to the
effective management of the Department’s mission critical assets. For purposes of this priority, mission
critical assets are:

e Real Property (RP) (e.g., land, buildings, structures, construction in progress, facilities),
e Inventory (INV) (e.g., rations, supplies, spare parts, fuel),
e Operating Materiel and Supplies (OM&S) (e.g., ammunition, munitions, missiles),

e General Equipment (e.g., ships, aircraft, combat vehicles, material handling equipment, training
equipment, special tooling, and special test equipment), and

e Internal use software.

Financial management information necessary for the management of the Department’s mission critical
assets is also required to support future financial statement audits. This financial management
information includes:

¢ Individual Item Identifier (e.g., unique item identifier, aircraft bureau number, ship number, and
real property unique identifier),

o Category/Asset Type (e.g., aircraft — airlift fixed-wing),

e Location (e.g., military installation/organization),

e Operational Status (e.g., active, closed, disposed),

e |tem Description (e.g., building headquarters, base library), and

e Controlling/Financial Reporting Organization (e.g., Air Force, Defense Logistics Agency).

This information, as well as other management and financial information, is recorded in official systems of
record, which are referred to as “Accountable Property Systems of Record” (APSRs). Ensuring that asset

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.B Priorities
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accountability and important management information relevant to mission critical assets is accurately
recorded in each reporting entity’s APSRs is the objective of this priority. Please see the FIAR Guidance
website for the Existence and Completeness Financial Management Data Fields Definitions and
Supporting Documentation requirements document.

Accomplishing this priority will improve important management information about mission critical assets
and move the Department closer to achieving financial statement auditability and reliable financial
information. The existence and completeness (E&C) of assets are two of the four financial statement
assertions that financial statement auditors will test in Wave 3. Reporting entities must ensure that all
assets recorded in their APSRs, general ledgers and financial statements exist (Existence), all of
the reporting entities’ assets are recorded in their APSRs, general ledgers and financial
statements (Completeness), reporting entities have the right to report all assets (Rights) and
assets are consistently categorized, summarized and reported period to period (Presentation and
Disclosure). The fifth financial statement assertion (and final priority), Valuation is addressed in Wave 4,
but reporting entities should commence efforts in this area concurrently.

2.B.4 VALUATION

The final priority focuses on valuation of assets, liabilities, revenues and costs reported in the financial
statements. The amounts reported in each reporting entities’ financial statements must be accurate and
supportable. Valuation methodologies (e.g., in calculating environmental liabilities or valuing cost of
historical assets) should be appropriate, reasonable and well-documented. Management estimates
should be justifiable in the circumstances, supportable and thoroughly documented as well. Effectively
designed controls should be implemented to ensure all transactions are recorded in the appropriate
amounts.

2.B.5 WORKING CAPITAL FUNDS

DoD Working Capital Funds (WCFs) operate under a different business model than DoD general funds.
WCFs operate similar to commercial businesses, charging customers in exchange for providing goods
and services. In recognition of this different operating model, the Department has established a different
audit readiness prioritization for the WCFs. While the same FIAR Methodology activities must be
executed, resulting in the preparation of the same FIAR Methodology work products, the prioritization of
efforts should center on WCF’s proprietary view of business operations.

In determining how to support SBR balances brought forward line items as well as Fund Balance with
Treasury (FBWT) balances, WCFs must analyze their universe of transactions. WCFs must determine
gaps in documentation for transactions occurring several years in the past, including the original
appropriation that established the corpus of the WCF. Because WCF spending authority is not
appropriated and thus, does not expire, it is likely that a significant portion of activity will not be
adequately supported; WCFs (as well as reporting entities receiving no-year appropriations) must
determine at what point sufficient documentation is not available to support historical transactions, and
coordinate with the FIAR office and the DoD OIG to develop an appropriate strategy for asserting audit
readiness with respect to the unsupported activity.

As WCFs are primarily financed by exchange revenue (instead of appropriations for general funds),
WCFs typically use proprietary (rather than budgetary) information to manage their operations. Since the
Department’s audit readiness strategy includes focusing on improving information most used by decision
makers managing the Department’s operations and executing the mission, WCFs should prioritize their
audit readiness efforts on proprietary information first. Specifically, WCFs should identify and define their
assessable units using the balance sheet or statement of net cost (revenue and/or expenses). For
example, a WCF typically has various “lines of service”, or “lines of business” so it likely would want to
align its business model to form assessable units along those same lines of service/business.

In recognition of this proprietary focus, WCFs are not subject to the examination of the Schedule of
Budgetary Activity deadline that applies to general funds. WCFs should work toward asserting full
financial statement audit readiness by the Department-wide FY 2017 deadline. However, in instances
where a WCF activity supports or impacts the financial reporting or control environment of a general fund
reporting entity, the WCF must ensure that it provides requisite audit readiness support to the general
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fund enabling it to meet its applicable audit readiness deadlines. The following guidance provides further
details supporting WCF financial improvement and audit readiness goals within the time constraints
prescribed by the Department for material reporting entities.

As a WCF executes the FIAR Methodology to complete the key tasks of the Discovery phase, its work
products will be similar to those of a general fund, but should maintain an emphasis on revenue, expense
and balance sheet accounts that are material to the reporting entity. A WCF reporting entity is subject
to the same FIAR requirements as a general fund reporting entity, including the same risks of
material misstatement and financial reporting objectives as a general fund reporting entity.
Variations however, will occur in the approach and work products of a WCF that center around the
proprietary nature of its operations. A representative Statement to Process Analysis has been presented
in Figure 2-1 to illustrate how a WCF can structure a key FIAR work product in a manner that will be
valuable to stakeholders involved in its audit readiness initiatives. The table below provides examples of
assessable units and related accounts that a WCF may utilize in developing its own Statement to Process
Analysis. This model can be customized to address the particular aspects of a WCF reporting entity.

WCF Assessable Unit Examples

Assessable Units

Financial Statement Line Item or Accounts

Proprietary

Budgetary

Revenue

Line of Business No. 1

Revenue, Accounts Receivable,
Fund Balance with Treasury

Unfilled Customer Orders,
Anticipated Reimbursements &
Other Income, Collections,
Uncollected Payments

Line of Business No. 2

Revenue, Accounts Receivable,
Fund Balance with Treasury

Unfilled Customer Orders,
Anticipated Reimbursements &
Other Income, Collections,
Uncollected Payments

Line of Business No. 3

Revenue, Accounts Receivable,
Fund Balance with Treasury

Unfilled Customer Orders,
Anticipated Reimbursements &
Other Income, Collections,
Uncollected Payments

Expense

Contract Pay

Operating Expenses, Accounts
Payable, Fund Balance with
Treasury

Undelivered Orders, Delivered
Orders, Disbursements

with Treasury

Vendor Pay Operating Expenses, Accounts Undelivered Orders, Delivered
Payable, Fund Balance with Orders, Disbursements
Treasury

MILSTRIP Operating Expenses, Accounts Undelivered Orders, Delivered
Payable, Fund Balance with Orders, Disbursements
Treasury

Reimbursable Work Order Operating Expenses, Accounts Undelivered Orders, Delivered

— Grantor Payable, Fund Balance with Orders, Disbursements
Treasury

Civilian Pay Operating Expenses, Fund Balance | Undelivered Orders, Delivered
with Treasury, Accrued Funded Orders, Disbursements
Payroll and Leave

Military Pay Operating Expenses, Fund Balance | Undelivered Orders, Delivered

Orders, Disbursements

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY
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Balance Sheet

Fund Balance with Fund Balance with Treasury Unobligated Account Balances,
Treasury Obligated Account Balances -
Unpaid, Collections, Disbursements
Inventory and Related Inventory, Operating Materiel and Undelivered Orders, Delivered
Property Supplies Orders, Disbursements, Unfilled

Customer Orders, Anticipated
Reimbursements & Other Income,
Collections, Uncollected Payments

General Property, Plant Land, Buildings, General Undelivered Orders, Delivered
and Equipment Equipment, Internal Use Software, Orders, Disbursements
Depreciation Expense,
Accumulated Depreciation

Figure 2-1. WCF Assessable Unit Examples

In conjunction with the strategy outlined above, WCFs will need to assess their cost accumulation
processes and ensure that the underlying processes, controls and documentation are audit ready within
the timeframes mandated by OUSD(C) and shown in Appendix F. WCFs routinely review their direct and
indirect costs to determine the rate (e.g., revenue) for the services and goods being provided to other
entities. SFFAS No. 4, Managerial Cost Accounting Standards and Concepts, as well as Interpretation 6,
Accounting for Imputed Intra-departmental Costs: An Interpretation of SFFAS No. 4, detail the
requirements for identification and reporting of full cost on a reporting entity’s financial statements. Risks
of material misstatement (ROMMSs) and financial reporting objectives (FROs) specific to cost
accumulation have been included in Wave 4 in Appendix B of the Guidance. Accordingly, each WCF
needs to ensure that it has documented its direct and indirect cost accumulation methodology and
subsequent rate setting process (e.g., the rate charged for goods and services) so that it can achieve
these FROs and demonstrate audit readiness.

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.B Priorities
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2.C STRATEGY

Since 2005, the Department’s strategy for achieving improved financial information and auditability has
evolved to be more focused, effective, and consistent across the reporting entities. The FIAR Strategy
(Strategy) incorporates refinements and remains:

e Incremental and prioritized;
e Guided by a Methodology (Business Rules);
e Integrated with the requirements of OMB Circular A-123, Appendix A;

e Integrated with the implementation of the CFO Act and Federal Financial Management
Improvement Act (FFMIA) (DoD FMR Vol.1 Chap 3);

e Integrated with the modernization of business and financial systems;
e Based on decentralized, reporting entity-level execution; and

e Comprehensive by focusing improvements on policies, processes and controls, systems and
data, audit evidence, and human capital.

A clear, comprehensive strategy for achieving audit readiness is critical to ensuring that limited resources
are assigned effectively to facilitate sustained and measurable progress. The Strategy has provided a
critical path for the Department, attempting to balance short-term accomplishments with the long-term
goal of achieving an unmodified opinion on the Department’s financial statements. While progress has
been made, time is of the essence; therefore, the Strategy has been updated and re-aligned to stress the
urgency necessary to achieve full financial statement audits within the Congressionally-mandated
timeframe.

Each of the Department’s material financial statement line items is affected by unique and complex
accounting and auditing challenges that must be overcome to achieve auditability and reliable financial
information. The Strategy now shifts focus to SBR balances brought forward, material financial
statement line items and financial reporting, and includes proprietary information and valuation as
additional priorities for GF and WCF reporting entities. The steps each reporting entity must take
to assert audit readiness have not changed. However, all reporting entities must accelerate their
efforts in order to meet newly established assertion and validation milestones that represent the
Department’s critical path to accomplishing its audit readiness objectives. The updated Strategy “waves”
representing the significant levels of effort and accomplishments are noted on Figure 2-2.

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.C Strategy
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Wave 1 Wave 2 Wave 3 Wave 4
FY 2013 FY 2014 FY 2015 FY 2016 FY 2017 FY 2018

MRF & MERHCF Payments Full Financial
Military Statement Audits
Departments’

SBA Audit Military Departments
Appropriations ~ Readiness SBA Audits

Received Audit

. and
Readiness

Fourth Estate Full Financial

Fourth E
ourth Estate Fourth Estate Statement Audits

Audit Audit
Readiness Readiness Remaining Fourth Estate Audit
Readiness

General Funds (GF)

DoD
Consolidated
Full Financial

Statement Audit

Military Departments’ GF Mission Critical Assets Existence & Completeness
Audit Readiness

Military Departments’ GF Full Financial Statements Audit Readiness
(includes valuation and beginning balances on all statements)

DLA, DISA, and Other Fourth Estate WCF Full DLA, DISA, and Other
Financial Statements Audit Readiness Fourth Estate WCF Audits

Military Departments’ WCF Mission Critical Assets Existence & Completeness
Audit Readiness

Working Capital
Funds (WCF)

Military Departments’ WCF Full Financial Statements Audit Readiness
(includes valuation and beginning balances on all statements)

Legend:

General Fund Audit Working Capital Fund Audit
14-138 Readiness and Validation Readiness and Validation

New and Planned General Fund and
Working Capital Fund Financial
Statement Audits

Figure 2-2.  FIAR Strategy includes Four Prioritized Waves to Achieve Full Financial Statement Audit®

During its initial development, the Department’s Strategy drew from the strengths of several alternative
approaches, and grouped individual end-to-end processes into one or more waves. It sought to provide
coverage of all financial statements, while prioritizing and improving information most often used by DoD
management and the warfighter. Furthermore, as depicted in Figure 2-2, the four waves created interim
audit-ready milestones, while moving the Department toward a full-scope financial statement audit. As the
Department approaches the Congressionally-mandated FY 2017 deadline, reporting entities must
intensify their efforts to identify and implement a combination of control activities and supporting
documentation to demonstrate that the FROSs relevant to the subject matter, assertion, processes (e.g.,
financial reporting) or line item have been achieved. At this stage of the audit readiness process, Waves 1
and 2 should be substantially complete as the Services prepare for their initial SBA audits, which do not
include SBR balances brought forward. This 2015 edition of the FIAR Guidance emphasizes urgency,
and focuses on SBR Balances Brought Forward and Waves 3 and 4 in order to achieve the ultimate goal
of full auditability.

The following sections discuss critical aspects of the remaining waves, including the key capabilities that
must be achieved to demonstrate audit readiness and related success criteria and challenges.

2.C.1 Wave 1 - Appropriations Received Audit

This wave is substantially completed.

® Note: This figure does not present DoD Reporting Entities that are currently under full financial statement audit.
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2.C.2 Wave 2 — SBA/SBR Audit

The SBR presents all budgetary resources that a reporting entity has available, the status of those
resources at period end, a reconciliation of changes in obligated balances from the beginning to the end
of the period, and cash collections and disbursements for the period reported. Wave 2 SBR audit
readiness efforts should include all processes, internal controls, systems and supporting documentation
that will be within the scope of an SBR audit. The November 2013 edition of the FIAR Guidance shifted
the focus of Wave 2 to the Schedule of Budgetary Activity, which reports only current year budgetary
funding and execution. Instructions for preparing the SBA are located on the FIAR website at
http://comptroller.defense.gov/portals/45/documents/fiar/workproducts/FG_SBA Audits _Exams.pdf. To
achieve auditability of the full SBR, GF and WCF reporting entities must also demonstrate audit
readiness for SBR Balances Brought Forward. Accordingly, reporting entities must now prepare
and submit to the FIAR Directorate assertion packages for SBR Balances Brought Forward and
the Fund Balance with Treasury (FBWT) line item in accordance with the FIAR methodology and
assertion task schedules shown in Appendix F.

To successfully complete Wave 2: Statement of Budgetary Resources, reporting entities must
assert on SBR balances brought forward, all open appropriations on the SBR, and any remaining
budgetary resources on the SBR not previously asserted.

2.C.2.1 SBR KEY CAPABILITIES, CAPABILITY MEASURES, AND SUCCESS CRITERIA
KEY CAPABILITIES AND CAPABILITY MEASURES

The FIAR Directorate has defined key capabilities that reporting entities must achieve to complete
Wave 2 with respect to SBR balances brought forward. These are capabilities that reporting
entities must achieve and sustain to demonstrate full SBR audit readiness. The key capabilities are
aligned with the capability measures, as shown in Figure 2-3. These measures, based on audit
requirements to evaluate internal controls and supporting documentation, are designed to measure
reporting entity progress in achieving these capabilities.

Key Capabilities

Definitions/Capability Measures

Identify a complete
beginning balance
population, which is
reconciled to the
general ledger and
financial statements

Reporting entities must prepare a detail listing supporting the balances brought
forward line items on the SBR and demonstrate that the sum of the detail agrees
to the general ledger, trial balance, and/or financial statement balance for the
assertion period. Furthermore, the reporting entity must document any reconciling
items/differences that exist, and be able to explain and correct the differences via
appropriate adjusting entries.

Effective controls
over recording and
maintaining open
obligations

Reporting entities must be able to demonstrate that control activities for
maintaining open obligations were suitability designed and operating effectively to
provide reasonable assurance that the FROs in Section 5 were achieved. See
Wave 2 SBR Balances Brought Forward Table in Section 5 for a complete listing of
FROs relevant to the obligations incurred.

e % of obligation financial reporting objectives assessed

e % of obligation control activities determined effective

Retain and make
available supporting
documentation to
meet audit standards

Reporting entities are responsible for ensuring that sufficient, relevant and accurate
supporting documentation is readily available for all material balances brought forward
line items. See Wave 2 SBR Balances Brought Forward Table in Section 5 for minimum
documentation requirements.
e % of supporting documents assessed
e 9% of supporting documents determined sufficient (adequately retained and
readily available)

Figure 2-3. SBR Balances Brought Forward Key Capabilities

SUCCESS CRITERIA

To achieve full SBR audit readiness, a reporting entity, in coordination with its service provider(s)
must demonstrate an effective combination of control activities and supporting documentation
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that limits the risk of material misstatements by meeting the FROs defined in Section 5 for the
SBR Balances Brought Forward line items. Reporting entities must address the following:

e For FROs where control activities are used to achieve audit readiness, reporting entities
must be able to demonstrate that the control activities were suitably designed and
operating effectively to provide reasonable assurance that the FROs in Section 5 were
achieved.

e Reporting entities must be able to support balances brought forward with sufficient,
relevant and accurate audit evidence defined as KSDs in Section 5, supplemented with the
reporting entity’s own documentation requirements.

2.C.2.2 SBR CoMMON CHALLENGES

Each wave contains accounting and auditing issues that must be resolved for reporting entities to
progress towards audit readiness. For example, during Wave 2, for SBR balances brought
forward, reporting entities must address:

e Account balances brought forward for SBR line numbers 1000, 3000 and 3060°. Given the
long life of Federal appropriations, reporting entities are required to support affected
material unobligated balances, undelivered orders and uncollected Federal payments for
as long as they are reported on the SBR.

e Documentation supporting the SBR Balances Brought Forward line items may not be
available. Reporting entities should test these line items to determine gaps, and design
and implement corrective action plans.

s Lack of invoices, receiving reports and other supplemental documentation backing
transactions supported by Military Interdepartmental Purchase Requests (MIPRs) or other
interagency agreements. While MIPRs or other interagency agreements might be available
to support aged obligations, other documentation is necessary from an audit perspective
to support the account transaction.

e Dependencies on service provider(s) processes and controls for efficient and effective
execution of its end-to-end business processes.

Reporting entities need to consider the longevity of beginning balance transactions and how far back the
reporting entity must go in order to provide transactional support. An initial analysis of beginning balance
transactions is critical to making this determination. While appropriated funds generally have limited
periods of availability, “no-year” and working capital funds must consider whether supporting
documentation is readily available for all transactions. As reporting entities identify documentation gaps,
they should coordinate with the FIAR office and the DoD OIG to develop an appropriate strategy for
coverage of significantly aged transactions and balances.

As reporting entities continue to work on SBR Balances Brought Forward, additional accounting and
auditing issues may be identified. Reporting entities should report issues in their FIPs as they are
identified, allowing them (and FIAR) to track progress for resolution and assign resources and
dependencies based on related key tasks.

2.C.3 Wave 3 — Mission Critical Asset Existence & Completeness (E&C) Audit

Mission Critical Asset E&C Audit focuses primarily on the E&C financial statement assertions, but also
includes the rights assertion and portions of the presentation and disclosure assertion. That is, reporting
entities must ensure that all assets recorded in their APSR or equivalent exist (existence), all of
the reporting entities’ assets are recorded in their system (completeness), reporting entities have
the right to report all assets (rights), and assets are consistently categorized, summarized, and
reported period to period (presentation and disclosure). The asset categories included in this wave are
INV, OM&S, RP, IUS and GE. Due to the shortness of time, reporting entities should incorporate

® These line numbers correspond to unobligated balance, unpaid obligations balance and uncollected payments brought forward;
see SBR Balances Brought Forward table in Section 5 for details.
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asset valuation for these categories concurrently within this wave. Wave 3 assertion tasks should
be completed and submitted to FIAR in accordance with the schedules shown in Appendix F.

2.C.3.1 E&C KEY CAPABILITIES, CAPABILITY MEASURES, AND SUCCESS CRITERIA
KEY CAPABILITIES AND CAPABILITY MEASURES

The FIAR Directorate has defined key capabilities that reporting entities must achieve to
demonstrate E&C audit readiness and successfully complete Wave 3. The key capabilities are
aligned with the capability measures, as shown in Figure 2-4. These measures, based on audit
requirements to evaluate internal controls and supporting documentation, are designed to measure
reporting entity progress towards achieving these capabilities.

Key Capabilities

Definitions/Capability Measures

Identify a complete
transaction population,
which is reconciled to
the general ledger and
financial statements

Reporting entities must prepare a listing of transactions for the assessable unit
for the assertion period and demonstrate that the sum of the transactions
agrees to the general ledger, trial balance, and/or financial statement balance for
the assertion period. For example, if a reporting entity is asserting audit
readiness of its General Equipment for FY 2015, the reporting entity must
complete a reconciliation of the General Equipment assets recorded in its APSR
to its general ledger and amounts reported in the financial statements.
Furthermore, the reporting entity must document any reconciling
items/differences that exist, and be able to explain and correct the differences
via appropriate adjusting entries.

Effective physical
inventories that meet
audit standards

Reporting entities must design and implement physical inventory count
procedures and documentation that will withstand audit scrutiny. See
DoDI 4140.1 R, 4000.25-M, 4000.25-2M, 5100.76-M, 4165.14, and 5000.64 for the
Department’s instructions for physical inventory counts.

e % of assets subject to physical inventory within the required time span

Effective controls over
recording asset
acquisitions, disposals
and transfers

Reporting entities must demonstrate that control activities for recording asset
acquisitions, disposals, and transfers were suitably designed and operating
effectively to provide reasonable assurance that the FROs in Section 5 were
achieved. Adjustments to physical inventory counts are an indication of the
effectiveness of controls over recording acquisitions, disposals, and transfers of
assets.

e % of physical inventory adjustments

Retain and make
available supporting
documentation to meet
audit standards

Reporting entities must ensure that sufficient, relevant and accurate supporting
documentation is readily available for an E&C audit. See KSD requirements in the
INV, OM&S, RP, IUS and GE tables in Section 5 for minimum documentation
requirements.
e % of supporting documents assessed
e % of supporting documents determined sufficient (adequately retained and
readily available)

Effective controls over
financial and
management data in
the APSR

Reporting entities must ensure the sufficiency and accuracy of Financial and
Management data in preparation for an E&C audit. See sub-section 2.C.3.3,
Financial Management Data, below for more information.

e # of data fields “blanked” out of total data fields

Effective processes,
controls and system
improvements

Reporting entities must design and implement corrective actions to remediate
weaknesses in processes, internal controls, and supporting financial related
systems.

e 9% of corrective actions complete (per FIPs)

e % of assessable units validated

Figure 2-4.
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SUCCESS CRITERIA

To achieve E&C audit readiness, a reporting entity, in coordination with its service provider(s)
must demonstrate that an effective combination of control activities and supporting
documentation exists to limit the risk of material misstatements by meeting the FROs defined in
Section 5. Reporting entities must address the following:

e For FROs where control activities are used to achieve audit readiness, reporting entities
must be able to demonstrate that the control activities were suitably designed and
operating effectively to provide reasonable assurance that the FROs in Section 5 were
achieved.

e Reporting entities must be able to support account transactions, and balances with
sufficient, relevant and accurate audit evidence, defined as KSDs in Section 5,
supplemented with the reporting entity’s own documentation requirements.

2.C.3.2 E&C COMMON CHALLENGES

Each wave is subject to accounting and auditing issues that must be resolved to progress
towards audit readiness. For example, during Wave 3 reporting entities must address:

e Units of Measure — Implementing standard definitions for units of inventory and assets to
ensure that item counts are accurate (e.g., will airframes be separately counted from
engines or the two items together comprise one asset record within the APSR?).

e Rights to Assets — Working with leading OSD offices to implement business rules around
co-located facilities (joint basing) and assets purchased by others (e.g., USMC aircraft).

o Reworked Assets — Implementing a standard and consistent method for tracking and
reporting assets that are removed from a larger asset, reworked or otherwise modified and
then integrated into a different asset (e.g., aircraft engines).

e Physically Isolated Assets — Implementing techniques and methods for demonstrating the
existence of assets that are not easily inspected (e.g., assets located in space or
underwater).

e Government Furnished Property (GFP) —Implementing a strategy for tracking and
reporting assets in the possession of, or directly acquired by, the Government and
subsequently furnished to a contractor for the performance of a contract’

e Dependencies — Consideration of dependencies on service provider(s) processes and
controls for efficient and effective execution of end-to-end business processes.

2.C.3.3 FINANCIAL MANAGEMENT DATA

During physical inventory counts, reporting entities must support and verify key data fields in the
APSR to ensure that all information required for financial statement and management reporting is
recorded and accurate. As part of the physical inventory counts, data should be recorded and testing
performed for all selected items to confirm that the information in these data fields is accurate. The
specific data fields that will be reviewed during an existence and completeness specified elements audit
are summarized in the E&C Financial Management Data Fields table, which can be viewed and
downloaded from the FIAR Guidance website at Existence & Completeness Financial Management
Data Fields definitions and supporting documentation). The table separates data fields according to
those that relate to financial statements, referred to as Financial Statement Data, and those that are
primarily used as important management information, referred to as Management and Budget Data.

" USD Acquisition, Technology and Logistics (AT&L) issued a memorandum, “Standard Equipment Data Elements for Government
Furnished Property Baseline Establishment”, dated January 7, 2012, which provides a methodology to be used by all Components
in establishing a validated GFP baseline. See also DoDI 4161.02, Accountability and Management of Government Contract
Property.
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Both categories of data are mandatory and must be validated in the APSR, because their reliability
and accuracy are important for decision making. Prior to an assertion of audit readiness,
management must ensure that the data is accurate in the APSR. Note that some data fields may not
apply to all asset types within the categories.

2.C.4 Wave 4 — Full Financial Statements Audit

Assertions for this wave include all material reporting entity line items, account balances and financial
transactions impacting the Balance Sheet, Statement of Net Cost, and Statement of Changes in Net
Position not covered by the previous waves (e.g., Environmental and Disposal Liabilities, Accounts
Receivable- Intragovernmental, Investments, Other Liabilities, etc.). To-date, FIAR priorities have required
reporting entities to devote their resources and efforts towards completing Waves 1 through 3 before
beginning work on Wave 4. However, much of the work required to complete Waves 1 through 3 impacts
the requirements and objectives for Wave 4. For example, the following interdependencies should be
leveraged to accelerate progress in Wave 4:

o Delivered Orders, reported on the SBR (covered in Wave 2), equate to a portion of
Accounts Payable reported on the Balance Sheet

e Spending Authority from Offsetting Collections, reported on the SBR (covered in Wave 2),
includes some of the amounts reported in Accounts Receivable — Intragovernmental on
the Balance Sheet

e Unobligated Balances and Unpaid Obligations, reported on the SBR (covered in Wave 2),
correlate to FBWT reported on the Balance Sheet

e Obligations Incurred, reported on the SBR (covered in Wave 2), equates to a substantial
portion of Gross Costs reported on the Statement of Net Cost

See subsection 2.C.4.3 for additional information about budgetary/proprietary interrelationships and
leveraging previous audit readiness efforts.

Wave 4 requires that the valuation assertion for material financial statement lines items, including
property and inventory/OM&S, be achieved. Additionally, presentation and disclosure should be
considered in this wave (if not previously covered — see also the Financial Reporting assessable unit
table in Section 5). One significant and potentially very costly challenge in Wave 4 is obtaining auditable
values for the significant amount of existing DoD assets located worldwide and procured many years ago,
well before passage of the CFO Act and other legislation mandating auditability. To address and
overcome this impediment to achieving auditability, OUSD Comptroller and Acquisition, Technology and
Logistics (AT&L) jointly issued a memorandum, “Elimination of Military Equipment Definition and
Increase to Capitalization Thresholds for General Property, Plant & Equipment” (as of September
20, 2013) and related "General Equipment Valuation Guidance” to assist reporting entities’ valuation
efforts and meet the Congressionally-mandated objective of asserting full financial statement audit
readiness by the end of FY 2017. The changes outlined in the memorandum require reporting entities to
conduct valuations using adequate supporting documentation for all new General Property, Plant and
Equipment (G-PP&E)® acquisitions accepted by DoD and placed into service as of October 1, 2013 and
after. Reporting entities must value their assets in accordance with the Federal Accounting Standards
Advisory Board Statement of Federal Financial Accounting Standard Number 6 (SFFAS No. 6),
Accounting for Property, Plant and Equipment and SFFAS No. 10, Accounting for Internal Use Software.
If existing business processes or systems limit full compliance with SFFAS No. 6 and SFFAS No. 10,
reporting entities must report their asset values in accordance with SFFAS No. 35, Estimating the
Historical Cost of Property, Plant and Equipment, where applicable.

In addition, for G-PP&E assets acquired prior to October 1, 2013, that will have a positive net book value
(NBV) on or after September 30, 2017, reporting entities must report the value of the assets (in

8 per the September 20, 2013 OUSDC and AT&L memorandum, the Department has rescinded the current definition of Military
Equipment (referenced in the OUSD AT&L memorandum, dated, January 24, 2007). Reporting entities must combine Military
Equipment (ME), previously reported as a separate category of G-PP&E and General Equipment (GE) into a single category titled,
“General Equipment”. An update to Note 10 of the financial statements will reflect this change.
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accordance with SFFAS No. 6 or SFFAS No. 35) and maintain adequate supporting documentation to
support the financial reporting of these assets by September 30, 2017. Once reporting entities have
successfully established values for both new asset acquisitions as well as existing assets with a positive
NBV as of September 30, 2017, reporting entities must be able to provide documentation to support their
fully depreciated assets. Reporting entities should develop execution strategies and methodologies to
satisfy this reporting requirement and incorporate these activities into their Financial Improvement Plans.

The memorandum also contains requirements for reporting entities to increase the capitalization
threshold of their General Equipment, Internal Use Software and Real Property assets. These changes
are prospective and apply to asset acquisitions and subsequent acquisitions accepted by DoD and placed
into service October 1, 2013 and after. Please see the OUSD(C) and OUSD(AT&L) Memorandum,
“Elimination of Military Equipment Definition and Increase to Capitalization Thresholds for General
Property, Plant and Equipment” referenced above for the specific capitalization thresholds. The DoD
Financial Management Regulation (FMR) will be updated to reflect the new capitalization thresholds as
well.

2.C.4.1 WAVE 4 KEY CAPABILITIES, CAPABILITY MEASURES, AND SUCCESS CRITERIA
KEY CAPABILITIES AND CAPABILITY MEASURES

Reporting entities must track and achieve the following key capabilities for the financial statement
line items while working to complete Wave 4. These major capabilities demonstrate a reporting
entity’s full-scope audit readiness. The key capabilities are aligned with the capability measures, as
shown in Figure 2-5. These measures will be based on audit requirements to evaluate internal controls
and supporting documentation and will be designed to measure reporting entity progress towards
achieving these capabilities.

Key Capabilities Definitions/Capability Measures

1. Toidentify a complete |Reporting entities must prepare a listing of transactions or detail balances for
transaction population, |the line item for the assertion period and demonstrate that the sum of the
which is reconciled to transactions agrees to the general ledger, trial balance, and/or financial
the general ledger and |statement balance for the assertion period. For example, if a reporting entity is
financial statements asserting audit readiness of its Environmental and Disposal Liabilities line item,

the reporting entity must extract a detail listing of all Environmental and

Disposal Liabilities balances as of fiscal year end, document which general

ledger accounts make up the sum of these balances, and reconcile amounts

reported in the general ledger and financial statements to the sum of the
individual balances. Furthermore, the reporting entity must document any
reconciling items/differences that exist, and be able to explain and correct the
differences via appropriate adjusting entries.

2. To ensure that all key Reporting entities must demonstrate an effective combination of control
capabilities from Waves | activities and supporting documentation to demonstrate that the FROs for
1 through 3 have been |Waves 1 through 3 have been achieved.

met.

3. To correctly manage, Reporting entities must demonstrate an effective combination of control activities and
account for, and report | supporting documentation to meet the FROs related to Cash and Other Monetary
Cash and Other Assets. See Appendix B for a complete listing of relevant FROs.

Monetary Assets* e % of Cash and Other Monetary Assets financial reporting objectives
assessed
e 9% of Cash and Other Monetary Assets control activities determined effective
4. To correctly manage, Reporting entities must demonstrate an effective combination of control

account for, and report | activities and supporting documentation to meet the FROs related to
Investments, including | Investments. See Wave 4 Table in Section 5 for a complete listing of relevant FROs.
investment purchases, e % of Investment financial reporting objectives assessed

earned interest, and e 9% of Investment control activities determined effective
redemptions from the

Bureau of Public Debt
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Key Capabilities

Definitions/Capability Measures

5. To correctly manage, Reporting entities must demonstrate an effective combination of control
account for, and report | activities and supporting documentation to meet the FROs related to Other
Other Assets Assets. See Wave 4 Table in Section 5 for a complete listing of relevant FROs.

e 9% of Other Assets financial reporting objectives assessed
e % of Other Asset control activities determined effective

6. To correctly value, Reporting entities must demonstrate an effective combination of control
maintain accountability |activities and supporting documentation to meet the FROs for valuation of
for, and report all General PP&E and Inventory and Related Property, including associated
General PP&E, depreciation and amortization expense. See Wave 4 Tables in Section 5 for a
Inventory and Related | complete listing of relevant FROs.

Property, including the e 9% of asset category financial reporting objectives assessed
correct recording and e 9% of asset category control activities determined effective
reporting of o % of depreciation/amortization expense financial reporting objectives
Depreciation and pd P P gob)
Amortization Expense assesse L o L .
o % of depreciation /amortization expense control activities determined
effective

7. To effectively manage, |Reporting entities must demonstrate an effective combination of control
estimate, classify, and | activities and supporting documentation to meet the FROs related to Military
report Military Retirement and Other Federal Employee Benefits. See Wave 4 Table in Section 5
Retirement and other for a complete listing of relevant FROs.

Federal Employee e 9% of Military Retirement and Other Federal Employee Benefits financial
Benefits reporting objectives assessed
o % of Military Retirement and Other Federal Employee Benefits control
activities determined effective

8. To accurately estimate, | Reporting entities must demonstrate an effective combination of control
disburse and report activities and supporting documentation to meet the FROs related to
Environmental and Environmental and Disposal Liabilities. See Wave 4 Table in Section 5 for a
Disposal Liabilities complete listing of relevant FROs.

e % of Environmental and Disposal Liabilities financial reporting objectives
assessed

e % of Environmental and Disposal Liabilities control activities determined
effective

9. To correctly estimate, Reporting entities must demonstrate an effective combination of control
record, and report Other | activities and supporting documentation to meet the FROs related to Other
Liabilities** Liabilities. See Wave 4 Table in Section 5 for a complete listing of relevant FROs.

e 9% of Other Liabilities financial reporting objectives assessed
e % of Other Liabilities control activities determined effective

10. To correctly record, Reporting entities must demonstrate an effective combination of control
classify and report activities and supporting documentation to meet the FROs related to Accounts
Accounts Receivable / | Receivable / Revenue-Non-intragovernmental. See Wave 4 Tables in Section 5 for
Revenue-Non- a complete listing of relevant FROs.

Intragovernmental e % of Accounts Receivable/Revenue-Non-Intragovernmental financial
reporting objectives assessed
e % of Accounts Receivable/Revenue-Non-Intragovernmental control activities
determined effective
11. To correctly record, Reporting entities must demonstrate an effective combination of control

classify and report
Accounts
Receivable/Revenue-
Intragovernmental

activities and supporting documentation to meet the FROs related to Accounts
Receivable / Revenue-Intragovernmental. See Wave 4 Tables in Section 5 for a
complete listing of relevant FROs.
e % of Accounts Receivable/Revenue-Intragovernmental financial reporting
objectives assessed
e 9% of Accounts Receivable / Revenue-Intragovernmental control activities
determined effective
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Key Capabilities Definitions/Capability Measures
12. To correctly record, Reporting entities must demonstrate an effective combination of control
classify and report activities and supporting documentation to meet the FROs related to Accounts
Accounts Payable-Non- | Payable-Non-intragovernmental/Expenses. See Wave 4 Tables in Section 5 for a
Intragovernmental / complete listing of relevant FROs.
Expenses e % of Accounts Payable-Non-Intragovernmental/Expenses financial reporting

objectives assessed

e 9% of Accounts Payable-Non-Intragovernmental/Expenses control activities
determined effective

13. To correctly record, Reporting entities must demonstrate an effective combination of control
classify and report activities and supporting documentation to meet the FROs related to Accounts
Accounts Payable- Payable-Intragovernmental/Expenses. See Wave 4 Tables in Section 5 for a
Intragovernmental / complete listing of relevant FROs.

Expenses e % of Accounts Payable-Intragovernmental/Expenses financial reporting

objectives assessed

e 9% of Accounts Payable-Intragovernmental/Expenses control activities
determined effective

14. To correctly record, Reporting entities must demonstrate an effective combination of control activities and
classify and report supporting documentation to meet the FROs related to Loans Receivable, Guarantees
Loans Receivable, and Related Debt. See Appendix B for a complete listing of relevant FROs.
Guarantees and e % of Loans Receivable, Guarantees and Related Debt financial reporting
Related Debt* objectives assessed

e 9% of Loans Receivable, Guarantees and Related Debt control activities
determined effective

15. To correctly record, Reporting entities must demonstrate an effective combination of control
classify and report activities and supporting documentation to meet the FROs related to Imputed
Imputed Financing Financing Costs. See Wave 4 Table in Section 5 for a complete listing of relevant
Costs FROs.

e % of imputed financing costs financial reporting objectives assessed
o % of imputed financing costs control activities determined effective

16. To retain and make Reporting entities are responsible for ensuring that sufficient, relevant and accurate
readily available supporting documentation is readily available for all material line items. See Wave 4
supporting Tables in Section 5 for minimum documentation requirements.
documentation to meet e % of supporting documents assessed
audit standards e % of supporting documents determined sufficient (adequately retained and

readily available)

* These line items are immaterial at the consolidated level; reporting entities should consider these line items only if
they are material to the reporting entity.

** Other Liabilities includes Advances from Others, Accrued Unfunded Annual Leave, Contingent Liabilities,
Custodial Liabilities, Contract Holdbacks, Disbursing Officer Cash, Deposit Funds and Suspense Accounts, and
Other Payroll Related Liabilities

Figure 2-5.  Full Financial Statement Audit Key Capabilities
SUCCESS CRITERIA

To achieve audit readiness for Wave 4, a reporting entity must demonstrate that an effective
combination of control activities and supporting documentation exists to limit the risk of material
misstatements by meeting the FROs defined in the tables in Section 5. Reporting entities must
address the following:

e Reporting entities must be able to demonstrate that the control activities are suitably
designed and operating effectively to provide reasonable assurance that the FROs are
achieved, for FROs where control activities are used to achieve audit readiness.

e Reporting entities must be able to support business transactions and account balances by
maintaining sufficient, relevant and accurate audit evidence, defined as KSDs in the

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.C Strategy
20



FIAR Guidance April 2015

Section 5 tables, supplemented with the reporting entity’s own documentation
requirements.

2.C.4.2 WAVE 4 COMMON CHALLENGES

During Wave 4 execution, reporting entities are required to properly value and report new asset
acquisitions, accepted and placed into service effective October 1, 2013, as well as properly value
existing assets that will have a positive net book value on or after September 30, 2017. Establishing
historical acquisition costs for existing assets poses a difficult challenge as existing DoD systems and
processes were not designed to record, process and report financial transactions accurately and in
accordance with GAAP. In addition, the ability to successfully value new asset acquisitions requires the
implementation of effective business processes and controls for recording, processing and reporting new
asset acquisitions.

Other challenges that must be addressed in coordination with leading OSD offices are:

e Valuing reworked G-PP&E — implementing an appropriate approach to value re-worked
and improved assets

e Rights to Assets —work with leading OSD offices to implement business rules around
co-located facilities (joint basing) and assets purchased by others (e.g., USMC aircraft)

e Trading partner data — proper identification of federal and non-federal transactions and
capturing correct trading partner codes. This will be critical to summarization and
reconciliation of activity between trading partners and elimination of trading partner
activity in consolidation

e Imputed costs —implementing a reasonable methodology for calculating and recording
imputed costs (e.g., occupancy costs for office space on a MilDep facility)

e Determining environmental liabilities — ensuring completeness and documenting cost-to-
complete factors, assumptions and amounts

e Dependencies on service provider(s) processes and controls for efficient and effective
execution of its end-to-end business processes

e Establishing an infrastructure to support a full-scope financial statement audit. This will be
important to ensure that resources are available to support auditor requests for
information, and to support and resolve audit issues that arise during the course of the
audit. As a general rule, reporting entities must ensure they are prepared to respond to
audit team provided by client (PBC) requests within 5 business days. Expected response
times may vary depending on the nature, timing and extent of the request.

Section 6 of the 2015 FIAR Guidance discusses audit infrastructure and provides guidance for reporting
entities to address issues and challenges related to supporting a full-scope audit and achieving
sustainability.

2.C.4.3 LEVERAGING PREVIOUS AUDIT READINESS EFFORTS

As reporting entities progress through each wave of the FIAR Methodology, there is an expectation that
audit readiness efforts from previous waves should be leveraged in succeeding waves. This in part is due
to the interrelationships that exist between financial statements. Through SBA/SBR audit readiness
efforts, other financial statements have been addressed indirectly.

Before starting new assertion work, reporting entities should consider audit readiness efforts that have
been performed in prior waves. Specifically this should include reviewing process documentation,
systems information, internal controls testing and KSD testing and determining how this information could
be updated, to incorporate the full end-to-end process from both a budgetary and proprietary perspective,
into one set of consolidated audit readiness work products. This planning will enable reporting entities to
focus on financial statement line items that have yet to be addressed. A depiction of audit readiness
assertions by wave of the FIAR Methodology is presented in Figure 2-6.
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Figure 2-6. Full Financial Statement Audit Key Capabilities

Examples of audit readiness tasks that can be leveraged during subsequent efforts are presented for

each principal financial statement:

1. Forthe Statement of Budgetary Resources, a reporting entity would be expected to
leverage audit readiness work performed for its Appropriations Received assessable unit
during Wave 1, to assert audit readiness for its Appropriations line on the SBR.

2. For the Balance Sheet, a reporting entity would be able to leverage Wave 2 work performed
for its vendor pay assessable unit to assert to the audit readiness of Accounts Payable on the
Balance Sheet. During Wave 4, the reporting entity would be expected to extend its prior
efforts to include accruals that are recorded in the Accounts Payable accounts, as well as,
reviewing the posting of proprietary accounts (in addition to the budgetary accounts reviewed

during Wave 2).

3. Areporting entity would be expected to draw upon work performed for its FBWT assessable
unit from Wave 2 during Wave 4. As the reporting entity prepares to assert to the audit
readiness of Accounts Receivable on the Balance Sheet, it should consider whether
documentation obtained pertaining to collections for FBWT can be leveraged when
evaluating the liquidation of Accounts Receivable as collections are processed.

4. For the Balance Sheet, a reporting entity should leverage Wave 3 work completed for E&C
to assert to the audit readiness of G-PP&E valuation. During Wave 4, the reporting entity
would focus on ensuring the accuracy any asset condition information when verifying the

correct valuation of G-PP&E.

5. For the Statement of Net Cost, a reporting entity could leverage Wave 2 work performed for
its contract pay assessable unit. Wave 2 Contract Pay work, which contributed to asserting
the audit readiness of Outlays on the SBR, would also contribute towards establishing the
assertion of audit readiness for Gross Costs on the Statement of Net Cost.

6. Forthe Statement of Changes in Net Position, a reporting entity could leverage audit
readiness work performed for its civilian pay assessable unit from Wave 2. This civilian pay
audit readiness effort would contribute to the reporting entity being able to assert to the audit
readiness of its Net Cost of Operations line item on the Statement of Changes in Net

Position.
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Additional examples of how reporting entities can leverage previous efforts, on a line by line basis, are
available in the Crosswalk of Financial Statements to Assessable Units document available on the
FIAR Guidance website.
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2.D FIAR OVERSIGHT

The FIAR Directorate has provided audit readiness guidance, training and oversight since its creation
more than five years ago. Since that time, the Department has made incremental progress toward
achieving auditability of its financial statements; progress to-date, however, has not been sufficient. With
fiscal year 2017 looming, FIAR must take additional steps to keep the Department on track. Accordingly,
a DoD-wide audit strategy has been developed to address the complexity of a consolidated DoD financial
statement audit.

To ensure alignment between the guidance and DoD-wide strategy, the FIAR Directorate has expanded
its oversight role for audit readiness efforts. As Components proceed to Waves 3 and 4, FIAR
expectations are as follows:

e Military departments will continue to provide third-party validations of their audit readiness
assertions to FIAR for review, evaluation and monitoring

e Other Defense Organizations (ODOSs) will continue to provide FIPs to FIAR for review and
assessment; FIAR will define the nature of third-party validations (e.g., examinations performed
by an independent public accountant) necessary for each ODO in accordance with the DoD-wide
strategy for the ODOs.

Furthermore, the OUSD(C) has established timelines and key milestones, which require
completion of critical assertion tasks within a specified timeframe. These deadlines represent “not
later than” dates for the listed assertion tasks as shown in Appendix F, for the designated
reporting entity or group. Components should submit assertion documentation as it is ready for
FIAR review. For example, a reporting entity dealing with FBWT may have documented and tested
collections, while work continues on disbursement transactions. The reporting entity should
submit assertion packages for collections ahead of disbursements rather than waiting until all
transaction categories have been completed.

2.D.1 Management Assertion

Once a reporting entity completes corrective actions for its audit readiness efforts, the reporting entity
must prepare an assertion declaring that the subject matter (line item/assessable unit) is audit ready.
Management's assertion is a written declaration that the subject matter (line item/assessable unit) is audit
ready in conformity with the internal control and supporting documentation criteria based upon the
Methodology. At this stage, management should assert audit readiness of its financial statement
line items, including SBR balances brought forward.

Please see the FIAR Guidance website for an example of the Management Assertion letter.

Once management prepares the assertion, the FIAR Directorate must approve the scope, tasks, and
deliverables for the examination of the assertion. Upon approval of the examination, the FIAR Directorate
or reporting entity may engage an auditor. If the auditor is an independent public accounting firm, the
FIAR Directorate will either serve as the Contracting Officer's Representative (COR) or choose to
designate another party as the COR to ensure the examination scope and procedures meet the full intent
of the audit readiness examinations and the audited reporting entity is not overseeing the auditor.

The independent public accountant (IPA) will perform tests of internal controls and supporting
documentation, against audit readiness criteria, to support their examination opinion. Management will be
required to support its assertion with adequate documentation to demonstrate that it has adequate and
effective internal controls and supporting documentation to achieve audit readiness. Management’s audit
readiness testing and the practitioner’'s examination testing to assess audit readiness are both less
rigorous than testing that will be required under a financial statement audit. Therefore, management must
accept the implications of sampling risk and understand that its test results will be assessed in light of
more rigorous audit testing when the subject matter (assessable unit/line item) is subject to a financial
statement audit. Refer to Section 3, Internal Control, for guidance on control and supporting
documentation testing to support audit readiness.
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Management must prepare its assertion related to the financial statement line item(s) and provide
an assertion letter (as shown on the FIAR Guidance website) to the practitioner, who will perform
an examination on this assertion and report its opinion in the Assertion/Examination Phase.

Please see the FIAR Guidance website for examples of modified and unmodified opinion reports.
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2.E INTEGRATION OF FIAR METHODOLOGY AND OMB CIRCULAR A-123, APPENDIX A
REQUIREMENTS

The FIAR Guidance has fully merged OMB Circular A-123, Appendix A requirements into the FIAR
Methodology, resulting in compliance with both the CFO Act and OMB Circular A-123, Appendix
A. This integration drives efficiency in the utilization of the Department’s resources to meet the
objective of achieving an audit ready state, as the objectives, key tasks and activities, and
resulting work products of the two initiatives are essentially the same.

Reporting entities must submit interim work products (e.g., process flowcharts and narratives,
risk assessments, test plans, etc.) to the FIAR Directorate upon completion of the key tasks and
activities in the Discovery and Corrective Action phases and in accordance with their FIP
milestone dates. The FIAR Directorate will review all work products as they are submitted by the
reporting entities. This ongoing review will allow the FIAR Directorate to monitor the Department’s
progress and provide the reporting entities with feedback prior to submission of their final “audit ready”
assertion documentation.

Section 3 provides more detailed information on internal controls.
2.F SYSTEM TRANSFORMATION INITIATIVES

The Department’s strategic goals integrate key elements of the Enterprise Transition Plan (ETP), which
organizes and prioritizes efforts to modernize DoD business and financial processes and systems. The
ETP is the roadmap that implements the Business Enterprise Architecture (BEA) and defines specific
implementation goals, milestones and measures for each fiscal year to reach the “to-be”, or future,
envisioned state. It is a cohesive plan that implements and modernizes business systems within and
across each functional area of the Department, and in effect provides consistency across all reporting
entities. The OUSD(C) Functional Strategy document further defines the "to-be" initiatives for financial
management systems.

For most of the Department, success in financial management improvement depends on system
modernization and business transformation initiatives. Additionally, FIAR and ETP efforts must also be
aligned to comply with Federal Managers’ Financial Integrity Act (FMFIA) requirements to maximize the
effectiveness of limited resources and promote efficiency. The “to-be” dates in the ETP and the phasing
out of existing systems must be considered in the development of reporting entity FIPs as reporting
entities begin the Corrective Action Phase “Design Audit-Ready Environment” key task.

Reporting entities must assess the target dates of their “to-be” environments against their audit
ready assertion dates in order to determine whether the existing systems or “to-be” systems (or
both) should be included in their current audit readiness efforts. For reporting entity business
processes currently using existing systems that will be modernized or replaced with ERPs by
their audit ready assertion date, the “to-be” must be included in their audit readiness efforts and
reflected in the FIPs. In these situations, reporting entities need to (1) assess existing processes;
(2) identify those processes that will change with the new implementation; and (3) map
modernized system/ERP requirements to known weaknesses. In situations where a system
implementation will replace a process, the reporting entity should build the system
implementation date into its FIPs as a dependency for remediating the associated controls and
processes. The reporting entity FIPs must demonstrate that system requirements and
transformation initiatives map to FROs and control activities that will ensure that system controls
will be properly designed and will operate effectively to remediate known weaknesses.

Figure 2-7 is an example of an audit ready environment for the Procure-to-Pay business process where
the current “as-is,” transitional, and target systems environments have been identified.
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Figure 2-7. Corrective Action Phase- Design Audit Readiness Environment

It is important to note that auditability may be achieved before full system/ERP implementation; therefore
not all existing systems can be scoped out of audit readiness efforts.

While reporting entities can evaluate the design of “to-be” system solutions, tests of operating
effectiveness cannot be performed until the solution is implemented. Evaluating the design of these “to-
be” solutions will help ensure that business processes and controls will be effective when the system
solution is implemented and will help ensure that new processes and/or controls will meet FIAR
objectives. Prior to the implementation of system solutions, reporting entities can implement
compensating controls that mitigate identified risks and allow them to assert audit readiness.

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.F Systems Transformation Initiatives
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2.G ROLES AND RESPONSIBILITIES

The Department has implemented a governance
structure that engages all of its key
stakeholders. Figure 2-8 provides a graphical
representation of the structure, the participants,
and their roles.

2.G.1 Chief Management Officer (CMO)

The DoD Chief Management Officer (CMO)
provides direction and oversight of business and
financial process transformation; improve
defense business systems and performance
management across the Department. In
addition, the CMO is responsible for the
Department's development and execution of the
financial improvement and audit readiness
plans. Specifically the CMO is responsible for
ensuring financial management deficiencies
that impair the ability of the Department of

Defense to prepare timely, reliable, and complete

financial management information are corrected

Figure 2-8.
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The FIAR Committee provides oversight
and accountability for DoD reporting entity

the financ

Service providers are responsible for portions of

ial improvement elements of customer

reporting entities

Financial Improvement Plans (FIPs) and execution of actions to achieve auditability as defined by DoD.
The FIAR Committee is chaired by the Deputy Chief Financial Officer (DCFO) and vice-chaired by the
FIAR Director. The membership consists of executive-level representatives from the PSAs, Military
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Departments and other reporting entities. The Deputy Inspector General for Auditing acts as an adviser to
the FIAR Committee.

2.G.4 FIAR Sub-committee

The FIAR Subcommittee provides advice and recommendations to the FIAR Committee on opportunities
to prioritize, integrate and manage efforts to improve financial management and achieve audit readiness.
The Sub-committee is chaired by the FIAR Director and vice-chaired by the Assistant FIAR Director. The
membership consists of representatives from the PSAs, Military Departments and other reporting entities.

2.G.5 FIAR/Functional Working Groups

The FIAR/functional working groups provide awareness and solutions for issues related to business
processes and policies that may impede auditability. The working groups are established and co-chaired
by OUSD(C)/FIAR representative and PSAs representative as required. The working group consists of
representatives from reporting entities and service providers.

2.G.6 Reporting Entities and Service Providers
Reporting Entities

The Department, with its many reporting entities preparing stand-alone financial statements, has a
complex reporting structure. Its reporting entities vary significantly from a financial statement perspective
(e.g., the Military Departments are few in number but material to the Department, versus the other
Defense Agencies, which are large in number but less material than the Military Departments). Therefore,
it is not effective or efficient to perform financial statement audits on all stand-alone financial statements.
To address the complexity of the Department’s reporting structure, OUSD(C) has developed a DoD-wide
audit strategy, which re-aligns the DoD’s reporting entities into the following categories:

e OMB Designated Entity Audits —includes the Military Departments (WCF and GF), Military
Retirement Fund, and the U.S. Army Corps of Engineers Civil Works Program (in accordance with the
requirements of OMB Bulletin 14-02, as amended). These reporting entities must perform all audit
readiness efforts in accordance with the Financial Improvement and Audit Readiness (FIAR)
Methodology and will undergo annual financial statement audits on their stand-alone financial
statements.

e DoD Designated Audits — includes DeCA, DFAS-WCF, DISA, DLA, Defense Health, U.S.
TRANSCOM and U.S. SOCOM. These reporting entities must perform all audit readiness efforts in
accordance with the FIAR Methodology, and will undergo annual stand-alone financial statement
audits. Figures 5-4 and 5-5 in section 5 present all financially material reporting entities, and identify
specific areas of the reporting entity that are material to the Department’s consolidated financial
statements.

e DoD Designated Examinations — includes Washington Headquarters Service, MDA, Other TI-97
Funds-Army, DSCA, DoDEA, DARPA, CBDP, DTRA, DCMA and JCS. These reporting entities will
undergo annual examinations or other independent validations of their financial statement balances.

¢ Non-Material Entities — includes other defense agencies, organizations and funds not material to the
DoD consolidated financial statements. These entities must perform audit readiness efforts to
improve their internal controls and they will be included in the DoD’s consolidated financial statement
audit. A complete list of these entities is included in Appendix F.

Reporting entities are responsible for completing audit readiness discovery, corrective action, assertion,
validation, and sustainment in accordance with the FIAR Methodology, as defined in Section 4 of this
guidance.

Service Providers

The Department utilizes many service organizations, also referred to as service providers, to improve
efficiency and standardize business operations.

Service providers are grouped into three categories:

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.G Roles and Responsibilities
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o Defense agencies providing traditional support services in such areas as accounting, personnel,
logistics, system development and operations/hosting. These agencies include the Defense Finance
and Accounting Service (DFAS), Defense Information Systems Agency (DISA), Defense Logistics
Agency (DLA), Defense Contract Management Agency (DCMA) and Defense Civilian Personnel
Advisory Service (DCPAS).

o Military Departments (MilDeps) performing services on behalf of other MilDeps or other defense
organizations. For example, the Army providing asset management services to the other MilDeps,
and the MilDeps providing personnel, logistics and accounting services to the Defense Health Agency
(DHA) and U.S. SOCOM, as well as the Naval Facilities Engineering Command (NAVFAC) and the
U.S. Army Corp of Engineers (USACE) provide asset management, construction and environmental
services to other DoD components, functioning as service organizations in those areas.

o DoD Executive Agents — DoDD 5101.1 “DoD Executive Agent” section 3.1, defines an executive
agent as “the head of a DoD Component to whom the Secretary of Defense or the Deputy Secretary
of Defense has assigned specific responsibilities, functions, and authorities to provide defined levels
of support for operational missions, or administrative or other designated activities that involve two or
more of the DoD Components.” For example, the Army providing logistical/administrative support to a
Combatant Command.

For DoD reporting entities to achieve auditability, it is critical that all service providers support their
customers and execute audit readiness tasks, including documentation of processes and controls,
testing, and remediation, as defined in Section 4 of this guidance.

SECTION 2: FIAR GOAL, PRIORITIES, AND STRATEGY 2.G Roles and Responsibilities
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3. INTERNAL CONTROL

3.A INTRODUCTION

According to the GAO’s Standards for Internal Control in the Federal Government (the Green Book),
internal control is defined as an integral component of an organization’s management that provides
reasonable assurance that the following objectives are being met:

o effectiveness and efficiency of operations
e reliability of financial reporting
e compliance with applicable laws and regulations

Internal control includes the plans, methods, policies and procedures an organization uses to conduct its
core mission, safeguard its assets and assure the accurate recording and reporting of financial data.
Internal control is affected by the systems the entity has in place, the people involved and the attitude of
management regarding internal control. An effective system of internal controls will only be useful if it is
properly implemented.

Although internal controls do not provide absolute assurance that an agency can and will meet its
operational goals or prevent fraud, waste and abuse from occurring, a strong system of internal controls
will help management in identifying instances that could adversely affect the agency’s ability to meet its
objectives and prevent or detect fraud, waste, or abuse in a timely manner. Also, a strong system of
internal controls assists management in the preparation of financial reports. OMB Circular A-123,
Management’s Responsibility for Internal Control, states, “[e]ffective internal control provides assurance
that significant weaknesses in design or operation of internal control, that could adversely affect the
agency’s ability to meet is objectives, would be prevented or detected in a timely manner.”

From an audit readiness perspective, internal controls that are properly designed, implemented and
effective are important because of increased efficiency in the audit. With a robust internal control structure
and effective controls, auditors will likely have to perform less substantive testing; this results in a more
efficient audit and better use of Departmental resources. This section includes guidance for documenting
and testing internal controls for reporting entities and service providers.

SECTION 3: INTERNAL CONTROL 3.A Introduction
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3.B LAws, REGULATIONS AND GUIDANCE

To assist reporting entities in establishing a robust system of internal controls, management should
review applicable regulations and guidance summarized below.

Laws

Federal Managers’ Financial Integrity Act of 1982 (FMFIA). FMFIA established overall requirements
for management’s responsibilities with respect to internal controls. The FMFIA amended the Accounting
and Auditing Act of 1950 and directed agencies to complete ongoing self-assessments regarding the
adequacy of operational, administrative, systems and financial controls. The agency must establish a
system of internal controls that ensures that obligations and costs are in compliance with applicable laws;
assets are safeguarded against waste, loss, unauthorized use, or misappropriation; and revenues and
expenditures are properly recorded and accounted for to permit the preparation of accounts and reliable
financial and statistical reports and to maintain accountability over the assets. In addition, FMFIA requires
agencies to provide a Statement of Assurance on the effectiveness of its internal controls to the President
and Congress annually. A complete copy of FMFIA is available at
http://www.whitehouse.gov/omb/financial fmfial982)

The Chief Financial Officers (CFO) Act of 1990 (Public Law 101-576). The CFO Act was government'’s
attempt to improve its financial management and outlined standards of performance and disclosure. It
granted greater authority over federal financial management to the Office of Management and Budget
(OMB) and created the position within OMB of the Deputy Director for Management, and the Office of
Federal Financial Management (OFFM). The Deputy Director for Management serves as the
government’s chief Financial Officer. It also created the position of Chief Financial Officer within 24
individual federal agencies.

The CFO Act directed the Federal Government financial management system policies to “make the best
use of financial management systems to: initiate, record, process and report transactions to support
agency mission in making business decisions and to provide transparency to the public.” To that end
each agency shall implement and maintain financial management systems following the policies
prescribed in OMB Circular A-130 such as:

e Use of cost-effective intra-agency and inter-agency sharing to meet technology needs,
e The use of off-the-shelf technology.

Federal Financial Management Information Act of 1996 (FEMIA). FFMIA focuses on financial
management systems and other systems that impact financial reporting. The Act requires agencies to
incorporate applicable federal accounting standards into their financial management systems and report
on whether or not their financial systems routinely provide reliable financial information. FFMIA also
requires agency chief financial officers to implement and maintain financial management systems that
comply substantially with Federal financial management systems requirements determined in OMB A-123
Appendix D, applicable Federal accounting standards, and the United States Government Standard
General Ledger at the transaction level. Agency heads must annually assess and report via their audit
report whether the agency’s financial management systems comply with the law and if not, provide a
remediation plan to address any deficiencies. Please refer to the following link for more information on
FFEMIA requirements: http://www.dol.gov/ocfo/media/regs/FEMIA.pdf.

Federal Information Security Management Act of 2002 (FISMA). FISMA requires the head of each
agency to implement policies and procedures to cost-effectively reduce information technology security
risks to an acceptable level, and it places an emphasis on cybersecurity. Federal agencies must develop,
document and implement agency-wide programs to provide information security for the information and
information systems that support its operations and assets in compliance with standards, guidelines, and
methods promulgated by the National Institute of Standards and Technology. Please refer to
http://csrc.nist.gov/drivers/documents/FISMA-final.pdf for more information on FISMA requirements.
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Regulations and Guidance

GAO Standards for Internal Control in the Federal Government (Green Book). The Green Book is
intended to provide managers with criteria related to internal control that will assist them in their design,
implementation, and operation to help ensure the control system developed and implemented is effective.
In response to the 2013 update of COSO'’s internal control framework, the GAO published an updated
Green Book in September 2014. Although implementation of the new guidance is not required until fiscal
year 2016, reporting entities are encouraged to use the 2014 Green Book in preparing for audit. The 2014
Green Book is available at http://www.gao.gov/assets/670/665712.pdf.

Office of Management and Budget (OMB) Circular A-123. OMB Circular A-123 provides guidance to
Federal managers on improving the accountability and effectiveness of Federal programs and operations
by establishing, assessing, correcting, and reporting on internal control. It defines management’s
responsibilities related to internal control and the process for assessing internal control effectiveness.
The Circular establishes internal control standards and specific requirements for conducting
management’s assessment of the effectiveness of internal control over financial reporting. A complete
copy of OMB Circular A-123 is available at
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/circulars/al23/al123 rev.pdf

Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal Control —
Integrated Framework 2013. The COSO framework was updated in 2013 to better assist management
in controlling their organization, and to provide directors the ability to oversee internal control. COSO
states that a system of internal control allows management to stay focused on the organization’s pursuit
of its operation and financial performance goals and deal more effectively with changing economic and
competitive environment, leadership, priorities, and evolving business models. The 2013 Framework
retains all five components of internal control and formalizes additional requirements for a system of
internal control to be effective as follows:

e Each of the five components of internal control and relevant principles is present and functioning,

e The five components of internal control operate together in an integrated manner.

For more information on COSO, please refer to http://www.coso.org/ic.htm

Federal Information System Controls Audit Manual (FISCAM). The FISCAM provides a methodology
for performing information system (IS) control audits of federal and other governmental entities in
accordance with professional standards. It is designed to be used primarily on financial and performance
audits and attestation engagements performed in accordance with Generally Accepted Government
Auditing Standards (GAGAS), as presented in Government Auditing Standards (also known as the
“Yellow Book™). The FISCAM is the basis on which DoD information systems (IS) are to be assessed in
accordance with the FIAR Guidance. For more information on FISCAM, please refer to
http://www.gao.gov/special.pubs/fiscam.html

Managers’ Internal Control Program Procedures (MICPP). The Managers’ Internal Control Program
Procedures (MICPP) prescribes policies and procedures to be followed by DoD and Component Heads to
create a Senior Management Council and Senior Assessment Team to establish and oversee a
Managers’ Internal Control Program. The specific requirements/attributes of an effective Managers'
Internal Control Program are defined in DoD Instruction 5010.40, which also includes the requirement for
Components to submit an annual Statement of Assurance to OSD. The MICPP procedures are found at
http://www.dtic.mil/MICPP.

Defense Finance and Accounting Service — Financial Management Systems Requirements Manual
General and Administrative Information DFAS 7900.4-M (Blue Book). The Blue Book’s purpose is to
ensure operational excellence and audit readiness by developing and maintaining the financial
management systems requirements between entities and service providers to enable compliance with
FFMIA. FFMIA requires that Federal agencies financial management systems comply substantially with
Federal financial management system requirements, (2) applicable Federal accounting standards, and (3)
the United States Standard General Ledger (USSGL) at the transactional level. To achieve these goals
the Blue Book Standardize Financial Management systems requirements into a single repository for
legacy and DoD enterprise finance and accounting systems’ development and provide assistance with
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FFMIA compliancy reviews. A complete copy of DF 7900.4-M (Blue Book) can be found at
http://www.dfas.mil/dfasffmia/bluebook.html

Risk Management Framework (RMF) for DoD Information Technology (IT). Risk Management
Framework (RMF) for DoD Information Technology (IT)" replaced (DIACAP) DoD Information Assurance
Certification and Accreditation Process, which was the means the DoD used to ensure that risk
management is applied to information systems from an enterprise view.

RMF directed DoD to establish and use an integrated enterprise-decision structure for cybersecurity risk
management that includes and integrates DoD mission areas. It also set forth that cybersecurity
requirements for DoD IT will be managed through the RMF consistent with the principles set forth in
National Institute of standards and Technology Special Publication (SP) 800-37. The DoD RMF also
satisfies the requirements of the “Federal Information Security Management Act (FISMA) of 2002. A
complete copy of RMF can be found at http://www.dtic.mil/whs/directives/corres/pdf/851001 2014.pdf.

Standard Financial Information Structure (SFIS). The CFO Act of 1990 requires the DoD (and other
federal agencies) to develop and maintain an integrated agency accounting and financial management
system, including financial reporting and internal controls, which

e complies with applicable accounting principles, standards, and requirements, and internal control
standards;

e complies with such policies and requirements as may be prescribed by the Director of the Office
of Management and Budget;

e complies with any other requirements applicable to such systems; and

e provides for complete, reliable, consistent, and timely information which is prepared on a uniform
basis and which is responsive to the financial information needs of agency management.

SFIS establishes common/uniform standards across the Department. The SFIS Resource website is at:
http://dcmo.defense.gov/products-and-services/standard-financial-information-structure/

The following table, Figure 3-1, summarizes significant laws and their implementing regulations and
policies pertaining to internal controls.

Laws i Regulations/Policies

rcular No. A-123, Appendix A
'ment of Defense Instruction 5010.4

"TManagers’ Financial Integrity
1982 (FMFIA)

e Finance and Accounting Service
Blue Book

rtment of Defense Instruction 5010.4
rcular No. A-123, Appendix D

al Financial Management Improvemen
1996 (FFMIA)

Risk Management Framework (RMF)

nal Institute of Standards and Techni
Special Publications 800-53 (Rev 4)

Information Security Management

FIAR G_FY2014_069a

Figure 3-1. Laws and Corresponding Implementation Guidance
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Other sources of information related to internal controls and compliance with related laws and regulations
: 9
include:

Management knowledge gained from the daily operation of agency programs and systems

Management reviews conducted (1) expressly for the purpose of assessing internal control, or (2)
for other purposes with an assessment of internal control as a by-product of the review

Inspector General and GAO reports, including audits, inspections, reviews, investigations,
outcome of hotline complaints, or other products

Program evaluations

Audits of financial statements conducted pursuant to the CFO Act, as amended, including:
information revealed in preparing the financial statements; the auditor’s reports on the financial
statements, internal control, and compliance with laws and regulations; and any other materials
prepared relating to the statements

Reviews of financial systems that consider whether the requirements of FFMIA and OMB
Appendix D to Circular A-123, Compliance with the [FFMIA] of 1996, are being met

Annual evaluations and reports pursuant to FISMA and OMB Circular A-130, Management of
Federal Information Resources

Annual performance plans and reports pursuant to the Government Performance and Results Act
of 1993

The American Recovery and Reinvestment Act of 2009 (ARRA) reporting requirements*°

Annual reviews and reports pursuant to the Improper Payments Information Act of 2002,
amended by the Improper Payments Elimination and Recovery Act of 2010 and the Improper
Payments Elimination and Recovery Improvement Act of 2012

OMB Memorandum M-15-02 dated October 20, 2014 regarding Appendix C to Circular A-123,
Requirements for Effective Estimation and Remediation of Improper Payments

Single Audit reports for grant-making agencies

® OMB Circular A-123, Appendix A, p. 13.

12 OMB Circular A-123, Appendix A, p. 13, references the PART. The PART has subsequently been replaced by the
reporting requirements under ARRA.
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3.C REPORTING REQUIREMENTS
Statement of Assurance

To ensure compliance with FMFIA and the MICPP, the Department issues guidance for each DoD
Component that governs the required submission of an annual Statement of Assurance (SoA). The SoA
is a certification of the level of assurance regarding overall adequacy and effectiveness of the
Component’s internal controls. The SoA must be signed by the Component Head or Principal Deputy and
should include a signed statement reporting on the:

Component’s financial management systems’ compliance with FFMIA; and

2. Component’s level of assurance over internal controls over financial reporting (ICOFR), internal
controls over financial systems (ICOFS) and internal controls over non-financial operations (ICONO),
including compliance with applicable laws and regulations (separately from FFMIA compliance).

The SoA must take one of the following forms:
e Unqualified (no material weaknesses)
e Qualified (one or more material weaknesses identified)
e Statement of no assurance

For additional information on the current SoA reporting requirements, including specific content, effective
dates and a sample SoA, please refer to the SoA FY 2014 Guidance.

Assessing Internal Controls

Reporting entities must assess internal controls on a regular, consistent basis in accordance with
DoD Instruction 5010.40 - Managers’ Internal Control Program Procedures. Periodic, well-designed
internal control assessments allow reporting entities to determine the stability of their control
environments. They also enable reporting entities to evaluate year-to-year changes in their control
environments, identify new risks, and develop and implement corrective action plans. The current
Manager’s Internal Control Program emphasizes:

e Importance of director/commander support (aka "tone-at-the-top", the overall control environment,
or organizational culture)

e Reliance upon a "risk-based framework"
e Implementation of a "self-reporting concept"

To complete these ongoing assessments, reporting entities must obtain and evaluate findings from
available sources to identify the potential impact on internal controls over financial reporting. Relevant
available sources include but are not limited to the following:

* FIAR Self-Assessments

¢ ICOFR and ICONO Self-Assessments

*  FMFIA/FFMIA Self-Assessments

¢ FISMA Self-Assessments

e Certification & Accreditation (DIACAP/DoD Risk Management Framework)

e DFAS 7900.4-M ("Blue Book") Self-Assessments

¢ Financial Statement Audits

e SSAE 16 Service Auditor Reports

e Assessable Unit Examinations

e Mock Audits

e GAO, DaD OIG, and Agency Auditor Reports

e DOT&ENJITC System Testing

e« JITC's DoD U.S. Standard General Ledger and Standard Financial Information Structure System
Testing Requirement

SECTION 3: INTERNAL CONTROL 3.C Reporting Requirements
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In instances where these activities are being completed by organizations other than the reporting entity
(e.g. service providers), the results from the assessments must be provided by the service provider to
the reporting entities that are users of the system and/or service. The service provider should also provide
the results of these self-assessments to the FIAR office.

Internal control assessments should be performed on an annual basis in accordance with ICOFR
requirements.

Assessing Entity-Level Controls

The standards promulgated by GAO’s Green Book, and internal control guidance provided by GAO’s
Management and Evaluation Tool and OMB Circular A-123 Appendix A collectively define the minimum
level of quality acceptable for internal control in government and provide the basis against which internal
control is to be evaluated. However, they are not intended to limit or interfere with duly granted authority
related to developing legislation, rulemaking, or other discretionary policy-making in an agency. In
implementing these standards, management is responsible for developing the detailed policies,
procedures, and practices to fit their agency’s operations and to ensure that they are built into and are an
integral part of operations. The five components of the standard, as noted on below, represent the entity-
level controls of an organization. Weaknesses or deficiencies within these foundational controls weaken
other internal controls, such as control activities at the assessable unit level. Therefore, reporting
entities and service providers should begin their controls assessments with an evaluation of
entity-level controls, which will then serve as a basis for the reporting entities’ financial
improvement and audit readiness plans.

Control environment

Risk assessment

Information and communication Operating unit
Division
Monitoring activities Entity level

Function

Source: COSO.
Figure 3-2. Standards for Internal Control in the Federal Government — Entity-Level Controls

The five components of entity-level controls are defined as:

e Control Environment — Structure and culture created by DoD management and employees to
sustain organizational support for effective internal control. The control environment is often
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called the “tone at the top” and is critical to the success of all the other pieces of the internal
control framework.

Risk Assessment — Management's identification of internal and external risks that may prevent
the Department from meeting its objectives. The risk assessment is the basis for all other control
activities. The identification should include risks related to new or revamped information systems
implemented by the reporting entity or its service provider. For example, the service provider may
implement a client-server version of its software that was previously run on a mainframe.
Although the new software may perform similar functions, it may operate so differently that it
affects the reporting entity’s operations.

Control Activities — Policies, procedures, and mechanisms in place to help ensure that the

Department’s objectives are met. Control activities, both manual and automated, are the day-to-
day actions that are at the core of internal controls. These control activities include information
technology general controls (ITGCs) over all financially significant computer applications,
automated application controls over financial transaction balances within computer applications,
and manual application controls performed outside of computer applications.

¢ Information and Communication — Relevant, reliable, and timely information is communicated to
appropriate personnel at all levels within the Department. Information and communication
ensures that internal controls are flexible enough to respond to changes in the control

environment.

e Monitoring — Periodic reviews, reconciliations, or comparisons of data should be part of the
regular assigned duties of personnel. Monitoring is the process that ensures the control structure
is operating as planned and fills all gaps that may exist in the internal control structure. Monitoring
the effectiveness of internal controls is part of the normal course of business.

Addressing entity-level controls requires a well-planned approach. Figure 3-3 articulates the seventeen
relevant principles underlying the five components of effective internal control, per COSO internal Control
— Integrated Framework 2013. These relevant principles provide clarity for understanding requirements
for effective internal control when evaluating entity-level controls within the Discovery Phase “Assess &
Test Controls” task 1.3 (Reporting Entity) and 1.5 (Service Providers) of the Methodology.

Control environment
1. The oversight body and management should demonstrate a
commitment to integrity and ethical values.

2. The oversight body should oversee the entity's internal control
system.

3. Management should establish an organizational structure,
assign responsibility, and delegate authority to achieve the
entity's objectives.

4. Management should demonstrate a commitment to attract,
develop, and retain competent individuals.

5. Management should evaluate performance and hold individu-
als accountable for their internal control responsibilities.

Risk assessment
6. Management should define objectives and risk tolerances.

7. Management should identify, analyze, and respond to risks
related to achieving the defined objectives.

8. Management should consider the potential for fraud when
identifying, analyzing, and responding to risks.

9. Management should identify, analyze, and respond to
significant changes in the internal control system.

Control activities
10. Management should design control activities to achieve
objectives and risk responses.

11. Management should design control activities for the entity's
information system.

12. Management should implement control activities.

Information and communication
13. Management should use quality information.

14. Management should internally communicate the necessary
quality information.

15. Management should externally communicate the necessary
quality information.

Monitoring

16. Management should establish monitoring activities to
monitor the internal control system and evaluate the results.

17. Management should ensure identified internal control
deficiencies are remediated on a timely basis.

Source: GAO.

Figure 3-3. Relevant Principles of Effective Internal Control
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3.D BUSINESS PROCESS AND INFORMATION TECHNOLOGY (IT OR SYSTEM) CONTROLS
3.D.1 Business Process Control Activities

Control activities are the specific individual tasks incorporated into the business processes and sub-
processes, and are documented and tested separately from the entity-level control components. They
are broadly categorized as manual controls and system controls. Examples of system controls include
edit checks to validate data entry, accounting for transactions in numerical sequences, and passwords,
which restrict access to information based on responsibility. Certain control activities are a combination of
both manual and system controls and are categorized as semi-automated system controls. Examples of
control activities include reviews, approvals and authorizations, segregation of duties, reconciliations and
safeguarding of assets. Manual controls can be best described as controls performed by a person
without the use of an automated system. Examples of manual include physical inventory counts
performed using system generated count sheets, periodic reconciliation of information flowing through or
interfaced through numerous systems to ensure completeness and accuracy of data, and manual
investigation and correction of transaction errors based on system generated exception reports.

Key Controls

Key controls provide the most effective evidence for one or more relevant financial statement assertions,
or significant account or disclosures. Key controls allow management to prevent or detect misstatements
or errors and allow the auditor to reduce the extent of testing performed by focusing his/her efforts on key
controls. The organization may be able to correct identified misstatements before they affect the financial
statements. Examples of key controls include restricting access to systems based on a valid business
need, reconciling various reports with supporting documentation, and performing physical inventories.
Both manual and system key controls must be identified and tested.

Preventive vs. Detective Controls

Controls may be further categorized as either preventive or detective. A preventive control works to
prevent errors or fraud from occurring before a business process transaction is executed. Preventive
control activities prevent an entity from failing to achieve an objective or address a risk. An example of a
preventive control is segregating the responsibility for approving a transaction from the responsibility for
recording a transaction. Detective controls are designed to find errors or irregularities after they have
occurred and correct the error. Examples of detective controls include comparison of budgeted amounts
to actual results, reconciliations and proper resolution of accounting differences.

3.D.2 Information Technology (IT or System) Controls
There are two major categories of IT controls as defined below.

A. Information Technology General Controls (ITGCs), include controls that apply to system components,
processes, data, and the overall IT environment, e.g., requiring a password to access a system.
They ensure the proper development and implementation of applications, as well as integrity of
programs, data files, and computer operations, e.g., changes to program/applications are restricted to
authorized users. ITGCs are categorized as:

o Entity-Level: these ITGCs consist of: Security Management, Access Controls, Configuration
Management, Segregation of Duties, and Contingency Planning. Entity-Level ITGCs are
pervasive across platforms and affect the entire organization.

e Business Application Level: these ITGCs cover the same basic control objectives as Entity-Level
ITGCs, but are unique to individual business processes within a system or application.

B. Automated Application Controls use a different set of control categories (Application Security,
Business Process Controls, Interface and Conversion Controls, and Data Management System
Controls) and focus on a specific application (e.g., Defense Departmental Reporting System (DDRS),
Defense Civilian Pay System (DCPS), etc.)
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3.D.3 Identify IT Systems and Micro-Applications

Prior to evaluating internal controls, the reporting entity must identify and provide a description of all
key automated systems and technology tools used to support its financial processes related to
the assessable unit, including financial systems, mixed-systems, non-financial systems, and
micro-applications (i.e., spreadsheets, databases, and/or other automated tools used to perform
reconciliations, calculations, or other business functions). The purpose of each IT system or
micro-application must be documented. These key systems should be evaluated and IT controls
identified and tested if the reporting entity or service provider:

e Controls within the system are identified as key controls in the internal controls
assessment;

e Systems are used to generate or store original key supporting documentation;
e Reports generated by the system are utilized in the execution of key controls; or
e Systems are relied upon to perform material calculations (e.g., to compute payroll).

There are a variety of systems that must be considered in audit readiness efforts, including but not limited
to: general ledger systems, source/feeder systems, system interfaces, disbursing systems, reporting
systems, and property management systems.

MICRO-APPLICATIONS

It is important to note that financial systems may not be limited to traditional, large/complex legacy or
enterprise resource planning (ERP) systems. There may be instances where end user computing tools
such as spreadsheets, databases, or other software tools impact key controls or calculations that are
relevant to financial reporting. These end user computing tools are sometimes referred to as micro-
applications.

The reporting entity, service provider as well as any departments utilizing micro-applications must also be
able to identify its population of micro-applications in use and describe how its micro-applications support
all significant accounts and financial statement disclosures and their relationship to relevant financial
statement assertions.

The inventory should contain the following elements:

o Name of the micro-application.

e Description of the micro-application including its function (e.g., significant calculations performed)
and use of outputs (e.g., entry of calculated results into financially relevant systems).

e Department(s) within the reporting entity and/or service provider responsible for the development
as well as any other departments that utilize the micro-application.

e Frequency and extent of modifications to the micro-application.

Micro-applications require control techniques that are aligned to the IT general and application control
objectives. Reporting entities and service providers must evaluate the risk of micro-applications on the
associated financial processing. For example, risk to the financial process can increase when the number
of transactions and dollar value processed by the micro application increases. Implemented control
techniques for these micro-applications should be commensurate with the relative sophistication of the
software tool and its impact on internal controls over financial reporting. Examples of control techniques
include restricted access to shared directories, password protection of files, locking cells and formulas,
enabling edit macros, enforcing segregation of duties, and creating a change management process.

SYSTEM VIEW DIAGRAM

A system view diagram should be completed as part of FIAR Activity 1.3.1 to include all systems and
automated tools used during the execution of the processes related to the assessable unit, Please see
Figure 3-4 below for an example of a system view diagram. As illustrated in the diagram below, in some
cases, a reporting entity’s financial systems may be owned and/or operated by executive agents and the
transactions that flow through those systems may be processed by a service provider. In such situations,
the reporting entity still has the ultimate responsibility for information technology controls over those
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systems through which its financial transactions flow, and will need to communicate and coordinate audit
readiness efforts with the executive agent and service provider.

Reporting Entity DFAS DFAS | DLA

—p Interface @ Input Control Point  {3) Processing Control Point () Output Control Point
DFAS [ * Application Software Changes * Interface Design Changes * Access Controls
DLA * Software Configuration » Security Design Changes » Segregation of Duties
DCPAS Changes
* Operating System - Data / Software Backups - Access Controls
DISA Software Changes
» Operating System = Physical Security of Data Center » Segregation of Duties
Software Configuration
Mote: This iz a representative system diagram that may wvary by entity.
Figure 3-4. System View Diagram: Reporting entities must consider information technology input,

process, output and general computer controls for all relevant reporting entity and
service provider systems

When identifying information technology applications that are relevant to audit readiness assertions,
reporting entities and service providers should also ensure they identify the specific “instances” of the
application upon which their data resides, and ensure appropriate IT general and application control
testing is performed on their specific instances. For example, some reporting entities use the Automated
Time Attendance and Production System (ATAAPS) as their time and attendance system. The Defense
Information Systems Agency (DISA), the Department of the Army and the Defense Contract Management
Agency (DCMA) each host their own ATAAPS. The DISA-hosted ATAAPS includes multiple instances
owned by various DoD reporting entities, including Army, Air Force and Defense Agencies. Therefore,
reporting entities who are on a DISA-hosted Army instance of ATAAPS would need to coordinate with
both the Army (for certain IT general controls) and DISA (for certain IT general and application controls),
while an Army component using an Army-hosted Army instance of ATAAPS would only need to
coordinate with Army.

Financial system controls are important to a reporting entity’s and service provider’'s audit readiness
because system outputs (e.g., system reports) and electronic evidence (e.g., electronic invoices) may
serve as KSDs for both the operating effectiveness of controls and transactions/balances.

3.D.4 Internal Control Assessment

Once the inventory of IT systems and both key IT and manual controls have been identified, the reporting
entity or service provider must evaluate the control activities to determine if they have been
designed effectively (i.e., designed to meet the financial reporting objectives and /or IT
objectives). The design effectiveness of control activities is based on the following criteria: (1) Directness
(extent control activity relates to control objective), (2) selectivity (magnitude of amount of dollar activity
not subject to the control), (3) manner of execution (frequency of control activity execution and
skills/experience of personnel performing the control activity), and (4) follow-up (procedures performed
when the control activity identifies an exception or reconciling item). The reporting entity will only test
effectively designed control activities (i.e., those that achieve the applicable FROs) for operational
effectiveness.
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Reporting entities must specifically consider process or system changes when performing internal control
assessments. In instances where a significant change has recently been implemented for an audit-
relevant system or process, reporting entities should determine whether financial reporting risks, internal
controls, testing populations or key supporting documentation have been impacted. If an impact is
identified, internal controls documentation should be updated and testing performed.

AVOID DUPLICATION OF EFFORTS WITH OTHER SIMILAR ACTIVITIES

The reporting entity and service provider should identify other assessments where controls have
been identified for testing and coordinate the efforts to avoid duplication of efforts with other
similar entities. For example, agencies are required to perform reviews of financial systems under the
FFMIA and the MIC Program, and information security under FISMA. Reviews performed by entities or at
the entity’s discretion may be used to help accomplish this assessment. This is not to suggest that the
reporting entity can avoid sampling and testing control activities. Rather, an entity can use alternative
sources of evidence (if available) in combination with detailed sample testing to achieve a high level of
assurance.

The crosswalk in Figure 3-5 has been developed to help facilitate the design of an integrated strategy for
DoD reporting entities pursuing a state of audit readiness.

FIAR Methodology Crosswalk to Systems Compliance Requirements

Systems Compliance

FIAR Methodology Requirements

Task

No .- Key Task Detailed Activities Resulting Work

Product

FISMA Self-Assessment
DFAS Blue Book 7900.4-M

MICP Procedures (DoD
(NIST SP 800.53)

OMB Circular A-123,
FMFIA, FFMIA, and DoD
Instruction 5010.40)

Appendix A
DoD RMF/DIACAP

1.1 Statement to Process Analysis

111 Overall Statement | Develop process and system drill Statement to Process v
to Process down analysis depicting Analysis
Analysis asset/transaction classes, underlying
processes, assessable units and
sub-units and associated systems —
including “as-is” and any planned “to-
be” environments.

<
o
o
<

1.2 Prioritize

123 Planned Systems | Develop a systems inventory list to Systems Inventory List v v P P v
and Process include all current and future systems
Replacements from the Statement to Process
Analysis. For each system identified
in the Statement to Process Analysis,
identify the Operating System with
version and patch level, Database
Management software, Library
Management software, Security
Management software, Job
Scheduling software, and any other
audit relevant software. For ERP
systems, also identify all in-scope
business applications, modules, and
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FIAR Methodology Crosswalk to Systems Compliance Requirements
FIAR Methodology Systems_Compllance
Requirements
=
2a 5§ o
s 22s E | 8
o - —O ()] ~
— cpY o B =
Task : o ResultingWork < 529 S 2@ S
1 Key Task Detailed Activities - |35 g 22 o
No. Product kS Sgq;L = €8 o
=] < E 8 = Q = © ()
oXlLpoo|l W % al =2
SO a5l = n| o
Oclc>8|l ¥ |< &
8 I8&E o =5 <
S3s9%6 02
o= o |[Z=| L
o</L=E o boE o
industry solutions that reside within
the ERP system boundary and
collectively provide the full
capabilities of the ERP.
1.24 Identify Financial | Identify and document entity-level Assessable Unit v P P P P
Reporting controls. Identify all relevant financial | Prioritization and Audit
Objectives statement assertion risks and Readiness Strategy
corresponding Financial Reporting Document
Objectives.
1.2.5 | Document Prepare an assessable unit strategy | Assessable Unit v P P P P
Strategy and document listing all assessable units | Prioritization and Audit
Prioritization prioritized by quantitative rank and Readiness Strategy
adjusted for significant qualitative Document
factors and scoping out legacy
systems and processes that will not
be part of the audit ready
environment.
1.3 Assess & Test Controls
131 Prepare Process | Prepare systems documentation to Process and System v P P P P
& System include narratives, risk assessments | Documentation
Documentation and internal control worksheets
documenting processes, risk control
activities, IT general computer
controls for significant systems,
applications or micro-applications,
system certifications/accreditations,
system and end user locations,
systems documentation location and
descriptions of hardware/software
interfaces.
1.3.2 Prepare internal Prepare internal control assessment | Financial Reporting v P P P P
control document for entity-level controls and | Objectives and Control
Assessment each assessable unit, summarizing Activities
control activities appropriately
designed and in place. Test Plans v = = P =
1.3.3 |Execute Tests of | Develop test plans and execute tests | Test Plans v P P P P
Controls to assess the operating effectiveness
of control activities for entity-level
controls and assessable unit level
control activities.
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FIAR Methodology Crosswalk to Systems Compliance Requirements
FIAR Methodology Systems_Compllance
Requirements
=
30 5§ | o
- n e = o
o Q= o)
o - —O ()] ~
o cnoSl Q|0
Task Resulting Work < BEe Z() 2@ S
1 Key Task Detailed Activities - |35 g 22 o
No. Product ] =°Som = <9 m
S<Z28c 0 =8 o
Sxkos L B4 2
Ocl<™S| ¥ < | o
D38 LIJE5E 0o 20 «
=g/ S=wv| o |© AR
O<|/L=E| 0o LEg 0O
134 Summarize Test | Update control assessments with the | Test Results v P P P P
Results results of tests of control activities.
1.35 Identify, Evaluate | Determine if exceptions should be Updated Control v P P P P
& Classify considered deficiencies in the design | Assessments
Deficiencies or operating effectiveness of control
activities. Evaluate and classify
deficiencies in control activities as a
control deficiency, significant
deficiency or material weakness.
1.3.6 | Submit Annual Submit annual ICOFR SOA Annual ICOFR SOA v P P P P
ICOFR SOA & memorandum and material weakness | Memorandum and
Material summary corrective action plans. Material Weakness CAP
Weakness CAP Summary
Summary
2.1 Design Audit Ready Environment
211 Mitigate Define requirements and design “To-Be” Process Flows v P P P P
Deficiencies in solutions to mitigate control activities, | and Narratives,
Control Activities | processes and/or systems and CONOPS, Systems
policies. Requirements, and
Policies and Procedures
2.1.2 Mitigate Define requirements and design Solution Document That | P P P P
Deficiencies in solutions to mitigate deficiencies in Summarizes How
Supporting supporting documentation. Documentation
Documentation Deficiencies Will Be
Resolved Or Overcome
2.2 Develop Corrective Actions
221 Develop Plan and | Develop corrective actions, or update | Updated “Corrective v P P P P
Update FIP existing corrective actions, in Action” Section of FIP
reporting entity FIPs that will execute
the “to-be” solution.
2.4 Execute Execute systems, process, controls | Updated FIPs v P P P P
and documentation changes included
in Corrective Action Plans.
Notification to FIAR v P P P P
Directorate of Corrective
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FIAR Methodology Crosswalk to Systems Compliance Requirements

FIAR Methodology Systems_Compllance
Requirements
=
@) 1= <
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Action Plan
Implementation
3.4 Address Evaluate deficiencies, implement Updated FIPs v P P P P
Deficiencies corrective actions and verify
implementation.
4.1 Additional Submit additional documentation Documentation v P P P P
Documentation demonstrating that deficiencies have | Demonstrating
Review been successfully remediated. Remediation of
Deficiencies

v'= FIAR Methodology Fully Satisfies Applicable Systems Compliance Requirements
P = FIAR Methodology Partially Satisfies Applicable Systems Compliance Requirements

! This crosswalk does not contain the complete listing of tasks from the FIAR Methodology. It only displays key
tasks and detailed activities from the FIAR Methodology that have implications for systems compliance
requirements.

Figure 3-5. FIAR Methodology Crosswalk to Systems Compliance Requirements

The tasks that have been recorded on the vertical axis of the crosswalk have been identified as FIAR
Methodology activities with systems compliance implications. The laws, regulations and guidance to
which these activities relate have been presented on the horizontal axis. Tasks from the FIAR
Methodology that do not have systems compliance implications have not been included in the crosswalk.
Within the crosswalk itself, a checkmark indicates that a FIAR activity can be performed in a manner that
can also satisfy a corresponding systems compliance requirement. A “P” indicates that the completion of
a FIAR activity will only partially satisfy a corresponding systems compliance requirement. In instances
where a FIAR activity only partially satisfies a corresponding systems compliance requirement or vice
versa, incremental documentation and testing may be required. The nature and extent of the incremental
activity will be determined based upon the degree of the gap that exists between the FIAR work products
and the systems compliance requirement. Service providers as well as reporting entities should refer
to applicable sources of systems compliance guidance to identify the additional procedures that
may be required to fully satisfy each systems compliance objective.

A representative approach for leveraging synergies and resolving gaps would be performed in the
following sequence:

e Develop and execute an integrated FIAR and systems compliance testing strategy
¢ Evaluate FIAR and systems compliance work completed
¢ Identify gaps with FIAR or systems compliance requirements

e Design and perform incremental procedures to fully satisfy remaining requirements
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A NIST 800-53 to FISCAM crosswalk can be found on the FIAR Guidance website. It can also be
utilized by reporting entities to identify common requirements. However, documentation and testing must
be performed in accordance with the FIAR Guidance where applicable.

IDENTIFY WHO WILL PERFORM THE TESTING

Once the reporting entity or service provider has determined what control activities have been assessed
by other reviews, in full or in part, management must determine who will perform the remaining tests of
control activities.

The entity may evaluate the operating effectiveness based on procedures such as:

testing of control activities by quality control or internal control organizational units,
e testing of control activities by contractors under the direction of management,

e using service organization reports,

e inspecting evidence of the application of control activities, or

e testing by means of a self-assessment process that might occur as part of management’s ongoing
monitoring process.

In every case, reporting entities must take responsibility for the work including determining whether:

1. Persons who perform the work have the necessary competence and objectivity, (i.e., personnel
performing the test should not be the person responsible for performing the control activity or report
directly to the person performing the control activity), and

2. Procedures provide evidence sufficient to support management’s assertion and annual Internal
Controls over Financial Reporting (ICOFR) Statement of Assurance (SOA) memorandum.™

Execute Tests of Controls

Reporting entities and service providers should develop formal test plans to facilitate review and approval
of test procedures and results by interested parties. Refer to the FIAR Guidance website for an example
of a completed test plan. The execution of the test plans should include consideration of the nature,
extent (including sampling technique), and timing of the controls tests.

NATURE OF TESTS

Tests of controls can be classified into four categories: inquiry, observation, examination, and re-
performance. These categories are described below:

e Inquiry tests are conducted by making either oral or written inquiries of reporting entity personnel
involved in the execution of specific control activities to determine what they do or how they perform a
specific control activity. The inquiries are typically open-ended. Evidence obtained through inquiry is
the least reliable evidence and should be supplemented with other types of control tests (observation
or inspection). Inquiry regarding a control’'s effectiveness does not, by itself, provide sufficient
evidence about whether a control activity is operating effectively. The reliability of evidence obtained
from inquiry depends on factors such as:

- The competence, experience, knowledge, independence, and integrity of the person of whom the
inquiry was made — evidential reliability is enhanced when the person possesses these attributes,

- Whether the evidence was general or specific — specific evidence is usually more reliable than
general,

- The extent of corroborative evidence obtained — evidence obtained from several reporting entity
personnel is usually more reliable than evidence obtained from only one, and

" Derived from PCAOB AS 5

SECTION 3: INTERNAL CONTROL 3.D Business Process and System Controls
46


http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/NIST_FISCAM_Crosswalk.pdf
http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/Example_Wave2_SBR_Test_Plan.xlsx

FIAR Guidance April 2015

- Whether the evidence was provided orally or in writing — evidence provided in writing is generally
more reliable than evidence provided orally*.

e Observation tests are conducted by observing reporting entity personnel performing control activities
in the normal course of their duties. Observation generally provides highly reliable evidence that a
control activity is properly applied during the period of observation; however, it provides no evidence
that the control was in operation at any other time. Consequently, observation tests should be
supplemented by corroborative evidence obtained from other tests (such as inquiry and inspection)
about the operation of control activities at other times. However, observation of the control activity
provides a higher degree of assurance than inquiries, and may be an acceptable technique for
assessing automated controls™.

e Examination of evidence is often used to determine whether manual control activities are being
performed. Inspections are conducted by examining documents and records for evidence (such as
the existence of initials or signatures) that a control activity was applied to those documents and
records. When using examination to perform tests of controls, reporting entities should note the
following:

- System documentation, such as operations manuals, flow charts, and job descriptions, may
provide evidence of control design but do not provide evidence that control activities are
operating or applied consistently. To use system documentation as evidence of effective control
activities, the reporting entity should obtain additional evidence to understand how the control
activities were applied.

- Because documentary evidence generally does not provide evidence concerning how effectively
the control was applied, the reporting entity should supplement inspection tests with observation
or inquiry of persons applying the control. For example, the reporting entity generally should
supplement inspection of initials on documents with observation or inquiry of the individuals who
initialed the documents to understand the procedures they followed before initialing”.

o Re-performance of the control activity is necessary for the reporting entity to obtain sufficient
evidence of its operating effectiveness. For example, a signature on a voucher package to indicate
approval does not necessarily mean the person carefully reviewed the package before signing. The
package may have been signed based on only a cursory review (or without any review). As a result,
the quality of the evidence regarding the effective operation of the control might not be sufficiently
persuasive. If that is the case, the reporting entity should re-perform the control (e.g., by checking
prices, extensions, and additions) as part of its testing. In addition, reporting entity personnel might
inquire of the person responsible for approving voucher packages to understand what he or she looks
for when approving packages, and how many errors have been found within voucher packages.
Reporting entity personnel also might inquire of supervisors whether they have any knowledge of
errors that the person responsible for approving the voucher packages failed to detect. Because
reporting entity personnel are re-performing a control, it is not necessary to select high dollar value
items for testing or to select different types of transactions.

Combining two or more of these test techniques provides greater assurance than using only one testing
technique. The more significant the account, disclosure, or process and the greater the risk, the more
important it is to ensure the evidence extends beyond one testing technique. The nature of the control
also influences the nature of the tests of controls. Most manual control activities are tested through a
combination of inquiry, observation, examination, or re-performance. This is illustrated in Figure 3-6.

'2 Definition adapted from the FAM, Section 350.
13 .

Ibid.
“ Ibid.
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Figure 3-6. Relative Level of Assurance by Nature of Test

EXTENT OF TESTING

The extent of testing of a control activity will vary depending on a variety of factors, including whether a
control activity is automated or manual.

Testing of Manual Control Activities

Tests of manual control activities (control activities performed manually, not automated in the system)
should include a mix of inquiry, observation, examination, or re-performance. Inquiry alone does not
provide sufficient evidence to support the control activity’s operating effectiveness. Effective testing
generally requires examining the application of a control activity at a particular location many times
(referred to as “sampling”). Inherent to sampling is the risk that the control is not operating effectively at all
times, although the reporting entity may find nothing amiss in the samples (resulting in a conclusion that a
control is operating effectively). Sampling risk should be minimized by selecting a sufficient number of
items to test (e.g., using either statistical or judgmental sampling). Sampling risk increases with the
frequency of the control’'s execution.

The CFO Council, Implementation Guide for OMB Circular A-123, Appendix A provides guidance for
determining sample sizes, based on the frequency of a control activity, that will support a conclusion that
a manual control activity is operating effectively. The CFO Council’s guidance has been included in
Figure 3-7 along with an acceptable number of deviations that reporting entities can use only for audit
readiness purposes (last column). The Department has determined that for certain sample sizes, a larger
number of deviations from that accepted by the CFO Council’'s guidance will be acceptable for audit
readiness purposes. However, management must accept the implications of sampling risk and
understand that testing under a financial statement audit will be more rigorous and allow fewer or no
deviations. Entities must document the justification of the sample size used for testing if it differs from the
guidance provided in Figure 3-7.

Acceptable Number

Acceptable Number

o of
. : Total @i DeV|at|0n.s/ Deviations/Tolerable
Frequency Population Size . Tolerable Mis- .
Sample Size Misstatement
statement (CFO di di
Council)* (Aq it Readiness
Guidance)
Annual 1 1 0 0
Quarterly 4 2 0 0
Monthly 12 3 0 0
Weekly 52 10 0 1
Daily 250 30 0 3
Multiple Times per day Over 250 45 0 5

*Represents acceptable number of deviations to most likely be used by an auditor when performing an audit.
Figure 3-7.  Frequency of Control Activity Determines Sample Size

For control activities that occur many times each day, the sample size noted in Figure 3-7 is consistent
with the sampling guidance included in the GAO/PCIE Financial Audit Manual (FAM), Section 450,
Sampling Control Tests, Figure 450.1, Table 1 for populations over 2,000 items. Using this sample size
will derive a 90 percent confidence level when zero deviations are identified.
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For controls applied many times a day or ad hoc controls that are not over 2,000 items, consistent with
guidance included within FAM section 450, the reporting entity may consult a statistician (or personnel
qualified to perform sample selections and interpret results) to calculate a reduced sample size and to
evaluate the results. The effect is generally small unless the sample size per the table is more than 10
percent of the population.

Testing of Automated Control Activities

The GAO has developed and published its Federal Information System Controls Audit Manual (FISCAM)
to describe (1) an audit methodology for assessing the effectiveness of IT controls, and (2) the
information technology (IT) controls that auditors evaluate when assessing the confidentiality, integrity,
and availability of information and information systems. FISCAM includes testing of IT controls necessary
for financial statement audits including select requirements from FMFIA, FFMIA and FISMA.

The following diagram in Figure 3-8 illustrates the integration between the FIAR audit readiness strategy
and applicable laws, regulations and policies.

OoMEBE
Circular
A-123

Sy

rurss, AP ...
5010.40 e }Blua Book

DoD Risk
Management
Framework
(RMF)

Figure 3-8. Integrated Audit Readiness Strategy

The FIAR Directorate has identified the specific FISCAM control activities and techniques needed to
address the key internal controls over financial reporting for those risk areas most likely to impact financial
reporting based on the Department’s experience. Reporting entities must ensure that the
requirements set forth in GAO’s FISCAM are met for the systems that are necessary to achieve
financial improvement and audit readiness. The remaining FISCAM control activities (identified as
“Other Control Techniques for Consideration in a Financial Statement Audit”) should be considered by
reporting entities when evaluating federal financial systems’ compliance with laws and regulations
(outside of audit readiness). A summary listing of EISCAM control activities and technigques can be
found on the FIAR Guidance website. While the FISCAM is typically applicable only to Federal financial
statements audits, the Department is using this guidance to help predict and address potential key IT
risks before the F/S audit commence.

When testing automated controls, the reporting entity or service provider: (1) ensures ITGCs are effective
and (2) performs a detailed review of the control activities within the computer applications (e.g., a pre-
implementation or a post-implementation review). It is management’s responsibility to ensure that the
automated control activities are working as designed and that there are alternative methods that may be
used to accomplish this objective, such as reviewing program code, performing walkthroughs of
transactions, observing and confirming that all relevant transaction types and error conditions are
covered, etc. For third-party software solutions (e.g., enterprise resource planning systems), the reporting
entity should validate that the solution has been configured to include expected automated controls and
there is a control process over future changes to configurable parameters. For custom-developed or in-
house applications, more extensive procedures may be required to validate the design of the control
activity. However, if independent verification and validation (IV&V) testing of changes have been

15 Refer to FAM, Section 450, footnote 2

SECTION 3: INTERNAL CONTROL 3.D Business Process and System Controls
49


http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/FISCAM_Obj_Technq.pdf

FIAR Guidance April 2015

performed for custom- or in-house developed programs, management should evaluate the level of
reliance, if any, that can be placed on these procedures.

For an automated control activity, the number of items tested can be minimal (one to a few items);
assuming ITGCs have been tested and found to be operating effectively. A common example of an
automated control is an edit check activated during data entry. For example, if a request is entered to pay
an individual, the timekeeping and/or payroll system(s) would check to see if an SSN exists for the
employee before processing the transaction. If the SSN is not in the system, an error message will be
displayed and the pay request will not be processed. Each attribute of the automated control activity must
be tested for design effectiveness and if determined to be designed effectively, the control activity will
then need to be tested for operating effectiveness. In this example, a baseline understanding should be
obtained that will determine whether the edit check controls are designed effectively to work under all
circumstances. If the control activity is effectively designed, then the operating effectiveness should be
tested by entering a few different invalid entries. In some cases, management override procedures may
allow an automated control activity to be circumvented. The override capability should be evaluated to
assess potential internal control deficiencies.

Reporting entities must ensure adequate entity-level and application-level ITGCs and automated
application controls are in place or appropriate corrective actions are developed and
implemented.

In addition, if reporting entities are implementing an Enterprise Resource Planning (ERP) system, or
engaging in other system modernization efforts, and the system is a solution for resolving audit
impediments, the reporting entity should map known process and control weaknesses to the new
system’s requirements to ensure that the new system will adequately address the impediment. For
example, reporting entities with environmental liability material weaknesses should reference the Deputy
Under Secretary of Defense Installations and Environment (DUSD (I&E)) Environmental Liability business
process reengineering requirements for mapping to their ERP system and control objectives provided as
FROs.

For business process controls, the AICPA’s SSAE No. 16 Implementation Guidance outlines high level
control objectives and includes illustrative examples of control objectives to be used for various service
provider processes (for example, payroll processing). When IT General and Application Controls are
included in the scope of the SSAE No. 16 examination, use the FISCAM to define control objectives. A
recommended list of standardized control objectives for SSAE No. 16 examination, aligned to the
FISCAM, is presented in Figure 3-9.

IT General Control Objectives (CO)

Security Management

Controls provide reasonable assurance that management has established,
implemented, and monitors <application> security management programs.

Access Controls

Controls provide reasonable assurance that logical access to <application>, as
well as logical and physical access to <application> (programs and data) is
reasonable and restricted to authorized individuals.

Configuration Management

Controls provide reasonable assurance that changes to <application>,
application programs and database structures are authorized, tested,
implemented and documented.

Segregation of Duties

Controls provide reasonable assurance that management has identified,
periodically reviewed, and mitigated risks of incompatible duties across
<business operations and IT operations>.
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Contingency Planning

Controls provide reasonable assurance that contingency planning, back-up and
recovery procedures exist for <application> and are tested on a periodic basis.

Business Process Control Objectives (CO)

Setup

Controls provide reasonable assurance that <assessable unit transaction /
master data> are authorized, set up, and updated completely, accurately, and
timely.

Input

Controls provide reasonable assurance that <assessable unit transactions>
are received from authorized sources and are input into the application
completely, accurately and timely.

Processing

Controls provide reasonable assurance that <assessable unit transactions>
are processed completely, accurately, and timely; deviations from the schedule
are identified and resolved timely.

Output

Controls provide reasonable assurance that <assessable unit outputs> are
authorized and transmitted completely and accurately, and are processed timely.

Figure 3-9. IT General and Business Process Control Objectives

For additional information, refer to the FIAR Guidance website for FISCAM control activities and
techniques that are highly relevant for addressing key financial reporting risk areas and other EISCAM
control activities and technigues that should be considered by reporting entities and their service
providers in their audit readiness efforts.

Complementary User Entity Control Considerations

Complementary user entity controls are those controls that management of the service provider, in
designing the service(s) provided, assumes are implemented by the user/reporting entity. The reporting
entity must coordinate with the service provider to understand the service provider’s user control
assumptions and test those controls to ensure that they are operating effectively. Complementary user
entity control considerations should relate to the control objectives specified in management’s description
of the service provider system.

Typical control activities the reporting entity should implement to complement the controls of the service
provider include, but are not limited to:

e Control activities that provide reasonable assurance that any changes to processing options
(parameters) requested by the reporting entity are appropriately authorized and approved.

e Control activities that provide reasonable assurance that output received from the service
provider is routinely reconciled to relevant reporting entity control totals.

e Control activities that provide reasonable assurance over passwords needed to access the
systems reside at the service provider through reporting entity controlled computer terminals of
network or service provider.

Sampling Technique

Once the sample size has been determined, the entity or service provider should identify a
sampling technique to select the items to be tested. When applying the FIAR Methodology, the
following two sampling techniques are recommended:

¢ Random: Provides a method to ensure that all items in the population have an equal chance of
being selected.
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e Haphazard'®: Provides a method for selecting a representative sample without relying on a truly
random process. Sample items should be selected without any conscious bias.

The reporting entity or service provider should make every effort to use random sampling. To select a
random sample, the entity can use random number tables, random numbers generated in software such
as Microsoft Excel, or random selection offered by sampling software. When using haphazard selection,
be careful to avoid distorting the group of transactions picked for testing by purposely selecting certain
types of transactions, such as unusual or large dollar transactions.

Consideration of Locations

When selecting a sample, consideration should be given to the location of the control activity (where the
control activity is in place), and how the control activity is implemented. The Statement to Process
Analysis (Activity 1.1) performed during the Discovery Phase should assist the entity in determining which
location should be included within the sample based on quantitative and qualitative considerations (i.e.,
individually important locations).

Where control activities are implemented across many locations in a standardized manner and are
routine in nature, the reporting entity should consider selecting one sample across all of the individually
important locations. However, if the entity determines that control activities in place to meet an
assessable unit's FRO differ at each location or the method of implementation differs at each important
location, separate samples should be selected for each location.

TIMING OF PROCEDURES

The time period over which the reporting entity or service provider tests its control activities must be
sufficient to determine operating effectiveness as of the date of the assertions, (i.e., audit readiness
assertion when applicable and/or ICOFR SOA). The entity should perform testing in increments
throughout the period being asserted. The period tested must be sufficient to enable the reporting
entity or service provider to obtain adequate evidence about the control activities’ operating
effectiveness. At a minimum, to make an assertion, the entity must have performed enough tests of
control activities to meet the minimum sample sizes noted in Figure 3-7, (e.g., for a monthly control, at
least three months be tested for the reporting entity to be able to conclude on the operating effectiveness
of its control activity).

Various techniques are available to spread testing across a period. If attempting to obtain evidence of the
effectiveness of control activities over a fiscal year, one method is to assess the sample over several
qguarters. For example, to reach a desired sample quantity of 45, the entity could test 15 instances in each
of the first three quarters of the year.

Consideration of Timing for Reporting Entities or Service Provider in Sustainment

For reporting entities or service providers that have achieved audit readiness and are working to sustain
their audit ready state for either one, multiple, or all assessable units, (i.e., full scale audit), the expected
timing of the assessment should be at least the nine-month period covering October 1 to June 30. An
entity may choose to design its assessment to cover the full fiscal year to evaluate whether corrective
actions implemented earlier during the fiscal year had the desired effect, and therefore, conclude that the
deficiency has been remediated and control activities are working effectively. However, entities should be
mindful of the ICOFR SOA annual reporting requirements. Refer to FIAR Guidance Section 2.E.1 for
details of additional reporting requirements.

Testing Remediated Control Activities

If remediated or new control activities have been implemented during the year or there have been
significant changes in the design or application of existing internal control activities during the year (e.qg.,
internal control enhancements or changes addressing deficiencies detected during interim or prior year
testing), the reporting entity or service provider must assess the control activity’s design and test

'8 A haphazard sample is a sample consisting of sampling units selected without conscious bias, that is, without any special reason
for including or excluding items from the sample. It does not consist of sampling units selected in an arbitrary manner; rather it is
selected in a way the auditor expects to be representative of the population.
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operating effectiveness of the remediated or new control activity between the time the new control
activities were implemented and the end of the assertion period. This period must be sufficient to enable
entity management to obtain adequate evidence to assess the operating effectiveness of the new or
remediated control activity. For example, if an entity is asserting audit readiness for control activities over
a fiscal year and a new monthly manual control is implemented in the middle of the fiscal year's last
month, reporting entity management will not have sufficient opportunity to assess its operating
effectiveness.

Once the tests of control activities are complete, the results must be documented. The testing should be
sufficiently documented to allow an independent person to understand and re-perform the test. The
documentation should describe the items tested (e.g., the title and date of the report, invoice numbers,
check numbers), identify the person who performed the testing, and describe the test results. Please refer
to the FIAR Guidance website for an example of a test plan with documented test results.

Identification of Deficiencies

Management also has the responsibility to identify significant internal control deficiencies. If an
exception occurs during testing, the reporting entity or service provider must evaluate the
exception to determine why it occurred. After investigation of the exception, the entity may determine
that the control activity is not operating effectively. When an exception occurs in a quarterly, monthly, or
weekly control, there is a strong indication that a deficiency exists due to the small populations involved
(e.g., four quarters, 12 months, or 52 weeks). Additionally, the existence of compensating controls does
not affect whether an internal control deficiency exists. The factors considered when evaluating control
deficiencies are likelihood and magnitude. These are defined as follows:

e Likelihood — Refers to the probability that a control activity, or combination of control activities, could
have failed to prevent or detect a misstatement in the financial statements being audited. If it is at
least reasonably possible that a misstatement could have occurred because of a missing control
activity, or because of the failure of a control activity or combination of control activities, then the
likelihood is more than remote. The existence of a design weakness, in and of itself, is sufficient to
conclude that there is more than a remote likelihood that the control activity would not have been
effective. Remote and reasonably possible are defined as follows:

- Remote: The chance of the future event or events occurring is slight.

- Reasonably Possible: The chance of the future event or events occurring is more than remote but
less than likely to occur. Therefore, the likelihood of an event is “more than remote” when it is at
least reasonably possible.

When attempting to determine the likelihood of a misstatement the reporting entity should consider
the following:

- The nature of the financial statement accounts, disclosures, and assertions involved;

- The susceptibility of the related assets or liability to loss or fraud, (i.e., greater susceptibility
increases risk);

- The subjectivity, complexity, or extent of judgment required to determine the amount involved
(i.e., greater subjectivity, complexity, or judgment — like that related to an accounting estimate —
increases risk);

- The cause and frequency of known or detected exceptions for the control activity’s operating
effectiveness;

- The interaction or relationship of the control activity with the other control activities, (e.g., the
interdependence or redundancy of the control activity);

- The interaction of the deficiencies; and

- The possible consequences of the deficiency.
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e Magnitude — Refers to the extent of the misstatement that could have occurred, or that actually
occurred, since misstatements include both potential and actual misstatements. The magnitude of a
misstatement may be inconsequential, more than inconsequential but less than material, or material,
as follows:

- A misstatement is inconsequential if a reasonable person would conclude, after considering the
possibility of further undetected misstatements, that the misstatement, either individually or when
aggregated with other misstatements, would clearly be immaterial to the financial statements. If a
reasonable person would not reach such a conclusion regarding a particular misstatement, that
misstatement is more than inconsequential.

- The difference between a significant deficiency and a material weakness is the magnitude of the
misstatement that could occur because of the failure of the control activity to prevent or detect a
misstatement. If the magnitude of the actual or potential misstatement is less than material but
more than inconsequential, the control deficiency is a significant deficiency. If the misstatement
was material to the financial statements, the control deficiency is a material weakness. In this
evaluation, it does not matter if a misstatement did not actually occur; what is relevant is the
potential for misstatement.

In attempting to determine the magnitude of a misstatement, the following should be considered:
- The financial statement amounts or total of transactions exposed to the deficiency; and

- The volume of activity in the account balance or class of transactions exposed to the deficiency
that has occurred in the current period or is expected to occur in future periods.

Deficiencies range from a control deficiency to significant deficiency to material weaknesses in internal
control, as defined below:

o Control Deficiency — Exists when the design or operation of controls does not allow the agency’s
management or employees, in the normal course of business, to prevent or detect misstatements on
a timely basis. (Control deficiencies are not reported externally.)

¢ Significant Deficiency — A control deficiency, or combination of control deficiencies, that adversely
affects the reporting entity’s ability to initiate, authorize, record, process, or report external financial
data reliably in accordance with Generally Accepted Accounting Principles (GAAP) such that there is
more-than-remote’’ likelihood of not preventing or detecting a more-than-inconsequential
misstatement of the reporting entity’s financial statements (or other significant financial reports).
(Significant deficiencies are not reported externally.)

e Material Weakness — A significant deficiency, or combination of significant deficiencies, resulting in a
more-than-remote® likelihood that a material misstatement of the financial statements (or other
significant financial reports) will not be prevented or detected. (Material weaknesses as well as a
summary of corrective actions plans (CAPSs) are reported externally in the agency financial report
(AFR).

Figure 3-10 below can be used to assess the classification of internal control deficiencies, individually or
in the aggregate, after considering compensating control activities.

7 The term “remote” is defined in Statement of Federal Financial Accounting Standards (SFFAS) No. 5, Accounting for Liabilities of
the Federal Government, as the chance of a future event, or events, occurring is slight.

8 |bid.
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NOTE:

Likelihood refers to the probability that a control or combination of controls could have failed to prevent or detect
a misstatement in the financial statements.

Magnitude refers to the extent of the misstatement that could have occurred or that actually occurred.

Figure 3-10. Classification of an Internal Control Deficiency

Aggregation of Deficiencies and Consideration of Compensating Controls

Reporting entities or service providers should first evaluate control deficiencies individually or in
combination with other control deficiencies and then decide whether they are significant
deficiencies or material weaknesses, after considering the effects of compensating controls. A
compensating control is a control activity that limits the severity of a control deficiency and prevents it
from rising to the level of a significant deficiency or, in some cases, a material weakness. Compensating
control activities can be preventive or detective. Its main objective is to prevent or detect errors that may
not be prevented or detected by other control activities. For example, comparison of a receiving report to
an approved purchase order allows the reporting entity to prevent the acceptance of an unapproved
purchase. This control activity compensates for weaknesses in controls over purchases.

Compensating controls should be tested, documented, and taken into account when assessing the
likelihood of a misstatement occurring and not being detected. However, the existence of a compensating
control activity does not affect whether a control deficiency exists. If the reporting entity or service
provider believes there are compensating controls in place that could address the financial statement
assertion or risk resulting from the deficiency, it should consider and validate whether:

e the compensating control activity is effective; and
e the compensating control activity would identify an error and address the assertion.

Since a significant deficiency can be a combination of internal control deficiencies, and a material
weakness can be a combination of significant deficiencies, the reporting entity must accumulate all
internal control deficiencies for evaluation in the aggregate, considering whether there is a concentration
of deficiencies over a particular assessable unit, or financial statement assertion. For example, assume a
reporting entity or service provider has three internal control deficiencies in relation to the processing of
civilian payroll. Although none of these deficiencies may individually be a significant deficiency, they could
potentially rise to the level of a significant deficiency when aggregated together. The assessment of the
interaction of deficiencies with each other is essentially a search for patterns (e.g., could the deficiencies
affect the same financial statement accounts and assertions). The reporting entity or service provider
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should utilize the Summary of Aggregated Deficiency (SAD) Template to assess the likelihood and
potential magnitude. Refer to the FIAR Guidance website to obtain the latest version of the SAD

Template.

Classification of Internal Control Material Weakness

Internal control material weaknesses previously identified by the reporting entities were classified in the
Department’s AFR by the financial statement line item or type of activity affected by the material
weakness. In FY 2011, DoD began classifying material weaknesses by the end-to-end business
processes affected by the control weakness reported in the AFR. Therefore, reporting entities
reclassified previously reported material weaknesses based on the end-to-end business
processes affected by the material weakness. Reclassifying the prior year material weaknesses
provided a roll-forward in the AFR from the prior year material weakness to the material weaknesses
reported in FY 2011.

Figure 3-11 below provides a summary of the end-to-end business processes and must be used to
ensure the classification is consistent among reporting entities.

End-to-End
Business Process Description
Process

Budget-to-Report | Budget-to-Report encompasses the business functions necessary to plan, formulate,
create, execute, and report on the budget and business activities of the reporting
entity. It includes updates to the general ledger. It also includes all activities
associated with generating and managing the internal and external financial reporting
requirements of the reporting entity, including pre- and post-closing entries related to
adjustments, reconciliations, consolidations/eliminations, etc.

Hire-to-Retire Hire-to-Retire encompasses the business functions necessary to plan for, hire,
develop, assign, sustain, and separate personnel in the Department.
Order-to-Cash Order-to-Cash encompasses the business functions necessary to accept and process

customer orders for services and/or inventory. This includes such functions as
managing customers, accepting orders, prioritizing and fulfilling orders, performing
distribution, managing receivables, and managing cash collections.

Procure-to-Pay Procure-to-Pay encompasses the business functions necessary to obtain goods and
services. This includes such functions as requirements identification, sourcing,
contract management, purchasing, payment management, and receipt and debt
management.

Acquire-to-Retire | Acquire-to-Retire encompasses the business functions necessary to obtain, manage,
and dispose of accountable and reportable property (capitalized and non-capitalized
assets) through the entire life-cycle. It includes such functions such as requirements
identification, sourcing, contract management, purchasing, payment management,
general property, plant & equipment management, and retirement.

Plan-to-Stock Plan-to-Stock encompasses the business functions necessary to plan, procure,

produce, inventory, and stock materials used both in operations and maintenance
(O&M) as well as for sale.

Figure 3-11. DoD End-to-End Business Processes

Please refer to FIAR Guidance website for more guidance related to the classification of previously
reported material weaknesses and identification of OSD Senior Accountability Officials.

SECTION 3: INTERNAL CONTROL 3.D Business Process and System Controls
56


http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/DoD_SAD.xlsx
http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/DoD_SAD.xlsx
http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/Class_IC_MW.pdf
http://comptroller.defense.gov/Portals/45/documents/fiar/workproducts/Class_IC_MW.pdf

FIAR Guidance April 2015

3.E TESTING FOR SUPPORTING DOCUMENTATION (ACTIVITY 1.4.5)

In addition to performing tests of internal control activities, reporting entities must perform tests
to assess whether appropriate supporting documentation exists and is readily available to
support transactions and balances. When possible and effective, reporting entities are encouraged to
select dual-purpose samples, whereby documentation demonstrating the effectiveness of internal control
activities and supporting transactions and balances can be addressed with one sample. For example, a
sample of invoices is selected and reviewed to determine whether the invoices:

e Contain evidence of review/approval control, and
e Support a transaction selected from the population.

Reporting entities may utilize a variety of sampling techniques to efficiently and effectively form
conclusions about the entire population of transactions. Sampling techniques may be non-statistical or
statistical. Non-statistical sampling is the Department’s preferred sampling technique method. Non-
statistical techniques for selecting samples of transactions for supporting documentation testing include:

1. Selecting a random sample from the entire population; and

2. Stratifying the population and then selecting random samples from each stratum (useful to ensure
higher-risk transactions are isolated, tested and concluded upon separate from the general
population).

The Department’s non-statistical sampling size guidance has been included in Figure 3-12 along with an
acceptable number of deviations that reporting entities can use only for audit readiness purposes (last
column). The Department has determined that for certain sample sizes, a larger number of deviations
from that accepted by the CFO Council’s guidance will be acceptable for audit readiness purposes.
However, management must accept the implications of sampling risk and understand that testing under a
financial statement audit will be more rigorous and allow fewer deviations. Reporting entities must
document the justification of the sample size used for testing if it differs from the guidance provided
below.

Acceptable Number of

Acceptable.Numlber of Total Sample Size Devigtions/ToIerabIe ngiation/ToIerabIg
Population Size Misstatement* Misstatement (Audit
Readiness)
200 or More 55 0

100-199 44 0 4

50-99 22 0 2

20-49 11 0 1

Less than 20 5 0 0

*Represents number of deviations to most likely be used by an auditor when performing an audit.
Figure 3-12. Population Size Determines Sample Size

If the errors exceed the acceptable number of deviations, the reporting entities must design and
implement corrective actions to remediate the documentation deficiency and then re- perform additional
testing.

While non-statistical sampling is the preferred approach for testing transactions and/or population
attributes, statistical sampling can be used when deemed more effective. Statistical sampling helps
management (a) to design an efficient sample, (b) to measure the sufficiency of the audit evidence
obtained, and (c) to evaluate the sample results and extrapolate the results to the population. By using
statistical theory, management can quantify sampling risk to assist in limiting it to an acceptable level.

If considering the use of a statistical sample within its evaluation, the reporting entity must engage a
statistician or other personnel qualified to perform the sample selection and interpret the results.

When using statistical sampling for audit readiness purposes, reporting entities must design
samples to provide a minimum level of assurance of 86 percent, consistent with a moderate risk
of misstatement per FAM Table 470.1. However, management must be aware of the implications of
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sampling risks associated with deriving sample sizes using a moderate risk of misstatement and
understand that testing under a financial statement audit will be more rigorous as external auditors will
strive to obtain a higher level of assurance (typically 95 percent).

When the testing of statistical samples is complete, reporting entities should extrapolate the results to the
entire population. Reporting entities should then compare the estimated error to the materiality threshold.
If the error is less than the materiality threshold, the reporting entities should consider the transactions or
balances to be adequately supported. If the error is greater than the materiality threshold, the reporting
entities must design and implement corrective actions to remediate the documentation deficiency, and
perform additional procedures to verify that the corrective actions successfully remediated the deficiency.
Regardless of the sampling technique utilized, reporting entities must ensure that:

1. The sampling technique, sample sizes, and tolerable errors are defined before selecting
the sample,

2. Allitems in the population have an equal chance of being selected (through the use of
random sampling), and

3. Samples are representative of the population; therefore, no material transactions or
groups of transactions are excluded from the population.

When this testing is completed, as part of FIAR Methodology step 1.4.5, reporting entities must
retain testing documentation to allow for review during the Assertion/Examination Phase.

Reporting entities can refer to the GAO/PCIE FAM Section 480, Substantive Detail Tests, for additional
information.
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3.F DEVELOP AND IMPLEMENT CORRECTIVE ACTION PLANS
Correcting Internal Control Deficiencies

Reporting entity and service provider managers are responsible for taking timely and effective action to
correct deficiencies identified by the variety of sources discussed in 3.D.4, Internal Control Assessment.
Assessment and correction of deficiencies are an integral part of management accountability and must be
considered a priority by the reporting entity.

The extent to which corrective actions are tracked should be commensurate with the severity of the
deficiency. CAPs should be developed for all material weaknesses and documentation gaps, and
progress against plans should be periodically assessed and reported to management, who should track
progress to ensure timely and effective results. For significant deficiencies, as well as simple deficiencies,
not externally reported, corrective action plans should be developed and tracked internally at the
appropriate level.

Management'’s process for resolution and corrective action of identified material weaknesses in internal
control must:

e Provide for appointment of an overall corrective action accountability official from senior agency
management. The corrective action accountability official should report to the agency’s Senior
Management Council, if applicable.

¢ Require prompt resolution and corrective actions.

e Maintain accurate records of the status of the identified material weaknesses through the entire
process of resolution and corrective action.

e Assure that the corrective action plans are consistent with laws, regulations, and DoD policy.

e Assure that performance appraisals of appropriate officials reflect effectiveness in resolving or
implementing corrective action for identified material weaknesses.

A determination that a deficiency has been corrected should be made only when sufficient corrective
actions have been taken and the desired results achieved. This determination should be in writing, and
along with other appropriate documentation supporting the determination, should be available for review
by appropriate officials.

As managers consider Inspector General and GAO audit reports in identifying and correcting internal
control deficiencies, they must be mindful of the requirements for audit follow-up included OMB Circular
A-50, Audit Follow-up. Management has a responsibility to complete action, in a timely manner, on audit
recommendations on which agreement with the DoD OIG has been reached. Management must make a
decision regarding DoD OIG audit recommendations within a six month period after issuance of the audit
report and implement management's decision within one year to the extent practicable.
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4. FIAR METHODOLOGY
4.A METHODOLOGY — REPORTING ENTITY

The Methodology consists of a mandatory set of standardized phases and tasks that reporting
entities must follow to achieve audit readiness. The Methodology, shown in Figure 4-1, is discussed
in the pages that follow.
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Note: The gray boxes are key tasks that must be repeated on a continuous basis as they are key to achieving and maintaining auditability
and reliable financial information.

Figure 4-1. Phases and Key Tasks to Achieve Auditability and Reliable Financial Information

4.A.1 PHASES AND KEY TASKS

The Financial Improvement and Audit Readiness (FIAR) Methodology consists of a series of phases, key
tasks and underlying detailed activities that reporting entities must follow to improve financial information
and achieve audit readiness. Figure 4-1 graphically depicts the phases and the key tasks within each
phase.

Interim Milestones for Critical Assertion Tasks

The FIAR Directorate has established interim milestones that reporting entities must meet as they
execute the FIAR Methodology. In order to successfully achieve each interim milestone, reporting
entities will be required to formally present selected work products to the FIAR Directorate for
approval. These selected work products and associated assertion tasks align with the FIAR
Methodology phases and key tasks below; the requirements are not new but the presentation and
submission to FIAR is now more formalized. The due dates for these critical assertion tasks are
shown in Appendix F.
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Phases and Key Tasks

The phases and key tasks, which can be applied uniformly regardless of the size, materiality, or scope of
an assessable unit, are as follows:

1. Discovery:

a. Reporting entity documents business processes and its financial environment

b. Reporting entity defines and prioritizes its processes into assessable units, and clearly defines the
scope of its assertion and its strategy for achieving audit readiness

c. Reporting entity identifies risks and financial reporting objectives and control activities, and tests
the design and operational effectiveness of control activities

d. Reporting entity evaluates the sufficiency and accuracy of documentation to support financial
transactions, account balances and financial statement line items

e. Reporting entity identifies and classifies any weaknesses and deficiencies in control activities
and/or supporting documentation

f.  Reporting entity submits required work products to the FIAR Directorate for review in accordance

with its Financial Improvement Plan (FIP) milestone dates; the FIAR Directorate reviews work
products to ensure all audit readiness dealbreakers have been addressed, and provides feedback
and recommendations to the reporting entity on an ongoing basis

2. Corrective Action:

a.

Reporting entity defines and designs audit readiness environment, to include requirements for
remediating deficiencies in internal controls and supporting documentation

Reporting entity develops concrete corrective action plans (CAPs) to resolve each deficiency
identified during the Discovery phase

Reporting entity develops budget estimates of required resources (i.e., funding and staffing) to
execute CAPs

Reporting entity executes CAPs, updates its Financial Improvement Plans (FIPs), and confirms
that all audit readiness dealbreakers have been addressed

3. Assertion / Examination:

a.

FIAR Directorate evaluates reporting entity’s assertion documentation to determine audit
readiness state and provides feedback to the reporting entity on its status of audit readiness

FIAR Directorate engages auditor to perform an examination of the reporting entity’s audit
readiness assertion or provides it with a waiver that allows the reporting entity to forgo an
examination until it adequately resolves self-identified deficiencies or deficiencies that have been
identified by the FIAR Directorate ™

Auditor identifies deficiencies, if any, for reporting entities undergoing IPA examination

Reporting entity evaluates the nature and extent of deficiencies noted and implements corrective
actions to remediate deficiencies

Reporting entity performs testing procedures to verify that corrective actions successfully
remediated auditor identified deficiencies

'® Determination of waiver eligibility will be made by the FIAR Directorate. A waiver allowing for a delay in a reporting entity
proceeding to examination may be granted in the event that the FIAR Directorate determines that a reporting entity has not
satisfactorily resolved deficiencies that would impede an IPA from executing an efficient examination.
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4. Validation:

a. Reporting entities that underwent IPA examination submit examination report and additional
documentation demonstrating successful remediation of auditor-identified deficiencies to the FIAR
Directorate and Department of Defense Office of Inspector General (DoD OIG)

b. FIAR Directorate reviews examination report and additional documentation supporting successful
remediation of deficiencies, and determines reporting entity’s audit readiness state. Reporting
entities that have achieved a state of audit readiness must fulfill Audit Readiness Sustainment
Requirements discussed in section 6.D.1

c. For reporting entities that obtained an examination waiver, FIAR Directorate reviews
documentation supporting successful remediation of self-identified deficiencies and FIAR-
identified deficiencies to determine the reporting entity’s audit readiness state

5. Audit:
a. Reporting entity engages an auditor

b. Reporting entity supports specified elements audit (Wave 3) or full scope financial statement
audits

c. Auditor issues audit opinion

Reporting entities are responsible for executing the key tasks and activities in the Discovery and
Corrective Action phases, including developing all required assertion work products to support
their audit readiness assertion for their assessable units or financial statements. The OUSD(C)
then engages an independent auditor to perform an examination on management’s audit
readiness assertion in the Assertion/Examination Phase. The reporting entity is responsible for
implementing CAPs to remediate any auditor identified deficiencies, and must perform
procedures to verify that the corrective actions successfully remediated the deficiencies.
OUSD(C) reviews the independent auditor examination report and additional documentation
supporting successful remediation of deficiencies to determine the reporting entity’s audit
readiness state. Once OUSD(C) validates that the reporting entity is audit ready, the reporting
entity engages an independent auditor to perform the audit of the assessable unit or financial
statement(s) in the Audit Phase.

Once the reporting entity asserts audit readiness for the SBA, the reporting entity will initially be subjected
to a “Specified Elements Audit” in accordance with AU-C Section 805, Special Considerations — Audits of
Single Financial Statements and Specific Elements, Accounts, or Items of a Financial Statement. In the
first year under audit, the reporting entity will undergo an audit of schedules containing only current year
appropriations and all related activity (i.e., obligations, outlays, etc.) against those appropriated funds. To
undergo the first year audit, the reporting entity must prepare a schedule of current year budgetary
resources to include all information related to appropriations beginning with the current year. Reporting
entities should follow the guidance in OMB Circular A-11, Preparation, Submission, and Execution of the
Budget, for preparation of the SF 133 (Report on Budget Execution and Budgetary Resources), and
follow the guidance in OMB Circular A-136, Financial Reporting Requirements, for the related note
disclosures.

In subsequent years until an unmodified opinion is received, the reporting entity will commence audits of
schedules of both current year and prior year audited appropriations and all related activity against those
appropriated funds. Through each successive audit, the ending audited balances carry forward to the
subsequent year’s beginning balance, thereby reducing the percentage of unaudited balances brought
forward each year. The approach for auditing schedules of appropriation activity provides critical insight
into whether a reporting entity’s current business and financial practices, processes, controls, and
systems support auditability. Reporting entities will commence a full scope financial statement audit of the
entire SBR once they receive an unmodified opinion on their schedule(s) of budgetary activity and have
successfully asserted SBR balances brought forward as audit ready.

Reporting entities are also required to annually prepare and submit a SOA over internal controls
over financial reporting and internal control over financial systems. This is not a separate phase,
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but rather an annual requirement that must be performed regardless of the audit readiness status
of the reporting entity. Requirements related to the submission of the annual statement of
assurance, including the summary CAP, are described in Section 3.C. Please refer to the FIAR
Guidance website to obtain the latest Statement of Assurance Memorandum Template and the
Corrective Action Plan Template.

The terms “audit,” “examination,” and “specified elements audit,” used throughout this document are
defined as:

e Financial statement audit (Audit) — The primary purpose of a financial statement audit is to
provide reasonable assurance through an opinion (or disclaimer of an opinion) about whether a
reporting entity’s financial statements are presented fairly in all material respects in conformity
with United States (U.S.) generally accepted accounting principles (GAAP). These audits are
performed in accordance with Generally Accepted Government Auditing Standards (GAGAS).

e Examination — Consists of obtaining sufficient, appropriate evidence to express an opinion, in

accordance with GAGAS, on whether the subject matter is based on (or in conformity with)
. . 20 . . . . .

criteria”™ that are suitable (i.e., objective, measurable, complete and relevant) and available to
users, in all material respects or the assertion is presented (or fairly stated), in all material
respects, based on the criteria. See Section 2.D.1 for a discussion of management assertion and
a link to a management assertion template to be used when engaging an auditor for an
Assertion/Examination Phase audit readiness examination.

e Specified elements audit®* — Consists of an independent auditor conducting an audit in
accordance with GAGAS and AU-C Section 805 to obtain sufficient, appropriate evidence to
express an opinion in connection with specific elements, accounts or items of a financial
statement.

4.A.2 CONSIDERATION OF SERVICE PROVIDERS

Embedded within the Methodology’s phases are the reporting entity’s considerations of its service
providers and how their activities affect its financial processes and related audit readiness.

Reporting entities’ management is responsible for the internal control over their financial
information and, therefore, must ensure that they understand what financially significant activities
are outsourced to service providers and the effectiveness of the service providers’ related internal
controls. In turn, service providers are responsible for providing a description of their controls
that may affect their customer reporting entities’ control environment, risk assessment, control
activities, and information and communication systems. The description of controls should be
detailed enough to provide the reporting entity auditors with sufficient information to assess the risks of
material misstatement. For a detailed discussion of service providers’ role in the Methodology, see
Section 4.B.

4.A.3 ASSESSABLE UNITS

Reporting entities must follow the Methodology for each assessable unit. Assessable units can vary
between line items, processes, systems, or classes of assets. As the Department moves closer to
September 30, 2017, FIAR has begun to shift its focus to full financial statements audits.
Accordingly, reporting entities must establish assessable units for all material financial statement
line items, including SBR balances brought forward, as well as financial reporting.22 Reporting
entities should leverage work performed in previous phases to determine the extent of further

% «Criteria” are the standards or benchmarks used to measure or present the subject matter and against which the practitioner
evaluates the subject matter. Management may establish criteria for an examination; however, practitioners will evaluate
management’s criteria to ensure that it is suitable, that is, relevant, measurable, complete and objective. (Source:
http://www.aicpa.org/Research/Standards/AuditAttest/DownloadableDocuments/AT-00101.pdf)

% The SBR audit will initially be limited to a “Specified Elements Audit” since the scope will be limited to audits of “schedules”
containing only current year appropriations and all related activity against those appropriations. Audits of schedules containing only
current year activity will provide the opportunity to assess progress and identify any issues in a way that a disclaimer on full financial
statements would not.

2 A financial statement line item may be comprised of more than one assessable unit.
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testing required to assert audit readiness for all financial statement line items. Established
assessable units should not be duplicative or overlap. To ensure completeness of coverage, reporting
entities should prepare quantitative drill downs depicting the dollar volume of activity flowing through each
line item consistent with the tasks in the Discovery Phase key activity 1.1.2. (See also Section 2.C.4.3.)
Wave-specific considerations when identifying assessable units are included in the following paragraphs.

Waves 1 & 2

The OUSD(C) pre-defined one assessable unit for the SBR, Appropriations Received, which represented
Wave 1. Due to its limited scope, the OUSD(C) pre-defined this assessable unit for all reporting entities
and directed them to prioritize this assessable unit to allow the Department to demonstrate immediate
progress. At this time, Wave 1 should be substantially complete.

Beyond Wave 1, reporting entities had flexibility to determine their appropriate assessable units for the
remainder of the SBR (Wave 2). Assessable units for the SBR may be subaccounts that make up the
obligations line item, classes of financial transactions or processing systems. For example, the
“Obligations Incurred” line item on the SBR is comprised of many types of financial transactions that are
processed through many systems. Assessable units within the “Obligations Incurred” line item may be
comprised of classes of financial transactions, such as contractor payments, military pay, and civilian pay.
A Wave 2 assessable unit may be a class of transactions or it may also be all financial transactions that
are processed through a particular system. Determining assessable units is a key task of preparing for
auditability because the assessable units provide the focus for financial improvement efforts.

As the Wave 2 audit readiness focus has shifted to auditing the Schedule of Budgetary Activity, FIAR has
developed a concern that SBR balances brought forward may present a future impediment to auditing the
full SBR. Accordingly, all reporting entities must consider SBR Balances Brought Forward as a pre-
defined assessable unit when executing assertion tasks.

Waves 3 & 4

For Waves 3 & 4, assessable units include the other material financial statement line items on the
Balance Sheet, Statement of Net Cost and Statement of Changes in Net Position (e.g., Environmental
and Disposal Liabilities, Military Retirement and Other Federal Employment Benefits, Other Liabilities,
Investments, Cash and Other Monetary Assets, Other Assets, etc.) as well as Internal Use Software, a
component of the G-PP&E line item on the Balance Sheet. Wave 4 assessable units may include line
items, accounts or balances that were addressed in an earlier wave. Reporting entities can leverage
readiness efforts performed in prior waves, but must determine whether sufficient testing was performed
for both budgetary and proprietary accounts for those assessable units. It is important to note that
additional testing may be required in Wave 4 to ensure complete coverage of all accounts (see Section
2.C.4 for more information on Wave 4).

4.A.4 EXAMINATION SCOPE
Schedule of Budgetary Activity (SBA)

The scope of the SBA during the first year examination will include the processes, manual and automated
controls, and documentation related to funding approved for the current fiscal year only (e.g., current year
funding from the related multi-year appropriation) and the related expenditure activity (e.g., obligations,
outlays, etc.). Balances brought forward and prior year activities (i.e., all activities prior to October 1,
2014) are excluded from the scope of the first year SBA examination. In subsequent years, the SBA
examination will include the funding for the current fiscal year as well as the expenditure activities during
that year related to the funding approved on or after the start date of the first SBA fiscal year. Through
each successive SBA examination, the ending audited balances carry forward to the subsequent year's
“beginning balance”, thereby reducing the percentage of unaudited balances brought forward each year.
This approach allows the reporting entities to focus their limited resources on mission critical tasks while
continuing to demonstrate progress towards meeting the congressional mandate of achieving full financial
statement auditability by Fiscal Year 2017. Please see the FIAR Guidance website for an illustrative
example of the SBA.
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Statement of Budgetary Resources (SBR) Beginning Balances Examination

The scope of the SBR Beginning Balances examination will focus on the three “beginning balance” lines
on the SBR, as follows and evaluate their state of audit readiness:

e Line 1000, “Unobligated balance brought forward, Oct. 1”
e Line 3000, “Unpaid obligations, brought forward, Oct. 1”
e Line 3060, “Uncollected pymts, Fed sources, brought forward, Oct. 1”

The examination will also evaluate the audit readiness of the complete Fund Balance with Treasury
reconciliation, which should include all appropriations and all fund types for all years of appropriations
included in the beginning balance SBR line items.

Testing performed during the examination will include obtaining detailed populations of items that make
up each of the SBR beginning balance lines. For example, with regard to SBR line 3000, “Unpaid
obligations, brought forward, Oct. 1,” the detailed population would be a listing of all unpaid obligation
amounts — at the contract line item level — that reconciles to the SBR line item. A sample of detail items
will be selected and KSD testing will be performed to determine whether the reporting entity can support
its transactions with appropriate supporting documentation.

Balance Sheet, Statement of Net Cost, and Statement of Changes in Net Position Examination

The scope of the Balance Sheet, Statement of Net Cost and Statement of Changes in Net Position
examination will focus on the following critical line items:

e General Property, Plant and Equipment, including Real Property, General Equipment and
Internal-Use Software

e Inventory and Related Property, including Inventory and Operating Materiel & Supplies

e Environmental Liabilities

e Other line items material to the reporting entity

The examination will evaluate the processes, controls, and key supporting documentation supporting
these line items. Testing performed during the examination will include evaluating the design and
operating effectiveness of manual and automated internal controls over business processes, and
accounting events affecting all in-scope line items. Additionally, the examination will include obtaining
reconciled populations and testing a sample of transactions/balances against appropriate supporting
documentation.

4.A.5 DETAILED ACTIVITIES

Key tasks are essential to accomplishing each of the five phases of the Methodology. The Methodology
provides guidance to the reporting entities on the detailed activities that should be performed within key
tasks that result in outcomes and work products that are essential to achieve audit readiness.

As the reporting entities prepare and execute their FIPs to accomplish the OUSD(C) priorities for
budgetary and mission critical asset information, these detailed activities should be reflected in their FIPs
as key tasks within the appropriate phase. See the Tools, Templates & Work Products section of the
FIAR Guidance website for examples of required work products (described in Figures 4-2 — 4-15 below)
necessary to achieving auditability and reliable financial information for the Department.

SECTION 4: FIAR METHODOLOGY 4.A Methodology — Reporting Entity
65



FIAR Guidance April 2015

1.0
E l Detailed Activities ResultingWork Products

1.1 Statement «Forfinancial statements and/cr ling items, coordinate with service | SLA/MOU
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Figure 4-2. Discovery Phase — Statement to Process Analysis
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Figure 4-3. Discovery Phase — Prioritize

SECTION 4: FIAR METHODOLOGY 4.A Methodology — Reporting Entity
66



FIAR Guidance April 2015

Reporting entities will be required to prepare and submit an assessable unit prioritization and audit
readiness strategy document that clearly defines the scope of their audit readiness assertion.

When defining the scope, reporting entities must:

Provide an overall summary of the assertion
Identify the “in-scope” processes and manual controls

Identify the “in-scope” IT Applications, Micro-Applications and associated IT General and
Application controls

Identify the key supporting documents (KSDs) included in the assertion

Identify the role of the service providers (including discussion of relevant SSAE No. 16 reports
and self-review efforts)

Identify any exclusions (processes, controls, systems) from the scope of the assertion

By clearly defining the scope of the audit readiness assertions, reporting entities will help facilitate a more
effective review of the assertion documentation by the FIAR Directorate.

Key Tasks

1.0
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L5 effectivenessof control activities
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Figure 4-4. Discovery Phase — Test Controls and Develop ICOFR Statement of Assurance
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Testplans and test resultsincluding
source, location, policies and contral
activities surrounding document

* retention

7

Evaluation of testresults

*During the first year of the assessmanis, activities relating fo key task 1 4 shoukd be performed for material beginning/opening balances as wall as current year activity

Figure 4-5. Discovery Phase — Evaluate Supporting Documentation

2.0
Corrective
Action

2.1.1 Mitigate
deficiencies in
control activities

2.1Design
Audit Ready
Environment

2.1.2 Mitigate
deficiencies in

supporting
documentation

Key Tasks

Detailed Activities

* Define requi its and desig ns to mitigate deficiencies for

ResultingWork Products

“To-be"process flows and
N

control activities, processes and/or systems, and policies

T 1 {
requirements, and pnlicies and
precedures p

Solution document that
izes how decumentation

= Define requirements and design solutions to mitigate deficiencies in
supporting documentation

To be submitted once FIP milestone is achieved. Work products
will be reviewed by the FIAR Directorate as they are submitted

*:

deficiencies will be resclvedor
* overcome

7

Figure 4-6.
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2.0
E Corrective l Detailed Activities ResultingWork Products
Action

2.1Design
AuditReady

Environment — —
+Develop corrective actions, or update existing corrective actions,
in reporting entity FIPs that will execute the “to-be” solution,

including updating policies and procedures, preparing systems
2.2Develop 2.2.1Develop design documents and drafting documentation templates Updated “Corrective Action”
P Corrective Plan and « Updates to FIPs should include classification of the deficiency section of FIP
E Actions Update FIP (control deficiency, significantdeficiency or material weakness)
'; and target completion dates
2 « Corrective actions must be developedfor each deficiency

identified during execution of tasks 1.3and 1.4

2_.3Resource

Figure 4-7. Corrective Action Phase — Develop Corrective Actions

2.0
E Corrective I Detailed Activities ResultingWork Products
Action

2.1Design
Audit Ready
Environment

2.2Develop
Corrective o .
L Actions . . . . ) .
- 2.3.1Develop 5| *Develop budgetestimates of required resourcesto execute Detailed estimates, including
= budget estimates correctiveactionplans FTEs and funds
2 = — 7
2.3Resource
2.3.2Prepare [ ] R M t
e + Prepare and submit budgetjustification/resource management esource Managemen
. budget ?|  decisionmaterials as needed Decisions (RMDs)
justification p
Figure 4-8. Corrective Action Phase — Resource
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2.0
E Corrective l Detailed Activities ResultingWork Products
Action

2.1 Design
Audit Ready
Environment

2.2Develop
Corrective
Actions

RSSOl changes included in Corrective Action Plans Updated FIPs J

+ On a monthly basis, update Financial InprovementPlans
(FIPs) to reflect progress and accomplishments, including any
scope and timeline changes that result during execution

= Verify that corrective action plans have beenimplemented at
the reporting entity. Consider repeating Discovery Phase, key
tasks 1.3 and 1.4, to verify successful implementation of
corrective actionplans Notificationto FIAR Directorate

+ Confirm that audit readiness “dealbreakers” (p.75-76) have of corrective action plan
been addressed —> implementation

+ Notify FIAR Directorate that carrective actions havebeen *

implemented

+ Execute systems, process, controls and documentation _)|

Key Tasks

*= To be submitted once FIP milestone is achieved. Work praducts
will be reviewed by the FIAR Directorate as they are submitted

Figure 4-9. Corrective Action Phase — Execute

3.0
EI Detailed Activities ResultingWork Products

« FIAR Directorate reviews the reporting entity's work products
. developed in conjunction with execution of the Discovery and Results of FIAR
3.1Review . h
Corrective Action phases, as deemed necessary Directorate review
+ FIAR Directorate provides feedback to the reporting entity on

its status of audit readiness

3.2Engage
Auditor

3.3 Assertion

Key Tasks

Examination

3.4 Address
Deficiencies

Figure 4-10. Assertion / Examination Phase — Review
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3.1Review

3.4 Address
Deficiencies

3.0
EI Detailed Activities ResultingWork Products

* The reporting entity provides a management assertion letter

3.2Engage
Audi%o? declaring that the subject matter (assessable unit) is audit
ready in conformity with the internal control and supporting Selact work products from
a documentationcriteria, as defined in section 2.D.1 | Figure 4-44, as requested by
& * FIAR Directorate engages an IPA or the DoD OIG to perform the auditor
'; an examination of the reporting entity’s assessable unit(s)
¢ consistent withthe standard Management Assertion criteria
3.3 Assertion (section 2.D.1) or provides a waiver enabling the reporting - —
Examination entity to forgo Key Task 3.3 and proceed directly to Key Task A@ﬁgﬁ?ﬁ’;ﬂmgtﬁg
—>
S reporting entities
4

—)| *Management’s assertion J

*= Tobe submitted once FIP milestone is achieved. Work products
will be reviewed by the FIAR Directorate as they are submitted

Figure 4-11. Assertion / Examination Phase — Engage Auditor

3.0
E l Detailed Activities Resulting Work Products

3.1Review

3.2Engage
Auditor

3.3 Assertion
Examination

3.4 Address
Deficiencies

Key Tasks

As the Waves and assessable unitsare asserted:

+ An IPA orthe DoD OIG performs an examination to validate
whether the assessable unitis audit ready per the success
criteriaidentifiedin Section 2.C

* TheIPA or DaD OIG identifies deficienciesininternal
controls or supporting documentation, if any

*Examination report

Figure 4-12. Assertion / Examination Phase — Assertion Examination
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S

Key Tasks

3.4 Address
Deficiencies

3.0
E I Detailed Activities ResultingWork Products

= Unmodified opinion: proceedto ValidationPhase

» Otherthan Unmodified opinion:

* Evaluate the nature and extentof the deficiencies noted

* Implement corrective actions to remediate deficiencies

= Verify that corrective actions have beenimplemented and
deficiencies have been remediated

* Proceed to Validation Phase

Updated FIPs J

Figure 4-13. Assertion / Examination Phase — Address Deficiencies

4.0
Validation

Phase

4.1 Additional
Documentation
Review

Key Tasks

4.2 Determine
Audit Readiness

Detailed Activities Resulting Work Products

+ Submit additional documentation demonstrating thatIPA or DoD OIG identified

deficiencies in activities 3.3.1 and 3.3.2 have been successfully remediated and
that the reporting entity is audit ready

+FIAR Directorate andthe DoD OIG, if applicable, reviewthe examination report
and additional documentation provided by the reporting entity demonstrating
remediation of deficiencies

*DoD OIG communicatesthe resultsof its review to the FIAR Directorate

+FIAR Directorate makes a final determination of the assessable unit'saudit
readiness state and communicatesto the reporting entity whether to proceed to
the Audit Phase or return to the Corrective Action Phase

*Note: Overall Wave 1 and Wave 2 assessable units validated as audit ready will
be required to sustaintheir audit readiness state until the reporting entity
commences afull scope financial statement auditof the SBR

*= To be submitted once FIP milestone is achieved. Work products
will be reviewed by the FIAR Directorateas they are submitted

Documentationdemanstrating
‘kremediation of deficiencies

FIAR Directorate’s final
determination of audit readiness
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9.2 Support
Audit

Key Tasks

5.1.1Wavedand
OverallWaves 2
and 4

—_——
5.2.1 Audit
coordination

T

5.2.2Collectand
provide
documentation

——

5.2.3 Manage
issuesand

|+

>

findings

5.3 Auditor

Issues Opinion

+An IPA or DoD OIG performs annual audits. For Wave 3 ble units,

XWavs 3 assessableunits and overall Waves 2, and 4 are validated:

should the audit demenstrate a strong and effective control environment,
the reporting entity can submit a request to the FIAR Directorate, to
substitute a cycle other than annually for audits

* Reporting entity performs audit coordination activities, participating in
meetings to provide background information

* Reporting entity collects and provides auditor with all requested
documentation within established time requirements

+ Reporting entity must manage all technical, logistical and operational
issues and respond to all findings raised by the auditors.

* Reporting entity works through issues and concerns raised by the auditor
that could impede the audit's progress and develop responses to audit

findings (including planned corrective actions)

+ Auditor issues auditopinion

*= To be submitted once FIP milestone is achieved. Work products

will be reviewed by the FIAR Directorate as they are submitted

|

—

A " - ResultingWork
g m | D&talled ﬁ(;h\”tles
5.1Engage
Auditor

* Audit Opinion

4.A.6 CAPABILITIES

Figure 4-15. Audit Phase

Generally Accepted Government Auditing Standards (GAGAS) require auditors to collect evidence
supporting the fair presentation of financial statement amounts by focusing on two primary areas:
internal controls and supporting documentation. Therefore, to achieve audit readiness reporting

entities must:

e Limit the risk of material misstatements by identifying and implementing a combination of
control activities and supporting documentation to demonstrate that the FROs, relevant to
the subject matter, assertion or line item, have been achieved; and

e Be ableto support account transactions and balances with sufficient, relevant and
accurate audit evidence, defined as KSDs in line item tables, supplemented by the
reporting entity’s own documentation requirements.

To maximize the efficiency and effectiveness of audit readiness efforts, the Department has identified
relevant financial reporting risks, FROs and KSDs that substantiate financial transactions and balances
for waves 3 and 4; these requirements are addressed in Section 5.

Financial Reporting Objectives

FROs are the outcomes needed to achieve proper financial reporting and serve as a point of
reference to evaluate the effectiveness of control activities, and the accuracy and sufficiency of
documentation supporting transactions and account balances. Reporting entities and service
providers must include and address all FROs in their FIPs by focusing on:
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INTERNAL CONTROLS

Effective internal controls mitigate risks and provide assurance that financial information is properly and
accurately recorded and reported. They are critical to successful financial statement audits. Effective
internal controls ensure that:

o Key risks are mitigated; and
¢ Financial statement assertions are achieved.

During the Discovery Phase, identifying and assessing the design and operational effectiveness of
internal controls is necessary to understand and evaluate the effectiveness of operational business
processes. Internal controls must be documented and the documentation must be readily available to
evidence execution of the control activity. The documentation should be properly managed and
maintained. The Discovery Phase includes assessments to identify inherent risks®® and testing control
activities to identify weaknesses. CAPs are developed and implemented to remediate noted weaknesses,
and additional procedures are performed (i.e., repetition of key tasks 1.3 and 1.4) to verify successful
implementation of corrective actions.

Reporting entities must indicate whether they have assessed control activities that meet FROs,
and whether the control activities are effective. If they are not effective, then specific corrective action
and validation tasks must be included in the reporting entity’s FIP and linked to the appropriate FRO. By
embedding the FROs in the FIPs and linking corrective actions to them, the Department is better assured
that financial reporting deficiencies will be identified and resolved. Additionally, progress toward achieving
reliable financial information and auditability can be better monitored, managed, and measured.

See Section 3 for a full discussion of internal controls.
SUPPORTING DOCUMENTATION

Reporting entities must identify and retain sufficient and accurate documentation to support
individual financial transactions and accounting events prior to asserting audit readiness for each
of waves 3 and 4 (i.e., Mission Critical Asset Existence and Completeness (E&C) and Full Financial
Statement Audit) of the FIAR strategy. Assessing the sufficiency and accuracy of supporting
documentation is an essential FIP task and is a critical audit requirement for audit readiness
assertions. In fact, the Government Accountability Office/President’s Council on Integrity and
Efficiency Financial Audit Manual (GAO/PCIE FAM) states that organizations must retain
documentation to support:

1. Balances reported in the financial statements;

Systems of internal control;

Substantial compliance of the financial management systems with FFMIA requirements;
Substantial compliance of internal controls with FMFIA requirements;

Compliance with laws and regulations; and

o g A w N

Required supplementary information (RSI) including any stewardship information (RSSI).

The GAO/PCIE FAM also states that auditors performing financial statement audits must obtain sufficient
audit evidence to form an opinion on an organization’s financial statements.**

Auditors must adhere to professional standards, which have been codified as the Clarified Auditing
Standards (AU-C). AU-C Section 500, Audit Evidence, discusses the auditor’s responsibility to obtain
sufficient, appropriate audit evidence from management and other sources. The line item tables in

% The GAO/PCIE Financial Audit Manual, Section 260: Identify Risk Factors, Paragraph .02, defines inherent risk as “the
susceptibility of a relevant assertion to a misstatement that could be material, either individually or when aggregated with other
misstatements, assuming that there are no related controls.”

2 Government Auditing Standards (Yellow Book) are the requirements for those performing Federal financial statement audits. The
GAO/PCIE FAM is subordinate to the Yellow Book requirements in the event conflicts arise.
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Section 5 provide the KSD requirements for the financial statement line items in waves 3 and 4 of the

FIAR Strategy.
Audit Readiness “Dealbreakers”

Drawing on lessons learned from past audit readiness efforts; the FIAR Directorate has compiled a list of
dealbreakers that have prevented reporting entities from demonstrating audit readiness or succeeding in
audits. Figure 4-16 lists the most common dealbreakers and links each back to the detailed activities
within the phases of the FIAR Methodology. During the Assertion/Examination phase, the FIAR
Directorate will provide feedback to the reporting entity as to whether they have successfully addressed
the dealbreakers and recommend additional procedures to make improvements prior to an examination.

Dealbreakers (including sensitive and non-sensitive)

FIAR Guidance Reference

1. The general ledger does not reconcile to transaction detail and
transaction universes cannot be provided timely.

Figure 4-5, Discovery Phase, Task 1.4
Evaluate Supporting Documentation,
Activity 1.4.1 Prepare the population

2. Alljournal vouchers related to an assessable unit are not properly
reviewed, approved and supported.

Figure 4-5, Discovery Phase, Task 1.4
Evaluate Supporting Documentation,
Activity 1.4.1 Prepare the population

3. Testing of transaction samples back to source documents that:

locations;

the effectiveness of controls. Specifically, if controls are
ineffective, sufficient substantive testing (i.e., test of details
performed through statistical or valid non-statistical sampling,
or substantive analytical procedures) must be performed that
would reduce the risk of material misstatements to an
acceptable level, resulting in evidence that the balances are
fairly stated.

a. Do not cover all material transaction types, sub-processes and

b. Are not extensive enough to draw conclusions consistent with

Figure 4-5, Discovery Phase, Task 1.4
Evaluate Supporting Documentation,
Activity 1.4.5 Test existence of supporting
documentation

Section 3.E, Test Existence of Supporting
Documentation

Section 4.C Preparing for an Audit
Sub-section 4.C.1 Assertion
Documentation

4. All financial statement assertions and relevant risks are not
addressed either through control or substantive testing.

Figure 4-3, Discovery Phase, Task 1.2
Prioritize, Activity 1.2.4 Identify Financial
Reporting Objectives

Figure 4-4, Discovery Phase, Task 1.3
Assess & Test Controls, Activity 1.3.3
Execute tests of controls

Figure 4-5, Discovery Phase, Task 1.4
Evaluate Supporting Documentation,
Activity 1.4.5 Test existence of supporting
documentation

5. Reconciliations, transaction populations, and supporting
documentation cannot be provided in a timely manner.

Section 4.C Preparing for an Audit
Sub-section 4.C.1 Assertion
Documentation

6. Control activities for high transaction volume areas (e.g., supply,
contracts, FBWT, Inventory, OM&S, GE, etc.) are not designed
and/or operating effectively.

Section 4.C Preparing for an Audit
Sub-section 4.C.1 Assertion
Documentation

7. IT general and application controls are not deemed effective and

system generated reports (i.e., KSDs) from IT systems and/or
micro-applications.

tested for management to rely on automated application controls or

Section 4.C Preparing for an Audit
Sub-section 4.C.1 Assertion
Documentation

8. Supporting documentation testing (i.e., substantive testing) cannot

transaction evidence is electronic and only maintained within a

overcome ineffective or missing ITGC and application controls when

system or the key supporting evidence is system generated reports.

Section 4.C Preparing for an Audit
Sub-section 4.C.1 Assertion
Documentation
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Dealbreakers (including sensitive and non-sensitive) FIAR Guidance Reference

9. Service provider processes, risks, and controls are not integrated Section 4.B FIAR Methodology — Service
within the scope of testing if those processes are material to the Provider
assessable unit. Sub-section 4.B.4 Methodology - Service

Provider

10. Management has not established retrieval and storage procedures | Figure 4-5, Discovery Phase, Task 1.4
for financial data that will support management evaluation and Evaluate Supporting Documentation,
future examinations/audits. Activity 1.4.1 Prepare the Population

11. Material Balances Brought Forward/Opening Balances are not Figure 4-5, Discovery Phase, Task 1.4
evaluated through appropriate testing. Evaluate Supporting Documentation

Figure 4-16. Most Common Audit Readiness Dealbreakers
4.A.7 STANDARD FIP FRAMEWORK

Recognizing the benefits from a standard FIP framework and content, the FIAR Directorate, working
collaboratively with reporting entities, developed a standard framework and template for the FIPs. The
framework incorporates the Methodology Phases and FROs, and is compatible with the Department’s
FIAR Planning Tool (FIAR-PT), which is a web-based software tool that provides DoD-wide access and
visibility to the plans in a controlled environment.

Reporting entities and service providers (as necessary) are required by the standard FIP framework to
include information that will improve their ability to manage their FIPs and the Department’s ability to
monitor progress indicators; examples include:

e Task start, finish, and baseline dates;

e Percent complete;

e Primary and secondary financial statement assertions;

FIAR milestone designations;*

e Responsible persons;

e End-to-end process indicators;

e Lead and support organization designations; and

e Resource requirements to include level of effort to complete and level of effort committed.

Reporting entities and service providers must use the standard FIP framework, regardless of their
audit ready status (i.e., under audit or preparing for audit/examination). The FIPs are living
documents and must be maintained and updated as reporting entities progress through the
phases/tasks/activities of the Methodology. Although the sequence of the information included in the
standard FIP template may be altered, all required information must be included. FIP dates will be used to
update the FIAR Plan Status Report, which serves as the Department’s annual Financial Management
Improvement Plan, required by Section 1008(a) of the NDAA for FY 2002, to address the issues
preventing the reliability of Department financial statements. See FIAR Guidance website for the
standard FIP template and FIP Preparation and Submission Instructions document.

% |t should be noted that reporting entities will also be meeting OMB Circular A-123, Appendix A milestones as part of their efforts
for meeting the FIAR methodology milestone dates.
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4.B METHODOLOGY — SERVICE PROVIDER

Approximately four years ago, the American Institute of Certified Public Accountants (AICPA) issued
Statement on Standards for Attestation Engagements (SSAE) No. 16, Reporting on Controls at a Service
Organization, to address examination engagements undertaken by service organizations. The AICPA
defines a service organization as “an organization or segment of an organization that provides services to
user entitiez.z,, which are likely to be relevant to those user entities' internal control over financial
reporting.”

The Department utilizes many service organizations, also referred to as service providers, to improve
efficiency and standardize business operations. Among the many traditional service providers within the
DoD are the Defense Finance and Accounting Service (DFAS), Defense Information Systems Agency
(DISA), Defense Logistics Agency (DLA), and Defense Contract Management Agency (DCMA). These
service organizations provide a variety of traditional support services, in such areas as accounting,
personnel, logistics, system development and operations/hosting. Other DoD components may be non-
traditional service providers. For example, there are interdependencies between the MilDeps and the
ODOs for certain business processes, such as contract pay and vendor pay. The Services become
service providers in a non-traditional sense, and

must consider how they will support the ODOs in

testing key controls and documentation.

Additionally, DoD has designated executive agents /
as service providers. DoDD 5101.1 “DoD Executive /

Agent” section 3.1, defines an executive agent as
“the head of a DoD Component to whom the
Secretary of Defense or the Deputy Secretary of
Defense has assigned specific responsibilities,
functions, and authorities to provide defined levels of
support for operational missions, or administrative or
other designated activities that involve two or more Bocumentatigly
of the DoD Components.” An example of an
executive agent is an entity (or segment of an entity) L

that owns an information system and operates that -

system on behalf of a reporting entity (e.g., the Service provide’
Defense Civilian Personnel Advisory Service
(DCPAS) maintains the Department’s civilian

Systems
and Data

Processes
and
Controls

Supporting

\

personnel system software (DCPDS), which is used Figure 4-18. Serylce providers are responsible for
their systems and data, processes

to initiate,. approve, qnq process personnel acti_ons and internal controls, and supporting
for reporting entity civilian employees). As service documentation that affect a reporting
providers, Departmental executive agents also must entity’s audit readiness

follow the service provider methodology to

determine the extent they impact relevant internal controls over financial reporting for customer
organizations.

For the reporting entity to achieve auditability, it is critical that service providers support their customers
and execute numerous tasks, including documentation of processes and controls, testing, and
remediation. To assist service providers in delivering this support, this section of the Guidance highlights
roles and responsibilities, defines some key terms, discusses service provider audit readiness strategies,
and provides the detailed methodology that service providers must follow.

4 B.1 ROLES AND RESPONSIBILITIES

Reporting entities are ultimately responsible for ensuring that all key processes, systems, internal controls
and supporting documentation affecting their financial reporting objectives are audit ready. However, as
shown in Figure 4-18 service providers working with reporting entities are also responsible for executing

% 3ource: AICPA Statement on Standards for Attestation Engagements No. 16, Reporting on Controls at a Service Organization,
paragraph .07
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audit readiness activities surrounding service provider systems and data, processes and internal controls,
and supporting documentation that have a direct effect on the reporting entities’ audit readiness state.
Since the tasks of service providers are integrated into the end-to-end business processes of a reporting
entity, both the service provider and reporting entity are responsible for supporting each other during the
audit readiness process. The mutual responsibilities include:

¢ Maintaining open communications and coordinating with one another
e Establishing common expectations in writing
e Providing additional system and financial information within agreed upon timeframes

e Providing access to subject matter experts or contractors supporting those organizations within
agreed upon timeframes

e Working together to discover and correct audit impediments
e Establishing a common, detailed understanding of the method for obtaining assurance

To ensure successful completion of audit readiness tasks, the reporting entity and service provider must
agree on the roles and responsibilities for the authorization, initiation, processing, recording, and reporting
of transactions, and/or information technology (IT) controls affected by the service provider. A shared
understanding and agreement between the service provider and reporting entity on these roles
and responsibilities must be documented in a Service Level Agreement (SLA) or Memorandum of
Understanding (MOU). In addition to defining the basic strategy and approach for achieving audit
readiness (including scope, required FIAR deliverables, and timelines), the SLA or MOU will also
specify whether the service provider and/or executive agent will prepare its own FIP or whether its
audit readiness activities will be included in the reporting entity FIP. See FIAR Guidance website for
the Standard FIP template and FIP Preparation and Submission Instructions document.

An existing SLA may be in place between the reporting entity and service provider, which covers day-to-
day operations but may not explicitly include a comprehensive listing of risks of material misstatements, a
listing of financial reporting objectives to be achieved, and/or a listing of key supporting documentation to
be developed and retained by the service provider. Reporting entities and their service providers can
choose to update the existing SLA, or prepare a separate MOU to address the aforementioned audit
readiness requirements. (Note that DFAS refers to this agreement as the “FIAR Concept of Operations.”)

The SLA/MOU should also identify the types of supporting documentation that should be retained for
each business process and transaction type, which organization will retain the specific documents, and
the retention period for the documentation. Furthermore, the service provider must provide a description
of its control environment, risk assessment process, control activities, information and communication
tasks and monitoring activities that may affect the reporting entity’s financial reporting objectives. The
description of internal controls should be at a level of detail that provides the reporting entity with
sufficient information to assess the risks of material misstatement and determine whether these risks
have been mitigated; however, the internal control descriptions need not address every aspect of the
services provided to the reporting entity. Refer to Section 3 for additional information on entity level
controls of the reporting entity.

The service provider methodology presented in section 4.B.4 incorporates the inter-relationships between
the reporting entity’s end-to-end processes and the service provider’s processes, systems, controls,
transactions and documentation. As an example, Figure 4-19 provides a representative illustration of the
Civilian Pay end-to-end process. The illustration is a notional example, depicting the processes, systems,
internal controls, and documentation within both the reporting entity and the service provider. Note that
control activities may be manual or automated and documentation may be retained by either reporting
entity. In addition, transactions may be executed within either the reporting entity portion of the process or
service provider portion of the process. Both organizations must be able to provide supporting
documentation for their respective portions of the end-to-end process to demonstrate that control
activities are suitably designed and operating effectively and transactions are properly posted to
the accounting records.
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Figure 4-19. Reporting entities and service providers are responsible for different segments of end-
to-end processes in the Department

The complexities inherent in DoD reporting entity and service provider relationships and associated audit
readiness inter-dependencies make it essential to establish a common, detailed, written understanding
regarding the mutual roles and responsibilities incumbent upon the reporting entity and service provider.

4.B.2 DEFINITIONS

Before proceeding, the following definitions will aid in the discussion of the service provider strategy and
methodology that follows:

e User Entity — The reporting entity that has outsourced business tasks or functions to a service
organization and is either working to become audit ready or is undergoing an audit of its financial
statements.

e User Auditor — The financial statement auditor who issues an audit report opining on the financial
statements of the user entity.

e Service Organization (or service provider) — The entity (or segment of an entity) that performs
outsourced business tasks or functions for the reporting entity that are part of the reporting
entity’s manual and/or automated processes for financial reporting.

e Service Organization’s System — The policies and procedures designed, implemented, and
documented, by management of the service organization to provide user entities with the services
covered by the service auditor's report.

e Subservice Organization — A service organization used by another service organization to
perform some of the services provided to user entities that are likely to be relevant to those user
entities' internal control over financial reporting.

e Service Auditor — The auditor retained by the service organization to issue an opinion on the
service provider’s controls that are relevant to a reporting entity’s internal control over financial
reporting (e.g., SSAE No. 16 examination report), as it relates to an audit of the reporting entity’s
financial statements.

As the role of these entities is explained throughout this section of the guidance, keep these definitions in
mind to avoid confusion when developing audit readiness strategies, which is the next topic.

4.B.3 STRATEGY

As required by OMB Bulletin No. 14-02, service providers must support their reporting entities’ financial
statement audits by providing the reporting entities with an appropriate SSAE No. 16 examination report,
or by allowing user auditors to perform appropriate tests of controls at the service organization.
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Therefore, once systems and/or business processes and reporting entities have been identified, service
providers must develop a high-level strategy for supporting the reporting entities’ financial statement
audits employing one of two options:

e Undergoing an examination in accordance with SSAE No. 16, where the service auditor reports
on internal controls at service providers that provide services to reporting entities when those
controls are likely to be relevant to reporting entities’ internal control over financial reporting
(ICOFR); or

e Participating in and directly supporting the reporting entity’s financial statement audit, where the
service provider’s processes, systems, internal controls and supporting documentation are
incorporated into the reporting entity’s audit.

The process for eliminating audit impediments and known service provider exceptions is to follow the
Service Provider Methodology whereby the service provider evaluates the design and operating
effectiveness of control activities, and corrects material deficiencies either before an SSAE No. 16
examination begins, or, for service providers directly supporting a reporting entity, within a timeframe that
fits the reporting entity’s audit readiness timeline.

Accordingly, service providers must develop a sound strategy for identifying and documenting control
objectives and control activities, testing control activities and identifying gaps, and designing and
implementing corrective actions, in coordination with reporting entities. The strategy must include
identification of control objectives, business processes, IT and manual controls, relevant systems, user
controls, documentation, and personnel performing the controls. These tasks are essential for the service
provider, whether preparing for an SSAE No. 16 examination or opting to provide direct support to the
reporting entity and its user auditor. This section discusses many of the strategic elements that should be
considered, including service provider/reporting entity relationships, SSAE No. 16 and direct support
considerations, user controls, audit readiness dealbreakers, and work products.

In order to develop an appropriate strategy for achieving audit readiness, a service provider
initially must identify all reporting entities for which services are provided, and work with those
reporting entities to develop a list of the services provided for each reporting entity. In addition,
the service provider and the reporting entity must determine which of the services provided are
“material” to the reporting entity’s financial statements.

Materiality is defined in the FAM as “the magnitude of an item’s omission or misstatement in a
financial statement that, in the light of surrounding circumstances, makes it probable that the
judgment of areasonable person relying on the information would have been changed or
influenced by the inclusion or correction of the item.” (FAM Glossary, Page 12)

The concept of relevance and materiality is primarily subjective and involves several qualitative
factors, which must be evaluated by the service provider and reporting entity. For example, both
parties should consider whether:

e Relevant information regarding the service providers processes or systems has been
omitted or distorted

e Relevant aspects of the service provider’'s operations related to the processing of
significant transactions have been included

e Controls identified are designed to provide reasonable assurance that control objectives
would be achieved®

Accordingly, service providers and reporting entities must coordinate to assess the relevance of
services provided in the context of materiality. Ultimately, service providers should subject to
audit readiness only those processes, controls and documentation that is deemed material to the
reporting entities.

" From the AICPA’s SSAE No. 16, paragraph A26
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Once initial tasks are complete, the service provider must contact each reporting entity and begin
coordination of audit readiness efforts, identifying the reporting entity’s assessable units and
mapping them to the service(s) provided. Figure 4-20 depicts a decision tree that a service provider
can use to help tailor its approach to service provider audit readiness at an assessable unit level (see
Section 4.A.3 for more detailed information on assessable units).

Step 1: Service Provider must contact its Reporting Entities and
identify assessable units (AU) related to service provider systems and

processes.

Stop: AU is scoped out of audit readiness
efforts.

material to
the Reporting
Entity?

Continue to support Reporting Entity in audit readiness efforts.

Service Provider has opted to provide direct support for this AU

No and must coardinate with Reporting Entity to determine areas
of support, and who will prepare and manage the AU FIP.

Provider
asserting to
SSAE No. 16
audit
readiness?

Step 4: Service Provider must identify Reporting Entities’ planned
assertion dates for each area affected by the AU.
Step 5: Service Provider must determine when it will assert SSAE
No. 16 audit readiness.

Step 6: Will
Service Provider

be able to assert
SSAE No. 16 ) . : ’
> Service Provider must notify Reporting Entity and coordinate plans to
aug: Drff‘(fl‘r?:ss No develop mitigation strategy and/or revise planned assertion dates.
Reporting Entity's

audit readiness
assertion date?

Service Provider proceed with audit readiness methodology.

Figure 4-20. Service Provider decision tree for determining audit readiness strategy
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Overall Approach

Most service providers will likely choose to prepare for and undergo an SSAE No. 16 examination
because the examination report can be used by the financial statement auditors of multiple reporting
entities. However, service providers serving fewer than three reporting entities may opt to directly support
those reporting entities where it is more efficient and cost beneficial to do so. Additionally, service
providers with unique sets of controls, e.g. different manual processes across reporting entities, may
decide to forgo an SSAE No. 16 examination for those services and provide direct audit support to the
reporting entity (combining the two options). Whether or not a service provider opts for an SSAE

No. 16 examination, Phases 1 and 2 and Phase 3, Task 3.1 of the service provider methodology
need to be completed (discussed in Sections 4.B.4 and 4.B.5).

As service providers begin to formulate strategies and implement the methodology, the preferred
approach will likely include pursuit of an independent examination of service provider controls based on
AICPA Statements on Standards for Attestation Engagements (SSAE) No. 16,?® Reporting on Controls at
a Service Organization. Accordingly, at this point it is appropriate to address various report options and
emphasize the report type required for audit readiness.

Types of Service Organization Control Reports

The AICPA has designed multiple Service Organization Control (SOC) reports to meet the evolving
assurance needs of service organizations and their customers. The SOC reports are based upon SSAE
No. 16; Professional Standards Section AT 101, Attest Engagement; and Trust Service Principles.

Each type of SOC report has been purposefully developed to address a specific assurance need
regarding either (a) internal controls that affect user entities’ financial reporting; or (b) internal controls
that affect the security, availability, and processing integrity of the systems or the confidentiality or privacy
of the information processed for user entities’ customers. The SOC report relevant to audit readiness is
the SOC 1 report. A SOC 1 report, entitled Report on Controls at a Service Organization Relevant to User
Entities’ Internal Control over Financial Reporting, is prepared in accordance with SSAE No. 16, and is
specifically intended to meet the needs of the reporting entities that use service providers and their user
auditors. The SOC 1 report is used in evaluating the effect of the controls of the service provider on the
reporting entity’s financial statements. SOC 1 reports do not address non-financial reporting-related
control objectives, such as control objectives related to compliance with laws and regulations.

The SSAE No. 16 guidance defines two SOC 1 reports, Type 1 or Type 2:

SOC 1 -Type 1 Report — Report on Management’s Description of a Service Organization’s System
and the Suitability of the Design of Controls

These reports encompass:
e the service auditor’s report in which the service auditor expresses an opinion on:

— the fairness of the presentation of management’s description of the service organization’s
system as of a specified date

— the suitability of the design of the controls to achieve the related control objectives included in
the description as of a specified date

e management’s description of the service organization’s system
e management’s written assertion

SOC 1 -Type 2 Report — Report on Management’s Description of a Service Organization’s System
and the Suitability of the Design and Operating Effectiveness of Controls

These reports encompass:

e the service auditor’s report in which the service auditor expresses an opinion on:

% SSAE No. 16 superseded Statement on Auditing Standard (SAS) No. 70, effective for reports with an issue date of June 15, 2011
or later.
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— the fairness of the presentation of management’s description of the service organization’s
system throughout a specified period

— the suitability of the design and the operating effectiveness of the internal controls to achieve
the related control objectives included in the description throughout a specified period

e management’s description of the service organization’s system
e management’s written assertion

Once a determination has been reached that an SSAE No. 16 is the appropriate course of action,
the FIAR Directorate requires service providers to obtain Type 2 reports as these reports provide
an opinion on both the design and operating effectiveness of internal controls. Since the Type 2
report is the recommended and more commonly used of the SOC reports, when a SOC 1 report is
discussed in the remainder of the guidance, the reference is to the Type 2 report.

As noted above, the SOC 1 — Type 2 report is the report that should be obtained to satisfy FIAR
requirements for audit readiness, if the service provider chooses to pursue an SSAE No. 16 examination,
because it provides an opinion on the suitability of the design and operating effectiveness of controls
impacting user entities’ financial reporting. A SOC 1 — Type 2 report includes the following sections, as
defined in SSAE No. 16:

1. Section 1 — Service Auditor’s Report

2. Section 2 — Service Provider Management’s written assertion

3. Section 3 — Service Provider Management’s description of its system(s)
4

Section 4 — Service Auditor’s description of tests of operating effectiveness of controls and test
results

5. Section 5 — Optional other information provided by Service Provider Management

The service provider methodology focuses on Sections 2 and 3 of the Type 2 report as well as testing of
controls to properly prepare the service provider for either an SSAE No. 16 examination or interaction
with the user auditor when providing direct support to the reporting entity. Having now defined SSAE
No. 16 report types, it is time to discuss examination considerations.

SSAE No. 16 Examination Considerations

Important matters should be considered when deciding whether to pursue an SSAE No. 16 examination
in addition to the number of reporting entities serviced and commonality of controls imbedded in financial
reporting processes. These matters include timeliness of the examination, the period covered by the
examination, and the treatment of sub-service organizations.

If an SSAE No. 16 examination occurs too soon before the reporting entity’s fiscal year end, its
usefulness to the user auditor will be diminished. For example, an SSAE No. 16 report covering a six
month period ending March 31 may not provide sufficient evidence for a user auditor in that fiscal year,
and the user auditor will likely need to conduct additional testing of the service provider’s controls
(relevant to the reporting entity’s ICOFR) to meet his/her audit needs. Similarly, an SSAE No. 16 report
issued after September 30 may be of diminished value to the user auditor for that fiscal year, as it would
not be available for audit planning and the internal control phase of the audit. Accordingly, it is
imperative that service providers and reporting entities effectively communicate regarding the
timing of planned SSAE No. 16 examinations and audit readiness assertions.

The period of time covered by an SSAE No. 16 examination (with respect to a Type 2 report) is also
significant for the service provider and reporting entity. If the SSAE No. 16 opinion covers a sufficient
period of time in relation to the fiscal year under audit, the financial statement auditor likely can reduce
the nature and extent of internal control and substantive testing (i.e., supporting documentation testing)
required for the audit; six months is recognized as the minimum period of coverage.* As noted above,

* See SSAE No. 16, paragraph A.42.
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effective communication between service provider and reporting entity is essential to maximize the utility
of an SSAE No. 16 report.

A final consideration is the treatment of subservice providers. The AICPA’'s SSAE No. 16 recognizes that
a service organization may rely on services provided by another service organization, referred to as a
subservice organization (or subservice provider). As an example, consider a reporting entity’s Civilian Pay
assessable unit. DFAS may provide services to the reporting entity as the service organization that
processes its bi-weekly payroll through the Defense Civilian Pay System (DCPS). However, DFAS does
not provide application hosting services for the DCPS software; those services are provided by DISA. In
this example, DISA is considered a subservice organization with respect to the Civilian Pay assessable
unit for this reporting entity.

In these circumstances, SSAE No. 16 allows a service provider (DFAS in the above example) to use one
of two methods in presenting information about the subservice organization’s system and controls:

e Carve-out Method. With the carve-out method, service provider management identifies the
nature of the services provided by a subservice organization, but excludes (“carves out”) the
subservice organization’s relevant control objectives and related internal controls from the
description and scope of the service provider's SSAE No. 16 report. Management’s description of
the service organization’s system and the scope of the service auditor's engagement will include
controls at the service organization that monitor the effectiveness of controls at the subservice
organization, which may include management of the service organization's review of a service
auditor's report on controls at the subservice organization. (Note that this is the method used by
DFAS in the DCPS SSAE No. 16 report issued August 15, 2013.)

¢ Inclusive Method. The other option is referred to as the inclusive method, in which the
subservice organization’s relevant controls are included in the scope of the service provider’'s
SSAE No. 16 report. In this method, the service organization includes a description of the
services provided by the subservice organization, and the subservice organization’s relevant
control objectives and related controls.

With the carve-out method, although service provider management’s description of the service provider’s
system will exclude the subservice organization’s relevant control objectives and related internal controls,
the description should contain sufficient information concerning the carved-out services and controls to
enable the user auditor to understand what additional information he/she will need pertaining to the
subservice organization to assess the risk of material misstatement of the reporting entity’s financial
statements. Service providers will include all available subservice organization SSAE No. 16 reports in
their assertion documentation.

When using the carve-out method, instances may exist in which achieving one or more control objectives
depends on one or more controls performed by a subservice organization. In such instances,
management’s description of its system would identify the controls performed at the service provider and
indicate that the related control objectives would be achieved only if the subservice organization’s
controls were suitability designed and operating effectively throughout the period. The service provider
may include a table in its description that identifies those instances in which control objectives are met
solely by the service provider, and those in which controls at the service provider and at the subservice
provider are needed to meet the control objective.

With the inclusive method, the subservice provider’s relevant control objectives and related controls are
included in the service provider management’s description of its system. The service auditor conducts the
SSAE No. 16 examination incorporating the two sets of control objectives and activities into his/her
testing procedures. The inclusive method is typically used when the service organization and subservice
organization are related parties.

Whether the service provider uses the carve-out or the inclusive method, communication between
service providers and their subservice organizations, as well as a documented SLA or MOU, is
critical to ensure that all essential controls are addressed.
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User Auditor Considerations and SSAE No. 16 Control Objectives

The user auditor will consider many factors when relying on an SSAE No. 16 examination report,
including the period of time covered by the report, control objectives and control activities addressed in
the report, and results of the tests of controls and the conclusions of the service auditor. Service providers
should consider user auditor needs in relation to the SSAE No. 16 report whenever possible. For this
reason, when defining the control objectives for the SSAE No. 16 examination, the service provider
should use existing guidance and best practices.

For business process controls, the AICPA’s SSAE No. 16 Implementation Guidance outlines high level
control objectives and includes illustrative examples of control objectives to be used for various service
provider processes (for example, payroll processing). When IT General and Application Controls are
included in the scope of the SSAE No. 16 examination, use the GAQO’s Federal Information System
Controls Audit Manual (FISCAM) to define control objectives. A recommended list of standardized control
objectives, aligned to the FISCAM, is presented in Figure 4-21.

IT General Control Objectives (CO)

Security Management

Controls provide reasonable assurance that management has established, implemented, and monitors
<application> security management programs.

Access Controls

Controls provide reasonable assurance that logical access to <application>, as well as logical and physical access
to <application> (programs and data) is reasonable and restricted to authorized individuals.

Configuration Management

Controls provide reasonable assurance that changes to <application>, application programs and database
structures are authorized, tested, implemented and documented.

Segregation of Duties

Controls provide reasonable assurance that management has identified, periodically reviewed, and mitigated risks
of incompatible duties across <business operations and IT operations>.

Contingency Planning

Controls provide reasonable assurance that contingency planning, back-up and recovery procedures exist for
<application> and are tested on a periodic basis.

Business Process Control Objectives (CO)

Setup

Controls provide reasonable assurance that <assessable unit transaction / master data> are authorized, set up,
and updated completely, accurately, and timely.

Input

Controls provide reasonable assurance that <assessable unit transactions> are received from authorized sources
and are input into the application completely, accurately and timely.

Processing

Controls provide reasonable assurance that <assessable unit transactions> are processed completely,
accurately, and timely; deviations from the schedule are identified and resolved timely.

Output

Controls provide reasonable assurance that <assessable unit outputs> are authorized and transmitted completely
and accurately, and are processed timely.

Figure 4-21. IT General and Business Process Control Objectives

For additional information, refer to the FIAR Guidance website for FISCAM control activities and
techniques that are highly relevant for addressing key financial reporting risk areas and other FISCAM
control activities and technigues that should be considered by reporting entities and their service
providers in their audit readiness efforts.
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Complementary User Entity Control Considerations

A service provider’s applications and business processes are designed with the understanding that
certain complementary user entity controls have been implemented by the reporting entity.
Complementary user controls are those controls that management of the service provider, in designing
the service(s) provided, assumes are implemented by the user/reporting entity. Complementary user
control considerations should relate to the control objectives specified in management’s description of the
service provider system. Currently, FIAR coordinates user control assumptions between service providers
and their reporting entities. Accordingly, the service provider must communicate and confirm its user
control assumptions with the FIAR Directorate as part of their audit readiness assertion process.

Typical control activities the reporting entity should implement to complement the controls of the service
provider include, but are not limited to:

e Control activities that provide reasonable assurance that any changes to processing options
(parameters) requested by the reporting entity are appropriately authorized and approved.

e Control activities that provide reasonable assurance that output received from the service
provider is routinely reconciled to relevant reporting entity control totals.

e Control activities that provide reasonable assurance that physical and logical access to computer
terminals is restricted to authorized individuals.

SSAE No. 16 Audit Readiness and Direct Support Dealbreakers

All service providers, whether they are working towards an SSAE No. 16 examination or providing direct
support to their reporting entities, are responsible for addressing the dealbreakers listed in Figure 4-22
below. These separate dealbreakers are necessary because of the integral role service provider’s play in
the accounting and reporting process of their customers. Additionally, unlike financial statement audits,
which are focused on determining whether the financial statements are fairly presented in accordance
with GAAP, the purpose of an SSAE No. 16 examination is to express an opinion on the effectiveness of
internal controls in meeting specific control objectives relevant to financial reporting. Accordingly, tests of
key supporting documentation (KSDs) for tests of account balances (task 1.6) are not required by service
providers to support SSAE No. 16 readiness assertions. For SSAE No. 16 assertion, service providers will
only need to evaluate KSDs that provide evidence that controls are designed and operating effectively.
Separate from the SSAE No. 16 assertion, service providers may be requested by reporting entities to
assist them with tests of KSD for individual assessable units.

All service providers need to address these dealbreakers. During the Assertion/Examination phase, the
FIAR Directorate will provide feedback to the service provider on the dealbreakers and recommend
additional procedures to make improvements prior to an examination or providing direct support.

Service Provider Audit Readiness Dealbreakers FIAR Guidance Reference
1. All material business processes and information systems 4.A.2 Consideration of Service Providers
(including micro-applications and internal software3°) are not 3.D.2IT (or Systems) Controls

defined or included in the scope of the SSAE No. 16 examination.

2. All relevant business process and information technology control |4.A.2 Consideration of Service Providers
objectives that address information technology general control 4.B.4 Methodology - Service Provider
and transaction setup/input/processing/output risks are not
identified or included in the scope of the SSAE No. 16
examination.

3. All relevant service provider performed controls, user control 4.A.2 Consideration of Service Providers
considerations, and sub-service provider roles and responsibilities | 4.B.4 Methodology — Service Provider
that address in-scope control objectives have not been identified
and included in-scope for testing.

% |Internal software includes utility software such as database management systems, operating systems, job scheduling tools,
security management utilities, etc.
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Service Provider Audit Readiness Dealbreakers FIAR Guidance Reference
4. Testing conducted to assess the design and operating 4.A.2 Consideration of Service Providers
effectiveness of business process and information technology 4.B.4 Methodology - Service Provider

controls is not extensive enough to conclude as to whether the
related control objectives have been satisfied.

5. For areas where control deficiencies have been identified during | 4.A.2 Consideration of Service Providers
testing, the service provider has not provided sufficient 4.B.4 Methodology - Service Provider
documentation indicating that corrective actions have been
implemented.

Figure 4-22. SSAE No. 16 Audit Readiness Dealbreakers
Direct Support Considerations

A service provider may decide to directly support a reporting entity if the service provider has a small
customer base (less than three reporting entities), or employs unique control activities within a process
(system) for individual reporting entities. Additionally, if a service provider cannot successfully prepare for
and undergo an SSAE No. 16 examination within the required timeframe, it should notify its customers
(reporting entities) immediately so that those customers and the service provider can work together on
mitigation plans (such as direct support) and/or revise planned FIP milestone dates for this key audit
readiness dependency. In such situations, the FIAR Directorate must be notified of these changes.

The direct approach will require the service provider to develop an appropriate audit infrastructure with
which to support the reporting entity’s user auditor in assessing risk, testing controls and transactions,
providing documentation, and accommodating potential site visits to service provider locations.

When a service provider is supporting less than three reporting entities (and when the reporting entity is
subject to a financial statement audit and the service provider does not receive an SSAE No. 16
examination report), the service provider’s processes and internal controls that affect the reporting entity’s
financial transactions are audited as part of the reporting entity’s financial statement audit. As a result, the
service provider will need to complete the key tasks and activities of the FIAR Methodology and
coordinate with the reporting entities to develop the required FIAR work products (i.e., risk assessments,
controls assessments, process nharratives, test plans, etc.) to become audit ready.

As noted earlier in this section, OMB Bulletin No. 14-02 requires service providers to support reporting
entity financial statement audits by either providing an SSAE No. 16 SOC 1 report, or allowing user
auditors to perform appropriate tests of controls at the service organization.

To support this testing, both the reporting entity and the service provider must work together to
provide:

¢ Transaction-level downloads of reporting entity transactions, accompanied by
reconciliations of the transaction level detail to the general ledger and financial
statements;

e Supporting documentation for requested sample items; and

e Personnel/responses to questions asked about trends, variances and specific financial
transactions.

To satisfy user auditor requests, both the reporting entity and service provider will need to ensure
they each have an infrastructure of processes and resources established and available to quickly
and effectively respond to these requests.

Other Considerations
Other strategic considerations for service providers include:

e SSAE No. 16 explicitly does not apply when the service auditor is reporting on controls at a
service provider that are not relevant to reporting entities’ ICOFR, such as controls related to
regulatory compliance or privacy. For audit readiness purposes, the service provider is not
required to provide the reporting entity with an SSAE No. 16 report on controls that are not
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relevant to ICOFR. The SOC 1 report is the most common type of SSAE No. 16 report used and
the SOC 1 — Type 2 report is required for financial statement audit readiness purposes.

e If the reporting entity requests information on compliance or regulatory controls not related to
ICOFR and the service provider has not completed a SOC 2 or SOC 3 report, the service
provider may provide the reporting entity with results from internal reviews, such as the
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP),
Federal Information Security Management Act (FISMA), or FFMIA reviews.

e Service providers must prepare, evaluate, and remediate weaknesses in their processes,
systems, internal controls and supporting documentation to effectively support the
reporting entity audit. This requires the service provider to understand the reporting
entity’s audit readiness dependencies, including scope, timeline, expected deliverables,
etc., and coordinate its audit readiness activities with those of the reporting entity prior to
engaging a service auditor to perform an SSAE No. 16 examination. Coordination and
communication between the service provider and reporting entity is essential throughout the audit
readiness process.

e The service provider has lead responsibility for coordinating SSAE No. 16 attestation
engagements of its processes and internal controls.

e The service provider and reporting entity must work together to discover and correct audit
impediments.

The key to achieving auditability is focusing on the entire end-to-end processes from the time a
transaction is initiated to the point when financial data is reported and supporting documentation is
retained and stored for future retrieval. Any gaps will likely impede progress for both the reporting entity
and service provider. The service provider methodology discussed below is meant to work in concert with
the reporting entity methodology to detect and correct, or avoid such gaps.
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Traditional service providers are responsible for the initiation, authorization, recording, processing or
reporting of financial transactions on behalf of the reporting entity; non-traditional service providers may
support their customers in other ways, such a processing a specific set of transactions (e.g., contract
pay). All service providers must have effective processes and control activities to assist the reporting
entity in meeting its financial reporting objectives. Consequently, service providers play a key role in
ensuring that the reporting entity achieves audit readiness. This section of the Guidance describes the
Department’s methodology that service providers must follow to support their customers’ efforts to
achieve audit readiness, as well as Departmental efforts to develop a common strategy by bringing
together service providers and reporting entities to identify risks, develop common control and financial
reporting objectives, and ensure control activities are designed to meet those risks and are operating

effectively.

Figure 4-23 presents the FIAR methodology that service providers must follow to assist the reporting
entity in achieving audit readiness.

Key Tasks

I
I

E 1-0 '
Discovery

1.1 Identify
Processes,
Systems and
Reporting Entities

|
I

1.2 SLA Analysis
and MOU
Development

I
A

1.3 Statement to
Process Analysis

1.4 Prioritize

I

1.5 Assess & Test
Controls

—> Ready

1.6 Evaluate

Supporting
Documentation

1

2.1 Design Audit-

Environment

2.2 Develop
Corrective Actions

2.3 Resource

2.4 Execute

2.5 Decide

Note: The gray boxes are key tasks that must be repeated on a confinuous basis as they are key fo achieving and maintaining auditability
and reliable financial information. Also, please note that key task 1.6 for fests of account balances is not required o assert and undergo
an SSAE No. 16 examination. For SSAE No. 16 assertion, service providers should evaluate documentation that provides evidence that

3.0
Corrective Assertion/
Action

3.1 Review

3.2 Engage
Auditor

3.3 SSAE No. 16
Examination

3.4 Address
Deficiencies

40 5.0
Validation SSAE

5.1 Engage
Auditor

9.2 Support SSAE
No. 16
Examination

5.3 Auditor Issues
SSAENo. 16
Examination

Report

These steps are to be completed by
service providers who will undergo
an SSAE No. 16 examination. If the
service provider is not undergoing
an SSAE No. 16, it should coordinate
with its customers to determine how
to support customer audit needs.

controls are designed and operating effectively.

Figure 4-23. Service Provider Phases and Key Tasks to Achieve Auditability and
Reliable Financial Information
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Phases and Key Tasks

All service providers must complete each Key Task of the Discovery and Corrective Active phases
as well as Key Task 3.1. Furthermore, those service providers that determine to undergo an SSAE

No. 16 examination will also need to complete the remaining Key Tasks in the Assertion/Evaluation,
Validation, and SSAE No. 16 phases. It should be noted that the SSAE No. 16 examination focuses on
determining the design and operating effectiveness of the control activities and the service auditor does
not perform documentation testing to support account balances. However, for the purpose of the FIAR
Methodology, service providers are required to complete Key Task 1.6, whether they intend to undergo
an SSAE No.16 examination or provide direct support to their customers. Successfully completing Key
Task 1.6 provides assurance that in the event that the service provider is not able to undergo a SSAE No.
16 examination, the service provider will be able to support its customer’s audit readiness requirements
through alternative procedures.

The five phases and key tasks of the Methodology are as follows:

6. Discovery

a. Service provider identifies reporting entities, relevant business processes, systems and
assessable units.

b. Service provider coordinates with the reporting entity (and any subservice organizations) to
document understanding of audit readiness roles and responsibilities, and establish an agreed-
upon timeline for completion of joint audit readiness activities and/or SSAE No. 16 examination,
either within the existing SLA or in a separate MOU.

c. Service provider documents its business processes and the financial environment, and supports
the reporting entity in developing the statement to process analysis.

d. Service provider coordinates with the reporting entity to define and prioritize the service provider’'s
processes into assessable units.

e. Service provider identifies risks, control objectives and control activities, and tests the design and
operational effectiveness of control activities.

f.  Service provider evaluates the sufficiency and accuracy of documentation to support financial
transactions, account balances and financial statement line items only when supporting the
reporting entity’s assertion of audit readiness (for asserting to SSAE No. 16 readiness,
service providers should evaluate documentation providing evidence that controls are
designed and operating effectively).

g. Service provider identifies and classifies any deficiencies in control activities and/or supporting
documentation.

7. Corrective Action

a. Service provider defines and designs audit readiness environment, to include requirements for
remediating deficiencies in internal control and supporting documentation.

b. Service provider develops concrete corrective action plans to resolve each deficiency identified
during the Discovery phase.

c. Service provider develops budget estimates of required resources (i.e., funding and staffing levels)
to execute corrective actions.

d. Service provider executes corrective action plans and verifies that corrective actions were
implemented.

e. Service provider determines strategy for supporting reporting entity’s audit readiness efforts
(i.e., proceed with SSAE No. 16 examination or provide direct support during reporting entity’s
financial statement audit) and coordinates audit readiness timeline with the reporting entity.
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8. Assertion/Examination

a. FIAR Directorate evaluates documentation submitted by service provider to determine audit ready
state and provides feedback to the service provider on its status of audit readiness. If the service
provider is supporting the reporting entity directly (i.e., no SSAE No. 16 examination), continue to
communicate and coordinate with the reporting entity, update timelines as needed and ensure
sustainment of service provider’s audit readiness activities.

b. Service provider provides a management assertion letter to the FIAR Directorate on the fairness of
the description of its system, the suitability of the design of controls, and the operating
effectiveness of controls to meet control objectives.

c. Service provider engages an auditor to perform an initial SSAE No. 16 examination resulting in a
SOC 1 - Type 2 report.

d. Service provider evaluates nature and extent of deficiencies noted in the SSAE No. 16 report and
implements corrective actions to remediate deficiencies.

e. Service provider performs procedures to verify that corrective actions successfully remediated
auditor-identified deficiencies.

f.  Service provider submits the SSAE No. 16 examination report, and additional documentation
demonstrating successful remediation of auditor-identified deficiencies to the FIAR Directorate and
DoD OIG.

9. Validation

a. FIAR Directorate reviews the SSAE No. 16 examination report and additional documentation
supporting successful remediation of deficiencies.

b. FIAR Directorate determines service provider’s audit readiness state.

10.SSAE No. 16 Examination

a. Service provider engages auditor to perform SSAE No. 16 examination.

b. Service provider supports the SSAE No. 16 examination.

c. Auditor issues SSAE No. 16 examination report.

In the following charts, the key tasks are numbered to coincide with the standard FIP Template. For
example, the Discovery Phase of the FIP template includes key tasks beginning with section 1.1, while
the Audit Phase begins with section 5.1 of the template.
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@
@ 1.0
E"‘ Discovery I Detailed Activities ResultingWork Products
1.1 Identify
symomcana [ (L1 1erres
Reporting Processes + Identify business processes
Entities and Systems + Identify systems in use including micro-applications _
+ Gather information regarding the systems identified including system
owner, system host, application description and nature of information Processes and Systems
proces: * Inventory List
®
=
[
L]
-
g
=
1.1.2Prepare
list of + |dentify the reporting entities for which services are provided including . . .
Reporting contactinformation and the type of services provided Listof Reporting Entities
Entities
1.5Assess

& Test Controls

*: To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR Directorate as they
are submitted

Figure 4-24. Discovery Phase — Identify Systems and Reporting Entities

1.0
I Detailed Activities ResultingWork Products

* Determine the extent to which the Service Level Agreement (SLA)
describes the roles and responsibilities for internal control and supperting
documentation between the service provider and the reporting entity

+ Provide a description of the control environment, risk assessment process,
control activities, infi tion and c ication, and monitoring thatmay
affect the reporting entity’s financial reporting objectives

+ Obtain a description of complementary user controls at the reporting entity

12 SalﬁAd ‘;"oadf‘gis including controls overlogical accessto the service provider's systems, — * Updated SLA

completeness and accuracy of input submitted to, and output received from
Development the service organization

+ Coordinate with sub-service providers, if applicable, to confirm their roles
and responsibilities for addressing control objecti 1d related
relevantto the reporting entity

+ Update the SLA, if necessary

1.2.1 Evaluat
the existing
SLA

1.3 Statement
to Process
Analysis —

Key Tasks

* Document the roles and responsibilities for the authorization, initiation,
processing, recording and reporting of transactions affected by the
the MOU service provider, including requi ts for the ion of supporting
documentation, as necessary Mou
* Document whether the service providerwill prepareits own FIF or *
whether its audit readiness activities will be includedin the reporting
entity's FIF

1.2.2Prepare

1.5Assess
& TestControls

SLA - Service Level Agreement
MOU - M S ofUnderst

* = To be submitted once FIP milestone is achieved. Work products will be revi iby the FIAR Directorat they
are submitted

Figure 4-25. Discovery Phase — SLA Analysis and MOU Development
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I Detailed Activities ResultingWork Products

. Forf'nalwal statement and/or line items, ooordlnahewnhlhereporhng
1.3.1 Statement entity to developthe process and systems drill down anal )
1.2SLA Analysis toProcess |  assetftransactionclasses, underlying processes, assessable units & sub- —>  Statementto Process Analysis
and MOU Analysis units, and associated systems—mcludmg ‘as-is" and any planned “to- *
Development be” environments 4
w r
] 132() " Gomn Gegtolng e o erac iy (o1 Dol reauingrom sach
';. 1.3 Statement to Quantitative | assessdg:e ungit (level 1) annually o | Quantitative Drill Down - Level 1
& [|Frocess Analysie Drill Down + On the quantitative rill down, indicate the percentage of the total line LS
item each assessable unit represents | o
a 133"‘:2%‘\' + Coordinate with the reporti tity to prepare the quantitative drill down
uantitative depu:hngihednllarachvrty(orbalanc&) resulting from each sub- ok : _
DrillDown - §—=  assessableunit(level 2) annually —»| Quantitative Drill Down—Level2
Level2 » On the quantitative drill down, indicate the percentage of the total line * p
P | item each sub-assessable unitrepresents 1
MNote: Service Pro are not expected to submit these work products if software and/or data center hosting

services only are provided to the Reporting Entity. Service Providers that provide business process support and
those opting to directly support their Reporting Entities (non-SSAE No. 16) must coordinate with the Reporting

Entity to prepareand complete these work products.

*= To be submitted once FIP milestone is achieved. Work products will be revi y the FIAR Directorate as they
are submitted

Figure 4-26. Discovery Phase — Statement to Process Analysis

1.0
EI Detailed Activities ResultingWork Products

+ Foreach assessable unitidentifiedin the statement to process analysis,
rank each in order of quantitative materiality (largest dollar activity is
highest priority, second highest is second priornity, etc.)

141
Quantitatively
rank assessable
units

1.4.2 Qualitatively
rank assessable

+ Foreach assessable unit, develop alist of qualitative risks or factors >
associated with the assessable units

units
"
1.4.3Planned ist [t
systemsand || * Cross-walkeach ble unit, tothe ysh In\rentorylisl createdin U%?:tyasr:ﬁ:;"r;n::‘? t‘ﬁgrhasct:'c[lesstls
0w rocess step 1.1, Include ts, planned replac dthedate i
-3 p privileges
] replacements the replacement will oceur
[ — —
1.4.41dentify + Foreach assessable unit, identify relevant risks and corresponding control
“Control L, objectives (manual or IT) that the service provider is responsible for
achieving and document in Financial Improvement Plans
Objectives
|+ Coordinate with the reporting enhtylo prepare an assessable unit strategy
and prioritization document that N L
1.4 Prioritize ——— + Lists all assessable units, prioritized by quantitative rank and adjusted 5| Ass ole unit prioritization and
145D t for significantqualitati fal:tnrs and {mtenhally)scnplng—wlbgal:y auditreadiness strategy document
strategyand | st (including sy ) and processes that will notbe *
prioritization partof the audit-ready en\rlmnmem
\ + Details the approachto achieving audit readiness including,
* |dentifying the control objectives (manual or IT) to be achieved §
1.5Assess throughinternal controls and those to be achieved by vouching
& ToiContiols balances to supporting documentation = Updated SLAor MOU
ol + Documenting the service provider's role in the reporting entity's audit *

readiness strategy
+ Updatethe SLA or MOU

* Proceed to key task 1.5 for control objectives (manual or IT) to be achieved
1.4.6 Decide through control activities

» Proceed to key task 1.6 for control objectives (manual or IT) to be achieved
by supporting documentation (either vouching balances or providing

— evidence of the effectiveness of control design and operation)

* Tobe submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR Directorate
as they are submitted

Figure 4-27. Discovery Phase — Prioritize

SECTION 4: FIAR METHODOLOGY 4.B Methodology — Service Providers
93



FIAR Guidance

April 2015

Key Tasks

1.5 Assess
& TestControls

1.5.1 Prepare
processand
controls
documentation

1.5.2Prepare
internal controls

* Prepare process narratives, flowcharts and worksheets documenting
processes, risks (Ilnkedto financial statementassertions), control activities
(manual and aut d)andIT g | computer controls for significant
systems, applications or micro-applications

+ Include a description of documentation in accordance with SSAE No. 16 of
the control environment, information and communication, and monitoring

. Prepare a conh'olob]ectves (manual or IT} and conimlactnrmes document |
foreach unit, ctives (manual or IT) and
activities and noted deficiencies forrnlssmg control activifies or control

Detailed Activities ResultingWork Products

Process narratives and flowcharts

r 4

Financial Reparting Objectives and

» g
assessment activities thatare not designed effectively * Control Activities
+ Include documentation, in accordance with SSAE No. 16, of the risk 7
assessment process —
1.5.3 Execute - Fcr cuntml < ivities appropri de: wmmmlﬁet&m e
tests of d € o of controls
c:i;t:s Prepare and validate a populanonoﬂransachonlevel detail and select : Testsof Controls
the appmpnate samplesize e
« D p test plans, selectrandom samples from the population and
execute test of controlsto assess the operating effectiveness of control
activities
154 = Update the control objectives (manual or IT) and control activities
Summarize s documentwith theresullsoftes’isnfoontm!s |ndmtng the number tested,
testresults the number of controls ting effectively and any tions or
| deviations noted during lestmg
+ Decide if deviati ted during tt tion of steps above aff tthe |
design and/or operating effecti of individual control activiti
St ) + Evaluate the impact of control design and/or operating effectiveness
1 'gigldsff';tgv . deviations on the achievement of one or more control objectives | TestResults
evaluate ||+ Develop corrective action plans for those deviations that affect achi it
P e ofoneormoreoonlmlobjectwesandoommunlcaf.emedewahonsta
affect mer

* = Tobe submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted

Figure 4-28. Discovery Phase — Assess & Test Controls
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1.0
Discovery

]

1.6.1Prepare
the population

{

+Establish retrieval and storage procedy ffinancial data that will
support the evaluation and future examinations/audits

+Extract and prepare a population of transaction-level detail (or asset-level
as appropriate), total the value of the detail, ensure detail agreesto the
GL accounts and financial statements, and maintain documentation of the
reconciliation including suppoert for all material journal vouchers

_\
vy

1.6.2 Perform
datamining

H

1.6.3 Identify
and document
supporting
documentation

I

1.6.4 Determine
retention
requirements

H

16.5Test
existence of

supporting
documentation

H

1.6.6 Summarize
testresults

[

1.6 Evaluate
Supporting
Documentation®

th the

unit being asserted,

>

—>

*Perform initial data mining on population to identify and address unusual ]
and invalid transactions, and perform a search for and correctabnermal
balances (e.g., negative obligations) or missing data fields

. By ﬂnancld slalementasserhon |dentfy and documentsupporting
doc! (KSDs y supportindividual transactions
orbalances(e.q., w.ndorlnvmce supporha valuation of a disbursement)

*Determine how many years of electronic data and supporting
documentation are needed to support audit readiness assertion

+Develop atest plan, select random samples from the populationand
execute testing of individual transactions and balancesto confirm the
tence and evaluate the quality of supporting doct tation for all
relevantfinancial statement assertions
+ Assess (as part of documentation testing above) the location and sources
of supporting documentation venfylng polu:lesfpmcedurﬁ and control

activities to ensure supporting de on is retained for a sufficient
penod oftime

[+ Summarize test results and adenirly deﬁuenmsm documentation

*All exc Bp ti k '\reule,.. determined tol tat t must be
considered deficiencies

*During the ﬁrstycaroi the assessments, activities relating to key task 1.6 should be p

l Detailed Activities ResultingWork Products

Electronic detail populations

—>| * & reconciliations

Documentation summarizing updated
data mining results and required
* corrective actions

Supportingdecumentation criteria

™ matrices

L Aging analysis demanshahngyears

*dnrl tation must be ret

Testplans and test resultsincluding
source, Iocaton pollcnesand control

| yeument
*

rehenuon

-4

— Evaluation of test results

*

* To be submitted once FIP milestone is achieved. Wark products
will be reviewed concurrently by the FIAR Directorate as they are
submitted

d for material beginning/opening bal

as well as current year activity

Figure 4-29. Discovery Phase — Evaluate Supporting Documentation

2.0
Corrective
Action

2.1Design
AuditReady

2.1.1 Mitigate
deficiencies in

I Detailed Activities ResultingWork Products

+ Define requirements and design solutions to mitigate deficiencies for

Environment control activities

control activities, processes and/or systems, and policies

+ Define requirements and design selutions to mitigate deficiencies in

2.2 Develop 2.1.2 Mitigate
Corrective deflmem:l_a; in
Actions supporting

documentation

Key
Tasks

2.3Resource

2 4Execute

2.5Decide

supporting documentation

* = Tobe submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted

“To-be” process flows and
narratives, CONOPS, systems

requirements, and policiesand

procedures P,

Solution document that
summarizes how documentation
deficiencies will be resalved or

* overcome

4

Figure 4-30. Corrective Action — Design Audit Ready Environment
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2.3Resource

2 4Execute

2.5Decide

- 2.0
7}
£ | Corrective Activities Detailed Activities ResultingWork Products
o Action
2.1Design
LUGHGEED
Environment — —
*Develop corrective actions, or update existing corrective actions,
in reporting entity FIPs that will execute the “to-be” solution,
including updating policies and procedures, preparing systems
Z(iilr)r:‘(’:t}il\?g Plza-r? ':rgfl‘;elgapt e design documents and drafting documentation templates Updated “Corrective Action”
Actions P +Updates to FIPs should include a determination of whetherthe  —> sectionof FIP
A FIP deficiency affects the achievement of the control objectives and
o8 target completiondates
[

+ Corrective actions must be developedfor each deficiency
identified during executionof tasks 1.5and 1.6

Figure 4-31. Corrective Action — Develop Plan and Update FIP

2.0
Corrective
Action

2.1Design
Audit Ready
Environment

2.2 Develop
Corrective
Actions

Key
Tasks

2.3Resource

2.4 Execute

Detailed Activities ResultingWork Products

2.3.1Develop * Develop budgetestimates of required resourcesto execute corrective Detailed estimates, including
budget estimates action plans > FTEs and funds
7
2.3.2Prepare «Pre i T Resource Management
pare and submit budgetjustification/resource management rc ge
i b','",igeF decision materialsas needed > Decisions (RMDs)
justification p

Figure 4-32. Corrective Action — Resource
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2.1Design
Audit Ready
Environment

2.2 Develop
Corrective
Actions

2_3Resource

Key Tasks

2 4 Execute

+ Execute systems, process, controls and documentation
changes includedin Corrective Action Plans

+ On a monthly basis, update Financial ImprovementPlans (FIPs)
to reflect progress and accomplishments, including any scope
and timeline changes that result during execution

+ Verify that corrective action plans have beenimplemented at the
service provider. Consider repeating Discovery Phase, key task
1.5 and 1.6 to verify successfulimplementation of corrective
action plans

+ Confirm that audit readiness “dealbreakers” forthe service
provider(p. 86-87) have been addressed

2.0
Corrective Detailed Activities ResultingWork Products
Action

_,| Updated FIPs

)

Figure 4-33. Corrective Action — Execute

251(a)
Continue with
Phase 3,
Assertion/
Examination

Key Tasks

- OR-

2.5.1(b) Support
reporting entity
audit readiness

efforts

2.5Decide

+ Forcontrol objectives (manual or IT) to be achieved through
internal controls, as defined during activity 1.4.4, define the scope
of theinitial SSAE No. 16 examination, toinclude:

= Key control objectives and relevant control activities

+ Relevantsystems (i.e., financial, mixed, non-financial)

+ Time period to be covered by the report

* Sub-service provider considerations (i.e., inclusive vs. carve
outmethod

+ User control considerations, if any

* Update SLA or MOU

* Notify FIAR Directorate that corrective actions have been
implemented and that the service provider is ready for an initial
SSAE No. 16 examination

+ Coordinate with the reporting entity to determine how service
providerwill supportthe reporting entity's auditreadiness
efforts, specifically:

+ Documenting the financial reporting objectivesto be
achieved through supporting decumentation, as defined
during activity 1.4.4

+ Documenting the financial reporting objectivesto be
achieved through control activities not coveredin the scope
of an SSAE No. 16 examination (i.e., conftrols uniqueto
specific reporting entities but necessary to achieve audit
readiness)

2.0
Corre_ctive Activities Detailed Activities ResultingWork Products
Action

Notificationto FIAR
Directorate of corrective
action plan implementation

Updated SLAor MOU

* To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted

Figure 4-34. Corrective Action — Decide
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3.1Review

3.2Engage
Auditor

Key Tasks

3.3SSAE No.
16 Examination

3.4 Address
Deficiencies

3.1.1Service
providers electing f—>
SSAE No. 16

Examination
—
or

(" 3.1.28ervice

providers electing
to support
reportingentity’s |—>

auditreadiness

\ efforts J

3.0
g | Detailed Activities ResultingWork Products

+ FIAR Directorate reviews the service provider's work products
developed in conjunction with execution of the Discovery and
Carrective Action phases, if necessary

* FIAR Directorate provides feedback to the service provideron
its status of audit readiness

* FIAR Directorate reviews the service provider's work products
developed in conjunction with execution of the Discovery and
Corrective Action phases, if necessary

Results of FIAR
Directorate review

* FIAR Directorate provides feedback to the service provider on its
status of audit readiness

Figure 4-35. Assertion/Examination — Review

3.0

Assertion/

3.2Engage
Auditor

3.3SSAE No.
16 Examination

Key Tasks

3.4 Address
Deficiencies

= To be submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR

I Detailed Activities ResultingWork Products

+ The service provider provides a management assertion, in
accordance with SSAE No. 16, on:
+ The fairnessofthe presentation of the description of its
system(s),
= The suitability of the design of contrels, and the operating
effectivenessof controls to meet specified control
objectives, in conformity with suitable criteria as defined by
management
* FIAR Directorate engages an IPA orthe DoD OIG to perform

—)I * Management'sassertion J

Select work products from Figure
61, as requested by auditor

an SSAE No. 16 examination of the assessable unit

Directorate as they are submitted

Figure 4-36. Assertion/ Examination — Engage Auditor
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3
E l Detailed Activities ResultingWork Products

3.1 Review

3.2Engage
Auditor

)
X

@ 3.3SSAE * ThelPA orDoD OIG performs aninitial SSAE No. 16

= No.16 examination __
) Examinati + The IPA or DoD QIG identifies deficienciesin internal control, if ISSAE No. 16 examination)
N~ amination e report

+ The IPA or DaD OIG issues a “Service Organization Control
(SOC) 1- Type 2” examination report

3.4Address

Deficiencies

= To be submitted once FIP milestone is achieved. Work products
will be reviewed concurrently by the FIAR Directorate as they are
submitted

Figure 4-37. Assertion/ Examination — SSAE No. 16 Examination

3.0
El m Detailed Activities ResultingWork Products

3.1Review

3.2Engage
Auditor

Key Tasks

Examination

= Unmedified opinion: proceed to Validation Phase

34 Address * Otherthan Unmodified opinion:
Deficiencies « Evaluate the nature and extentof the deficiencies noted Updated FIPs

* Implement corrective actions to remediate deficiencies

« Verify that corrective actions have beenimplemented
and deficiencies have beenremediated

* Proceed to Validation Phase

Figure 4-38. Assertion/ Examination — Address Deficiencies
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o
I 4.0
Z8 validation Detailed Activities ResultingWork Products
o
2 - _
o . ) ) . Documentation demonstrating
- *FIAR Directorate andthe DoD OIG, if applicable, reviewthe remediation of deficiencies
) SSAE 16 examination report and additional documentation
v provided by the service provider demonstrating remediation of 7
4.1Reviewand deficiencies ) o
Determine *DoD OIG communicatesthe resultsofits review to the FIAR
Audit Directorate o .
Readiness *FIAR Directorate makes afinal determination ofthe service : ;
provider's auditreadiness state and communicates to the et elr:rlrﬁﬁaggr?gtfoarigleitigggiL s
service providerwhether to proceed with the annual SSAE 16 r
examination or return to the Corrective Action Phase
*= To be submitted once FIP milestone is achieved. Work products
will be reviewed by the FIAR Directorate as they are submitted
Figure 4-39. Validation Phase — Review and Determine Audit Readiness
2 5.0
£ || SSAE No. 18 Detailed Activities ResultingWork Products
o § Examination
51E | * In coordination with the DoD OIG, issue a Request for Proposal (RFP)
Au gi?:?n l and award a contractto an IPA to perform the SSAE No. 16 examination Awarded contract J
Y = -
9.2 + Perform engagementcoordination activities, parficipating in meetings to
Coor provide background information -
w S
ﬁ 5.2 Support
SSAE No. 16
E. Examination 5'2'2‘,?::,[;:"’: and _| +Collectand provide auditor with all ted doct within
= " et established time requirements
5.2.3 Manage * Manage allissues and respondto all findings raised by the auditors
issues and * Resolve issues and concerns raised by the auditorthat could impede the
findings audit's progress and develop responses to audit findings (including planned
L | corrective actions) |
5.3 Auditor L=
Issues SSAE [ ] o
No. 18 » Auditorissues SSAE No. 16 examination report | SSAE No. 16 examination report
Examination l _ *
Report
Y = Tobe submitted once FIP milestone is achieved. Work products will be reviewed by the FIAR
Directorate as they are submitted
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Work Products

Service provider work products must follow the format of an SSAE No. 16 report and include the
information that will be included in Section Ill and Section IV of the service auditor’s report (even
if the service provider is not pursuing an SSAE No. 16 examination). Section | of an SSAE No. 16
report contains the service auditor’s report, which describes the scope of the SSAE No. 16 examination
and provides the service auditor’s opinion. It is not required for the service provider’s assertion
documentation. Section Il of an SSAE No. 16 report includes management’s assertion, and Section Il of
an SSAE No. 16 report includes a description of the service organization’s “system” and complementary
user entity controls. Section IV of an SSAE No. 16 report includes a description of the control activities
in place to achieve the control objectives, as well as the test plans and the test results (Type 2 report).
Refer to the FIAR Guidance website for an example of a completed Section IV of the SSAE No. 16
report and to download the SSAE No. 16 Section IV template.

During the service provider's Discovery phase, the service provider should perform an audit impact
assessment on service provider systems and processes, rather than the statement to process analysis
and quantitative drill downs, to define the scope of the service auditor’s report. However, the service
provider must coordinate with the reporting entity to prepare the overall Statement to Process
Analysis, Quantitative Drill Down — Level 1 and Quantitative Drill Down - Level 2 for the reporting
entity’s assessable units. The service provider will use these work products to determine the material
processes, sub-processes, and systems the service provider is responsible for in supporting the reporting
entity’s audit readiness effort, either directly or by inclusion in the scope of the SSAE No. 16 report.
(Note: the service provider does not need to submit the statement to process analysis and quantitative
drill downs separately from the reporting entity.)

The graphic below illustrates the service provider work products outlined in accordance with the SSAE
No. 16 report for Section Il and Section Ill, and depicts how these service provider work products align to,
and support reporting entity work products. The service provider’s work products will be incorporated into
the reporting entity’s work products.

Service Provider and Reporting Entity Work Products

Management’s Assertion and Description

Service Provider Work Products Reporting Entity Work Products

SSAE No. 16 - Sectionll

= Written Assertion by Management

SS5AE No. 16 - Section Il

* Management’'s Description of the Service Organization’s
Structure

1. Organization Chart 1. Organization Chart
Updated SLA (1.2.1)

2
3. MOU(1.2.2)
4

Statement to process analysis (1.3.1) = 2. Statement to process analysis(1.1.1)

5. Quantitative drill down — Level 1 (1.3.2(a)) 3. Quantitative drill down — Level 1 (1.1.2(a))

6. Quantitative drill down — Level 2 (1.3.2(b)) = 4. Quantitative drill down — Level 2 (1.1.2(b))

7.  Systems inventory list, listing of system users and their 5. Systems inventory list, listing of system users, and
access privileges (1.4.3) their access privileges (1.2.3)

8. Assessable unit prioritization document (1.4.5) > 6. Assessable unit prioritization document (1.2.5)

9.  Assessable unit strategy document (1.4.5) 7. Assessable unit strategy document (1.2.5)

10. Updated reporting entity or service provider FIP, as defined
by the MOU (1.5.1)

11. Process narratives and flowcharts to include a complete 8. Process and systems documentation to include
system narrative and complementary user entity controls narratives, flowcharts, risk assessments, control
(1.5.1) worksheets, system certification/accreditations,
Note: Service Providers are not ex ted to bmit work products 4, 5, system and ?l‘ld user‘l'ocatlons, svs‘,en._‘
6, 8, 9 and 11 if software and/or data center hosting services only are documentation location, and descriptions of
provided to the Reporting Entity. Service Providers that provide hardware/software interfaces (1.3.1)

business process support and those opting to directly support their
Reporting Entities (non-SSAE No. 16) must coordinate with the
Reporting Entity to prepare and complete these work products.

Figure 4-41. Service Provider and Reporting Entity Work Products — SSAE No. 16 Section Il
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Service Provider and Reporting Entity Work Products

Controls and Testing

Service Provider Work Products Reporting Entity Work Products

SSAE No. 16 - Section IV

* Control Objectives (1.5.2) * Updated FRO section of the FIP (1.2.4)

* Control Activities (1.5.2) >+ FROs, controls activities, control assessments
(1.3.2)

* Tests of Controls (1.5.3) * Test plans (1.3.3)

* Test Results (1.5.4, 1.5.5) * Updated control assessments (1.3.5)

Figure 4-42. Service Provider and Reporting Entity Work Products — SSAE No. 16 Section IV

If the service provider is not prepared to assert audit readiness and undergo an SSAE No. 16
examination, the service provider is still required to support its customers by discussing an SSAE No. 16
examination timeline and working with customer auditors so as not to impede customer audit readiness
progress.
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4.C PREPARING FOR AN AUDIT
4.C.1 ASSERTION DOCUMENTATION

Assertion documentation consists of required work products that are prepared by reporting
entities as they execute the key tasks and activities of the FIAR Methodology. Reporting entities
and service providers must complete assertion documentation for each assessable unit being
asserted as audit ready. However, within Wave 3 — Mission Critical Asset E&C Audit, reporting entities
may prepare assertion documentation by assessable unit or sub-assessable unit indicating that the
particular assessable unit or sub-unit is ready for evaluation.

The Methodology provides guidance for preparing the required work products to demonstrate successful
completion of each of the five phases of the FIAR Methodology. The compilation of work products from
the Discovery and Corrective Action Phases not only satisfies most OMB Circular A-123, Appendix A
requirements, but also provides the evidence needed to demonstrate that the reporting entity is ready for
audit.

The goal of the FIAR Methodology, and therefore, the assertion documentation is to provide evidence
demonstrating that the reporting entity has:

e Identified and evaluated the risk of material misstatement

e Identified the financial reporting objectives (FROs) relevant to the subject matter,
assertion or processes that must be audit ready

e Designed and implemented an appropriate combination of control activities and
supporting documentation, defined as KSDs, to mitigate the risk of material misstatement
and achieve the FROs

e Ensured that the supporting documentation identified above is sufficient, relevant and
accurate to support financial transactions, account balances, and financial statement line
items

Reporting entity management must

decide how it will achieve audit

readiness. The reporting entity must

rely on effective control activities,

but has flexibility with regard to how
esting

much to rely on internal controls, as grons n,

shown in Figure 4-43. In general, Phase

areas with large transaction volumes

or numerous individual assets (e.g.,

supply, contracts, FBWT, inventory,

OM&S, GE, etc.) require management

and the au.dllt(.)r to rely on effective - g T More.
control activities to provide assurance Control R

that balances are properly stated at . . .

any given date. Management's Figure 4-43. Rellgnce on mterne_ll controls affec_ts the level of
determination that effective internal testing of supporting documentation

controls are not in place to mitigate risk

does not necessarily preclude an assertion of audit readiness. For example, management may decide
that it is more efficient to rely on supporting documentation and limit internal controls reliance for the
existence and completeness assertion of low volume items, such as satellites. However, for populations
with a large number of items or with a high volume of transaction activity, such as OM&S, it is more
effective and efficient to place more reliance on internal controls, which requires detailed internal control
documentation, including risk and internal controls assessments. In cases where management reduces
internal controls reliance, the reporting entity must provide extensive supporting evidence in the
assertion documentation to offset the low reliance on internal controls.

£

Level of Testing of Supperting
Documentation

Less testing
affarts in
Discovery

Phase
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ITGCs and application controls must be designed effectively and tested for operating
effectiveness in order for management to rely on the automated controls and system generated
reports (i.e., KSDs). Supporting documentation testing (i.e., substantive testing) cannot overcome
ineffective or missing ITGCs and application controls when transaction evidence is electronic and only
maintained within a system, or the key supporting evidence is system generated reports.

4.C.2 ASSERTION DOCUMENTATION INTERIM REVIEWS

As reporting entities complete the key tasks and activities required by the FIAR Methodology, they
are required to prepare and submit “audit ready” assertion documentation (i.e., process
narratives, flow charts, test plans, etc.) supporting their audit readiness assertions to the FIAR

Directorate for review. Figure 4-44 contains a graphical depiction of the required work products
that must be submitted as assertion documentation.

adiness Strat

& )
Updated Service Level Agreemen 9 — Evaluation
SLA) or Memorandum of 2

of Test Results

uonejusiu|dul ueyd uopoe

2AEBLI00 JO 8181030 YY1 O UOIJeaION

Figure 4-44. Assertion Documentation Work Products Requirements

Figure 4-45 below describes actions taken by the FIAR Directorate with respect to each work
product and indicates whether an auditor will require the document during the engagement.
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Additionally, Appendix F lists these specific assertion tasks and their required submission dates
for reporting entities and reporting entity groups defined in the DoD-wide audit strategy.

. FIAR Submit to | Approved Required
Assertion Work Product FIAR by FIAR' | by Auditor

Management's Audit Readiness Assertion - Final Package 3.2 N N N

1 FIAR will approve the strategy documentwork product (Task 1.2.5) before the reporting entity can proceed; forthe remaining work products, FIAR
will provide feedback but the reporting entity continues its audit readiness efforts.

_ Assertion/Examination

Figure 4-45. Assertion Documentation Work Products Requirements

Assertion documentation must be provided in electronic format, through the FIAR Planning Tool,
so that the documentation is readily accessible for the FIAR Directorate, DoD OIG or other
independent auditor reviews. The FIAR Directorate will review the work products as they are
submitted by the reporting entities, and provide the reporting entities with detailed feedback and
recommendations on additional work needed. The FIAR Directorate reviews assertion
documentation to determine whether the reporting entity and/or the service provider are audit
ready and provides recommendations for additional procedures to make improvements prior to an
examination. Furthermore, as part of the accelerated audit readiness strategy, reporting entities
are required to present assertion documentation in accordance with the timelines shown in
Appendix F.

4.C.3 MANAGEMENT ASSERTION PROCESS FOR IPA OR DoOD OIG EXAMINATIONS

Once the FIAR Directorate completes its review of the reporting entity’s assertion documentation, the
reporting entity will prepare and submit a management assertion letter to the IPA or the DoD OIG
declaring that the subject matter (assessable unit) is audit ready. Refer to Section 2.D.1 for guidance on
preparing management assertions.

The assertion must be signed by the person, individual, or representative of the organization
responsible for the subject matter (assessable unit). Depending on the assessable unit being
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asserted as audit ready, either an IPA or the DoD OIG will perform an examination of management’s
audit readiness assertion.

4.C.4 MANAGEMENT ASSERTION PROCESS FOR FIAR ASSERTION/EXAMINATION (PHASE 3.0)

Once the IPA or DoD OIG completes its examination report, the reporting entity can proceed to the
Validation phase, if the examination report is unmodified. If the examination report is not an
unmodified report, the reporting entity must: (1) evaluate the nature and extent of deficiencies
noted by the auditor; (2) implement corrective actions to remediate the deficiencies noted; and

(3) perform procedures to verify that corrective actions have been implemented and successfully
remediate the deficiencies. Once these tasks have been completed, the reporting entity is ready to
proceed to the Validation phase (4.0). During the Validation Phase (4.0), reporting entities submit
additional documentation demonstrating that IPA- or DoD OIG-identified deficiencies have been
successfully remediated.
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5. AUDITING THE FINANCIAL STATEMENTS
5.A INTRODUCTION

In order to help the Department of Defense achieve its goal of having all of its financial statements ready
for audit by September 30, 2017, reporting entities must begin to shift their focus towards balance sheet
line items. FIAR activities that were performed during Wave 2 for material assessable units may be
leveraged in Wave 4, but reporting entities must also expand the scope of their efforts to cover proprietary
transactions.

The successful completion of Wave 4 should include ensuring that internal controls over proprietary
transactions are operating effectively and that relevant management assertions for all material financial
statement line items are verified. As noted in the GAO/PCIE Financial Audit Manual (FAM), most of the
auditor’s work in forming an opinion on financial statements consists of obtaining and evaluating sufficient
appropriate evidence concerning the assertions in the financial statements. In section 235, the FAM
classifies financial statement assertions into the five categories listed in Figure 5-1.

Financial Statement Assertions Outcomes Demonstrating Audit Readiness

Recorded transactions and events occurred during the given period, are properly
Existence or Occurrence (E) classified, and pertain to the entity. An entity’s assets, liabilities, and net position
exist at a given date.

All transactions and events that should have been recorded are recorded in the
proper period. All assets, liabilities, and net position that should have been
recorded have been recorded in the proper period and properly included in the
financial statements.

Completeness (C)

Amounts and other data relating to recorded transactions and events have been
recorded appropriately. Assets, liabilities, and net position are included in the
Accuracy/Valuation or Allocation (V) financial statements at appropriate amounts, and any resulting valuation or
allocation adjustments are properly recorded. Financial and other information is
disclosed fairly and at appropriate amounts.

The entity holds or controls the rights to assets, and liabilities are the obligations of

Rights and Obligations (R) the entity at a given date.

The financial and other information in the financial statements is appropriately
presented and described and disclosures are clearly expressed. All disclosures that
should have been included in the financial statements have been included.
Disclosed events and transactions have occurred and pertain to the entity.

Presentation and Disclosure (P)

Figure 5-1. Financial Statement Assertions and Financial Reporting Objectives

For each financial statement line item, reporting entities must ensure that audit evidence is readily
available to support all applicable assertions. By reviewing the corresponding Outcomes Demonstrating
Audit Readiness in the table, reporting entities can determine whether or not applicable assertions have
been satisfied for a particular line item. The Presentation and Disclosure assertion for all line items is
covered by the Financial Reporting assessable unit, thus is not presented in the individual line item
tables.

Suggested test procedures have been provided to assist reporting entities in validating that assertions
can be supported. Reporting entities may tailor the procedures to address the intricacies of their operating
environment. By performing these test procedures in advance of a financial statement audit, reporting
entities can identify gaps in controls and documentation that require the implementation of corrective
actions prior to audit.

Financial reporting risks have been identified for each financial statement line item. Assertions impacted
by each risk have been identified as well as outcomes demonstrating audit readiness, key supporting
documents and Wave 4 requirements.
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5.B TIE-POINT RECONCILIATIONS GUIDANCE

“Tie-points” are interdependent relationships between U.S. Standard General Ledger (USSGL) accounts.
As indicated in the July 14, 2014 OUSD(C) memorandum regarding Accurate and Reliable DoD
Component-level Financial Management Trial Balances from the DCFO, reporting entities must perform
tie-point reconciliations on a recurring basis. These reconciliations are intended to validate the integrity of
financial data and allow for the early detection and correction of potential reporting errors.

Tie-point relationships exist:

e within the budgetary series of accounts
e within the proprietary series of accounts
e between the budgetary and proprietary series of accounts

Examples of tie-points are provided in Figure 5-2 below.

Tie-Point Relationship

4201 Total Actual Resources, Collected (Post-Close, Prior Year)
= 4201 Total Actual Resources, Collected (Beginning Balance, Budgetary to Budgetary
Current Year)

3100 Unexpended Appropriations (Post-Close, Prior Year) =
3100 Unexpended Appropriations (Beginning Balance, Current Proprietary to Proprietary
Year)

4222 Unfilled Customer Orders with Advance = 2310 Liability for

Advances and Prepayments Budgetary to Proprietary

Figure 5-2. Tie-Point Examples

Tie-point analyses should be conducted on trial balances that are produced by reporting entity accounting
systems before they are input into the Defense Departmental Reporting System (DDRS).

Out-of-balance tie-point relationships may occur for a variety of reasons such as general ledger
discrepancies carried forward from converted legacy data or the utilization of incorrect posting logic. In
instances where a reporting entity encounters a tie-point relationship that does not balance, the root
cause should be determined and corresponding corrective actions should be implemented in a timely
manner. Corrective actions should be adequately documented to ensure the existence of a sufficient audit
trail.

It is recommended that reporting entities develop and maintain tie-point metrics for each trial balance.
The metrics will enable reporting entities to gain assurance over the accuracy and reliability of general
ledger data and will provide for the proactive identification and resolution of financial reporting issues and
anomalies.
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5.C WAVE 2 — STATEMENT OF BUDGETARY RESOURCES
5.C.1 BALANCES BROUGHT FORWARD

Balances Brought Forward are amounts reported on the Statement of Budgetary Resources (SBR) that
are comprised of prior-year appropriations netted against collection, disbursement, rescission, and
transfer activity that has occurred since the initial appropriation. These beginning balances are reported in
SBR line items referred to as “brought forward” items because the ending balance in one fiscal year
becomes the opening balance for the next fiscal year. Those line items include amounts reported in
general ledger and Treasury accounts that are not closed at fiscal year-end. Figure 5-3 identifies the
SBR line items that report balances carried forward and the primary associated budgetary general ledger
accounts that do not close at fiscal year-end.*

SBR Line Item Typical General Ledger Accounts

4139, “Contract Authority Carried Forward”

4201, “Total Actual Resources — Collected”
4221, “Unfilled Customer Orders Without Advance”

4222, “Unfilled Customer Orders With Advance”

1000, “Unobligated balance, brought forward, 4251
October 1" '

“Reimbursements and Other Income Earned — Receivable

4384, “Temporary Reduction/Cancellation Returned by Appropriation”

Less: 4801, “Undelivered Orders — Obligations, Unpaid”

Less: 4802, “Undelivered Orders — Obligations, Prepaid/Advanced”

Less: 4901, “Delivered Orders — Obligations, Unpaid”

3000, “Unpaid obligations, brought forward, 4801, “Undelivered Orders — Obligations, Unpaid

October 1” 4901, “Delivered Orders — Obligations, Unpaid”
4221, “Unfilled Customer Orders Without Advance”

3060, “Uncollected payments, Fed sources, 4225, “Expenditure Transfers from Trust Funds — Receivable”

brought forward, October 1” 4251, “Reimbursements and Other Income Earned — Receivable”

4287, “Other Federal Receivables”

Figure 5-3. SBR Line Items Reporting Balances Carried Forward to the Next Fiscal Year and
Primary Associated Budgetary General Ledger Accounts

Wave 2 of the FIAR guidance has recently focused on current year budget execution, which will be
reported in a schedule of budgetary activity. Accordingly, reporting entities have concentrated their audit
readiness efforts on current year activity. However, because the amounts reported on these three SBR
lines are cumulative amounts based on prior years’ activity, auditors will examine them differently from
those line items containing current year activity. Specifically, auditors will attempt to determine whether
the line item fairly presents the amounts contained in the underlying general ledger by testing
transactions that occurred in the past, which comprise the balances of the line item. Reporting entities
must treat the SBR Balances Brought Forward line items as an assessable unit, and prepare and
submit assertion packages in accordance with the FIAR methodology.

Beginning balances will likely be the most difficult financial statement line items for reporting entities to
support. Understanding there is a risk that historical documentation may not be readily available,
reporting entities should make reasonable efforts to confirm historical documentation does not exist
before pursuing an alternative approach. At a minimum, reporting entities must perform the following
procedures when evaluating beginning balances:

* The table may not identify every general ledger account that comprises these SBR line items. However, all general ledger
accounts that comprise the SBR line items should be included in audit readiness activities. Please refer to Treasury Financial
Manual (TFM) Crosswalks for a complete listing.
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1. Confirm internal controls and document retention policies/procedures/systems are in place and
operating effectively on a go-forward basis prior to focusing on beginning balances.

2. Develop the ability to produce a universe of transactions/balances that supports beginning balances
at a detailed level. The completeness of the universe of transactions is demonstrated through
reconciliations (e.g., reconciliations between the accounting system and Treasury's records for
FBWT beginning balances).

3. Perform discovery testing to confirm the availability of historical documentation through sampling of
the universe of transactions.

4. If historical documentation is not available, develop a strategy for addressing beginning balance, and
present strategy to the FIAR Directorate for concurrence.

A brief description of the SBR Balances Brought Forward line items is provided below.

Unobligated Balances (Line Item 1000) — This line item is comprised of amounts available for obligation
during the current fiscal year brought forward from prior fiscal years. Prior year unobligated balances may
be available to enter into new obligations during the current year, and for upward adjustments of
obligations that were properly incurred against the account during the unexpired period.32

Unpaid Obligations (Line Item 3000) — This line item is comprised of the amount of obligations already
incurred for which payment has not yet been made. For a fixed appropriation account, this balance can
be carried forward and retains its fiscal year identity for five fiscal years after the period of availability
ends. At the end of the fifth fiscal year, the account is closed and any remaining balance is canceled.

Uncollected Payments, Federal Sources (Line Item 3060) — This line item is comprised of amounts
earned but not collected from other Federal Government sources. Specifically, this line item includes two
types of amounts, (1) accounts receivable from other Federal Government accounts (amounts owed for
fulfilled orders); and (2) unfilled customer orders from other Federal Government accounts not
accompanied by an advance (unfulfilled orders).

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for SBR Balances Brought Forward are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies
. DoD FMR: Volume 3, Chapter 8; Volume 6B, . National Archives and Records Administration
Chapter 7 (NARA) General Records Schedule 1.1
. Office of Management and Budget (OMB) Circular . DoD FMR: Volume 1, Chapter 9
A-11, Preparation, Submission, and Execution of the
Budget

. U.S. Government Accountability Office (GAO)
Principles of Federal Appropriations Law (“Red
Book™)

Balance by Reporting Entity — Unobligated Balances

The following reporting entities comprise the balances brought forward in the Unobligated Balances line
item (line item 1000) on the Statement of Budgetary Resources.

Repo 0 e 014 Balance % 0 ota

OMB Designated Audit

Army GF $ 38,637,402,879 26.9%

Air Force GF 25,628,188,863 17.8%

2 According to Office of Management and Budget guidance, SBR balances include budgetary resources for accounts during the
current period of availability and the five years that they are in an expired status. Unobligated balances of expired budget authority
remain available for five years after the account expires to make legitimate adjustments, such as recording previously unrecorded
obligations and making upward adjustments to previously recorded obligations. At the end of the fifth year, the expired account is
closed and no longer reported on the SBR.
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Reporting Entities FY 2014 Balance % of Total U(anYerzoAlu4d)|t
Navy GF 30,283,385,802 21.1%
Marine Corp GF 3,032,738,587 2.1%
Navy WCF 3,577,239,598 2.5%
Air Force WCF 545,223,072 0.4%
Army WCF 2,916,826,991 2.0%
Marine Corp WCF 58,048,788 0.0%
USACE — Civil Works Program 12,361,777,272 8.6% Y
Subtotal - OMB Design. Audit $ 117,040,831,852 81.4%
DoD Designated Audit
DLA WCF $ 116,154,934 0.1%
DLA GF 488,050,499 0.3%
DLA — Strategic Materials 275,330,295 0.2%
DHA — Contract Resource Mgmt 242,646,362 0.2% Y
DHA — SMA/Army 2,581,337,250 1.8%
DHA — SMA/Navy 442,929,668 0.3%
DHA — SMA/Air Force 370,238,716 0.3%
DHA — Financial Operations Division 1,371,953,684 1.0%
DHA — USUHS 24,023,549 0.0%
DoD Component Level Accounts 3,660,622,382 2.5% Y
U.S. Special Operations Command 1,862,044,473 1.3%
DISAWCF 168,667,890 0.1%
DISA GF 271,633,035 0.2%
TRANSCOM — Air Mobility Command 957,111,108 0.7%
TRANSCOM — Military SDDC 21,873,465 0.0%
TRANSCOM — Military Sealift Cmd 175,532,463 0.1%
TRANSCOM — Command Staff 57,366,311 0.0%
TRANSCOM — Defense Courier Div 13,489,936 0.0%
DeCA WCF 128,271,531 0.1% Y
DeCA GF 53,465,659 0.0% Y
DFAS WCF (28,125,217) 0.0% Y
Defense Contract Audit Agency 22,142,374 0.0% Y
Subtotal - DoD Design. Audit $ 13,276,760,367 9.2%
DoD Designated Examination
WHS — Office of the SecDef $ 3,086,052,804 2.1%
WHS — Washington Hqrtrs Services 126,852,959 0.1%
WHS — Pnt Res Mtn Rev Fund 58,117,295 0.0%
WHS — Building Maintenance Fund 31,037,593 0.0%
WHS — DoD Test Resource Mgmt Ctr 31,365,309 0.0%
WHS — PFPA (12,701,918) 0.0%
WHS — Civilian Military Program 12,527,155 0.0%
WHS — Director, Oper Test & Evaluation 28,817,394 0.0%
WHS — Defense Media Activity 12,339,642 0.0%
WHS — U. S. Court of Appeals, A.F. 2,197,599 0.0%
Missile Defense Agency 980,220,003 0.7%
Defense Security Cooperation Agency 2,229,365,859 1.5%
DoD Education Activity 1,009,536,024 0.7%
Other TI-97 Funds — Army 974,142,417 0.7%
DARPA 636,885,543 0.4%
Chemical Biological Defense Program 336,676,240 0.2%
Defense Threat Reduction Agency 272,763,105 0.2%
Defense Contract Mgmt Agency 101,620,915 0.1%
Joint Staff 111,056,789 0.1%
Subtotal - DoD Design. Exam $ 10,028,872,727 7.0%
DoD Non-material Reporting Entities
Other Reporting Entities 3,514,033,194 2.4%
Total $ 143,860,498,140 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Statements of Budgetary Resources

Line ltem Audit Readiness Considerations — Unobligated Balances

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to SBR Balances Brought Forward for Unobligated Balances (SBR line item 1000). In order
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to assert audit readiness for this line item, reporting entities must demonstrate that effective controls are
in place to achieve the Outcomes Demonstrating Audit Readiness relative to the risk associated with the
assertion (as noted in the table). The suggested test procedures can be used to test key controls
operating within the business processes affecting the SBR Balances Brought Forward for Unobligated
Balances and to assess the availability of KSDs that support the controls and amounts recorded.

Financial
Reporting

Risks

Outcomes Demonstrating
Audit Readiness

Key Supporting
Documents

Unobligated Balance, Brought Forward

Suggested Test
Procedures

does not have rights
to recorded
Unobligated
Balances, Brought
Forward
summarized (Wave
2-SBR, ROMM
#43) (R)

recorded Unobligated Balances,
Brought Forward (Wave 2 —
SBR, FRO #9)

Funding Authorization Document

UB.1 | Recorded Recorded Unobligated Balances, | Comparative financial Trace the current year
Unobligated Brought Forward from prior statements Unobligated Balance,
Balances, Brought periods represent events that Brought Forward to the prior
Forward may not actually occurred and are SF 133 year Unobligated Balance,
exist at a given properly summarized and End of Year and determine
date, do not pertain | classified in the financial Appropriation Warrant if amounts agree
to the reporting statements (Wave 2 — SBR, FRO
entity, or may be #9) Funding Authorization Document | Determine whether
improperly amounts contained in prior
classified and year Total Unobligated
summarized (Wave Balance, End of Year have
2 - SBR, ROMM been canceled or rescinded
#1) (E)

Compare Unobligated
Balance, Brought Forward
to the final SF 133 from the
prior year

UB.2 @ Valid Unobligated All valid Unobligated Balances, Appropriations Act Review the appropriations
Balances, Brought Brought Forward are recorded act or other laws to
Forward are not and are properly summarized Supporting documentation determine whether all
recorded or are (Wave 2 — SBR, FRO #10) evidencing the beginning available balances pursuant
improperly balances of FBWT to the law were included in
summarized (Wave the statements
2 - SBR, ROMM Appropriation Warrant
#14) (C)

Funding Authorization Document

UB.3 | Unobligated Unobligated Balances, Brought Comparative financial See Suggested Test
Balances, Brought Forward are valued on an statements Procedures for UB.1
Forward are appropriate basis and are
recorded at properly classified and described | SF 133
incorrect amounts, in the financial statements (Wave
or valued on an 2 — SBR, FRO #10) Appropriation Warrant
inappropriate basis,
or measured Funding Authorization Document
improperly
summarized (Wave Account Reconciliations
2-SBR, ROMM
#27) (V)

UB.4 | Thereporting entity | The reporting entity has rightsto | Appropriation Warrant Determine whether any

Unobligated Balances,
Brought Forward have
expired, been canceled or
rescinded
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Suggested Test
Procedures

Unobligated Balance, Brought Forward

UB.5 IT General and
Application Controls
may not be
appropriately
designed or
operating effectively
(FISCAM)

objectives.

All material systems achieve the
relevant FISCAM IT general- and
application-level general control

See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,” for
additional details related to IT General and Application Controls
audit readiness activities

Balance by Reporting Entity — Unpaid Obligations

The following reporting entities comprise the balance brought forward in the Unpaid Obligations line item
(line item 3000) on the Statement of Budgetary Resources.

Repo 0 e 014 Balance % 0 ota 014
OMB Designated Audit
Army GF $ 120,710,670,887 27.6%
Air Force GF 76,881,017,184 17.6%
Navy GF 103,648,290,828 23.7%
Marine Corp GF 8,830,552,072 2.0%
Navy WCF 12,667,700,072 2.9%
Air Force WCF 6,512,460,852 1.5%
Army WCF 6,528,871,645 1.5%
Marine Corp WCF 269,556,063 0.1%
Military Retirement Fund 4,443,548,448 1.0% Y
USACE — Civil Works Program 7,814,022,749 1.8% Y
Subtotal - OMB Design. Audit $ 348,306,690,800 79.6%
DoD Designated Audit
DLA WCF $ 22,413,113,787 5.1%
DLA GF 784,890,209 0.2%
DLA — Strategic Materials 35,234,571 0.0%
DHA — Contract Resource Mgmt 1,250,725,931 0.3% Y
DHA — SMA/Army 6,857,511,014 1.6%
DHA — SMA/Navy 2,579,299,490 0.6%
DHA — SMA/AIr Force 1,605,584,962 0.4%
DHA — Financial Operations Division 1,274,116,135 0.3%
DHA — USUHS 299,077,236 0.1%
DoD Component Level Accounts 11,368,499,206 2.6% Y
MERHCF 901,622,967 0.2% Y
U.S. Special Operations Command 7,105,554,689 1.6%
DISAWCF 3,418,464,948 0.8%
DISA GF 1,312,966,406 0.3%
TRANSCOM — Air Mobility Command 1,040,626,141 0.2%
TRANSCOM — Military SDDC 759,384,526 0.2%
TRANSCOM — Military Sealift Cmd 259,014,531 0.1%
TRANSCOM — Command Staff 87,289,508 0.0%
TRANSCOM - Defense Courier Div 2,573,037 0.0%
DeCA WCF 600,218,543 0.1% Y
DeCA GF 324,792,080 0.1% Y
DFAS WCF 235,669,645 0.1% Y
Defense Contract Audit Agency 42,785,110 0.0% Y
Subtotal - DoD Design. Audit $ 64,559,014,672 14.8%
DoD Designated Examination
WHS — Office of the SecDef $ 4,680,794,847 1.1%
WHS — Washington Hgrtrs Services 503,814,576 0.1%
WHS — Pnt Res Mtn Rev Fund 237,557,564 0.1%
WHS — Building Maintenance Fund 93,030,481 0.0%
WHS — DoD Test Resource Mgmt Ctr 152,868,689 0.0%
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Reporting Entities FY 2014 Balance % of Total U(anyerzgluzglt

WHS — PFPA 114,834,820 0.0%
WHS — Civilian Military Program 116,007,677 0.0%
WHS — Director, Oper Test & Evaluation 123,025,576 0.0%
WHS — Defense Media Activity 100,070,513 0.0%
WHS — U. S. Court of Appeals, A.F. 5,146,732 0.0%
Missile Defense Agency 5,099,808,449 1.2%
Defense Security Cooperation Agency 410,089,900 0.1%
DoD Education Activity 1,674,036,714 0.4%
Other TI-97 Funds — Army 2,766,999,607 0.6%
DARPA 2,241,420,641 0.5%
Chemical Biological Defense Program 1,113,587,323 0.3%
Defense Threat Reduction Agency 1,160,944,958 0.3%
Defense Contract Mgmt Agency 227,777,329 0.1%
Joint Staff 318,399,655 0.1%

Subtotal - DoD Design. Exam $ 21,140,216,051 4.8%
DoD Non-material Reporting Entities
Other Reporting Entities 3,659,857,927 0.8%
Total $ 437,665,779,450 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Statements of Budgetary Resources
Line Item Audit Readiness Considerations — Unpaid Obligations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to SBR Balances Brought Forward for Unpaid Obligations (SBR line item 3000). In order to
assert audit readiness for this line item, reporting entities must demonstrate that effective controls are in
place to achieve the Outcomes Demonstrating Audit Readiness relative to the risk associated with the
assertion (as noted in the table). The suggested test procedures can be used to test key controls
operating within the business processes affecting the SBR Balances Brought Forward for Unpaid
Obligations and to assess the availability of KSDs that support the controls and amounts recorded.

Financial
Reporting
Risks

Outcomes Demonstrating

Key Supportin
Audit Readiness el 2

Documents

Suggested Test
Procedures

Unpaid Obligations, Brought Forward

UO.1 | Recorded Unpaid Recorded Unpaid Obligations, Comparative financial Trace the current year

Obligations, Brought Forward from prior statements Unpaid Obligations,
Brought Forward periods represent events that Brought Forward to the
may not exist at a actually occurred and are SF 133 prior year Unpaid

given date, do not properly summarized and Obligations, End of Year
pertain to the classified in the financial Invoices and determine if amounts
reporting entity, or statements (Wave 2 — SBR, agree

may be improperly FRO #53) Contracts

classified and Determine whether
summarized (Wave MIPRs amounts contained in prior
2 - SBR, ROMM year Unpaid Obligations,
#7) (E) Supporting documentation End of Year were paid in

evidencing the beginning
balances of FBWT and
Delivered Orders-Unpaid

the prior year or require an
adjustment pertaining to a
prior period

Compare Unpaid
Obligations, Brought
Forward to the final SF 133
from the prior year

SECTION 5: AUDITING THE FINANCIAL STATEMENTS

114

5.C SBR Balances Brought Forward



FIAR Guidance

uo.2

Financial
Reporting
Risks

Valid Unpaid
Obligations,
Brought Forward
are not recorded or
are improperly
summarized (Wave
2 - SBR, ROMM
#22) (C)

Outcomes Demonstrating
Audit Readiness

Key Supporting
Documents

Unpaid Obligations, Brought Forward

All valid Unpaid Obligations,
Brought Forward are recorded
and are properly summarized
(Wave 2 — SBR, FRO #48)

Unpaid invoices/billing
documents

Contracts

MIPRs

Supporting documentation
evidencing the beginning

balances of FBWT and
Delivered Orders-Unpaid

April 2015

Suggested Test
Procedures

Review all unpaid invoices
and billing documents for
goods or services received
to determine whether all
valid Unpaid Obligations,
Brought Forward have
been recorded and are
properly summarized

Application
Controls may not
be appropriately
designed or
operating
effectively
(FISCAM)

relevant FISCAM IT general-
and application-level general
control objectives

UO.3 | Unpaid Obligations, | Unpaid Obligations, Brought Comparative financial See Suggested Test
Brought Forward Forward are valued on an statements Procedures for UO.1
are recorded at appropriate basis and are
incorrect amounts, properly classified and SF 133
or valued on an described in the financial
inappropriate basis, | statements (Wave 2 — SBR, Invoices
or measured FRO #54)
improperly (Wave 2 Contracts
— SBR, ROMM
#35) (V) MIPRs

Supporting documentation
evidencing the beginning
balances of FBWT and
Delivered Orders-Unpaid
Account Reconciliations

UO.4 | The reporting entity | The reporting entity has an Invoices Determine whether any
does not have an obligation for recorded Unpaid Unpaid Obligations,
obligation for Obligations, Brought Forward Contracts Brought Forward represent
recorded Unpaid (Wave 2 — SBR, FRO #53) invalid obligations
Obligations, MIPRs
Brought Forward
(Wave 2 — SBR,

ROMM #45) (R)
UO.5 | IT General and All material systems achieve the | See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,” for

additional details related to IT General and Application

Controls audit readiness activities

Balance by Reporting Entity — Uncollected Payments, Federal Sources

The following reporting entities comprise the balance brought forward in the Uncollected Payments,
Federal Sources line item (line item 3060) on the Statement of Budgetary Resources.

Repo g 0 Bala e % 0 ota 014

OMB Designated Audit

Army GF $ (27,142,619,967) 35.1%
Air Force GF (1,962,973,705) 2.5%
Navy GF (3,120,150,531) 4.0%
Marine Corp GF (109,345,301) 0.1%
Navy WCF (13,614,380,441) 17.6%
Air Force WCF (2,950,401,336) 3.8%
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Reporting Entities FY 2014 Balance % of Total U?gf;gfﬁ”
Army WCF (6,314,117,438) 8.2%
Marine Corp WCF (199,812,672) 0.3%
USACE — Civil Works Program (1,941,343,108) 2.5% Y
Subtotal - OMB Design. Audit $ (57,355,144,499) 74.2%
DoD Designated Audit
DLA WCF $ (10,230,325,684) 13.2%
DLA GF (6,857,156) 0.0%
DHA — Contract Resource Mgmt (68,853,671) 0.1% Y
DHA — SMA/Army (517,096,836) 0.7%
DHA — SMA/Navy (7,830,002) 0.0%
DHA — SMA/AIr Force (42,548) 0.0%
DHA — Financial Operations Division (139,449,358) 0.2%
DHA — USUHS (52,231,302) 0.1%
DoD Component Level Accounts (1,533,393,055) 2.0% Y
U.S. Special Operations Command (175,613,105) 0.2%
DISAWCF (3,204,729,338) 4.1%
DISA GF (127,956,489) 0.2%
TRANSCOM — Air Mobility Command (1,434,326,025) 1.9%
TRANSCOM — Military SDDC (761,396,437) 1.0%
TRANSCOM — Military Sealift Cmd (283,239,463) 0.4%
TRANSCOM — Command Staff (49,789,319) 0.1%
TRANSCOM — Defense Courier Div (5,404,717) 0.0%
DeCA WCF (2,229,039) 0.0% Y
DFAS WCF (44,127,535) 0.1% Y
Defense Contract Audit Agency (7,978,236) 0.0% Y
Subtotal - DoD Design. Audit $ (18,652,869,315) 24.1%
DoD Designated Examination
WHS — Office of the SecDef $ (32,369,845) 0.0%
WHS — Washington Hgrtrs Services (214,276,635) 0.3%
WHS — Pnt Res Mtn Rev Fund (99,682,326) 0.1%
WHS - Building Maintenance Fund (56,648,046) 0.1%
WHS — DoD Test Resource Mgmt Ctr (9,207) 0.0%
WHS - PFPA (21,252,571) 0.0%
WHS — Defense Media Activity (3,484,171) 0.0%
Missile Defense Agency (8,663,893) 0.0%
Defense Security Cooperation Agency (3,677,065) 0.0%
DoD Education Activity 4,660,080 0.0%
Other TI-97 Funds — Army (28,565,542) 0.0%
DARPA (1,206,254) 0.0%
Chemical Biological Defense Program (61,494,620) 0.1%
Defense Threat Reduction Agency (17,328,703) 0.0%
Defense Contract Mgmt Agency (15,042,801) 0.0%
Joint Staff 230,910 0.0%
Subtotal - DoD Design. Exam $ (558,810,689) 0.7%
DoD Non-material Reporting Entities
Other Reporting Entities (689,552,808) 0.9%
Total $ (77,256,377,311) 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Statements of Budgetary Resources

Line Item Audit Readiness Considerations — Uncollected Payments, Federal Sources

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to SBR Balances Brought Forward for Uncollected Payments, Federal Sources (SBR line
item 3060). In order to assert audit readiness for this line item, reporting entities must demonstrate that
effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness relative to the risk
associated with the assertion (as noted in the table). The suggested test procedures can be used to test
key controls operating within the business processes affecting the SBR Balances Brought Forward for
Uncollected Payments, Federal Sources, and to assess the availability of KSDs that support the controls

and amounts recorded.
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Financial
Reporting

Risks

Outcomes Demonstrating

Audit Readiness

Key Supporting
Documents

Uncollected Payments, Federal Sources, Brought Forward

April 2015

Suggested Test
Procedures

UP.1 Recorded Recorded Uncollected Comparative financial Trace the current year
Uncollected Payments, Federal Sources, statements Uncollected Payments,
Payments, Federal | Brought Forward from prior Federal Sources, Brought
Sources, Brought periods represent events that SF 133 Forward to the prior year
Forward may not actually occurred and are Uncollected Payments,
exist at a given properly summarized and Open invoices Federal Sources, End of
date, do not pertain | classified in the financial Year and determine if
to the reporting statements (Wave 2 — SBR, Contracts amounts agree
entity, or may be FRO #53)
improperly MIPRs Determine whether
classified and amounts contained in prior
summarized (Wave Supporting documentation year Uncollected
2 - SBR, ROMM evidencing the beginning Payments, Federal
#11) (E) balances of Accounts Sources, Brought Forward

Receivable and Unfilled were collected in the prior

Customer Orders year or require an
adjustment pertaining to a
prior period
Compare Uncollected
Payments, Federal
Sources, Brought Forward
to the final SF 133 from the
prior year

UP.2 | Valid Uncollected All valid Uncollected Payments, Open invoices Review all open invoices
Payments, Federal Federal Sources, Brought and billing documents for
Sources, Brought Forward are recorded and are Contracts goods or services provided
Forward are not properly summarized (Wave 2 — to federal entities to
recorded or are SBR, FRO #48) MIPRs determine whether all valid
improperly Uncollected Payments,
summarized (Wave Supporting documentation Federal Sources, Brought
2 - SBR, ROMM evidencing the beginning Forward have been
#24) (C) balances of Accounts recorded and are properly

Receivable and Unfilled summarized
Customer Orders
UP.3 | Uncollected Uncollected Payments, Federal Comparative financial See Suggested Test

Payments, Federal
Sources, Brought
Forward are
recorded at
incorrect amounts,
or valued on an
inappropriate basis,
or measured
improperly (Wave 2
— SBR, ROMM
#36) (V)

Sources, Brought Forward are
valued on an appropriate basis
and are properly classified and
described in the financial
statements (Wave 2 — SBR,
FRO #54)

statements

SF 133

Open invoices

Contracts

MIPRs

Supporting documentation
evidencing the beginning
balances of Accounts
Receivable and Unfilled
Customer Orders

Account Reconciliations

Accounts Receivable Aging
Schedule

Procedures for UP.1
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Financial Outcomes Demonstrating Key Supporting Suggested Test
Reporting Audit Readiness Documents Procedures

Risks

Uncollected Payments, Federal Sources, Brought Forward

UP.4 | The reporting entity | The reporting entity has rights to | Invoices Review the Uncollected
does not have recorded Uncollected Payments, Federal
rights to recorded Payments, Federal Sources, Contracts Sources, Brought Forward
Uncollected Brought Forward (Wave 2 — balance and confirm that
Payments, Federal | SBR, FRO #53) MIPRs the reporting entity still has
Sources, Brought valid rights to collect the
Forward (Wave 2 — Accounts Receivable Aging amounts comprising the
SBR, ROMM #42) Schedule balance
(R

UP.5 IT General and All material systems achieve the | See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,” for
Application relevant FISCAM IT general- additional details related to IT General and Application
Controls may not and application-level general Controls audit readiness activities
be appropriately control objectives.
designed or
operating
effectively
(FISCAM)

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Statement of Budgetary Resources footnote disclosures included in
Note 20 of the FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial Reporting
Requirements, specifies fundamental requirements for Statement of Budgetary Resources footnote
disclosures that reporting entities must consider in carrying out audit readiness activities. The Financial
Reporting assessable unit in the FIAR Guidance provides further details with respect to audit readiness
outcomes that address the presentation and disclosure assertion for the financial statement line items.

Consideration of Historical Transactions

Reporting entities need to consider the longevity of beginning balance transactions and how far back the
reporting entity must go in order to provide transactional support. An initial analysis of beginning balance
transactions is critical to making this determination. While appropriated funds generally have limited
periods of availability, “no-year” and working capital funds must consider whether supporting
documentation is readily available for all transactions. As reporting entities identify documentation gaps,
they should coordinate with the FIAR office and the DoD OIG to develop an appropriate strategy for
coverage of significantly aged transactions and balances.
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5.0 WAVE 4 — PROPRIETARY STATEMENTS
5.D.1 BALANCE SHEET

The Department of Defense (Department or DoD), with its many reporting entities preparing stand-alone
financial statements, has a complex reporting structure. Its reporting entities vary significantly from a
financial statement perspective (e.g., the Military Departments are few in number but material to the
Department, versus the other Defense Agencies, which are large in number but less material than the
Military Departments). Therefore, it is not effective or efficient to perform financial statement audits on all
stand-alone financial statements. To address the complexity of the Department’s reporting structure,
OUSD(C) has developed a DoD-wide audit strategy, which re-aligns the reporting entities into the
categories defined below. Following the category definitions, Figures 5-4 and 5-5 present all financially
material reporting entities, and identify specific areas of the reporting entity that are material to the
Department’s consolidated financial statements.

e OMB Designated Entity Audits —includes the Military Departments (WCF and GF), Military
Retirement Fund, and the U.S. Army Corps of Engineers Civil Works Program (in accordance with the
requirements of OMB Bulletin 14-02, as amended). These reporting entities must perform all audit
readiness efforts in accordance with the Financial Improvement and Audit Readiness (FIAR)
Methodology and will undergo annual financial statement audits on their stand-alone financial
statements.

e DoD Designated Audits — includes DeCA, DFAS-WCF, DISA, DLA, Defense Health, U.S.
TRANSCOM and U.S. SOCOM. These reporting entities must perform all audit readiness efforts in
accordance with the FIAR Methodology, and will undergo annual stand-alone financial statement
audits.

e DoD Designated Examinations — includes Washington Headquarters Service, MDA, Other TI-97
Funds - Army, DSCA, DoDEA, DARPA, CBDP, DTRA, DCMA and JCS. These reporting entities will
undergo annual examinations or other independent validations of their financial statement balances.

¢ Non-Material Entities — includes other defense agencies, organizations and funds not material to the
DoD consolidated financial statements. These entities must perform audit readiness efforts to
improve their internal controls and they will be included in the DoD’s consolidated financial statement
audit. A complete list of these entities is included in Appendix F.

| = 0 O = =
& : 0 5 S x g

3 O 3 0 @)
OMB Designated Audit
Arnmy GF v v v v v v v v v v
Air Force GF v v v v v v v v v v
Navy GF v v v v v v v v v
Marine Corp GF v v v v v
Navy WCF v v v v v v v
Air Force WCF v v v 4 v 4
Army WCF v 4 v v v v
Mitary Retirement Fund 4 v
USACE - Civil Works Program v v v v v v v

v'= Material to DoD Consolidated FY 2014 Balance Sheet
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Reporting Entities

DoD Designated Audit

Intragovernmental

Monetary Assets
Loans Receivable

Investments
Other Assets
Cash & Other

April 2015

Non-Federal

& Related Property
Real Property
General Equipment
Investments

Other Assets

DLA WCF

DLA GF

DHA - Contract Resource Mgmt

DHA - SMA/Army

DHA - SMA/Navy

DHA - SMA/Air Force

NASASA

DHA - Financial Operations Division

DHA - SMA/NCR

DoD Component Level Accounts

NENENNANRE

MERHCF

U.S. Special Operations Command

DISA WCF

DISA GF

TRANSCOM - Air Mobility Command

TRANSCOM - Military SDDC

<

NAYANAN

TRANSCOM - Military Sealift Command

TRANSCOM - Command Staff

DeCA WCF

DeCA GF

DFAS WCF

DoD Designated Examination

WHS - Office of the SecDef

AN

WHS - Washington Headquarters Services

AN

WHS - Pnt Res Min Rev Fund

Missile Defense Agency

Defense Security Cooperation Agency

DoD Education Activity

Other TI-97 Funds - Army

Chemical Biological Defense Program

Defense Threat Reduction Agency

ANANENENENEN

Defense Contract Mgmt Agency

Joint Staff

AN

DoD Non-material Reporting Entities

Burden Sharing/Foreign Allies, Defense

Other T97 Funds - Air Force

Defense Acquisition University

Defense Human Resources Activity

Other TI-97 Funds - Navy

Office of Economic Adjustment

ANENENENENEN

Defense Security Service

Military Housing Privatization Initiative

v

Component Level Adjustments

v

v/ = Material to DoD Consolidated FY 2014 Balance Sheet

Figure 5-4. Reporting Entities Material to Each Balance Sheet Line Item (Assets)

Note: A policy change regarding the reporting of real property within the Department is being considered that would
significantly impact materiality for certain reporting entities reflected in the table.
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Intragovernmental Non-Federal

Reporting Entities

Other Liabilities
Retirement and
Other Benefits

Loan Guarantee
Other Liabilities

OMB Designated Audit

Army GF

AN

Air Force GF

Navy GF
Marine Corp GF
Navy WCF

Air Force WCF

NENENANANENEN
NNENENANANENEN
NNENENANANENEN

Army WCF
Marine Corp WCF
Military Retirement Fund v
USACE - Civil Works Program
DoD Designated Audit

DLA WCF

DLA GF v
DHA - Contract Resource Mgmt
DHA - SMA/Army

DHA - SMA/Navy

DHA - SMA/Air Force

ANAYAYAYAN

AN
AN
AN
AN
\

AN
AN
<\
\
(\

<

N ANANAN
\
(\

ANRYRAYAYAN

DHA - Financial Operations Division

DHA - SMA/NCR v

DoD Component Level Accounts
MERHCF

U.S. Special Operations Command
DISA WCF

DISA GF

TRANSCOM - Air Mobility Command
TRANSCOM - Military SDDC
TRANSCOM - Military Sealift Command
TRANSCOM - Component Level

DeCA WCF v
DFAS WCF
Defense Contract Audit Agency v

NEYAAN

<\

SNESASANANAN

NANANANAN

<\

DoD Designated Examination
WHS - Office of the SecDef v

<\

\

WHS - Washington Headquarters Services

WHS - Pnt Res Mtn Rev Fund v

Missile Defense Agency v

DoD Education Activity

Other T97 Funds - Army v

NENANAN

Defense Contract Mgmt Agency

DoD Non-material Reporting Entities

Military Housing Privatization Initiative | | v | | v | | v | |

v/ = Material to DoD Consolidated FY 2014 Balance Sheet
Figure 5-5. Reporting Entities Material to Each Balance Sheet Line Item (Liabilities)
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5.0.1.1 FUND BALANCE WITH TREASURY

Fund Balance with Treasury is an asset account that reflects the available budget spending authority of a
reporting entity. Collections and disbursements will, correspondingly, increase or decrease the balance in
the account. For Fund Balance with Treasury, a reporting entity must be able to:

1. Reconcile its Fund Balance with Treasury account.

2. Assert the audit readiness of all disbursements and collections impacting the account balance.

3. Consistently fulfill its monthly reporting requirements to the Bureau of the Fiscal Service.
Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Fund Balance with Treasury are contained in the following table.

Record Retention Policies

Financial Management and Accounting Guidance

. SFFAS No.: 1 . National Archives and Records Administration
. Treasury Financial Manual (TFM) (NARA) General Records Schedule 1.1

e DoD FMR: Volume 4, Chapter 2 e DoD FMR: Volume 1, Chapter 9

. DCFO Memorandum: Accurate and Reliable DoD

Component-level Financial Management Trial

Balances

Balance By Reporting Entity

The following reporting entities comprise the Fund Balance with Treasury line item.

OMB Designated Audit

Army GF $ 128,695,909,738 26.8%

Air Force GF 102,756,492,883 21.4%

Navy GF 131,966,648,397 27.5%

Marine Corp GF 10,762,982,472 2.2%

Navy WCF 702,856,403 0.1%

Air Force WCF 815,321,099 0.2%

Army WCF 1,835,171,478 0.4%

Marine Corp WCF 54,469,288 0.0%

Military Retirement Fund 24,248,183 0.0% Y

USACE - Civil Works Program 16,909,507,389 3.5% Y
Subtotal - OMB Design. Audit $ 394,523,607,330 82.1%

DoD Designated Audit

DLA GF $ 1,402,996,561 0.3%

DLA — Strategic Materials 271,161,777 0.1%

DHA — Contract Resource Mgmt 1,421,739,778 0.3% Y

DHA — SMA/Army 9,5642,154,891 2.0%

DHA — SMA/Navy 2,544,020,117 0.5%

DHA — SMA/AIr Force 2,331,242,272 0.5%

DHA — Financial Operations Division 2,757,710,844 0.6%

DHA — SMA/NCR 694,548,736 0.1%

DHA — USUHS 374,620,851 0.1%

DoD Component Level Accounts 14,434,633,845 3.0% Y

MERHCF 39,385,465 0.0% Y

U.S. Special Operations Command 7,995,781,256 1.7%

DISA GF 1,441,190,075 0.3%

TRANSCOM — Air Mobility Command 446,788,202 0.1%

TRANSCOM — Military SDDC 27,088,136 0.0%

TRANSCOM — Military Sealift Cmd 237,768,836 0.0%

TRANSCOM — Command Staff (9,286,173) 0.0%

TRANSCOM — Defense Courier Div 11,539,719 0.0%

DeCA WCF 468,016,432 0.1% Y

DeCA GF 401,940,167 0.1% Y
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Reporting Entities FY 2014 Balance % of Total U?deeggfg't

Defense Contract Audit Agency 98,347,210 0.0% Y

Subtotal - DoD Design. Audit $ 46,933,388,997 9.8%
DoD Designated Examination
WHS - Office of the SecDef $ 7,599,705,925 1.6%
WHS — Washington Hqrtrs Services 472,788,947 0.1%
WHS — Pnt Res Mtn Rev Fund 216,224,451 0.0%
WHS - Building Maintenance Fund 23,218,179 0.0%
WHS — DoD Test Resource Mgmt Ctr 221,969,652 0.0%
WHS - PFPA 74,861,954 0.0%
WHS — Civilian Military Program 159,078,763 0.0%
WHS — Director, Oper Test & Evaluation 196,609,827 0.0%
WHS — Defense Media Activity 120,907,414 0.0%
WHS — U. S. Court of Appeals, A.F. 5,149,516 0.0%
Missile Defense Agency 5,958,984,314 1.2%
Defense Security Cooperation Agency 3,160,363,841 0.7%
DoD Education Activity 3,145,311,242 0.7%
Other TI-97 Funds — Army 3,224,506,352 0.7%
DARPA 2,820,081,555 0.6%
Chemical Biological Defense Program 1,369,635,166 0.3%
Defense Threat Reduction Agency 1,415,513,227 0.3%
Defense Contract Mgmt Agency 317,766,027 0.1%
Joint Staff 614,998,116 0.1%

Subtotal - DoD Design. Exam $ 31,117,674,468 6.5%
DoD Non-material Reporting Entities
Other Reporting Entities 7,777,770,618 1.6%
Total $ 480,352,441,413 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Fund Balance with Treasury. In order to assert audit readiness for this line item,
reporting entities must demonstrate that effective controls are in place to achieve the Outcomes
Demonstrating Audit Readiness relative to the risk associated with the assertion (as noted in the table).
The suggested test procedures can be used to test key controls operating within the business processes
affecting Fund Balance with Treasury, and assess the availability of KSDs that support the controls and

amounts recorded.

Financial
Reporting
NS

All Treasury accounts
may not be reconciled
timely (E) (Wave 2 —
Fund Balance with
Treasury, ROMM #2)

FB.1

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Fund Balance with Treasury

All Treasury accounts
related to the Component
are reconciled monthly
within required timeline
(Wave 2, FRO #72, #73,
#74, and #75)

the operation of internal

control activities for the

period under audit.

Examples include:

e A supervisory review is
performed monthly to
verify monthly Treasury
reconciliations were
performed timely and
signed/dated by the
completer, supervisor
evidences review by
signing and dating
reconciliation.

Documentation evidencing

Suggested Test
Procedures

Obtain a listing of all open
Treasury Accounts (Active
and Expired). Select a
sample of current year
monthly reconciliations
between the SF 1329, SF
1219/1220, DCAS and the
disbursing systems and
determine whether:

e The reconciliation is
performed timely (i.e.,
month end) and accurately

e The reconciliation
consisted of comparing
USSGL account 1010 (for
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Fund Balance with Treasury

o All reconciling items are
aged monthly to ensure
all differences are
resolved within 60 days.
Supervisor randomly
selects items cleared
from the aging and
reviews supporting
documentation (and entry
recorded in system) to
verify reconciling items
were appropriately
resolved.

Monthly FBWT
Reconciliations

General ledger and
subsidiary ledgers
identifying individual FBWT
transactions within each
Treasury account

Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury’s records,
including supporting
documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections

Check Issue Discrepancy
(FMS 5206)

SF 1219/1220

FMS 6652

April 2015

Suggested Test
Procedures

no-year, revolving, deposit,
and trust fund accounts as
well as clearing and receipt
accounts) and any related
subaccounts with the
Government Wide Account
(GWA) statement

e The specific differences
identified and reported on
the FMS 6652 were
researched (review of
invoices, IPAC billings,
deposit tickets, general
ledger reports, etc.) and
resolved through
appropriate and accurate
adjusting entries to the
general ledger (SF
1219/1220), which are
reviewed/approved by
authorized personnel

¢ Documentation exists to
support any adjustments
made to the FBWT
account (SF 1219/1220)

e The reconciliation is signed
and dated by the preparer,
reviewed by authorized
personnel who then signs
and dates the
reconciliation as evidence
of approval

Select a sample of recorded
disbursements and
collections (unless covered
by other assessable units
such as Contract Pay, Vendor
Pay, MILSTRIP, RWO-
Grantor, Military Pay, Civilian
Pay and RWO-Acceptor) and
determine whether:

e The recorded collections
and disbursements are
valid transactions that are
supported by sufficient,
accurate and relevant
documentation

e The transactions were
recorded timely and
accurately

FB.2

Reconciling items may
not be resolved
accurately or be valid
(E) (Wave 2 — Fund
Balance with Treasury,
ROMM #1, #3 and #6)

Reconciling and budget
clearing account items are
appropriately resolved
(adjustment recorded in
General Ledger or reported
to Treasury (SF
1219/1220), at the correct
amount (Treasury account
and budget fiscal year) and
valid (authorized/approved

Documentation evidencing
the operation of internal
control activities for the
period under audit.
Examples include:

e A supervisory review is
performed monthly to
verify monthly Treasury
reconciliations were
performed timely and

See Suggested Test
Procedures for FB.1
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

April 2015

Key Supporting
Documents

Suggested Test
Procedures

Fund Balance with Treasury

transactions supported by
documentation that
demonstrates how the
individual transaction
should have been
recorded/reported) (Wave
2, FRO #75 and #76)

signed/dated by the
completer, supervisor
evidences review by
signing and dating
reconciliation.

o All reconciling items are
aged monthly to ensure
all differences are
resolved within 60 days.
Supervisor randomly
selects items cleared
from the aging and
reviews supporting
documentation (and entry
recorded in system) to
verify reconciling items
were appropriately
resolved.

Monthly FBWT
Reconciliations

General ledger and
subsidiary ledgers
identifying individual FBWT
transactions within each
Treasury account

Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury’s records,
including supporting
documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections

Check Issue Discrepancy
(FMS 5206)

SF 1219/1220

FMS 6652

All disbursements and
collections may not be
reported timely (C)
(Wave 2 — Fund Balance
with Treasury, ROMM
#4 and #5)

FB.3

All disbursements and
collections are reported to
Treasury in the correct
period and within Treasury
deadline (Wave 2, FRO
#73, #74, and #78)

Monthly FBWT
Reconciliations

See Suggested Test
Procedures for FB.1

General ledger and
subsidiary ledgers
identifying individual FBWT
transactions within each
Treasury account

Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury's records,
including supporting
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Outcomes
Demonstrating Audit
Readiness

Financial
Reporting
Risks

April 2015

Key Supporting
Documents

Suggested Test
Procedures

Fund Balance with Treasury

documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections

Check Issue Discrepancy
(FMS 5206)

SF 1219/1220

FMS 6652

FB.4 All reconciling items may
not be identified timely
(C) (Wave 2 — Fund
Balance with Treasury,

ROMM #4 and #5)

All reconciling differences
and budget clearing
account items are
identified at the transaction
level (specific
disbursement or collection
causing the difference)
(Wave 2, FRO #75 and
#76)

Documentation evidencing
the operation of internal
control activities for the
period under audit.
Examples include:

e A supervisory review is
performed monthly to
verify monthly Treasury
reconciliations were
performed timely and
signed/dated by the
completer, supervisor
evidences review by
signing and dating
reconciliation.

e All reconciling items are
aged monthly to ensure
all differences are
resolved within 60 days.
Supervisor randomly
selects items cleared
from the aging and
reviews supporting
documentation (and entry
recorded in system) to
verify reconciling items
were appropriately
resolved.

See Suggested Test
Procedures for FB.1

Monthly FBWT
Reconciliations

General ledger and
subsidiary ledgers
identifying individual FBWT
transactions within each
Treasury account

Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury's records,
including supporting
documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Fund Balance with Treasury

Check Issue Discrepancy
(FMS 5206)

SF 1219/1220

FMS 6652

April 2015

Suggested Test
Procedures

Reconciliations,
including general ledger
and disbursing system
data, may not be
accurate (V) (Wave 2 —
Fund Balance with
Treasury, ROMM #6)

FB.5

All Treasury
reconciliations, including
general ledger and
disbursing system data,
are accurate (using correct
Treasury accounts, dollar
amounts/accounting
periods from GWA,
General Ledger, and
Disbursing) (Wave 2, FRO
#75, #76, #78, and #79)

Documentation evidencing
the operation of internal
control activities for the
period under audit.
Examples include:

e A supervisory review is
performed monthly to
verify monthly Treasury
reconciliations were
performed timely and
signed/dated by the
completer, supervisor
evidences review by
signing and dating
reconciliation.

e All reconciling items are
aged monthly to ensure
all differences are
resolved within 60 days.
Supervisor randomly
selects items cleared
from the aging and
reviews supporting
documentation (and entry
recorded in system) to
verify reconciling items
were appropriately
resolved.

Monthly FBWT
Reconciliations

General ledger and
subsidiary ledgers
identifying individual FBWT
transactions within each
Treasury account

Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury’s records,
including supporting
documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections

Check Issue Discrepancy
(FMS 5206)

See Suggested Test
Procedures for FB.1
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Fund Balance with Treasury

SF 1219/1220

April 2015

Suggested Test
Procedures

FMS 6652
FB.6 Other budgetary activity | All other budgetary activity | Monthly FBWT See Suggested Test
(e.g., rescissions) may affecting Fund Balance Reconciliations Procedures for FB.1
not be recorded timely with Treasury is valid and
and accurately and may | reported accurately in the General ledger and
be invalid (E, C, V) correct period (Wave 2, subsidiary ledgers
(Wave 2 - SBR, ROMM FRO #9, #10, #11, #12, identifying individual FBWT
#1, #2, #3, #4, #5, #6, #13, #14, #17, #18, #19, transactions within each
#14, #15, #16, #17, #18, | #20, #21, #45, #46, #47, Treasury account
#19, #27, #28, #29, #32, | #50, #51, #64, #65, #66,
#33, and #34) #67, #68, #69) Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury's records,
including supporting
documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections
Check Issue Discrepancy
(FMS 5206)
SF 1219/1220
FMS 6652
FB.7 Disbursements and Disbursements and Monthly FBWT See Suggested Test

collections may not be
reported accurately, may
not be valid, or may be
improperly classified and
summarized (E, C, V, R)
(Wave 2 - SBR, ROMM
#13, #26, and #42;
Wave 2 — Fund Balance
with Treasury, ROMM
#1, #6, #10, and #11)

collections are accurately
(correct amount, Treasury
account, budget fiscal
year) reported to Treasury
and are valid
(authorized/approved
transactions supported by
documentation, e.g.,
invoice and receiving
report) (Wave 2, FRO #73,
H#74, #77, #78, #79, #82,
and #83)

Reconciliations

General ledger and
subsidiary ledgers
identifying individual FBWT
transactions within each
Treasury account

Supporting documentation
for individual transaction
differences and adjustments
between the agency and
Treasury's records,
including supporting
documentation for cash
disbursements, cash
collections and adjustments
as described in the
preceding sections

Check Issue Discrepancy
(FMS 5206)

SF 1219/1220

FMS 6652

Procedures for FB.1
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Financial Outcomes :
Reporting Demonstrating Audit Key Supporting Suggested Test
Risks Readiness Documents Procedures

Fund Balance with Treasury

FB.8 IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”

Application Controls achieve the relevant for additional details related to IT General and Application
may not be appropriately | FISCAM IT general- and Controls audit readiness activities

designed or operating application-level general

effectively (FISCAM) control objectives.

FB.9 Budgetary and Budgetary and proprietary Tie-point reconciliations Review all tie-point
proprietary interdependencies are reconciliation variances
interdependencies may properly maintained and related to FBWT and:
not be properly reflected in tie-point e Determine the root cause
maintained as indicated reconciliations of the variance
by tie-point reconciliation e Execute appropriate
variances corrective actions to

resolve the variance
¢ Document executed
corrective actions

Tie-point reconciliations
related to FBWT should
include:

e 4221 + 4251 + 4450 +
4510 + 46X0 + 4700 +
4720 + 48X1 + 49X1 =
1010

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Fund Balance with Treasury footnote disclosures included in Note 3
of the FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements,
specifies fundamental requirements for Fund Balance with Treasury footnote disclosures that reporting
entities must consider in carrying out audit readiness activities. The Financial Reporting assessable unit
in the FIAR Guidance provides further details with respect to audit readiness outcomes that address the
presentation and disclosure assertion for the financial statement line items.

Consideration of Historical Transactions

Beginning balances will likely be the most difficult financial statement line items for reporting entities to
support. Understanding there is a risk that historical documentation may not be readily available,
reporting entities should make reasonable efforts to confirm historical documentation does not exist
before pursuing an alternative approach. At a minimum, reporting entities must perform the following
procedures when evaluating beginning balances:

1. Confirm internal controls and document retention policies/procedures/systems are in place and
operating effectively on a go-forward basis prior to focusing on beginning balances.

2. Develop the ability to produce a universe of transactions/balances that supports beginning balances
at a detailed level. The completeness of the universe of transactions is demonstrated through
reconciliations (e.g., reconciliations between the accounting system and Treasury's records for
FBWT beginning balances).

3. Perform discovery testing to confirm the availability of historical documentation through sampling of
the universe of transactions.

4. If historical documentation is not available, develop a strategy for addressing beginning balance, and
present strategy to the FIAR Directorate for concurrence.
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5.D0.1.2 INVESTMENTS

Investments represent the value of securities and other assets held for the production of revenues in the
form of interest, dividends, rental payments or lease payments, net of premiums and discounts. Reporting
entities must be able to assert the audit readiness of all business processes and sub-processes including
investment purchases, accrued interest, discounts or premiums, interest received, amortization of
discounts or premiums, year-end adjustments, sales and gains or losses on sales.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with other
federal entities throughout the course of the fiscal year. The suggested test procedures for IN.1 — IN.2
and IN.4 — IN.6 can be leveraged to test both Intragovernmental and Non-Federal Investments. The
suggested test procedures provided in IN.3 are for Intragovernmental Investments only. Specific
considerations that apply to the presentation and disclosure assertion for Intragovernmental transactions,
including Intragovernmental Investments, are covered in the Financial Reporting assessable unit.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Investments are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies
. SFFAS No.: 1 . National Archives and Records Administration
e DoD FMR: Volume 4, Chapter 7 (NARA) General Records Schedule (GRS) 1.1
. DCFO Memorandum: Accurate and Reliable DoD . DoD FMR: Volume 1, Chapter 9
Component-level Financial Management Trial
Balances

Balance By Reporting Entity

The following reporting entities comprise the Intragovernmental - Investments line item.

Repo 0 e 014 Balance % 0 ota

OMB Designated Audit

Army GF $ 431,217 0.0%

Air Force GF 954,074 0.0%

Navy GF 6,139,777 0.0%

Military Retirement Fund 544,929,928,749 69.5% Y

USACE — Civil Works Program 8,526,844,653 1.1% Y
Subtotal - OMB Design. Audit $ 553,464,298,470 70.6%

DoD Designated Audit

MERHCF 227,479,391,773 29.0% Y
Subtotal - DoD Design. Audit $ 227,479,391,773 29.0%

DoD Non-material Reporting Entities

Other Reporting Entities 2,792,699,305 0.4%

Total $ 783,736,389,548 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets
The following reporting entities comprise the Non-Federal - Investments line item.

Repo 0 e 014 Balance % 0 ota

OMB Designated Examination

Other TI-97 Funds — Army $ 1,965,671,500 58.3%
Subtotal - DoD Design. Exam $ 1,965,671,500 58.3%

DoD Non-material Reporting Entities

Other Reporting Entities 1,406,225,630 41.7%

Total $ 3,371,897,130 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets
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Line Item Audit Readiness Considerations

April 2015

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Investments. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures
can be used to test key controls operating within the business processes affecting Investments, and

assess the availability of KSDs that support the controls and amounts recorded.

Financial
Reporting

Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Investments

Suggested Test
Procedures

properly classified as either
Intragovernmental or Non-
Federal (E, C)

properly classified as either
Intragovernmental or Non-
Federal (Wave 4, FRO
#78)

account statement or
investment report

IN.1 | Recorded Investments Recorded Investments Bureau of Public Debt Review the year-end
may not exist at a given represent actual account statement or investment balance and
date, do not pertain to the investments by the investment report related investment activity
reporting entity, or may be reporting entity, and are and examine documentation
improperly classified and properly classified (Wave Investment subsidiary to determine whether
summarized (E) (Wave 4, 4, FRO #5) ledger with detailed investment account balances
ROMM #7, #19, #20, #21, investment activity including and related aCtiVity
and #22) all purchases, interest (purchases, interest earned,
income, amortization/discount,
discount/amortization, redemptions, etc.) agree to
redemptions, etc. balances and information per
the Bureau of Public Debt
(BPD) Account Statements
and the financial statements
of the reporting entity.
Perform inquiries of
appropriate personnel and
examine documentation to
determine whether
investment activity
(purchases and redemptions)
was properly authorized by
appropriate personnel.
IN.2 | Valid Investments may be All Investments are Bureau of Public Debt See Suggested Test
omitted from the balance recorded in the proper account statement or Procedures for IN.1
sheet or may be improperly | accounting period and are investment report
classified and summarized | accurately classified and
(C) (Wave 4, ROMM #30, summarized (Wave 4, FRO | |nvestment subsidiary
#42, #43, and #44) #6 and #77) |edger with detailed
investment activity including
all purchases, interest
income,
discount/amortization,
redemptions, etc.
IN.3 | Investments may not be Recorded Investments are | Bureau of Public Debt Select a sample of

Investments from account
statements and investment
reports and verify that the
Investments are properly
classified as either
Intragovernmental or Non-
Federal.
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Financial
Reporting
Risks

Outcomes

Demonstrating Audit

Readiness

Key Supporting
Documents

Investments

April 2015

Suggested Test
Procedures

IN.4 | Investments included in the | Investments are recorded Bureau of Public Debt Review the year-end
financial statements may at correct amounts and account statement or investment balance and
be recorded at incorrect valued on an appropriate investment report related investment activity
amounts, or are valued on valuation basis (Wave 4, and examine documentation
an inappropriate basis (V) FRO #6) Investment subsidiary to determine whether
(Wave 4, ROMM #51, #64, ledger with detailed investment account balances
#65, and #66) investment activity including | and related activity
all purchases, interest (purchases, interest earned,
income, amortization/discount,
discount/amortization, redemptions, etc.) agree to
redemptions, etc. balances and information per
the BPD Account Statements,
the subsidiary ledger, and the
financial statements of the
reporting entity.
IN.5 | The reporting entity may The reporting entity has Bureau of Public Debt Select a sample of
not have rights to recorded | the rights to recorded account statement or Investments from account
Investments due to liens, Investments at a given investment report statements and investment
pledges, or other date (Wave 4, FRO #7) reports and verify that the
restrictions (R) (Wave 4, Investment subsidiary reporting entity has rights to
ROMM #71) ledger with detailed the recorded Investments.
investment activity including
all purchases, interest
income,
discount/amortization,
redemptions, etc.
IN.6 | IT General and Application | All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”

Controls may not be
appropriately designed or
operating effectively
(FISCAM)

achieve the relevant
FISCAM IT general- and
application-level general
control objectives.

for additional details related to IT General and Application
Controls audit readiness activities

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Investments footnote disclosures included in Note 4 of the FY 2014
DoD Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements, specifies
fundamental requirements for Investment footnote disclosures that reporting entities must consider in
carrying out audit readiness activities. The Financial Reporting assessable unit in the FIAR Guidance
provides further details with respect to audit readiness outcomes that address the presentation and
disclosure assertion for the financial statement line items.

5.D.1.3 ACCOUNTS RECEIVABLE

Receivable represent a claim to cash or other assets against other entities, either based on legal
provisions, such as a payment due date, or goods or services provided. Reporting entities must be able to
assert the audit readiness of all business processes and sub-processes including receiving orders,
providing goods or services, billing, aging, collecting accounts receivable, and writing off accounts
receivable.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with their federal
trading partners throughout the course of the fiscal year. The suggested test procedures for AR.1 — AR.2
and AR.4 — AR.7 can be leveraged to test both Intragovernmental and Non-Federal Accounts Receivable.
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The suggested test procedures provided in AR.3 are for Intragovernmental Accounts Receivable only.
Specific considerations that apply to the presentation and disclosure assertion for Intragovernmental
transactions, including Intragovernmental Accounts Receivable, are covered in the Financial Reporting
assessable unit.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Accounts Receivable are contained in the following table.

Record Retention Policies

Financial Management and Accounting Guidance

. SFFAS No.: 1,7 . National Archives and Records Administration (NARA)
e DoD FMR: Volume 4, Chapter 3 General Records Schedule (GRS) 1.1
. DCFO Memorandum: Accurate and Reliable DoD . DoD FMR: Volume 1, Chapter 9

Component-level Financial Management Trial

Balances

Balance By Reporting Entity

The following reporting entities comprise the Intragovernmental Accounts Receivable line item.

Repo g e 014 Bala e % 0 ota 014
OMB Designated Audit
Army GF $ 480,739,518 6.1%
Air Force GF 538,613,385 6.8%
Navy GF 191,815,444 2.4%
Marine Corp GF 52,132,330 0.7%
Navy WCF 1,187,154,724 15.1%
Air Force WCF 758,622,104 9.6%
Army WCF 253,805,724 3.2%
Marine Corp WCF 19,385,603 0.2%
USACE — Civil Works Program 607,979,930 7.7% Y
Subtotal - OMB Design. Audit $ 4,090,248,762 51.9%
DoD Designated Audit
DLA WCF $ 1,642,636,993 20.8%
DLA GF 8,309,750 0.1%
DHA — Contract Resource Mgmt 49,121,108 0.6% Y
DHA — SMA/Army 152,038,387 1.9%
DHA — SMA/Navy 1,163,184 0.0%
DHA — SMA/AIr Force 1,228,288 0.0%
DHA — Financial Operations Division 594,961 0.0%
DHA — SMA/NCR 18,735,258 0.2%
DHA — USUHS 5,006,704 0.1%
DoD Component Level Accounts 530,110,177 6.7% Y
U.S. Special Operations Command 2,870,668 0.0%
DISA WCF 713,995,525 9.1%
DISA GF 17,956,159 0.2%
TRANSCOM — Air Mobility Command 452,258,244 5.7%
TRANSCOM — Military SDDC 227,845,680 2.9%
TRANSCOM — Military Sealift Cmd 98,851,865 1.3%
TRANSCOM — Command Staff 15,826,837 0.2%
TRANSCOM — Defense Courier Div 2,278,845 0.0%
TRANSCOM — Component Level (28,748,080) -0.4%
DeCA WCF 77,385 0.0% Y
DFAS WCF 11,301,161 0.1% Y
Defense Contract Audit Agency 7,047,737 0.1% Y
Subtotal - DoD Design. Audit $ 3,930,506,836 49.8%
DoD Designated Examination
WHS — Office of the SecDef $ 30,717,649 0.4%
WHS — Washington Hqrtrs Services (31,520,914) -0.4%
WHS - Pnt Res Mtn Rev Fund 43,194,329 0.5%
WHS — Building Maintenance Fund 21,129,118 0.3%
WHS — DoD Test Resource Mgmt Ctr 253 0.0%
WHS — PFPA (7,083,360) -0.1%
WHS — Civilian Military Program 13,122 0.0%
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Reporting Entities

FY 2014 Balance

April 2015

% of Total Under Audit

(FY 2014)

WHS — Defense Media Activity (137,387) 0.0%
Missile Defense Agency 400,356 0.0%
Defense Security Cooperation Agency (3,468,626) 0.0%
DoD Education Activity (7,293,025) -0.1%
Other TI-97 Funds — Army 18,043,133 0.2%
DARPA 142,103 0.0%
Chemical Biological Defense Program 39,555,816 0.5%
Defense Threat Reduction Agency 2,524,509 0.0%
Defense Contract Mgmt Agency 17,123,094 0.2%
Joint Staff 20,771,026 0.3%
Subtotal - DoD Design. Exam $ 144,111,196 1.8%
DoD Non-material Reporting Entities
Other Reporting Entities (277,086,082) -3.5%
Total $ 7,887,780,712 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

The following reporting entities comprise the Non-Federal Accounts Receivable line item.

014
OMB Designated Audit
Army GF $ 838,983,853 12.9%
Air Force GF 285,620,626 4.4%
Navy GF 763,878,816 11.7%
Marine Corp GF 22,859,349 0.4%
Navy WCF 71,328,982 1.1%
Air Force WCF 7,161,271 0.1%
Army WCF 39,840,623 0.6%
Marine Corp WCF 154,844 0.0%
Military Retirement Fund 64,975,576 1.0% Y
USACE — Civil Works Program 2,184,417,349 33.5% Y
Subtotal - OMB Design. Audit $ 4,279,221,289 65.6%
DoD Designated Audit
MRF Payment $ - 0.0% Y
DLA WCF 993,081,888 15.2%
DLA GF 81,197 0.0%
DLA — Strategic Materials 306,387 0.0%
DHA — Contract Resource Mgmt 406,834,326 6.2% Y
DHA — SMA/Army 149,453,468 2.3%
DHA — SMA/Navy 22,974,734 0.4%
DHA — SMA/AIr Force 62,799,582 1.0%
DHA — Financial Operations Division 563,015 0.0%
DHA — SMA/NCR 516,527 0.0%
DHA — USUHS 43,298 0.0%
DoD Component Level Accounts 4,972,153 0.1% Y
MERHCF 388,164,548 6.0% Y
U.S. Special Operations Command $ 2,749,510 0.0%
DISAWCF 1,356,140 0.0%
DISA GF 167,825 0.0%
TRANSCOM — Air Mobility Command 140,387,959 2.2%
TRANSCOM — Military SDDC 1,625,806 0.0%
TRANSCOM — Military Sealift Cmd 89,926 0.0%
TRANSCOM — Command Staff 77,624 0.0%
TRANSCOM - Defense Courier Div 390,685 0.0%
TRANSCOM — Component Level 1,896,456 0.0%
DeCA WCF 37,386,836 0.6% Y
DeCA GF 108,745 0.0% Y
DFAS WCF 13,799,321 0.2% Y
Defense Contract Audit Agency 197,884 0.0% Y
Subtotal - DoD Design. Audit $ 2,230,025,840 34.2%
DoD Designated Examination
WHS — Office of the SecDef $ 468,135 | 0.0% |
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Reporting Entities FY 2014 Balance % of Total U?deeggfg't

WHS — Washington Hgrtrs Services 37,687 0.0%
WHS - Pnt Res Mtn Rev Fund 117,514 0.0%
WHS — Building Maintenance Fund 2,938 0.0%
WHS — PFPA 172,897 0.0%
WHS — Civilian Military Program (21) 0.0%
WHS — Defense Media Activity 71,956 0.0%
Missile Defense Agency 482,775 0.0%
Defense Security Cooperation Agency 60,512 0.0%
DoD Education Activity 5,352,294 0.1%
Other TI-97 Funds — Army 915,597 0.0%
DARPA 51,514 0.0%
Chemical Biological Defense Program 130,110 0.0%
Defense Threat Reduction Agency 58,958 0.0%
Defense Contract Mgmt Agency 853,362 0.0%
Joint Staff 79,119 0.0%

Subtotal - DoD Design. Exam $ 8,855,347 0.1%
DoD Non-material Reporting Entities
Other Reporting Entities 1,801,241 0.0%
Total $ 6,519,903,717 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Accounts Receivable. In order to assert audit readiness for this line item, reporting
entities must demonstrate that effective controls are in place to achieve the Outcomes Demonstrating
Audit Readiness relative to the risk associated with the assertion (as noted in the table). The suggested
test procedures can be used to test key controls operating within the business processes affecting
Accounts Receivable, and assess the availability of KSDs that support the controls and amounts

recorded.

Financial

AR.1

Reporting
Risks

Recorded Accounts
Receivable may not
pertain to the
reporting entity, may
not be
representative of
amounts earned by
and owed to the
reporting entity, or
may be improperly
classified and
summarized (E)
(Wave 4, ROMM
#10, #11, #19, #20,
#21, and #22)

Outcomes Demonstrating
Audit Readiness

Key Supporting
Documents

Accounts Receivable

Recorded Accounts
Receivable represent
transactions and events that
actually occurred, are
appropriately classified and
pertain to the reporting entity
(Wave 4, FRO #43 and #44)

Deposit tickets (SF-215s),
IPAC/GOALS reports
supporting cash collection
dollar amounts

Invoices, collection histories,
other supporting
documentation supporting an
accounts receivable

Copy of Treasury Report on
Receivables and
documentation supporting
preparation and contents of
the report

Suggested Test
Procedures

Test a sample of revenue
transactions and examine
supporting documentation to
determine whether an
Accounts Receivable has
been recorded timely and
accurately for all revenue
transactions where payment
has not been received.

Select a sample of IPAC,
cash, or equivalent
collections and examine
documentation to determine
whether Accounts Receivable
is reduced/liquidated
accurately and recorded in
the proper accounting period.

Select a sample of Accounts
Receivable that were
outstanding at year end and
review documentation that
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Financial
Reporting

Risks

Outcomes Demonstrating
Audit Readiness

Key Supporting
Documents

Accounts Receivable

April 2015

Suggested Test
Procedures

supports the reporting entity’s
claim to each receivable (e.g.,
contract, shipping document,
subsequent cash receipt,
etc.)

Verify that Accounts
Receivable subledgers
reconcile to general ledger
(G/L) accounts and G/L
accounts agree to the
financial statements of the
reporting entity

Accounts Receivable
transactions may be
recorded at incorrect
amounts (V) (Wave
4, ROMM #54, #55,
#64, #65, and #66)

Receivable transactions are
recorded at correct amounts
(Wave 4, FRO #46 and #47)

IPAC/GOALS reports
supporting cash collection
dollar amounts

Invoices, collection histories,
other supporting
documentation supporting an
accounts receivable

Copy of Treasury Report on
Receivables and
documentation supporting
preparation and contents of
the report

Schedule of calculation of
allowance for uncollectible
accounts (Non-Federal only)
and documentation
supporting the methodology
and assumptions used

AR.2 | Recorded Accounts Recorded Accounts IPAC/GOALS reports Select a sample of post
Receivables may not | Receivable include all amounts | supporting cash collection period IPAC or equivalent
include all amounts earned by and owed to the dollar amounts collections (subsequent to
earned by and owed | reporting entity and are year-end) and determine
to the reporting accurately classified and Accounts Receivable general | Whether an Accounts
entity, or may not be | summarized (Wave 4, FRO ledger account reconciliation Receivable was recorded as
summarized #46) and associated Supporting of year'end (fOI’
accurately in the documentation goods/services rendered prior
financial statements to year-end).

(C) (Wave 4, ROMM
#33, #34, #42, #43 See also Suggested Test
and #44) Procedures for AR.1

AR.3 | Accounts Receivable | Recorded Accounts Deposit tickets (SF-215s), Select a sample of Accounts
may not be properly Receivable are properly IPAC/GOALS reports Receivable from the
classified as either classified as either supporting cash collection accounting system and verify
Intragovernmental or | Intragovernmental or Non- dollar amounts that the Accounts Receivable
Non-Federal (E, C) Federal (Wave 4, FRO #78) are properly classified as

Copy of Treasury Report on either Intragovernmental or
Receivables and Non-Federal, and the trading
documentation supporting partner code is correct (for
preparation and contents of Intragovernmental
the report transactions).

AR.4 | All valid recorded Recorded Accounts Deposit tickets (SF-215s), Test a sample of revenue

transactions and examine
supporting documentation to
determine whether revenue
(and associated Accounts
Receivable) is recorded
timely (after services have
been rendered or goods
provided) and at correct
amounts.

Review the reporting entity’s
methodology for calculating
and recording an allowance
for doubtful accounts and
verify that the factors used
(i.e., historical collection
percentage, debtor’s ability to
pay, aging analysis) to
compute the allowance are
valid.
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Financial
Reporting
Risks

Outcomes Demonstrating
Audit Readiness

Key Supporting
Documents

Accounts Receivable

April 2015

Suggested Test
Procedures

Select a sample of
outstanding Non-Federal
Accounts Receivable (180
days old or greater) and
determine whether debts
have been referred to
Treasury timely and
accurately in accordance with
the Debt Collection
Improvement Act.

See also Suggested Test
Procedures for AR.1

AR.5 | The reporting entity The reporting entity has the Public law demonstrating Test a sample of revenue
may not have rights rights to the recorded authority to collect non- transactions and examine
to recorded Accounts Receivable (Wave 4, | exchange revenue supporting documentation to
Accounts Receivable | FRO #48) determine whether the
(R) (Wave 4, ROMM Contracts and invoices reporting entity has earned
#71) supporting any direct or revenue (by providing goods
indirect costs that have been | OF services) and has the right
included in the calculation of | to report a corresponding
customer rates Accounts Receivable in its
financial records.
See also Suggested Test
Procedures for AR.1
AR.6 IT General and All material systems achieve See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,” for
Application Controls the relevant FISCAM IT additional details related to IT General and Application
may not be general- and application-level Controls audit readiness activities
appropriately general control objectives.
designed or
operating effectively
(FISCAM)
AR.7 | Budgetary and Budgetary and proprietary Tie-point reconciliations Review all tie-point
proprietary interdependencies are properly reconciliation variances

interdependencies
are not properly
maintained as
indicated by tie-point
reconciliation
variances

maintained and reflected in tie-
point reconciliations

related to Accounts

Receivable and:

e Determine the root cause
of the variance

e Execute appropriate
corrective actions to
resolve the variance

e Document executed
corrective actions

Tie-point reconciliations

related to Accounts

Receivable should include:

e 1310+ 1320 + 1340 +
1360 = 4251

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Accounts Receivable footnote disclosures included in Note 5 of the
FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements,
specifies fundamental requirements for Accounts Receivable footnote disclosures that reporting entities
must consider in carrying out audit readiness activities. The Financial Reporting assessable unit in the
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FIAR Guidance provides further details with respect to audit readiness outcomes that address the
presentation and disclosure assertion for the financial statement line items.

5.D0.1.4 INVENTORY AND RELATED PROPERTY

Inventory and Related Property represents tangible personal property and includes such items as
inventory for resale, fuels held for sale, spare and repair parts, clothing and textiles. Inventory available
and purchased for resale includes consumable spare and repair parts and repairable items owned and
managed by the Department. Related property includes Operating Materiel & Supplies (OM&S) and
stockpile materiel. OM&S includes such items as spare and repair parts, ammunition, tactical missiles,
aircraft configuration pods, and centrally managed aircraft engines held for consumption.

Reporting entities must be able to assert the audit readiness of all business processes and sub-
processes associated with the recording and classifying of inventory and related property, including the
use of proper valuation and measurement methods.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Inventory and Related Property are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies
. SFFAS No.: 1,3 . National Archives and Records Administration
e DoD FMR: Volume 4, Chapter 1 & 4, Volume 6B, (NARA) General Records Schedule (GRS) 1.1
Chapter 10 e DoD FMR: Volume 1, Chapter 9

e  DCFO Memorandum: Accurate and Reliable DoD
Component-level Financial Management Trial Balances

Balance By Reporting Entity

The following reporting entities comprise the Inventory and Related Property line item.

Repo 0 e 014 Balance % 0 ota

OMB Designated Audit

Army GF $ 33,171,486,441 12.7%

Air Force GF 56,320,794,109 21.5%

Navy GF 70,767,232,464 27.1%

Marine Corp GF 2,329,115,347 0.9%

Navy WCF 30,432,835,820 11.6%

Air Force WCF 24,110,219,165 9.2%

Army WCF 20,958,629,616 8.0%

Marine Corp WCF 1,020,648,075 0.4%

USACE — Civil Works Program 15,416,814 0.0% Y
Subtotal - OMB Design. Audit $ 239,126,377,851 91.4%

DoD Designated Audit

DLA WCF $ 18,628,842,566 7.1%

DLA — Strategic Materials 504,673,247 0.2%

DoD Component Level Accounts 1,320,240 0.0% Y

U.S. Special Operations Command 22,085,059 0.0%

DISA WCF 1,970,064 0.0%

DeCA WCF 389,079,592 0.1% Y
Subtotal - DoD Design. Audit $ 19,547,970,768 7.5%

DoD Designated Examination

Missile Defense Agency 2,799,802,520 1.1%
Subtotal - DoD Design. Exam $ 2,799,802,520 1.1%

DoD Non-material Reporting Entities

Other Reporting Entities 22,711,063 0.0%

Total $ 261,496,862,202 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets
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Line Item Audit Readiness Considerations

April 2015

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Inventory and Related Property. In order to assert audit readiness for this line item,
reporting entities must demonstrate that effective controls are in place to achieve the Outcomes
Demonstrating Audit Readiness relative to the risk associated with the assertion (as noted in the table).
The suggested test procedures can be used to test key controls operating within the business processes
affecting Inventory and Related Property and assess the availability of KSDs that support the controls and
amounts recorded.

Key Supporting Documentation Types

Within the table, different levels or tiers of KSDs have been identified, which reporting entities may use to
demonstrate financial statement assertions. In accordance with auditing standards, the most robust
documentation, presented as Tier 1, should be used whenever possible. When Tier 1 documentation is
unavailable, reporting entities should move down to Tier 2. Additional documentation, including reporting
entity-specific documentation, may exist that is equivalent to or supplements the KSDs detailed in the
table. KSDs for Inventory and Related Property are also presented in Appendix B - FIAR Strategy,
Risks, Financial Reporting Objectives and Key Supporting Documents.

INV.1
WAVE 3
WAVE 4

Financial
Reporting
Risks

Recorded inventory may
not exist at a given date,
does not pertain to the
reporting entity, or may
be improperly classified
and summarized (E)
(Wave 3, ROMM #1, #2,
#3, #4, #5, and #6; Wave
4, ROMM #17, #19, #20,
#21, and #22)

Recorded OM&S may not
exist at a given date,
does not pertain to the
reporting entity, or may
be improperly classified
and summarized (E)
(Wave 3, ROMM #1, #2,
#3, #4, #5, and #6; Wave
4, ROMM #17, #19, #20,
#21, and #22)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Inventory and Related Property

Recorded inventory exists
at a given date, is
supported by appropriate
detailed records that are
accurately summarized
and reconciled to the
source system and general
ledger (Wave 3, FRO #2,
#3, #4, #7, and #8)

Recorded OM&S exists at
a given date, is supported
by appropriate detailed
records that are accurately
summarized and
reconciled to the source
system and general ledger
(Wave 3, FRO #2, #3, #4,
#7, and #8)

Physical inventory count
documentation (inventory
instructions, completed
inventory count sheets
(indicating items selected
from the “book” and
physically inspected on the
“floor”), preparer/reviewer
signatures and supporting
documentation evidencing
resolution of differences).
Physical inventory counts
must include sufficient
statistical coverage of the
population and comply with
applicable requirements
(e.g., DoDI 5000.64,
Enclosure 3, Section 11)
(Tier 1 Asset
Documentation).

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the

Suggested Test
Procedures

Physically observe Inventory
and OM&S counts being
performed and examine
documentation to determine
whether:

o the physical inventory or
OM&S count was
conducted at fiscal year-
end, or shortly thereafter
(within 10 business days
of the end of the fiscal
year)

e evidence exists to support
the review and approval
of inventory counts and
supporting adjusting
entries to financial
records by an authorized
official

e evidence exists to support
the review and approval
of OM&S counts and
supporting adjusting
entries to property
records by an authorized
official.

Select a sample of inventory

items or OM&S from the

source system and

physically inspect assets to

determine whether:

* the selected inventory or
OM&S physically exists.
In cases where inventory
or OM&S does not exist,
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Inventory and Related Property

estimated useful life of the
asset (Tier 2 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

April 2015

Suggested Test
Procedures

determine whether the
inventory has been
appropriately sold,
transferred, or disposed
of, and sufficient
documentation exists to
support the sale, transfer,
or disposal

e selected inventory is
properly classified in the
source system and
general ledger

e selected OM&S is
properly classified in the
Accountable Property
System of Record
(APSR) and general
ledger.

Note: if applicable, this
sample should include a
sub-sample of inventory or
OM&S in the possession of
contractors.

Verify that Inventory and
Related Property subledgers
reconcile to general ledger
(G/L) accounts and G/L
accounts agree to the
financial statements of the
reporting entity

INV.2
WAVE 3
WAVE 4

Inventory transactions
(acquisitions, sales,
issuance, disposals) may
not be recorded in the
APSR and general
ledger, may not be
recorded in the current
period, or may be
improperly classified and
summarized (C) (Wave 3,
ROMM #7, #8, and #9;
Wave 4, ROMM #40, #42,
#43, and #44)

OMA&S transactions may
not be recorded, may not
be recorded in the current
period, or may be
improperly classified and
summarized (C) (Wave 3,
ROMM #7, #8, and #9;
Wave 4, ROMM #40, #42,
#43, and #44)

All inventory transactions
are recorded (physical
inventory of inventory
assets reconciles to source
system) and properly
classified (Vehicle
Identification Number,
Serial Number, Bureau
Number, Unigue Item
Identifier within source
system and general ledger)
(Wave 3, FRO #1, #6, #9,
and #10)

All OM&S transactions are
recorded (physical
inventory of OM&S assets
reconciles to source
system records) and
properly classified (Vehicle
Identification Number,
Serial Number, Bureau
Number, Unique Item
Identifier within the source
system and general ledger)
(Wave 3, FRO #1, #6, #9,
and #10)

Physical inventory count
documentation (inventory
instructions, completed
inventory count sheets
(indicating items selected
from the “floor” and traced
back to the “book”),
preparer/reviewer
signatures and supporting
documentation evidencing
resolution of differences).
Physical inventory counts
must include sufficient
statistical coverage of the
population and comply with
applicable OUSD(AT&L)
requirements (Tier 1 Asset
Documentation).

Asset logs (e.g.,
maintenance logs or usage
logs) that are reconciled to
the APSR, demonstrating
the completeness of the
APSR population (Tier 2
Asset Documentation).

Physically observe Inventory

and OM&S counts being

performed and examine
documentation to determine
whether:

o the physical inventory or
OM&S count was
conducted at fiscal year-
end, or shortly thereafter
(within 10 business days
of the end of the fiscal
year)

e evidence exists to support
the review and approval
of inventory counts and
supporting adjusting
entries to financial
records by an authorized
official

e evidence exists to support
the review and approval
of OM&S counts and
supporting adjusting
entries to property
records by an authorized
official.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Inventory and Related Property

Mission-management/
logistics data (if different
from the APSRs) used by
leadership to track, deploy
or distribute assets,
reconciled to the APSR
demonstrating the
completeness of the APSR
population (Tier 2 Asset
Documentation).

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

April 2015

Suggested Test
Procedures

Select a sample of inventory
or OM&S from the
warehouse and determine
whether:

e inventory or OM&S is
appropriately entered in
the source system and
general ledger. In cases
where inventory is not
entered in the source
system, review
documentation and
perform inquiries of
appropriate personnel to
determine whether a
rational basis exists for
the omission

e inventory or OM&S is
properly classified in the
source system and
general ledger

Note: If applicable, this
sample should include a
sub-sample of inventory or
OM&S in the possession of
contractors.

Select a sample of related
expenses and examine
documentation to determine
whether expenses contain
transactions that should be
capitalized as current year
additions to inventory or
OM&S.

INV.3
WAVE 4

Inventory transactions
(acquisitions, sales,
issuances, disposals) are
recorded at incorrect
amounts, or Inventory
assets may be valued on
an inappropriate basis (V)
(Wave 4, ROMM #62,
#64, #65, and #66)

OM&S transactions
(acquisitions,
consumptions, disposals)
are recorded at incorrect
amounts, or OM&S
assets are valued on an
inappropriate basis (V)
(Wave 4, ROMM #62,
#64, #65, and #66)

Inventory transactions (all
acquisitions, sales,
disposals) are recorded at
correct amounts, and
Inventory is valued on an
appropriate valuation
basis, in accordance with
U.S. GAAP and SFFAS #3
(Wave 4, FRO #16 and
#17)

OM&S transactions (all
acquisitions, disposals,
maintenance) transactions
are recorded at correct
amounts, and OM&S
assets are valued on an
appropriate valuation basis
(Wave 4, FRO #16 and
#17)

Obligating documents
supporting asset acquisition
cost and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Summary schedule
reporting the

Select a sample of inventory
additions (i.e., purchases,
transfers in, donations) and
examine documentation
(i.e., receiving reports,
invoices, etc.) to determine
whether:

e inventory was valued in
accordance with U.S.
GAAP, at historical cost
or the latest acquisition
cost

e inventory was valued
using consistent
accounting principles
from period to period

« sufficient and accurate
documentation exists to
support the inventory
value
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Outcomes
Demonstrating Audit
REETESS

Financial
Reporting
Risks

Key Supporting
Documents

April 2015

Suggested Test
Procedures

Inventory and Related Property

amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

Select a sample of OM&S
additions (i.e., purchases,
transfers in, donations) and
examine documentation to

determine whether:

o OM&S was valued using

Reconciliation
demonstrating how totals in

the detail listing agree to the
amounts/quantities reported
in the summary schedule
(Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of

appropriate costing
methodologies, in
accordance with U.S.
GAAP (purchase vs.
consumption method)
OM&S was recorded at
correct amounts

sufficient and accurate
evidence exists to support

idle, excess, obsolete, or
otherwise unusable assets
such as:

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

the validity and value of
the OM&S addition
(invoices, etc.).

Select a sample of inventory
issuances (i.e., sales,
transfers out, donations) and
examine documentation to
determine whether:

e issuance was authorized
and approved by an
appropriate official

e issuance was recorded
timely and accurately

Identify slow moving,
obsolete, stale or damaged
inventory and examine
documentation to determine
whether:

e appropriate adjustments
(write-downs or write-offs)
were made to reduce
inventory to its net
realizable value

o the adjustments were
recorded timely and
accurately

o the write-downs or write-
offs were authorized by
an appropriate
authorizing official

o the adjusting entries were
reviewed and approved
by an authorized official
prior to recording the
entry in the source
system

e documentation exists to
support the review and
approval (i.e., sighature
and date of warehouse
supervisor)
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Inventory and Related Property

April 2015

Suggested Test
Procedures

Select a sample of OM&S
disposals (i.e., unusable,
obsolete, scrapped, or
damaged) and examine
documentation to determine
whether:

e The disposal was
authorized and approved
by appropriate official

e The disposal was
recorded timely and
accurately.

Verify that all impairments to
OM&S are identified timely
and all asset adjustments
are recorded accurately and
in the correct accounting
period.

Select a sample of related
expenses and examine
documentation to determine
whether expenses contain
transactions that should be
capitalized as current year
additions to inventory.

INV.4
WAVE 3
WAVE 4

Recorded inventory may
not pertain to nor is
rightfully owned by the
reporting entity (R) (Wave
3, ROMM #13 and #14;
Wave 4, ROMM #71)

Recorded OM&S does
not pertain to nor is
rightfully owned by the
reporting entity (R) (Wave
3, ROMM #13 and #14;
Wave 4, ROMM #71)

The reporting entity has
rights to the recorded

Inventory at a given date.

(Wave 3, FRO #5)

The reporting entity has
rights to the recorded
OM&S at a given date
(Wave 3, FRO #5)

Contract documentation,

including (for base assets

and asset modifications):

e Statement of Work

e Contract clauses that
define who owns assets
and when the reporting
entity takes possession

e Purchase Orders

e Receiving report or other
acceptance document
(e.g., DD-250, “Material
Inspection and Receiving
Report”) (Tier 2 Asset
Documentation).

Other estimation techniques
that can be used to estimate
the size of the population
with tolerable precision and
then compared to the APSR
population to demonstrate
completeness (Tier 2 Asset
Documentation).

Documentation of observed

physical indicators of

ownership rights, including a

combination of:

e Documentation of assets
located on reporting entity
facility

Select a sample of inventory
items or OM&S from the
source system and
physically inspect assets to
determine whether the
reporting entity
controls/owns the inventory
or OM&S and has the rights
to report the inventory or
OMA&S in the source system
and general ledger.

Select a sample of inventory
items or OM&S from the
warehouse and determine
whether documentation
exists (i.e., DD-250) to
evidence ownership/control
and the right to report the
inventory or OM&S in the
financial records.

Note: If applicable, this
sample should include a
sub-sample of inventory or
OM&S in the possession of
contractors.
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Financial Outcomes _
Reporting Demonstrating Audit Key Supporting Suggested Test
Risks Readiness Documents Procedures

Inventory and Related Property

e Assets tagged with
identification numbers
(e.g., barcodes or tail
numbers) that indicate
reporting entity ownership

o Assets are marked with
the reporting entity’s
name (or other coding or
naming conventions) that
demonstrate the reporting
entity’s control over the
asset

e Other evidence of
exclusive rights to use
assets (Tier 2 Asset
Documentation).

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In
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Financial Outcomes _
Demonstrating Audit Key Supporting Suggested Test
Readiness Documents Procedures

Reporting
Risks

Inventory and Related Property

INV.5 IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls may | achieve the relevant for additional details related to IT General and Application
not be appropriately FISCAM IT general- and Controls audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives.

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Inventory and Related Property footnote disclosures included in
Note 9 of the FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial Reporting
Requirements, specifies fundamental requirements for the Inventory and Related Property footnote
disclosures that reporting entities must consider in carrying out audit readiness activities. The Financial
Reporting assessable unit in the FIAR Guidance provides further details with respect to audit readiness
outcomes that address the presentation and disclosure assertion for the financial statement line items.

5.D.1.5 GENERAL PROPERTY, PLANT AND EQUIPMENT
5.D.1.5.1 General Equipment

General Equipment is included as General Property, Plant & Equipment (G-PP&E) and consists of
tangible assets that have an estimated useful life of 2 or more years; are not intended for sale in the
ordinary course of operations; and, are intended to be used or available for use by the reporting entity.

Reporting entities must be able to assert the audit readiness of all business processes and sub-
processes associated with General Equipment, including acquisitions, depreciation, transfers,
dispositions and general ledger recording. Furthermore, reporting entities should have controls in place to
properly account for General Equipment acquired by and/or in the possession of contractors. The nature
of the item, rather than who has possession of the asset, is the basis for proper accountability.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for General Equipment are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies
e SFFAS No.: 6, 11, 35, 44 e National Archives and Records Administration
e  Technical Release (TR): 14 (NARA) General Records Schedule (GRS) 1.1
e DoD FMR: Volume 4, Chapter 6 e FMR: Volume 1, Chapter 9
. DCFO Memorandum: Accurate and Reliable DoD

Component-level Financial Management Trial
Balances

Balance By Reporting Entity

The following reporting entities comprise the General Equipment line item.

Repo 0 e 014 Balance % 0 ota

OMB Designated Audit

Army GF $ 75,021,932,543 | 17.8% |
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Reporting Entities FY 2014 Balance % of Total U(anYerzoAlu4d)|t
Air Force GF 88,876,383,315 21.1%
Navy GF 234,224,041,578 55.6%
Marine Corp GF 8,556,045,708 2.0%
Navy WCF 464,793,418 0.1%
Air Force WCF 962,793,019 0.2%
Army WCF 425,399,562 0.1%
Marine Corp WCF 19,410,349 0.0%
USACE — Civil Works Program 974,560,599 0.2% Y
Subtotal - OMB Design. Audit $ 409,525,360,091 97.2%
DoD Designated Audit
DLA WCF $ 156,938,145 0.0%
DHA — Financial Operations Division 7,065,815 0.0%
DHA — USUHS 5,926,144 0.0%
DoD Component Level Accounts 243,854,388 0.1% Y
U.S. Special Operations Command 8,952,270,520 2.1%
DISA WCF 438,618,900 0.1%
DISA GF 83,153,997 0.0%
TRANSCOM — Air Mobility Command 30,789,203 0.0%
TRANSCOM — Military SDDC 34,970,808 0.0%
TRANSCOM — Military Sealift Cmd (2,231,789) 0.0%
TRANSCOM — Command Staff 28,055,767 0.0%
DeCA WCF 12,143,458 0.0% Y
DeCA GF 75,262,024 0.0% Y
DFAS WCF 42,651,540 0.0% Y
Subtotal - DoD Design. Audit $ 10,109,468,920 2.4%
DoD Designated Examination
WHS — Office of the SecDef $ 111,752,924 0.0%
WHS — Washington Hqrtrs Services 13,781,197 0.0%
WHS — Defense Media Activity 2,693,775 0.0%
Missile Defense Agency 1,468,071,837 0.3%
Defense Security Cooperation Agency 33,192 0.0%
DARPA 361,427 0.0%
Chemical Biological Defense Program 473,935 0.0%
Defense Threat Reduction Agency 13,143,391 0.0%
Defense Contract Mgmt Agency 6,440,272 0.0%
Joint Staff 102,577,030 0.0%
Subtotal - DoD Design. Exam $ 1,719,328,980 0.4%
DoD Non-material Reporting Entities
Other Reporting Entities 22,328,254 0.0%
Total $ 421,376,486,245 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Footnote Data

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and KSDs
specific to General Equipment. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures can
be used to test key controls operating within the business processes affecting General Equipment and
assess the availability of KSDs that support the controls and amounts recorded.

Key Supporting Documentation Types

Within the table, different levels or tiers of KSDs have been identified, which reporting entities may use to
demonstrate financial statement assertions. In accordance with auditing standards, the most robust
documentation, presented as Tier 1, should be used whenever possible. When Tier 1 documentation is
unavailable, reporting entities should move down to Tier 2. Additional documentation, including reporting
entity-specific documentation, may exist that is equivalent to or supplements the KSDs detailed in the
table. KSDs for General Equipment are also presented in Appendix B - FIAR Strategy, Risks, Financial
Reporting Objectives and Key Supporting Documents.
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GE.1
WAVE 3
WAVE 4

Financial
Reporting
NS

Recorded General
Equipment may not
exist at a given date,
does not pertain to the
reporting entity, or may
be improperly classified
and summarized (E)
(Wave 3, ROMM #1,
#2, #3, #4, #5, and #6;
Wave 4, ROMM #17,
#19, #20, #21, and #22)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

General Equipment

Recorded General
Equipment exists at a given
date, is supported by
appropriate detailed records
that are accurately
summarized and reconciled
to the APSR (Wave 3, FRO
#2, #3, #4, #7, and #8)

Physical inventory count
documentation (inventory
instructions, completed
inventory count sheets
(indicating items selected
from the “book” and
physically inspected on the
“floor”), preparer/reviewer
signatures and supporting
documentation evidencing
resolution of differences).
Physical inventory counts
must include sufficient
statistical coverage of the
population and comply with
applicable requirements
(e.g., DoDI 5000.64,
Enclosure 3, Section 11)
(Tier 1 Asset
Documentation).

Obligating documents
supporting asset
acquisition and any related
asset improvements, such
as contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by
class of assets (Tier 1
Asset Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

¢ Request for Transfer of

Excess Real and

April 2015

Suggested Test
Procedures

Physically observe general

equipment counts being

performed and examine
documentation to
determine whether:

e the count was
conducted at fiscal year-
end, or shortly thereafter
(within 10 business days
of the end of the fiscal
year)

e evidence exists to

support the review and

approval of counts and
supporting adjusting
entries to property
records by an
authorized official.

Select a sample of general
equipment assets from the
Accountable Property
System of Record (APSR)
and physically inspect
assets to determine
whether:

o the selected asset
physically exists. In
cases where assets do
not exist, determine
whether assets have
been appropriately
transferred or disposed
of, and sufficient
documentation exists to
support the
transfer/disposal

o the selected general
equipment is properly
classified in the APSR
and general ledger.

Note: if applicable, this
sample should include a
sub-sample of government
furnished general
equipment (i.e., equipment
in the possession of
contractors).

Select a sample of general
equipment disposals (i.e.,
transfers out, donations,
demolition) and examine
documentation to
determine whether:

o disposal was authorized
and approved by
appropriate official

o disposal was recorded
timely and accurately.
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Outcomes
Demonstrating Audit
Readiness

Financial
Reporting
NS

Key Supporting
Documents

Suggested Test
Procedures

General Equipment

Related Personal

Property (GSA Form Verify that General

1334) Equipment subledgers
e Declaration of Excess reconcile to general ledger
document (G/L) accounts and G/L

accounts agree to the
financial statements of the
reporting entity

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

GE.2 General Equipment All General Equipment Physical inventory count Physically observe general
WAVE 3 | transactions may not be | transactions are recorded documentation (inventory equipment counts be]ng
WAVE 4 | recorded, may not be (physical inventory of instructions, completed performed and examine

documentation to
determine whether:
e the count was

recorded in the current
period, or may be
improperly classified

equipment assets reconciles
to APSR records) and
properly classified (Vehicle

inventory count sheets
(indicating items selected
from the “floor” and traced

and summarized (C)
(Wave 3, ROMM #7,
#8, and #9; Wave 4,
ROMM #40, #42, #43,
and #44)

Identification Number, Serial
Number, Bureau Number,
Unique Item Identifier) within
the Accountable Property
System of Record and
general ledger (Wave 3,

back to the “book”),
preparer/reviewer
signatures and supporting
documentation evidencing
resolution of differences).
Physical inventory counts

conducted at fiscal year-
end, or shortly thereafter
(within 10 business days
of the end of the fiscal
year)

evidence exists to

must include sufficient
statistical coverage of the
population and comply with
applicable OUSD(AT&L)
requirements (Tier 1 Asset
Documentation).

FRO #1, #6, #9, and #10) support the review and
approval of counts and
supporting adjusting
entries to property
records by an

authorized official.

Select a sample of general
equipment and determine
whether:

o the general equipment is
appropriately entered in
the APSR and general
ledger. In cases where
assets are not entered
in the APSR, review
documentation and
perform inquiries of
appropriate personnel to
determine whether a
rational basis exists for
the omission

e general equipment is
properly classified in the
accountable property
system of record
(APSR) and general
ledger.

Asset logs (e.g.,
maintenance logs or usage
logs) that are reconciled to
the APSR, demonstrating
the completeness of the
APSR population (Tier 2
Asset Documentation).

Mission-
management/logistics data
(if different from the
APSRs) used by
leadership to track, deploy
or distribute assets,
reconciled to the APSR
demonstrating the
completeness of the APSR
population (Tier 2 Asset
Documentation).

Obligating documents
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Outcomes
Demonstrating Audit
Readiness

Financial
Reporting
NS

Key Supporting
Documents

General Equipment

April 2015

Suggested Test
Procedures

supporting asset
acquisition and any related
asset improvements, such
as contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by
class of assets (Tier 1
Asset Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

Note: If applicable, this
sample should include a
sub-sample of government
furnished general
equipment (i.e., equipment
in the possession of
contractors).

Select a sample of general
equipment additions (i.e.,
constructions, transfers in,
donated) and examine
documentation to
determine whether:

e construction in progress
costs were recorded in
correct accounts at the
correct amounts

o all construction in
progress costs were
accurately charged to
the cost of the asset

o sufficient, accurate, and
relevant documentation
exists to support all
property acquisition
costs (i.e., invoices)

e general equipment has
been capitalized in
accordance with the
reporting entity’s
capitalization policy and
FMR 7000.14, as
revised

o the recorded useful
life/recovery period is in
accordance with the
reporting entity’s policies
and FMR 7000.14, as
revised

o the “Placed-in-Service
Date” is appropriate and
supported by adequate
documentation.

Select a sample of general
equipment disposals (i.e.,
transfers out, donations,
demolition) and examine
documentation to
determine whether:

o disposal was authorized
and approved by
appropriate official

o disposal was recorded
timely and accurately.

Select a sample of related
expenses and examine
documentation to
determine whether
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Financial
Reporting
NS

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

General Equipment

April 2015

Suggested Test
Procedures

expenses contain
transactions that should be
capitalized as current year
additions to general
equipment.

GE.3
WAVE 4

General Equipment
transactions
(acquisitions, disposals)
may be recorded at
incorrect amounts, or
General Equipment
may be valued on an
inappropriate basis (V)
(Wave 4, ROMM #62,
#64, #65, and #66)

General Equipment
transactions (all
acquisitions, disposals,
maintenance) are recorded
at correct amounts, and
General Equipment assets
are valued on an
appropriate valuation basis
(Wave 4, FRO #13 and #14)

Obligating documents
supporting asset
acquisition cost and any
related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Documentation supporting
“placed-in-service” date
(e.g., DD-1354, “Transfer
and Acceptance of Real
Property,” DD-250,
“Material Inspection and
Receiving Report,”
receiving report), including
documentation supporting
the useful life estimate for
recognition of depreciation
expense (Tier 1 Asset
Documentation).

Documentation supporting
mathematical calculations
for recorded
depreciation/amortization
(demonstrating that the
system is correctly
calculating
depreciation/amortization
expense for a sample of
assets, appropriately
considering
additions/betterments, etc.
that may affect useful lives
and acquisition costs over
the life of assets) (Tier 1
Asset Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset

Select a sample of general
equipment additions (i.e.,
constructions, transfers in,
donated) and examine
documentation to
determine whether:

o all costs to bring general
equipment into service
(i.e., freight, installation,
moving, and holding
costs) were recorded as
part of asset

e costs to make any
enhancement or
modification to the
general equipment that
increased the useful life
and/or added new
capabilities were
appropriately capitalized
and added to the full
cost of the asset

e routine repair or
maintenance costs were
appropriately and timely
expensed (i.e., charged
to the correct GL
account)

e depreciation expense
was recorded accurately
and timely

e construction in progress
costs were recorded in
correct accounts at the
correct amounts

e all construction in
progress costs were
accurately charged to
the cost of the asset

o sufficient, accurate, and
relevant documentation
exists to support all
property acquisition
costs (i.e., invoices)

e general equipment has
been capitalized in
accordance with the
reporting entity’s
capitalization policy and
FMR 7000.14, as
revised

o the recorded useful
life/recovery period is in
accordance with the
reporting entity’s policies
and FMR 7000.14, as
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Financial
Reporting
NS

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

General Equipment

Documentation).

Summary schedule
reporting the
amounts/quantities by
class of assets (Tier 1
Asset Documentation).

Reconciliation
demonstrating how totals
in the detalil listing agree to
the amounts/quantities
reported in the summary
schedule (Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and
Related Personal
Property (GSA Form
1334)

e Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

April 2015

Suggested Test
Procedures

revised

o the “Placed-in-Service
Date” is appropriate and
supported by adequate
documentation.

Select a sample of general
equipment disposals (i.e.,
transfers out, donations,
demolition) and examine
documentation to
determine whether:

o disposal was recorded
at the net realizable
value (full historical cost
— accumulated
depreciation)

e any loss/gain on
disposal was properly
and accurately
recorded.

Verify that all impairments
are identified timely and all
asset adjustments are
recorded accurately, and in
the correct accounting
period.

Select a sample of general
equipment assets and
verify the following:

o the validity of useful life
and estimated salvage
value for the purpose of
calculating depreciation
expense

o the validity of the
depreciation method in
conformity with U.S.
GAAP

e accuracy of recorded
current year
depreciation expense
and accumulated
depreciation.

Select a sample of related
expenses and examine
documentation to
determine whether
expenses contain
transactions that should be
capitalized as current year
additions to equipment.

GE.4
WAVE 3
WAVE 4

Recorded General
Equipment may not
pertain to nor is
rightfully owned by the
reporting entity (R)
(Wave 3, ROMM #13
and #14; Wave 4,

The reporting entity has
rights to the recorded
General Equipment at a
given date (Wave 3, FRO
#5)

Contract documentation,

including (for base assets

and asset modifications):

e Statement of Work

e Contract clauses that
define who owns assets
and when the reporting

Select a sample of general
equipment assets from the
Accountable Property
System of Record (APSR)
and physically inspect
assets to determine
whether the reporting entity
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Financial
Reporting
NS

ROMM #71)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

General Equipment

entity takes possession
e Purchase Orders

e Receiving report or
other acceptance
document (e.g., DD-250,
“Material Inspection and
Receiving Report”) (Tier
2 Asset Documentation).

Other estimation
techniques that can be
used to estimate the size
of the population with
tolerable precision and
then compared to the
APSR population to
demonstrate completeness
(Tier 2 Asset
Documentation).

Physical indicators of

ownership rights, including

a combination of:

e Assets located on
reporting entity facility

e Assets tagged with
identification numbers
(e.g., barcodes or tail
numbers) that indicate
reporting entity
ownership

e Assets are marked with
the reporting entity’s
name (or other coding or
naming conventions)
that demonstrate the
reporting entity’s control
over the asset

e Other evidence of
exclusive rights to use
assets (Tier 2 Asset
Documentation).

Obligating documents
supporting asset
acquisition and any related
asset improvements, such
as contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

April 2015

Suggested Test
Procedures

controls/owns the asset
and has the right to report
the asset in the APSR and
general ledger.

Select a sample of general
equipment and determine
whether documentation
exists (i.e., DD-250) to
evidence ownership/control
and the right to report the
general equipment in its
financial records.

Note: If applicable, this
sample should include a
sub-sample of government
furnished general
equipment (i.e., equipment
in the possession of
contractors).
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Financial Outcomes : .
Reporting Demonstrating Audit Key Supporting Suggested Test
Readiness Documents Procedures

Risks

General Equipment

Documentation supporting
“placed-in-service” date
(e.g., DD-1354, “Transfer
and Acceptance of Real
Property,” DD-250,
“Material Inspection and
Receiving Report,”
receiving report), including
documentation supporting
the useful life estimate for
recognition of depreciation
expense (Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

o Request for Transfer of
Excess Real and
Related Personal
Property (GSA Form
1334)

e Declaration of Excess
document

¢ approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

GE.5 IT General and All material systems achieve | See FIAR Guidance Section 3.D.2, “Systems (IT)
Application Controls the relevant FISCAM IT Controls,” for additional details related to IT General and
may not be general- and application- Application Controls audit readiness activities

appropriately designed level general control
or operating effectively objectives.
(FISCAM)

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the General Property, Plant and Equipment, Net footnote disclosures
included in Note 10 of the FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial
Reporting Requirements, specifies fundamental requirements for General Property, Plant and Equipment,
Net footnote disclosures that reporting entities must consider in carrying out audit readiness activities.
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The Financial Reporting assessable unit in the FIAR Guidance provides further details with respect to
audit readiness outcomes that address the presentation and disclosure assertion for the financial
statement line items.

5.D.1.5.2 Real Property

Real Property is included as General Property, Plant & Equipment (G-PP&E) on the Balance Sheet and
includes Land, Buildings, Structures, Facilities, and Leasehold Improvements. Real Property also
includes Stewardship Land that includes both land and land rights owned by the Department, but not
acquired for, or in connection with, items of G-PP&E. All land provided to the Department from the public
domain or at no cost, regardless of its use, is classified as Stewardship Land. Reporting entities must be
able to assert the audit readiness of all business processes and sub-processes associated with Real
Property, including acquisitions, capitalization, depreciation, and general ledger recording.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Real Property are contained in the following table.

Record Retention Policies

Financial Management and Accounting Guidance

e SFFASNo.:5 . National Archives and Records Administration
e DoD FMR: Volume 4, Chapter 11; Volume 6B, Chapter 4 (NARA) General Records Schedule (GRS) 1.1
e  DoD Instruction 4165.14, Real Property Inventory (RPI) ¢  FMR: Volume 1, Chapter 9

and Forecasting
. DCFO Memorandum: Accurate and Reliable DoD
Component-level Financial Management Trial Balances

Balance By Reporting Entity

The following reporting entities comprise the Real Property line item.

OMB Designated Audit

Army GF 60,110,225,424 30.9%

Air Force GF 41,282,189,176 21.3%

Navy GF 28,202,988,185 14.5%

Marine Corp GF 9,402,705,147 4.8%

Navy WCF 1,459,163,784 0.8%

Air Force WCF 550,373,394 0.3%

Army WCF 1,003,799,926 0.5%

Marine Corp WCF 45,989,444 0.0%

USACE — Civil Works Program 28,544,854,640 14.7% Y
Subtotal - OMB Design. Audit 170,602,289,120 87.8%

DoD Designated Audit

DLA WCF 949,395,274 0.5%

DLA GF 860,872,745 0.4%

DLA — Strategic Materials 1 0.0%

DHA — SMA/Army 3,248,216,550 1.7%

DHA — SMA/Navy 1,191,843,908 0.6%

DHA — SMA/AIr Force 2,631,508 0.0%

DHA — USUHS 8,165,751 0.0%

DoD Component Level Accounts 2,517,371,683 1.3% Y

U.S. Special Operations Command 2,937,972,726 1.5%

DISAWCF 75,757,974 0.0%

DISA GF 38,124,043 0.0%

TRANSCOM — Air Mobility Command 296,874,651 0.2%

TRANSCOM — Military SDDC 19,598,341 0.0%

TRANSCOM — Command Staff 120,356,030 0.1%

TRANSCOM — Defense Courier Div 4,057,148 0.0%

DeCA WCF 27,216,387 0.0% Y

DeCA GF 720,396,767 0.4% Y
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Reporting Entities FY 2014 Balance % of Total U(anyerzgluzglt
DFAS WCF 134,949,567 0.1% Y
Subtotal - DoD Design. Audit $ 13,153,801,054 6.8%
DoD Designated Examination
WHS — Office of the SecDef $ 4,521,262,368 2.3%
WHS — Washington Hqrtrs Services 122,379,477 0.1%
WHS — Pnt Res Mtn Rev Fund 3,063,215,504 1.6%
Missile Defense Agency 1,526,661,644 0.8%
DoD Education Activity 334,529,624 0.2%
Other TI-97 Funds — Army 156,988,379 0.1%
Chemical Biological Defense Program 2,090,177 0.0%
Defense Threat Reduction Agency 84,613,154 0.0%
Joint Staff 432,750,819 0.2%
Subtotal - DoD Design. Exam $ 10,244,491,146 5.3%
DoD Non-material Reporting Entities
Other Reporting Entities 216,886,120 0.1%
Total $ 194,217,467,440 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Footnote Data

As noted, the balances above were reported in the FY 2014 reporting entity balance sheets and
footnotes. A policy change regarding reporting of real property within the Department is being
considered that would significantly impact the balances reflected in the table.

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and KSDs
specific to Real Property. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures can
be used to test key controls operating within the business processes affecting Real Property, and assess
the availability of KSDs that support the controls and amounts recorded.

Key Supporting Documentation Types

Within the table, different levels or tiers of KSDs have been identified, which reporting entities may use to
demonstrate financial statement assertions. In accordance with auditing standards, the most robust
documentation, presented as Tier 1, should be used whenever possible. When Tier 1 documentation is
unavailable, reporting entities should move down to Tier 2. Additional documentation, including reporting
entity-specific documentation, may exist that is equivalent to or supplements the KSDs detailed in the
table. KSDs for Real Property are also presented in Appendix B - FIAR Strategy, Risks, Financial
Reporting Objectives and Key Supporting Documents.

Outcomes

Financial

RP.1
WAVE 3
WAVE 4

Reporting
Risks

Recorded Real Property
may not exist at given
date, does not pertain to
the reporting entity, or
may be improperly
classified and
summarized (E) (Wave
3, ROMM #1, #2, #3, #4,
#5, and #6; Wave 4,
ROMM #17, #19, #20,

Demonstrating Audit
Readiness

Key Supporting
Documents

Real Property

Recorded Real Property
exists at a given date, is
supported by appropriate
detailed records that are
accurately summarized
and reconciled to the
APSR (Wave 3, FRO #2,
#3, #4, #7, and #8)

Physical inventory count
documentation (inventory
instructions, completed
inventory count sheets
(indicating items selected
from the “book” and
physically inspected on the
“floor”), preparer/reviewer
signatures and supporting
documentation evidencing

Suggested Test
Procedures

Physically observe real
property asset counts
being performed and
examine documentation
to determine whether:

« the real property count
was conducted at
fiscal year-end, or
shortly thereafter
(within 10 business
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Reporting
NS

#21, and #22)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Real Property

resolution of differences).
Physical inventory counts
must include sufficient
statistical coverage of the
population and comply with
applicable requirements
(e.g., DoDI 4165.14,
Enclosure 3) (Tier 1 Asset
Documentation).

April 2015

Suggested Test
Procedures

days of the end of the
fiscal year)

e evidence exists to
support the review
and approval of real
property counts and
supporting adjusting

entries to property

records by an
authorized official.

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

e Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

Select a sample of real
property assets from the
Accountable Property
System of Record
(APSR) and physically
inspect assets to
determine whether:

o the selected real
property assets
physically exist. In
cases where assets
do not exist,
determine whether
these assets have
been appropriately
transferred or
disposed of, and
sufficient
documentation exists
to support the
transfer/disposal

o selected real property
is properly classified in
the APSR and general
ledger.

Note: If applicable, this
sample should include a
sub-sample of real
property in the custody of
contractors.

Select a sample of real
property disposals (i.e.,
transfers out, donations,
demolition) and examine
documentation to
determine whether:

o the disposal was
authorized and
approved by
appropriate official

o the disposal was
recorded timely and
accurately.

Verify that Real Property
subledgers reconcile to
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Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Real Property

documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

April 2015

Suggested Test
Procedures

general ledger (G/L)
accounts and G/L
accounts agree to the
financial statements of
the reporting entity.

RP.2
WAVE 3
WAVE 4

Real Property
transactions may not be
recorded, may not be
recorded in the current
period, or may be
improperly classified and
summarized (C) (Wave
3, ROMM #7, #8, and
#9; Wave 4, ROMM #40,
#42, #43, and #44)

All Real Property
transactions are recorded
(physical inventory of Real
Property assets reconciles
to APSR records) and
properly classified (Real
Property Unique Identifier
(RPUID), Facility Number)
within the Accountable
Property System of Record
and general ledger (Wave
3, FRO #1, #6, #9, and
#10)

Physical inventory count
documentation (inventory
instructions, completed
inventory count sheets
(indicating items selected
from the “floor” and traced
back to the “book”),
preparer/reviewer
signatures and supporting
documentation evidencing
resolution of differences).
Physical inventory counts
must include sufficient
statistical coverage of the
population and comply with
applicable OUSD(AT&L)
requirements (Tier 1 Asset
Documentation).

Asset logs (e.g.,
maintenance logs or usage
logs) that are reconciled to
the APSR, demonstrating
the completeness of the
APSR population (Tier 2
Asset Documentation).

Mission-
management/logistics data
(if different from the APSRs)
used by leadership to track,
deploy or distribute assets,
reconciled to the APSR
demonstrating the
completeness of the APSR
population (Tier 2 Asset
Documentation).

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must

Physically observe real
property asset counts
being performed and
examine documentation
to determine whether:

« the real property count
was conducted at
fiscal year-end, or
shortly thereafter
(within 10 business
days of the end of the
fiscal year)

e evidence exists to
support the review
and approval of real
property counts and
supporting adjusting
entries to property
records by an
authorized official.

Select a sample of real

property assets and

determine whether:

o real property is
appropriately entered
in the APSR and
general ledger. In
cases where assets
are not entered in the
APSR, review
documentation and
perform inquiries of
appropriate personnel
to determine whether
a rational basis exists
for the omission

o real property is
properly classified in
the APSR and general
ledger.

Note: If applicable, this
sample should include a
sub-sample of real
property in the custody of
contractors.

Select a sample of real
property additions (i.e.,
constructions, transfers
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Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Real Property

demonstrate how a
maodification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

April 2015

Suggested Test
Procedures

in, donations) and

examine documentation

to determine whether:

e construction in
progress (CIP) costs
were recorded in
correct accounts at
the correct amounts

o all CIP costs were
accurately charged to
the cost of the asset
and CIP accounts
were relieved after
construction
completion

o sufficient, accurate,
and relevant
documentation exists
to support all property
acquisition costs

o real property assets

have been capitalized

in accordance with the

DoD capitalization

threshold.

Select a sample of real
property disposals (i.e.,
transfers out, donations,
demolition) and examine
documentation to
determine whether:

o the disposal was
authorized and
approved by
appropriate official

o the disposal was
recorded timely and
accurately.

Select a sample of
related expenses and
examine documentation
to determine whether
expenses contain
transactions that should
be capitalized as current
year additions to real

property.

RP.3
WAVE 4

Real Property
transactions
(acquisitions,
maintenance, disposals)
may be recorded at
incorrect amounts, or
Real Property assets
may be valued on an
inappropriate basis (V)
(Wave 4, ROMM #62,
#64, #65, and #66)

Real Property transactions
(all acquisitions, disposals,
maintenance) are recorded
at correct amounts, and
Real Property assets are
valued on an appropriate
valuation basis (Wave 4,
FRO #13 and #14)

Obligating documents
supporting asset acquisition
cost and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a

Select a sample of real

property additions (i.e.,

constructions, transfers

in, donations) and
examine documentation
to determine whether:

o all costs to bring real
property into service
(i.e., freight,
installation, moving,
and holding costs)
were recorded as part
of asset
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Outcomes
Demonstrating Audit
Readiness

Financial
Reporting
NS

Key Supporting
Documents

Real Property

modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Documentation supporting
transfer of cost information
from Construction in
Progress (CIP) accounts to
the fixed asset account (DD-
1354, “Transfer and
Acceptance of Real
Property”) (Tier 1 Asset
Documentation).

Documentation supporting
“placed-in-service” date
(e.g., DD-1354, “Transfer
and Acceptance of Real
Property,” DD-250, “Material
Inspection and Receiving
Report,” receiving report),
including documentation
supporting the useful life
estimate for recognition of
depreciation expense (Tier 1
Asset Documentation).

Documentation supporting
mathematical calculations
for recorded
depreciation/amortization
(demonstrating that the
system is correctly
calculating
depreciation/amortization
expense for a sample of
assets, appropriately
considering
additions/betterments, etc.
that may affect useful lives
and acquisition costs over
the life of assets) (Tier 1
Asset Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

Reconciliation
demonstrating how totals in

April 2015

Suggested Test
Procedures

costs to make any

enhancement or

modification to the

property that

increased the useful

life were appropriately

capitalized and added
to the full cost of the
asset

e routine repair or
maintenance costs
were appropriately
and timely expensed
(i.e., charged to the
correct GL account)

e depreciation expense
was recorded
accurately and timely

e CIP costs were
recorded in correct
accounts at the
correct amounts and
CIP accounts were
relieved after
construction
completion

o all CIP costs were
accurately charged to
the cost of the asset

« sufficient, accurate,
and relevant
documentation exists
to support all property
acquisition costs

e real property assets
have been capitalized
in accordance with the
DoD capitalization
threshold.

Select a sample of real
property disposals (i.e.,
transfers out, donations,
demolition) and examine
documentation to
determine whether:

o the disposal was
recorded at the net
realizable value (full
historical cost —
accumulated
depreciation)

e any loss/gain on
disposal was properly
and accurately
recorded.

Verify that all
impairments are
identified timely and all
asset adjustments are
recorded accurately and
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Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Real Property

the detail listing agree to the
amounts/quantities reported
in the summary schedule
(Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

e Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

April 2015

Suggested Test
Procedures

in the correct accounting
period.

Select a sample of real
property assets and
verify the following:

o the validity of useful
life and estimated
salvage value for the
purpose of calculating
depreciation expense

o the validity of the
depreciation method
in conformity with U.S.
GAAP

e accuracy of recorded
current year
depreciation expense
and accumulated
depreciation

Select a sample of
related expenses and
examine documentation
to determine whether
expenses contain
transactions that should
be capitalized as current
year additions to real

property.

RP.4
WAVE 3
WAVE 4

Recorded Real Property
assets may not pertain
to nor are rightfully
owned by the reporting
entity (R) (Wave 3,
ROMM #13 and #14;
Wave 4, ROMM #71)

The reporting entity has
rights to the recorded Real
Property at a given date
(Wave 3, FRO #b)

Contract documentation,

including (for base assets

and asset modifications):

e Statement of Work

e Contract clauses that
define who owns assets
and when the reporting
entity takes possession

e Purchase Orders

e Receiving report or other
acceptance document
(e.g., DD-250, “Material
Inspection and Receiving
Report” or DD-1354,
“Transfer and Acceptance
of DoD Real Property”)

e Deedsttitles (for Land
only)

e Lease, Occupancy
Agreement, Reversion
Legal Document,
Judgment Legal
Document (for
condemnation), Letter of
Withdrawal (for
withdrawal from Public
Domain) (Tier 2 Asset
Documentation).

Tract maps, land plats,

Select a sample of real
property assets and
determine whether
documentation exists
(i.e., DD-1354) to
evidence
ownership/control and
the right to report the real
property in its financial
records.

Note: If applicable, this
sample should include a
sub-sample of real
property in the custody of
contractors.
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=S ERE] Outcomes :
Reporting Demonstrating Audit
Risks Readiness

Key Supporting
Documents

Real Property

April 2015

Suggested Test
Procedures

space management

systems, utilities maps, or
facility diagrams that are
reconciled to the APSR,
demonstrating the
completeness of the APSR
population (Tier 2 Asset
Documentation).

Other estimation techniques
that can be used to estimate
the size of the population
with tolerable precision and
then compared to the APSR
population to demonstrate
completeness (Tier 2 Asset
Documentation).

Documentation of observed
physical indicators of
ownership rights, including a
combination of:

e Documentation of assets
located on reporting entity
facility

e Assets tagged with
identification numbers
(e.g., barcodes or tail
numbers) that indicate
reporting entity ownership

e Assets are marked with
the reporting entity’s
name (or other coding or
naming conventions) that
demonstrate the reporting
entity’s control over the
asset

e Other evidence of
exclusive rights to use
assets (Tier 2 Asset
Documentation).

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).
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Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Real Property

Documentation supporting
“placed-in-service” date
(e.g., DD-1354, “Transfer
and Acceptance of Real
Property,” DD-250, “Material
Inspection and Receiving
Report,” receiving report),
including documentation
supporting the useful life
estimate for recognition of
depreciation expense (Tier 1
Asset Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

e Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical

asset/inventory counts
(Tier 1 Asset
Documentation).

DD Form 1150 — Request
for Issue/Transfer/Turn-In

April 2015

Suggested Test
Procedures

RP.5

IT General and
Application Controls
may not be appropriately
designed or operating
effectively (FISCAM)

All material systems
achieve the relevant
FISCAM IT general- and
application-level general
control objectives.

See FIAR Guidance Section 3.D.2, “Systems (IT)
Controls,” for additional details related to IT General and
Application Controls audit readiness activities

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Real Property footnote disclosures included in Note 10 of the FY
2014 DoD Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements, specifies
fundamental requirements for Real Property footnote disclosures that reporting entities must consider in
carrying out audit readiness activities. The Financial Reporting assessable unit in the FIAR Guidance
provides further details with respect to audit readiness outcomes that address the presentation and
disclosure assertion for the financial statement line items.
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5.D.1.5.3 Internal Use Software

Internal Use Software is included as General Property, Plant & Equipment on the Balance Sheet and
represents the costs of software, whether commercial off-the-shelf (COTS), internally developed or
contractor developed, that meet the DoD capitalization criteria.

Reporting entities must be able to assert the audit readiness of all business processes and sub-
processes associated with the proper recording and classifying of Internal Use Software, including the
proper recognition of full capitalization cost and valuation.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Internal Use Software are contained in the following table.

Record Retention Policies

Financial Management and Accounting Guidance

e SFFAS No.: 6, 10 e National Archives and Records Administration
. DoD FMR: Volume 6B, Chapter 4, 10 (NARA) General Records Schedule (GRS) 1.1
e  DCFO Memorandum: Accurate and Reliable DoD e DoD FMR: Volume 1, Chapter 9
Component-level Financial Management Trial
Balances

Balance By Reporting Entity

The following reporting entities comprise the Internal Use Software line item.

Repo g e 0 a e % 0 ota 014
OMB Designated Audit
Army GF 295,858,384 8.7%
Air Force GF 202,025,653 5.9%
Navy GF 2,582,334 0.1%
Navy WCF 69,322,617 2.0%
Air Force WCF 47,972,440 1.4%
Army WCF 411,559,723 12.1%
USACE — Civil Works Program 31,646,816 0.9% Y
Subtotal - OMB Design. Audit 1,060,967,967 31.2%
DoD Designated Audit
DLA WCF 533,429,763 15.7%
DLA GF 56,372,655 1.7%
DHA — Financial Operations Division 37,606,754 1.1%
DoD Component Level Accounts 1,074,060,682 31.6% Y
DISAWCF 18,203,375 0.5%
DISA GF 12,908,481 0.4%
TRANSCOM — Air Mobility Command 218,832,355 6.4%
TRANSCOM — Military SDDC 17,989,018 0.5%
TRANSCOM — Military Sealift Cmd 5,196,967 0.2%
TRANSCOM — Command Staff 154,515,626 4.5%
DeCA WCF 3,716,005 0.1% Y
DeCA GF 5,595,377 0.2% Y
DFAS WCF 59,314,424 1.7% Y
Subtotal - DoD Design. Audit 2,197,741,482 64.6%
DoD Designated Examination
WHS - Office of the SecDef 7,663,508 0.2%
WHS — Washington Hgrtrs Services 446,882 0.0%
Defense Threat Reduction Agency 3,313,823 0.1%
Defense Contract Mgmt Agency 41,531,779 1.2%
Joint Staff 67,034,980 2.0%
Subtotal - DoD Design. Exam 119,990,972 3.5%
DoD Non-material Reporting Entities
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Other Reporting Entities

24,521,718

April 2015

0.7%

Total

$

3,403,222,139

100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Footnote Data

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Internal Use Software. In order to assert audit readiness for this line item, reporting
entities must demonstrate that effective controls are in place to achieve the Outcomes Demonstrating
Audit Readiness relative to the risk associated with the assertion (as noted in the table). The suggested
test procedures can be used to test key controls operating within the business processes affecting
Internal Use Software and assess the availability of KSDs that support the controls and amounts

recorded.

Key Supporting Documentation Types

Within the table, different levels or tiers of KSDs have been identified, which reporting entities may use to
demonstrate financial statement assertions. In accordance with auditing standards, the most robust
documentation, presented as Tier 1, should be used whenever possible. When Tier 1 documentation is
unavailable, reporting entities should move down to Tier 2. Additional documentation, including reporting
entity-specific documentation, may exist that is equivalent to or supplements the KSDs detailed in the
table. KSDs for Internal Use Software are also presented in Appendix B - FIAR Strategy, Risks,
Financial Reporting Objectives and Key Supporting Documents.

Financial
Reporting
Risks

1S.1 Recorded Internal Use
WAVE 3 | Software may not exist
WAVE 4 | at a given date, does
not pertain to the
reporting entity, or may
be improperly
classified and
summarized (E) (Wave
3, ROMM #1, #2, #3,
#4, #5, and #6; Wave
4, ROMM #17, #19,
#20, #21, and #22)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Internal Use Software

Recorded Internal Use
Software exists at a given
date, is supported by
appropriate detailed records
that are accurately
summarized and reconciled
to the APSR (Wave 3, FRO
#2, #3, #4, #7, and #8)

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule reporting
the amounts/quantities by

Suggested Test
Procedures

Verify that all impairments
are properly recognized and
are recorded accurately in
the correct accounting
period.

Select a sample of
purchases and additions to
Internal Use Software and
examine supporting
documentation to verify that
internally developed or
contractor-developed
software represents fully
implemented and
functioning software that
has met the “Final
Acceptance Testing” and is
rightfully owned by the
reporting entity.

Verify that Internal Use
Software subledgers
reconcile to general ledger
(G/L) accounts and G/L
accounts agree to the
financial statements of the
reporting entity
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Internal Use Software

class of assets (Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

o Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

¢ documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

April 2015

Suggested Test
Procedures

1S.2
WAVE 3
WAVE 4

Internal Use Software
transactions may not
be recorded, may not
be recorded in the
current period, or may
be improperly
classified and
summarized (C) (Wave
3, ROMM #7, #8, and
#9; Wave 4, ROMM
#40, #42, #43, and
#44)

All Internal Use Software
transactions are recorded (all
direct and indirect cost have
been recognized and
recorded) within the
Accountable Property
System of Record (APSR)
and general ledger (Wave 3,
FRO #1, #6, #9, and #10))

Obligating documents
supporting asset acquisition
and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

Select a sample of Internal
Use Software additions (i.e.,
purchased (COTS) or
developed) and examine
documentation to determine
whether:

e contractor-developed
and internally developed
software costs (software
development stage) were
recorded in the correct
GL account (1832) at the
correct amounts

o sufficient, accurate and
relevant documentation
exists to support all
Internal Use Software
acquisition costs

¢ Internal Use Software
has been capitalized in
accordance with the
reporting entity’s
capitalization policy and
FMR 7000.14, as
revised.

Verify that all impairments
are properly recognized and
are recorded accurately in
the correct accounting
period.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Internal Use Software

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

o Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

documents supporting

determination of impairment
from performance of physical
asset/inventory counts (Tier

1 Asset Documentation).

April 2015

Suggested Test
Procedures

Select a sample of Internal
Use Software assets and
determine whether:

¢ Internal Use Software is
appropriately entered in
the Accountable Property
System of Record
(APSR) and general
ledger. In cases where
assets are not entered in
the APSR, review
documentation and
perform inquiries of
appropriate personnel to
determine whether a
rational basis exists for
the omission

¢ Internal Use Software is
properly classified in the
APSR and general
ledger.

Select a sample of
purchases and additions to
Internal Use Software and
examine supporting
documentation to verify that
internally developed or
contractor-developed
software represents fully
implemented and
functioning software that
has met the “Final
Acceptance Testing” and is
rightfully owned by the
reporting entity.

IS.3
WAVE 4

Internal Use Software
transactions
(purchases (COTS),
impairments,
development costs)
may be recorded at
incorrect amounts, or
Internal Use Software
may be valued on an
inappropriate basis (V)
(Wave 4, ROMM #62,
#64, #65, and #66)

Internal Use Software
transactions (all purchases,
impairments, and
development costs) are
recorded at correct amounts,
and Internal Use Software is
valued on an appropriate
valuation basis(Wave 4, FRO
#13 and #14)

Obligating documents
supporting asset acquisition
cost and any related asset
improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Documentation supporting
“placed-in-service” date
(e.g., DD-1354, “Transfer
and Acceptance of Real
Property,” DD-250, “Material

Select a sample of Internal
Use Software additions (i.e.,
purchased (COTS) or
developed) and examine
documentation to determine
whether:

e all costs to bring the
software into service (i.e.,
contractor costs,
installation,
implementation cost,
programming cost, direct
and indirect costs,
overhead costs) were
recorded as part of
Internal Use Software

e program management
costs were recognized
and recorded as indirect
costs and accurately
expensed or capitalized

e costs to make any
enhancement or
modification to existing
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Outcomes
Demonstrating Audit
REETESS

Financial
Reporting
Risks

Key Supporting
Documents

Internal Use Software

Inspection and Receiving
Report,” receiving report),
including documentation
supporting the useful life
estimate for recognition of
depreciation expense (Tier
1 Asset Documentation).

Documentation supporting
mathematical calculations
for recorded
depreciation/amortization
(demonstrating that the
system is correctly
calculating
depreciation/amortization
expense for a sample of
assets, appropriately
considering
additions/betterments, etc.
that may affect useful lives
and acquisition costs over
the life of assets) (Tier 1
Asset Documentation).

Reconciliation of detailed
listing of all assets from
APSRs/source systems to
trial balance and general
ledger (Tier 1 Asset
Documentation).

Summary schedule
reporting the
amounts/quantities by class
of assets (Tier 1 Asset
Documentation).

Reconciliation
demonstrating how totals in
the detail listing agree to the
amounts/quantities reported
in the summary schedule
(Tier 1 Asset
Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

o Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

e Declaration of Excess
document

e approval documentation

April 2015

Suggested Test
Procedures

Internal Use Software

that significantly
increases functionality
and adds new
capabilities were
appropriately capitalized
and added to the full cost
of the software

e preliminary design and
post-implementation
costs were appropriately
and accurately expensed

e amortization expense
was recorded accurately
and timely

e contractor-developed
and internally developed
software costs (software
development stage) were
recorded in the correct
GL account (1832) at the
correct amounts

« all data conversion costs
incurred were accurately
expensed and not
capitalized

« sufficient, accurate and
relevant documentation
exists to support all
Internal Use Software
acquisition costs

e Internal Use Software
has been capitalized in
accordance with the
reporting entity’s
capitalization policy and
FMR 7000.14, as
revised.

Verify that all impairments
are properly recognized and
measured and all asset
adjustments are recorded
accurately.

Select a sample of Internal
Use Software assets and
verify the following:

o the validity of useful life
(consistent with that used
for planning the
software’s acquisition) for
the purpose of
calculating amortization
expense

o the validity of the
amortization method in
conformity with U.S.
GAAP

e the accuracy of recorded
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Internal Use Software

(to include disposal of
land)
e documents supporting
disposal start date
e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

Documentation supporting
the allocation methodology
for direct labor costs and
the distribution methodology
for indirect labor costs and
overhead costs for internally
developed software
(software development
stage only) (Tier 1 Asset
Documentation).

Documentation supporting
the purchase of commercial
off-the-shelf (COTS)
purchases, plus any costs
incurred for implementation
(Tier 1 Asset
Documentation).

Documentation supporting
the amounts paid to the
contractor to design,
program, install, and
implement new software or
to modify existing software,
plus any costs incurred for
implementation (Tier 1
Asset Documentation).

April 2015

Suggested Test
Procedures

current year accumulated
amortization.

Verify that all Internal Use
Software transactions are
recorded at the correct
amounts, using appropriate
valuation methods that are
in accordance with GAAP
and SFFAS #10. Also verify
that the reporting entity has
established a methodology
for capitalizing and
amortizing Internal Use
Software (e.g., capturing full
cost incurred during the
software development
stage), which is consistently
applied from period to
period.

1S.4
WAVE 3
WAVE 4

Recorded Internal Use
Software may not
pertain to nor is
rightfully owned by the
reporting entity (R)
(Wave 3, ROMM #13
and #14; Wave 4,
ROMM #71)

The reporting entity has
rights to the recorded Internal
Use Software at a given date
(Wave 3, FRO #5)

Contract documentation,

including (for base assets

and asset modifications):

e Statement of Work

¢ Contract clauses that
define who owns assets
and when the reporting
entity takes possession

e Purchase Orders

e Receiving report or other
acceptance document
(e.g., DD-250, “Material
Inspection and Receiving
Report”) (Tier 2 Asset
Documentation).

Obligating documents
supporting asset acquisition
and any related asset

Select a sample of Internal
Use Software assets and
determine whether
documentation exists to
evidence ownership/control
and the right to report the
Internal Use Software in its
financial records.

Select a sample of
purchases and additions to
Internal Use Software and
examine supporting
documentation to verify that
internally developed or
contractor-developed
software represents fully
implemented and
functioning software that
has met the “Final
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Internal Use Software

improvements, such as
contracts/statements of
work, work orders,
reimbursable agreements,
MIPRs, purchase orders,
receiving reports and
invoices, and appraisal
reports for donated assets.
Note: Documentation must
demonstrate how a
modification increases
functionality and the
estimated useful life of the
asset (Tier 2 Asset
Documentation).

Documentation supporting
“placed-in-service” date
(e.g., DD-1354, “Transfer
and Acceptance of Real
Property,” DD-250, “Material
Inspection and Receiving
Report,” receiving report),
including documentation
supporting the useful life
estimate for recognition of
depreciation expense (Tier
1 Asset Documentation).

Documentation supporting
any retirements, transfers,
sales, or other disposal of
idle, excess, obsolete, or
otherwise unusable assets
such as:

e Request for Transfer of
Excess Real and Related
Personal Property (GSA
Form 1334)

e Declaration of Excess
document

e approval documentation
(to include disposal of
land)

e documents supporting
disposal start date

e documents supporting
determination of
impairment from
performance of physical
asset/inventory counts
(Tier 1 Asset
Documentation).

April 2015

Suggested Test
Procedures

Acceptance Testing” and is
rightfully owned by the
reporting entity.
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Financial Outcomes

Reporting Demonstrating Audit Key Supporting Suggested Test
Readiness Documents Procedures

Risks

Internal Use Software

1S.5 IT General and All material systems achieve See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls the relevant FISCAM IT for additional details related to IT General and Application
may not be general- and application-level | Controls audit readiness activities

appropriately designed | general control objectives.
or operating effectively
(FISCAM)

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the General Property, Plant & Equipment, Net (General PP&E, Net)
footnote disclosures included in Note 10 of the FY 2014 DoD Agency Financial Report. OMB Circular A-
136, Financial Reporting Requirements, specifies fundamental requirements for the General PP&E, Net
footnote disclosures that reporting entities must consider in carrying out audit readiness activities. The
Financial Reporting assessable unit in the FIAR Guidance provides further details with respect to audit
readiness outcomes that address the presentation and disclosure assertion for the financial statement
line items.

Consideration of Historical Transactions

For all classes of G-PP&E, reporting entities need to consider whether documentation is available to
support the valuation of historical assets. An initial analysis of G-PP&E acquisition dates and availability
of supporting documentation is critical to making this determination. As reporting entities identify
documentation gaps, they should coordinate with the FIAR office and the DoD OIG to develop an
appropriate strategy calculating valuations of historical assets, including proper application of SFFAS No.
35, Estimating the Historical Cost of General Property, Plant, and Equipment.

5.D.1.6 OTHER ASSETS

Other Assets consist of military and civil service employee pay advances, travel advances, and certain
contract financing payments. Reporting entities must be able to assert the audit readiness of all business
processes and sub-processes involving Other Assets including the recording, monitoring and amortizing
of such assets.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with other
federal entities throughout the course of the fiscal year. The suggested test procedures for OA.1 — OA.2
and OA.4 — OA.7 can be leveraged to test both Intragovernmental and Non-Federal Other Assets. The
suggested test procedures provided in OA.3 are for Intragovernmental Other Assets only. Specific
considerations that apply to the presentation and disclosure assertion for Intragovernmental transactions,
including Intragovernmental Other Assets, are covered in the Financial Reporting assessable unit.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Other Assets are contained in the following table.
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Financial Management and Accounting Guidance Record Retention Policies
e SFFASNo.:1 e National Archives and Records Administration
e  DoD FMR: Volume 4, Chapter 7 (NARA) General Records Schedule (GRS) 1.1
e  DCFO Memorandum: Accurate and Reliable DoD e DoD FMR: Volume 1, Chapter 9
Component-level Financial Management Trial
Balances

Balance By Reporting Entity

The following reporting entities comprise the Intragovernmental Other Assets line item.

Repo g e 014 Bala e % 0 ota 014
OMB Designated Audit
Army GF $ 355,263,265 14.3%
Air Force GF 220,313,469 8.8%
Navy GF 500,121,524 20.1%
Navy WCF 46,297 0.0%
Air Force WCF 258,260,182 10.4%
Subtotal - OMB Design. Audit $ 1,334,004,737 53.5%
DoD Designated Audit
DLA WCF $ 124,925,000 5.0%
DHA — SMA/Army 252 0.0%
DHA — SMA/Navy 2,952 0.0%
DoD Component Level Accounts 1,022,687,322 41.0% Y
U.S. Special Operations Command 359 0.0%
TRANSCOM — Component Level 5,017,217 0.2%
DFAS WCF 2,572,060 0.1% Y
Subtotal - DoD Design. Audit $ 1,155,205,162 46.3%
DoD Designated Examination
WHS — Office of the SecDef $ 3,431,637 0.1%
Defense Security Cooperation Agency 264,021 0.0%
DoD Education Activity 37,429 0.0%
Chemical Biological Defense Program 1,048 0.0%
Subtotal - DoD Design. Exam $ 3,734,135 0.1%
DoD Non-material Reporting Entities
Other Reporting Entities (5,297) 0.0%
Total $ 2,492,938,737 100.0%
Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets
The following reporting entities comprise the Non-Federal Other Assets line item.
Repo g e 014 Balance % 0 ota elEfiall
014
OMB Designated Audit
Army GF $ 3,755,822,516 5.0%
Air Force GF 16,767,060,463 22.4%
Navy GF 50,272,334,375 67.3%
Marine Corp GF 33,955,117 0.0%
Navy WCF 2,386,493,067 3.2%
Air Force WCF 203,789,114 0.3%
Army WCF 120,756,536 0.2%
Marine Corp WCF 52,102 0.0%
USACE — Civil Works Program 59,260 0.0% Y
Subtotal - OMB Design. Audit $ 73,540,322,550 98.4%
DoD Designated Audit
DLA WCF $ 37,286,562 0.0%
DLA GF 216,330 0.0%
DHA — SMA/Army 28,815,466 0.0%
DHA — SMA/Navy 79,143 0.0%
DHA — SMA/AIr Force 415,315 0.0%
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Reporting Entities FY 2014 Balance % of Total U?deeggfg't
DHA — Financial Operations Division 177 0.0%
DHA — SMA/NCR 928,960 0.0%
DoD Component Level Accounts (335,467,755) -0.4% Y
U.S. Special Operations Command 226,749,232 0.3%
DISAWCF 26,341,333 0.0%
DISA GF 1,993,070 0.0%
TRANSCOM — Air Mobility Command 2,962,034 0.0%
TRANSCOM — Military SDDC 10,633,120 0.0%
TRANSCOM — Command Staff 83,668 0.0%
TRANSCOM - Defense Courier Div (402) 0.0%
TRANSCOM — Component Level (5,017,217) 0.0%
DeCA WCF 959,241 0.0% Y
DFAS WCF 1,272,134 0.0% Y
Defense Contract Audit Agency 161,965 0.0% Y
Subtotal - DoD Design. Audit $ (1,587,624) 0.0%
DoD Designated Examination
WHS — Office of the SecDef $ 20,502,985 0.0%
WHS — Washington Hgrtrs Services 560 0.0%
WHS — Pnt Res Mtn Rev Fund 6,752 0.0%
WHS — DoD Test Resource Mgmt Ctr 6,010,833 0.0%
WHS - PFPA 498 0.0%
WHS — Civilian Military Program 7,840,111 0.0%
WHS — Director, Oper Test & Evaluation 183,216 0.0%
WHS — Defense Media Activity 5,343 0.0%
Missile Defense Agency 958,858,157 1.3%
Defense Security Cooperation Agency 2,089,907 0.0%
DoD Education Activity 10,755,997 0.0%
Other TI-97 Funds — Army 20,399,714 0.0%
DARPA 17,427 0.0%
Chemical Biological Defense Program 41,879,183 0.1%
Defense Threat Reduction Agency 942,269 0.0%
Defense Contract Mgmt Agency 1,134,346 0.0%
Joint Staff 166,557 0.0%
Subtotal - DoD Design. Exam $ 1,070,793,855 1.4%
DoD Non-material Reporting Entities
Other Reporting Entities 106,961,588 0.1%
Total $ 74,716,490,369 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Other Assets. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures
can be used to test key controls operating within the business processes affecting Other Assets, and
assess the availability of KSDs that support the controls and amounts recorded.

Financial

Outcomes

Key Supporting
Documents

Suggested Test

Demonstrating Audit
Procedures

Reporting REETESS

Risks

Other Assets

OA.1 Recorded Other Assets
represent amounts actually
received by the reporting
entity and are properly
classified (Wave 4, FRO

#9)

Recorded Other Assets
may not exist at a given
date, do not pertain to the
reporting entity, or may
be improperly classified
and summarized (E)

Contracts, contract
maodifications, invoices,
billing statements, advance
payment pool agreements

Select a sample of recorded
prepayments and determine
whether source
documentation indicates the
obligation that corresponds to
the prepayment is expected
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Financial Outcomes

Reporting Demonstra_lting Audit Key Supporting Suggestéad Test
Risks Readiness Documents Procedures

Other Assets

(Wave 4, ROMM #9, #19, to be fulfilled in a future
#20, #21, and #22) period.

Select a sample of recorded
advances and determine
whether:

e each advance has been
approved by an
appropriate official

¢ sufficient documentation
exists to verify the terms of
the advance

o the purpose for and
collectability of each
advance is reasonable.

Select a sample of recorded
contract financing payments
and determine whether:

« financing payments are
being made in accordance
with the terms of the
contract

e the obligation that
corresponds to the contract
financing payment is
expected to be fulfilled in
future periods.

Select a sample of recorded
Other Assets not covered by
the preceding tests and
determine whether:

e Source documentation
indicates that the
transaction that gave rise
to the Other Asset actually
occurred and pertains to
the reporting entity

e Source documentation
indicates the obligation that
corresponds to the Other
Asset is expected to be
fulfilled in a future period.

Verify that subledgers for
Other Assets reconcile to
general ledger (G/L) accounts
and G/L accounts agree to
the financial statements of the
reporting entity

OA.2 | Valid Other Assets may All Other Assets are Contracts, contract See Suggested Test
be omitted from the recorded in the proper modifications, invoices, Procedures for OA.1
balance sheet or may be accounting period and are billing statements, advance
improperly classified and accurately classified and payment pool agreements

summarized (C) (Wave 4, | summarized (Wave 4, FRO
ROMM #32, #42, #43 and | #10)
#44)
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Other Assets

April 2015

Suggested Test
Procedures

OA.3 | Other Assets may not be Recorded Other Assets are | Contracts, contract Select a sample of Other
properly classified as properly classified as either | modifications, invoices, Assets from source
either Intragovernmental Intragovernmental or Non- billing statements, advance documentation and verify that
or Non-Federal (E, C) Federal (Wave 4, FRO payment pool agreements the Other Assets are properly
#78) classified as either
Intragovernmental or Non-
Federal.
OA.4 | Other Assets included in Other Assets are recorded | Contracts, contract Select a sample of recorded

the financial statements
may be recorded at
incorrect amounts, or are
valued on an
inappropriate basis (V)
(Wave 4, ROMM #53,
#64, #65, and #66)

at correct amounts and
valued on an appropriate
valuation basis (Wave 4,
FRO #10)

modifications, invoices,
billing statements, advance
payment pool agreements

prepayments and determine
whether the amount of the
prepayment per the general
ledger agrees to source
documentation (e.g., contract,
invoice, etc.) and the
corresponding disbursement.

Select a sample of recorded
advances and determine
whether the advance amount
per the general ledger agree
to advance agreements and
the actual amount disbursed.

Select a sample of recorded
contract financing payments
and determine whether the
amount of the payment per
the general ledger agrees to
source documentation (e.g.,
contract, invoice, billing
statement, etc.) and the
corresponding disbursement.

Select a sample of recorded
Other Assets not covered by
the preceding tests and
determine whether the
amount of the Other Asset
per the general ledger agrees
to source documentation
(e.g., contract, invoice, etc.)
and corresponding
disbursements.
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OA.5

Financial
Reporting
Risks

The reporting entity may
not have rights to
recorded Other Assets
due to liens, pledges, or
other restrictions (R)
(Wave 4, ROMM #71)

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Other Assets

The reporting entity has the
rights to the recorded
Other Assets at a given
date (Wave 4, FRO #11)

Contracts, contract
maodifications, invoices,
billing statements, advance
payment pool agreements

April 2015

Suggested Test
Procedures

Select a sample of recorded
prepayments and determine
whether source
documentation indicates that
the reporting entity has valid
ownership of the assets being
obtained via the
prepayments.

Select a sample of recorded
advances and determine
whether source
documentation indicates that
the reporting entity has valid
ownership of the assets being
obtained via the advances.

Select a sample of recorded
contract financing payments
and determine whether
source documentation
indicates that the reporting
entity has valid ownership of
the assets being obtained via
the contract financing
payment.

Select a sample of recorded
Other Assets not covered by
the preceding tests and
determine whether source
documentation indicates that
the reporting entity has valid
ownership of the assets being
obtained.

OA.6

IT General and
Application Controls may
not be appropriately
designed or operating
effectively (FISCAM)

All material systems
achieve the relevant
FISCAM IT general- and
application-level general
control objectives.

See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
for additional details related to IT General and Application
Controls audit readiness activities

OA.7

Budgetary and proprietary
interdependencies may
not be properly
maintained as indicated
by tie-point reconciliation
variances

Budgetary and proprietary
interdependencies are
properly maintained and
reflected in tie-point
reconciliations

Tie-point reconciliations

Review all tie-point

reconciliation variances

related to Other Assets and:

e Determine the root cause
of the variance

e Execute appropriate
corrective actions to
resolve the variance

e Document executed
corrective actions

Tie-point reconciliations
related to Other Assets
should include:

e 48X2 = 14XX (i.e.,
Budgetary Undelivered
Orders Prepaid =
Proprietary Advances to
Vendors)
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Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
QUSD(C) for the preparation of the Other Assets footnote disclosures included in Note 6 of the FY 2014
DoD Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements, specifies
fundamental requirements for Other Asset footnote disclosures that reporting entities must consider in
carrying out audit readiness activities. The Financial Reporting assessable unit in the FIAR Guidance
provides further details with respect to audit readiness outcomes that address the presentation and
disclosure assertion for the financial statement line items.

5.D.1.7 ACCOUNTS PAYABLE

Accounts Payable represents amounts owed for goods and services received from other entities,
progress in contract performance made by other entities and rents due to other entities. Reporting entities
must be able to assert the audit readiness of all business processes and sub-processes including the
recording of Accounts Payable due to vendors and federal entities and recording accruals for purchased
or contracted goods or services.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with their federal
trading partners throughout the course of the fiscal year. The suggested test procedures for AP.1 — AP.2
and AP.4 — AP.7 can be leveraged to test both Intragovernmental and Non-Federal Accounts Payable.
The suggested test procedures provided in AP.3 are for Intragovernmental Accounts Payable only.
Specific considerations that apply to the -presentation and disclosure assertion for Intragovernmental
transactions, including Intragovernmental Accounts Payable, are covered in the Financial Reporting
assessable unit.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Accounts Payable are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies
) e National Archives and Records Administration (NARA)
* SFFASNo.: 1, 4,5, 30 General Records Schedule (GRS) 1.1
e  DoD FMR: Volume 4, Chapter 9 e DoD FMR: Volume 1, Chapter 9

e  DCFO Memorandum: Accurate and Reliable DoD
Component-level Financial Management Trial
Balances

Balance By Reporting Entity

The following reporting entities comprise the Intragovernmental Accounts Payable line item.

Repo g e 014 Bala e 00 ota

OMB Designated Audit

Army GF $ 2,303,548,337 26.9%

Air Force GF 2,065,786,518 24.1%

Navy GF 1,691,677,784 19.8%

Marine Corp GF 172,807,061 2.0%

Navy WCF 321,161,883 3.7%

Air Force WCF 208,602,120 2.4%

Army WCF 105,995,098 1.2%

Marine Corp WCF 7,859,344 0.1%

USACE — Civil Works Program 54,981,904 0.6% Y
Subtotal - OMB Design. Audit $ 6,932,420,049 80.9%
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Repo g e 014 Bala e % 0 ota

DoD Designated Audit

April 2015

DLA WCF $ 123,145,178 1.4%
DLA GF 21,313,682 0.2%
DLA — Strategic Materials 532,482 0.0%
DHA — Contract Resource Mgmt 48,876,048 0.6% Y
DHA — SMA/Army 117,334,293 1.4%
DHA — SMA/Navy 47,635,897 0.6%
DHA — SMA/AIr Force 66,131,257 0.8%
DHA — Financial Operations Division 35,689,163 0.4%
DHA — SMA/NCR 4,005,718 0.0%
DHA — USUHS 2,218,177 0.0%
DoD Component Level Accounts 412,550,609 4.8% Y
MERHCF 163,232,580 1.9% Y
U.S. Special Operations Command 99,709,621 1.2%
DISAWCF 41,101,828 0.5%
DISA GF 125,584,199 1.5%
TRANSCOM — Air Mobility Command 302,500,726 3.5%
TRANSCOM — Military SDDC (12,680,791) -0.1%
TRANSCOM — Military Sealift Cmd (749,487) 0.0%
TRANSCOM — Command Staff 22,374,912 0.3%
TRANSCOM - Defense Courier Div (224,606) 0.0%
TRANSCOM — Component Level (152,796,501) -1.8%
DeCA WCF 34,141,737 0.4% Y
DeCA GF 13,912,397 0.2% Y
DFAS WCF 26,684,124 0.3% Y
Defense Contract Audit Agency 2,719,245 0.0% Y
Subtotal - DoD Design. Audit $ 1,544,942,488 18.0%
DoD Designated Examination
WHS — Office of the SecDef $ (73,582,700) -0.9%
WHS — Pnt Res Mtn Rev Fund 3,352,107 0.0%
WHS — DoD Test Resource Mgmt Ctr 189,715 0.0%
WHS — Civilian Military Program 124,428 0.0%
WHS — Director, Oper Test & Evaluation 1,526,671 0.0%
WHS — Defense Media Activity 16,899 0.0%
Missile Defense Agency 2,261,425 0.0%
Defense Security Cooperation Agency 7,433,717 0.1%
DoD Education Activity 22,793,717 0.3%
Other TI-97 Funds — Army 34,845,273 0.4%
DARPA 9,741,765 0.1%
Chemical Biological Defense Program 15,871,190 0.2%
Defense Threat Reduction Agency 932,282 0.0%
Defense Contract Mgmt Agency 8,259,140 0.1%
Joint Staff 6,690,110 0.1%
Subtotal - DoD Design. Exam $ 40,455,739 0.5%
DoD Non-material Reporting Entities
Other Reporting Entities 47,239,198 0.6%
Total $ 8,565,057,474 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

The following reporting entities comprise the Non-Federal Accounts Payable line item.

Repo g e 014 Bala e % 0 ota

OMB Designated Audit

Army GF $ 455,356,375 2.5%
Air Force GF 3,339,168,253 18.7%
Navy GF (345,336,022) -1.9%
Marine Corp GF 250,048,050 1.4%
Navy WCF 3,649,949,861 20.4%
Air Force WCF 304,750,405 1.7%
Army WCF 273,319,880 1.5%
Marine Corp WCF 194,169,413 1.1%
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Reporting Entities FY 2014 Balance % of Total U?gf;gfﬁ”
USACE — Civil Works Program 698,088,388 3.9% Y
Subtotal - OMB Design. Audit $ 8,819,514,603 49.3%
DoD Designated Audit
DLA WCF $ 1,903,952,138 10.6%
DLA GF 8,861,767 0.0%
DHA — Contract Resource Mgmt 668,112,807 3.7% Y
DHA — SMA/Army 317,813,823 1.8%
DHA — SMA/Navy 50,468,085 0.3%
DHA — SMA/AIr Force 10,859,152 0.1%
DHA — Financial Operations Division 7,261,508 0.0%
DHA — SMA/NCR 47,246,759 0.3%
DHA — USUHS 4,814,198 0.0%
DoD Component Level Accounts 911,222,035 5.1% Y
MERHCF 717,308,253 4.0% Y
U.S. Special Operations Command 976,558,549 5.5%
DISAWCF 903,793,125 5.1%
DISA GF 83,979,797 0.5%
TRANSCOM — Air Mobility Command 227,534,323 1.3%
TRANSCOM — Military SDDC 357,593,672 2.0%
TRANSCOM — Military Sealift Cmd 129,237,383 0.7%
TRANSCOM — Command Staff 16,504,602 0.1%
TRANSCOM — Defense Courier Div 680,789 0.0%
TRANSCOM — Component Level 124,048,421 0.7%
DeCA WCF 394,730,829 2.2% Y
DeCA GF 6,445,695 0.0% Y
DFAS WCF 24,270,970 0.1% Y
Defense Contract Audit Agency 7,750,348 0.0% Y
Subtotal - DoD Design. Audit $ 7,901,049,028 44.2%
DoD Designated Examination
WHS — Office of the SecDef $ 378,916,690 2.1%
WHS — Washington Hqrtrs Services 27,362,050 0.2%
WHS — Pnt Res Mtn Rev Fund (19,963,916) -0.1%
WHS — Building Maintenance Fund 1,634,049 0.0%
WHS — DoD Test Resource Mgmt Ctr 24,832,882 0.1%
WHS — PFPA 9,563,361 0.1%
WHS — Civilian Military Program 4,033,539 0.0%
WHS — Director, Oper Test & Evaluation 10,933,637 0.1%
WHS — Defense Media Activity 3,296,580 0.0%
WHS — U. S. Court of Appeals, A.F. 149,799 0.0%
Missile Defense Agency 401,677,179 2.2%
Defense Security Cooperation Agency (3,251,395) 0.0%
DoD Education Activity 4,404,110 0.0%
Other TI-97 Funds — Army 187,122,934 1.0%
DARPA 60,884,924 0.3%
Chemical Biological Defense Program 26,747,401 0.1%
Defense Threat Reduction Agency 31,346,121 0.2%
Defense Contract Mgmt Agency 9,396,975 0.1%
Joint Staff 1,677,019 0.0%
Subtotal - DoD Design. Exam $ 1,160,763,939 6.5%
DoD Non-material Reporting Entities
Other Reporting Entities 8,513,567 0.0%
Total $ 17,889,841,137 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

Line Iltem Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Accounts Payable. In order to assert audit readiness for this line item, reporting entities
must demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit
Readiness relative to the risk associated with the assertion (as noted in the table). The suggested test
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procedures can be used to test key controls operating within the business processes affecting Accounts
Payable, and assess the availability of KSDs that support the controls and amounts recorded.

Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Accounts Payable

Suggested Test
Procedures

AP.1 | Accruals and/or payables | All accruals and/or Billing document such as Select a sample of recorded
may be recorded payables are valid vendor invoice or equivalent | Accounts Payable
inaccurately, may be (authorized/approved transactions and agree each
invalid, or may be transactions supported by Receiving report to appropriate supporting
improperly classified and evidence goods/services documentation in order to
summarized (E) (Wave 4, | were received or otherwise : . validate that a liability exists
ROMM #12, #13, #19, due) (Wave 4, FRO #19) _Accrual estimate support (in and that it pertains to the

instances where invoice has . .

#20, #21 and #22) not been received or to reporting entity

support payroll accrual

calculation) Verify that Accounts Payable
subledgers reconcile to
general ledger (G/L) accounts
and G/L accounts agree to
the financial statements of the
reporting entity

AP.2 | All Accounts Payable may | All Accounts Payable are Billing document such as Select a sample of
not be recorded timely or recorded in the correct vendor invoice or equivalent | disbursements recorded
are improperly classified period and are properly subsequent to period end and
or summarized (C) (Wave | summarized (Wave 4, FRO | Receiving report examine supporting
4, ROMM #35, #36, #42, #20 and #77) documentation to verify that:
#43 and #44) Accrual estimate support (in | ® @n Accounts Payable

instances where invoice has accrual was recorded as of
not been received or to the end of the period (if the
support payroll accrual disbursement is related to
calculation) goods/services received
prior to the end of the
period)
¢ the actual disbursement
amount agrees to or is
within a reasonable
variance of the Accounts
Payable accrual estimate
e the Accounts Payable
accrual methodology is
reasonable and
documented
AP.3 | Accounts Payable may Recorded Accounts Billing document such as Select a sample of Accounts

not be properly classified
as either
Intragovernmental or
Non-Federal (E, C)

Payable are properly
classified as either
Intragovernmental or Non-
Federal (Wave 4, FRO
#78)

vendor invoice or equivalent
Receiving report

Accrual estimate support (in
instances where invoice has
not been received or to
support payroll accrual
calculation)

Payable and obtain
supporting documentation to
validate that each is properly
classified as either
Intragovernmental or Non-
Federal, and
Intragovernmental trans-
actions include the correct
trading partner code.
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Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Accounts Payable

April 2015

Suggested Test
Procedures

AP.4 | Accounts Payable Accounts Payable included | Billing document such as Select a sample of recorded
included in the financial in the financial statements vendor invoice or equivalent | Accounts Payable and
statements are recorded are valued correctly, using validate transaction amounts
at incorrect amounts or an appropriate valuation Receiving report with appropriate supporting
valued on an basis (Wave 4, FRO #21) documentation.
inappropriate basis (V) Accrual estimate support (in )

(Wave 4, ROMM #56, instances where invoice has | Review accrual amounts on a
#57, #64, #65, and #66) not been received or to periodic basis to ensure that
support payroll accrual the Accounts Payable
calculation) balance is accurately stated
and that all invalid payables
are removed in a timely
manner.

AP.5 | The reporting entity does Recorded Accounts Billing document such as See also Suggested Test
not have an obligation for | Payable are the reporting vendor invoice or equivalent | Procedures for AP.1
recorded Accounts entity’s obligation at a
Payable at a given date given date (Wave 4, FRO Receiving report
(R) (Wave 4, ROMM #72) | #22)

Accrual estimate support (in
instances where invoice has
not been received or to
support payroll accrual
calculation)

AP.6 | IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls may achieve the relevant for additional details related to IT General and Application
not be appropriately FISCAM IT general- and Controls audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives.

AP.7 | Budgetary and proprietary | Budgetary and proprietary Tie-point reconciliations Review all tie-point
interdependencies may interdependencies are reconciliation variances
not be properly properly maintained and related to Accounts Payable
maintained as indicated reflected in tie-point and:
by tie-point reconciliation reconciliations e Determine the root cause
variances of the variance

e Execute appropriate
corrective actions to
resolve the variance

e Document executed
corrective actions

Tie-point reconciliations

related to Accounts Payable
should include:

e 49X1 = 21XX, 221X

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Accounts Payable footnote disclosures included as Note 12 in the
FY 2014 DoD Agency Financial Report. Although the Department currently includes an Accounts Payable
footnote in its AFR, such a footnote is not a requirement of OMB Circular A-136, Financial Reporting
Requirements. The Financial Reporting assessable unit in the FIAR Guidance provides further details
with respect to audit readiness outcomes that address the presentation and disclosure assertion for the

financial statement line items.

SECTION 5: AUDITING THE FINANCIAL STATEMENTS
180

5.D Wave 4 — Proprietary Statements



FIAR Guidance April 2015

5.D.1.8 MILITARY RETIREMENT AND OTHER FEDERAL EMPLOYMENT BENEFITS

Military Retirement and Other Federal Employment Benefits consists of Pension and Health Actuarial
Benefits (Military Retirement Pensions, Military Retirement Health Benefits (MRHB), and Medicare-
Eligible Retiree Health Care Fund (MERHCF) Benefits) and Other Benefits (Federal Employees
Compensation Act (FECA), Voluntary Separation Incentive (VSI) Program, etc.).

Reporting entities must be able to assert the audit readiness of all business processes and sub-
processes associated with Military Retirement and Other Federal Employment Benefits, including
adequately supported long-term and annual actuarial assumptions and projections.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Military Retirement and Other Federal Employment Benefits are contained in the following
table.

Record Retention Policies

Financial Management and Accounting Guidance

. SFFAS No.: 5 .
e  DoD FMR: Volume 4, Chapter 11; Volume 6B,
Chapter 4 .
e  DCFO Memorandum: Accurate and Reliable DoD
Component-level Financial Management Trial

National Archives and Records Administration (NARA)
General Records Schedule (GRS) 1.1
FMR: Volume 1, Chapter 9

Balances

Balance By Reporting Entity

The following reporting entities comprise the Military Retirement and Other Federal Employment Benefits

line item.

OMB Designated Audit

Army GF 1,363,389,362 0.1%

Air Force GF 1,164,230,994 0.0%

Navy GF 1,465,792,119 0.1%

Marine Corp GF 206,443,650 0.0%

Navy WCF 719,359,822 0.0%

Air Force WCF 217,403,358 0.0%

Army WCF 242,191,629 0.0%

Marine Corp WCF 21,325,753 0.0%

Military Retirement Fund 1,565,038,960,484 67.1% Y

USACE — Civil Works Program 261,089,409 0.0% Y
Subtotal - OMB Design. Audit 1,570,700,186,580 67.3%

DoD Designated Audit

DLA WCF 247,764,352 0.0%

DLA GF 5,526,983 0.0%

DLA — Strategic Materials 1,622,988 0.0%

DHA — Contract Resource Mgmt 183,342,696,000 7.9% Y

DHA — SMA/Army 20,681,994,447 0.9%

DHA — SMA/Navy 17,723,247,000 0.8%

DHA — SMA/AIr Force 15,868,269,000 0.7%

DHA — Financial Operations Division 24,901,564 0.0%

DHA — USUHS 494,855 0.0%

DoD Component Level Accounts 55,896,863 0.0% Y

MERHCF 523,106,626,000 22.4% Y

DISAWCF 8,254,540 0.0%

DISA GF 6,254,396 0.0%

TRANSCOM — Component Level 17,782,131 0.0%

DeCA WCF 158,094,436 0.0% Y

DFAS WCF 37,248,986 0.0% Y
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Reporting Entities FY 2014 Balance % of Total U?deeggfg't

Defense Contract Audit Agency 19,202,094 0.0% Y

Subtotal - DoD Design. Audit $ 761,305,876,635 32.6%
DoD Designated Examination
WHS — Office of the SecDef $ 14,236,417 0.0%
WHS — Washington Hqrtrs Services 488,293 0.0%
WHS — Pnt Res Mtn Rev Fund (1,247) 0.0%
WHS - Building Maintenance Fund 244 0.0%
WHS — PFPA 9,795,408 0.0%
WHS — Civilian Military Program 75,000 0.0%
WHS — Defense Media Activity 222,356 0.0%
Missile Defense Agency 1,063,618 0.0%
DoD Education Activity 31,160,824 0.0%
DARPA 74,285 0.0%
Defense Threat Reduction Agency 3,990,356 0.0%
Defense Contract Mgmt Agency 36,531,025 0.0%
Joint Staff 3,094,797 0.0%

Subtotal - DoD Design. Exam $ 100,731,376 0.0%
DoD Non-material Reporting Entities
Other Reporting Entities 1,908,864,654 0.1%
Total $ 2,334,015,659,245 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Military Retirement and Other Federal Employment Benefits. In order to assert audit
readiness for this line item, reporting entities must demonstrate that effective controls are in place to
achieve the Outcomes Demonstrating Audit Readiness relative to the risk associated with the assertion
(as noted in the table). The suggested test procedures can be used to test key controls operating within
the business processes affecting Military Retirement and Other Federal Employment Benefits and assess
the availability of KSDs that support the controls and amounts recorded.

Financial
Reporting
NS

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Suggested Test
Procedures

Military Retirement and Other Federal Employment Benefits

MB.1 | Recorded Military

Retirement and Other
Federal Employment
Benefits may not exist at
a given date, do not
pertain to the reporting
entity, or may be
improperly classified and
summarized (E) (Wave 4,
ROMM #1, #19, #20, #21,
and #22)

Recorded Military
Retirement and Other
Federal Employment
Benefits represent
amounts actually received
by the reporting entity and
are properly classified
(Wave 4, FRO #24 and
#26)

Memoranda from a

determining Federal
agency (e.g., Office of
Personnel Management
and Department of Labor)
showing the reporting
entity’s allocation of
employment related
liabilities (funded and
unfunded) such as civilian
pension, FECA, and
unemployment benefits

Schedule(s) detailing
calculation of current year
expenses

Detail listing of factors,
data, assumptions, and
formulas used to prepare
the actuarial calculations
for each retirement/benefit

For the trust fund elements in
this financial statement line item
(Military Retirement Fund,
Military Retirement Health
Benefits, Military Medicare-
eligible Retiree Benefits,
Voluntary Separation Incentive
Programs, and DoD Education
Benefits Fund), obtain the
individual fund’s Schedule of
Changes in Actuarial Liability
and determine whether:

e expenses are summarized
correctly and supported by
appropriate documentation

e changes in actuarial
assumptions are approved
and documented, and the
corresponding gains/losses
are calculated correctly

e outlays are properly
summarized and supported
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Financial Outcomes . .
Reporting Demonstrating Audit Key Supporting Suggested Test
Readiness Documents Procedures

Risks

Military Retirement and Other Federal Employment Benefits

trust fund involved in the * The test procedures above

projection should be performed in
consultation with an actuarial
specialist.

For Federal Employees
Compensation Act (FECA)
liabilities, obtain documentation
from the Department of Labor
(Dol) indicating the
Component’s FECA liability
allocation and determine
whether:

e the journal voucher to record
the liability was properly
prepared and authorized

o the recorded balance agrees
to the DoL allocation

For other federal employee
benefit liabilities determine
whether:

e recorded amounts are
calculated and summarized
correctly

e recorded amounts are
properly supported

e assumptions and estimates
are documented, reviewed,
and approved

Verify that Military Retirement
and Other Federal Employment
Benefit subledgers reconcile to
general ledger (G/L) accounts
and G/L accounts agree to the
financial statements of the
reporting entity

MB.2 @ Valid Military Retirement All Military Retirement and Memoranda from a See Suggested Test Procedures
and Other Federal Other Federal Employment | determining Federal for MB.1
Employment Benefits Benefits are recorded in agency (e.g., Office of
may be omitted from the the proper accounting Personnel Management

balance sheet or may be period and are accurately and Department of Labor
improperly classified and classified and summarized | (DoL)) showing the

summarized (C) (Wave 4, | (Wave 4, #24, #25, and reporting entity’s allocation
ROMM #24, #42, #43, #77) of employment related
and #44) liabilities (funded and

unfunded) such as civilian
pension, FECA and
unemployment benefits

Schedule(s) detailing
calculation of current year
expenses

Detail listing of factors,
data, assumptions, and
formulas used to prepare
the actuarial calculations
for each retirement/benefit
trust fund involved in the
projection
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Financial Outcomes Key Supportin Suggested Test
Reporting Demonstrating Audit y Supp g 99

Risks Readiness Documents Procedures

Military Retirement and Other Federal Employment Benefits

MB.3 | Military Retirement and Military Retirement and Memoranda from a See Suggested Test Procedures
Other Federal Other Federal Employment | determining Federal for MB.1
Employment Benefits Benefits are recorded at agency (e.g., Office of
included in the financial correct amounts and Personnel Management
statements may be valued on an appropriate and Department of Labor
recorded at incorrect valuation basis (Wave 4, (DolL)) showing the
amounts, or are valued FRO #24, #26, and #27) reporting entity’s allocation
on an inappropriate basis of employment related
(V) (Wave 4, ROMM #45, liabilities (funded and
#64, #65, and #66) unfunded) such as civilian

pension, FECA and
unemployment benefits

Schedule(s) detailing
calculation of current year
expenses

Detail listing of factors,
data, assumptions, and
formulas used to prepare
the actuarial calculations
for each retirement/benefit
trust fund involved in the

projection
MB.4 | The reporting entity may Recorded Military Memoranda from a See Suggested Test Procedures
not have an obligation for | Retirement and Other determining Federal for MB.1
recorded Military Federal Employment agency (e.g., Office of
Retirement and Other Benefits are the reporting Personnel Management
Federal Employment entity’s obligations at a and DolL) showing the
Benefits (R) (Wave 4, given date (Wave 4, FRO reporting entity’s allocation
ROMM #72) #41) of employment related

liabilities (funded and
unfunded) such as civilian
pension, FECA and
unemployment benefits

MB.5 | IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,” for
Application Controls may | achieve the relevant additional details related to IT General and Application Controls
not be appropriately FISCAM IT general- and audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives.

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Military Retirement and Other Federal Employment Benefits
footnote disclosures included in Note 17 of the FY 2014 DoD Agency Financial Report. OMB Circular A-
136, Financial Reporting Requirements, specifies fundamental requirements for the Military Retirement
and Other Federal Employment Benefits footnote disclosures that reporting entities must consider in
carrying out audit readiness activities. The Financial Reporting assessable unit in the FIAR Guidance
provides further details with respect to audit readiness outcomes that address the presentation and
disclosure assertion for the financial statement line items.

5.D.1.9 ENVIRONMENTAL AND DISPOSAL LIABILITIES
Environmental and Disposal Liabilities are future outflows or expenditures of resources that exist as of the

financial reporting date for environmental cleanup, closure, and/or disposal costs resulting from past
transactions or events. For Environmental and Disposal Liabilities, reporting entities must be able to
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assert the audit readiness of all business processes and sub-processes associated with the recording
and disclosure of environmental liabilities including identification, probability determination, and liability
estimation.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Environmental and Disposal Liabilities are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies
SFFAS No.: 1,5, 6 ¢ National Archives and Records Administration
FASAB Technical Release (TR): 2, 10, 11, 14 (NARA) General Records Schedule (GRS) 1.1
FASAB Technical Bulletin (TB): 2011-2, e DoD FMR: Volume 1, Chapter 9

DoD FMR: Volume 4, Chapter 13

DCFO Memorandum: Accurate and Reliable DoD
Component-level Financial Management Trial
Balances

Balance By Reporting Entity

The following reporting entities comprise the Environmental and Disposal Liabilities line item.

Repo 0 e 014 Balance % 0 ota

OMB Designated Audit

Army GF $ 26,303,513,000 44.9%

Air Force GF 8,142,364,000 13.9%

Navy GF 21,451,463,070 36.6%

Marine Corp GF 262,267,381 0.4%

USACE — Civil Works Program 925,703,935 1.6% Y
Subtotal - OMB Design. Audit $ 57,085,311,386 97.4%

DoD Designated Audit

DLA WCF $ 1,076,029,710 1.8%

DLA GF 291,309,016 0.5%

DLA — Strategic Materials 21,308,854 0.0%

DoD Component Level Accounts 7,542,505 0.0% Y

DeCA GF 29,694,831 0.1% Y
Subtotal - DoD Design. Audit $ 1,425,884,916 2.4%

DoD Designated Examination

WHS - Office of the SecDef $ 41,630,035 0.1%

Defense Threat Reduction Agency 28,664,146 0.0%
Subtotal - DoD Design. Exam $ 70,294,181 0.1%

DoD Non-material Reporting Entities

Other Reporting Entities - 0.0%

Total $ 58,581,490,483 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Environmental and Disposal Liabilities. In order to assert audit readiness for this line
item, reporting entities must demonstrate that effective controls are in place to achieve the Outcomes
Demonstrating Audit Readiness relative to the risk associated with the assertion (as noted in the table).
The suggested test procedures can be used to test key controls operating within the business processes
affecting Environmental and Disposal Liabilities, and assess the availability of KSDs that support the
controls and amounts recorded.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Environmental and Disposal Liabilities

April 2015

Suggested Test
Procedures

EL.1 Recorded Environmental Recorded Environmental Reconciliation of the detail Select a sample of recorded
and Disposal Liabilities and Disposal Liabilities are | listing of Environmental Environmental and Disposal
are not representative of valid, pertain to the and Disposal Liabilities to Liabilities and determine
legal environmental costs | reporting entity, and the amounts reported in whether:
incurred by the reporting represent legal costs the general ledger and e estimate amounts were
entity, do not pertain to incurred by the reporting financial statements, reviewed and approved by
the reporting entity, or entity (Wave 4, FRO #35) including appropriate an authorized official
may be improperly explanations for reconciling | o sufficient and appropriate
classified and items documentation exists to
summarized (E) (Wave 4, support the estimates.
ROMM #2, #19, #20, #21, Record of Decision
and #22) Verify that Environmental

Liability subledgers reconcile
to general ledger (G/L)
accounts and G/L accounts
agree to the financial
statements of the reporting
entity

EL.2 Valid Environmental and All valid Environmental and | Reconciliation of the detail Select a sample of recorded

Disposal Liabilities were
not recorded or are
improperly summarized
(C) (Wave 4, ROMM #25,
#42, #43 and #44)

Disposal Liabilities are
recorded, are properly
allocated across reporting
periods and are properly
summarized in the financial
statements (Wave 4, FRO
#33 and #77)

listing of Environmental
and Disposal Liabilities to
the amounts reported in
the general ledger and
financial statements,
including appropriate
explanations for reconciling
items

Documentation supporting
site identification and
clean-up actions, such as
results of site inspections,
comparisons to EPA
listings, and publicly
available RCRA/CERCLA
supporting documentation

Environmental and Disposal
Liabilities and determine
whether estimates include all
relevant phases and costs to
complete the project and are
valid.

Examine the listing of
Environmental and Disposal
Liabilities and determine
whether the list includes all
locations for reporting entity
Environmental Liabilities.

Review real property subledger
and APSR to ensure that all
site locations have been
considered for environmental
liabilities.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Environmental and Disposal Liabilities

April 2015

Suggested Test
Procedures

EL.3 Environmental and Environmental and Reconciliation of the detail Select a sample of recorded
Disposal Liabilities may Disposal Liabilities are listing of Environmental environmental liabilities and
not be valued valued using appropriate and Disposal Liabilities to determine whether:
appropriately or recorded | estimation methodologies the amounts reported in e cost factors are valid and
at the best possible and are recorded at best the general ledger and appropriate
estimated cost in the possible estimated cost in financial statements, e estimates include all
financial statements (V) the financial (Wave 4, FRO | including appropriate relevant phases and costs
(Wave 4, ROMM #46, #33 and #34) explanations for reconciling to complete the project and
#64, #65, and #66) items are valid

Record of Decision
Contracts, invoices,
receiving reports/status
reports

Documentation supporting
clean-up cost estimates
and related facts and
assumptions
Documentation supporting
site identification and
clean-up actions, such as
results of site inspections,
comparisons to EPA
listings, and publicly
available RCRA/CERCLA
supporting documentation

EL.4 The obligation for Recorded Environmental Reconciliation of the detail Examine the listing of
Environmental and and Disposal Liabilities are | listing of Environmental Environmental Liabilities and
Disposal Liabilities may the reporting entity’s and Disposal Liabilities to determine whether the
not apply to the reporting obligations at a given date | the amounts reported in Environmental Liabilities are
entity (R) (Wave 4, (Wave 4, FRO #36) the general ledger and appropriately classified based
ROMM #72) financial statements, upon U.S. GAAP criteria for

including appropriate recognition and/or disclosure
explanations for reconciling | (occurrence of a transaction or
items event, future outflows are
probable, future outflows are
Record of Decision measurable).
Documentation supporting
site identification and
clean-up actions, such as
results of site inspections,
comparisons to EPA
listings, and publicly
available RCRA/CERCLA
supporting documentation
EL.5 IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”

Application Controls may
not be appropriately
designed or operating
effectively (FISCAM)

achieve the relevant
FISCAM IT general- and
application-level general
control objectives.

for additional details related to IT General and Application
Controls audit readiness activities
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Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Environmental and Disposal Liabilities footnote disclosures
included in Note 14 of the FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial
Reporting Requirements, specifies fundamental requirements for Environmental and Disposal Liabilities
footnote disclosures that reporting entities must consider in carrying out audit readiness activities. The
Financial Reporting assessable unit in the FIAR Guidance provides further details with respect to audit
readiness outcomes that address the presentation and disclosure assertion for the financial statement
line items.

5.D.1.10 OTHER LIABILITIES

Other Liabilities represent liabilities not recognized in specific categories. Separate reporting of items
normally characterized as "Other Liabilities" is appropriate if the amounts are significant to the balance
sheet. Footnote 15 of the FY 2014 DoD Agency Financial Report mentions various Other Liabilities,
including accrued unfunded annual leave, accrued funded payroll and benefits, custodial liabilities,
contingent liabilities, advances from others, non-environmental disposal liabilities, disbursing officer cash,
FECA reimbursement to the Department of Labor, contract holdbacks, employer contribution and payroll
taxes payable, deposit funds and suspense account liabilities, unemployment compensation liabilities,
Judgment Fund liabilities, deferred credits, and capital lease liability. Intragovernmental Other Liabilities
primarily consists of unfunded liabilities for Federal Employees Compensation Act, Unemployment
Insurance, and Judgment Fund. Non-Federal Other Liabilities primarily consists of unfunded annual
leave, contingent liabilities and expected expenditures for disposal of conventional munitions

Reporting entities must be able to assert the audit readiness of all business processes and sub-
processes associated with Other Liabilities, including adequately supported accruals and estimates and
the proper recognition of contingencies.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with their federal
trading partners throughout the course of the fiscal year. The suggested test procedures for OL.1 — OL.2
and OL.4 — OL.7 can be leveraged to test both Intragovernmental and Non-Federal Other Liabilities. The
suggested test procedures provided in OL.3 are for Intragovernmental Other Liabilities only. Specific
considerations that apply to the presentation and disclosure assertion for Intragovernmental transactions,
including Other Liabilities related transactions, are covered in the Financial Reporting assessable unit.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Other Liabilities are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policies

. SFFAS No.: 5, 6, 12 . National Archives and Records Administration
e DoD FMR: Volume 4, Chapter 12 (NARA) General Records Schedule (GRS) 1.1
. DCFO Memorandum: Accurate and Reliable DoD . FMR: Volume 1, Chapter 9

Component-level Financial Management Trial Balances

Balance By Reporting Entity

The following reporting entities comprise the Intragovernmental Other Liabilities line item.

Repo g e 014 Bala e % 0 ota

OMB Designated Audit

Army GF $ 1,864,457,041 19.5%
Air Force GF 1,762,643,609 18.4%
Navy GF 914,689,390 9.6%
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Reporting Entities FY 2014 Balance % of Total U?gf;gfﬁ”
Marine Corp GF 92,913,179 1.0%
Navy WCF 327,285,770 3.4%
Air Force WCF 53,366,429 0.6%
Army WCF 84,811,468 0.9%
Marine Corp WCF 4,953,382 0.1%
Military Retirement Fund 2,116,500 0.0% Y
USACE — Civil Works Program 2,951,911,613 30.9% Y
Subtotal - OMB Design. Audit $ 8,059,148,381 84.2%
DoD Designated Audit
DLA WCF $ 374,915,300 3.9%
DLA GF 3,310,401 0.0%
DLA — Strategic Materials 219,616 0.0%
DHA — SMA/Army 70,325,605 0.7%
DHA — SMA/Navy 8,741,760 0.1%
DHA — SMA/AIr Force 1,356,844 0.0%
DHA — Financial Operations Division 6,548,229 0.1%
DHA — SMA/NCR 420,759 0.0%
DHA — USUHS 289,758 0.0%
DoD Component Level Accounts 801,286,118 8.4% Y
U.S. Special Operations Command 4,256,838 0.0%
DISAWCF 3,217,319 0.0%
DISA GF 2,564,020 0.0%
TRANSCOM — Air Mobility Command 40,368,043 0.4%
TRANSCOM — Military SDDC 1,041,608 0.0%
TRANSCOM — Command Staff 197,540 0.0%
TRANSCOM — Defense Courier Div 2,138 0.0%
TRANSCOM — Component Level (12,582,899) -0.1%
DeCA WCF 37,294,008 0.4% Y
DFAS WCF 11,933,313 0.1% Y
Defense Contract Audit Agency 6,581,020 0.1% Y
Subtotal - DoD Design. Audit $ 1,362,287,338 14.2%
DoD Designated Examination
WHS - Office of the SecDef $ 4,926,310 0.1%
WHS — Washington Hgrtrs Services 1,865,510 0.0%
WHS - Pnt Res Mtn Rev Fund 13,428,412 0.1%
WHS — Building Maintenance Fund 192,480 0.0%
WHS - PFPA 6,472,909 0.1%
WHS — Defense Media Activity 296,997 0.0%
WHS — U. S. Court of Appeals, A.F. 25,399 0.0%
Missile Defense Agency 1,447,180 0.0%
Defense Security Cooperation Agency 1,196,025 0.0%
DoD Education Activity 11,667,070 0.1%
Other TI-97 Funds — Army 28,053 0.0%
DARPA 101,197 0.0%
Chemical Biological Defense Program 789,578 0.0%
Defense Threat Reduction Agency 1,439,453 0.0%
Defense Contract Mgmt Agency 12,443,788 0.1%
Joint Staff 538,973 0.0%
Subtotal - DoD Design. Exam $ 56,859,334 0.6%
DoD Non-material Reporting Entities
Other Reporting Entities 88,155,974 0.9%
Total $ 9,566,451,027 100.0%
Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets
The following reporting entities comprise the Non-Federal Other Liabilities line item.
der Aud
Repo g e 014 Bala e % 0 ota 014
OMB Designated Audit
Army GF $ 12,401,744,286 34.5%
Air Force GF 7,173,121,239 20.0%
Navy GF 6,912,703,369 19.2%
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Reporting Entities FY 2014 Balance % of Total U(anYerzoAlu4d)|t
Marine Corp GF 1,763,531,254 4.9%
Navy WCF 1,366,409,931 3.8%
Air Force WCF 313,606,780 0.9%
Army WCF 423,835,660 1.2%
Marine Corp WCF 617,945 0.0%
Military Retirement Fund 222,106 0.0% Y
USACE — Civil Works Program 2,047,978,682 5.7% Y
Subtotal - OMB Design. Audit $ 32,403,771,252 90.1%
DoD Designated Audit
DLA WCF $ 247,917,341 0.7%
DLA GF 3,835,968 0.0%
DLA — Strategic Materials 803,988 0.0%
DHA — Contract Resource Mgmt 714 0.0% Y
DHA — SMA/Army 331,862,248 0.9%
DHA — SMA/Navy 71,491,367 0.2%
DHA — SMA/Air Force 30,023,903 0.1%
DHA — Financial Operations Division 15,995,951 0.0%
DHA — SMA/NCR 34,996,985 0.1%
DHA — USUHS 9,142,585 0.0%
DoD Component Level Accounts 1,405,173,829 3.9% Y
MERHCF 189 0.0% Y
U.S. Special Operations Command 89,975,594 0.3%
DISAWCF 40,197,207 0.1%
DISA GF 45,439,791 0.1%
TRANSCOM — Air Mobility Command 2,741,913 0.0%
TRANSCOM — Military SDDC 15,517,904 0.0%
TRANSCOM — Military Sealift Cmd 1,290,277 0.0%
TRANSCOM — Command Staff 1,676,217 0.0%
TRANSCOM — Defense Courier Div 24,803 0.0%
TRANSCOM — Component Level 16,132,939 0.0%
DeCA WCF 82,973,929 0.2% Y
DFAS WCF 78,465,873 0.2% Y
Defense Contract Audit Agency 50,732,092 0.1% Y
Subtotal - DoD Design. Audit $ 2,576,413,607 7.2%
DoD Designated Examination
WHS — Office of the SecDef $ 253,314,512 0.7%
WHS — Washington Hqrtrs Services 47,192,063 0.1%
WHS - Pnt Res Mtn Rev Fund 30,209,145 0.1%
WHS — Building Maintenance Fund 409,990 0.0%
WHS — DoD Test Resource Mgmt Ctr 1,176,042 0.0%
WHS — PFPA 17,167,432 0.0%
WHS — Civilian Military Program 778,710 0.0%
WHS — Director, Oper Test & Evaluation (838) 0.0%
WHS — Defense Media Activity 6,278,030 0.0%
WHS — U. S. Court of Appeals, A.F. 2,148,353 0.0%
Missile Defense Agency 78,070,448 0.2%
Defense Security Cooperation Agency 9,664,052 0.0%
DoD Education Activity 93,040,239 0.3%
Other TI-97 Funds — Army 159,248,021 0.4%
DARPA 3,401,119 0.0%
Chemical Biological Defense Program 10,489,702 0.0%
Defense Threat Reduction Agency 17,537,162 0.0%
Defense Contract Mgmt Agency 104,962,777 0.3%
Joint Staff 14,896,637 0.0%
Subtotal - DoD Design. Exam $ 849,983,596 2.4%
DoD Non-material Reporting Entities
Other Reporting Entities 115,469,087 0.3%
Total $ 35,945,637,542 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Balance Sheets
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The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Other Liabilities. In order to assert audit readiness for this line item, reporting entities
must demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit
Readiness relative to the risk associated with the assertion (as noted in the table). The suggested test
procedures can be used to test key controls operating within the business processes affecting Other
Liabilities, and assess the availability of KSDs that support the controls and amounts recorded.

Financial
Reporting

Risks

Recorded Other
Liabilities, including
custodial contingent,
FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit
funds/suspense account
liabilities do not exist at a
given date, do not pertain
to the reporting entity, or
may be improperly
classified and
summarized (E) (Wave 4,
ROMM #3, #19, #20, #21
and #22)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Liabilities

Recorded Other Liabilities,
including custodial
contingent, FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit
funds/suspense account
liabilities represent events
that actually occurred, and
are properly summarized
and classified in the
financial statements (Wave
4, FRO #38)

Ordering Document: MIPR,
reimbursable agreement,
customer order, etc.

Advice of collection, deposit
tickets, photocopies of
checks received for advances
received

Reconciliations of advances
from others showing amounts
received, revenue earned,
and remaining liabilities

Invoices and calculations of
penalties, interest, or
administrative fees collected

Invoices, IPAC billings (using
GOALs reports) supporting
any reductions of advances
for amounts earned

Reconciliation of disbursing
officer cash to general ledger
account balance or
equivalent, evidence of
foreign exchange rates,
receipts for disbursements,
and requests for
replenishment

SF-50s & SF-52s that
support the hourly rate for
leave liability calculation
(supporting the
grade/step/locality) for
individual employees

Legal representation letter
prepared by the Office of
General Counsel (in
accordance with OMB
Bulletin No. 14-02, Section 9)

Management's schedule of
legal liabilities (in accordance
with OMB Bulletin 14-02,
Section 9)

Suggested Test
Procedures

Select a sample of custodial
liability transactions and
determine whether the
transactions are
appropriately supported and
properly identified as
custodial liabilities.

Obtain the journal voucher
used to record the amount
of the FECA
Reimbursement to the
Department of Labor and
determine whether the JV is
properly approved and
supported.

Obtain the journal voucher
used to record the amount
of the unfunded
unemployment liability and
determine whether the JV is
properly approved and
supported.

Select a sample of
advances from others
recorded in accounts
231000.9000 and
232000.9000 and determine
whether:

o initial collection of the
advance is supported by
appropriate
documentation and
represents unearned
revenue

e evidence of supervisory
approval exists.

Select a sample of non-
environmental disposal
liability transactions and
determine whether sufficient
and appropriate
documentation exists to
support the estimates and
any actual costs.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Liabilities

Other supporting
documentation necessary to
support recorded Other
Liability transactions (e.g.,
FECA letter, journal voucher
listings, etc.)

April 2015

Suggested Test
Procedures

Select a sample of
transactions posted to the
disbursing officer cash
liability account (DoD
account 298500.0100) and
determine whether amounts
are supported by
appropriate detailed
records.

Select a sample of
transactions recorded as
deposit funds and suspense
account liabilities and
determine whether amounts
are supported by
appropriate detailed
records.

Verify that Other Liability
subledgers reconcile to
general ledger (G/L)
accounts and G/L accounts
agree to the financial
statements of the reporting
entity

OL.2

Valid Other Liabilities,
including custodial,
contingent, FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit
funds/suspense account
liabilities are not recorded
or are improperly
summarized (C) (Wave 4,
ROMM #26, #42, #43 and
#44)

All valid Other Liabilities,
including custodial
contingent, FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit
funds/suspense account
liabilities are recorded and
are properly summarized
(Wave 4, FRO #39 and
#77)

Reconciliations of advances
from others showing amounts
received, revenue earned,
and remaining liability
amounts

Reconciliation of disbursing
officer cash to general ledger
account balance or
equivalent

Individual employee-level
listing of hours, hourly rates,
and total dollar amount of
unfunded leave liability that
reconciles to amount
recorded in the financial
statements

Legal representation letter
prepared by the Office of
General Counsel (in
accordance with OMB
Bulletin No. 14-02, Section 9)

Management’s schedule of
legal liabilities (in accordance
with OMB Bulletin 14-02,
Section 9)

Other supporting
documentation necessary to
support recorded Other
Liability transactions (e.qg.,
FECA letter, journal voucher

Select a sample of custodial
liability transaction
documentation from the
current period and validate
that corresponding liabilities
have been completely
recorded in the general
ledger.

Obtain a list of potential
claims (contingent liabilities)
from the reporting entity’s
general counsel showing the
probability and estimated
amounts (if reasonably
estimable) of potential
losses and determine
whether contingent liabilities
were recorded in
compliance with U.S. GAAP.

Select a sample of
advances from others
transaction documentation
from the current period and
validate that corresponding
liabilities have been
completely recorded in the
general ledger.

Select a sample of non-
environmental disposal
liability transaction
documentation from the
current period and validate
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Liabilities

listings, etc.)

April 2015

Suggested Test
Procedures

that corresponding liabilities
have been completely
recorded in the general
ledger.

Select a sample of
disbursing officer cash
transaction documentation
from the current period and
validate that corresponding
loan custodial liabilities have
been completely recorded in
the general ledger.

Select a sample of deposit
fund and suspense account
transaction documentation
from the current period and
validate that corresponding
liabilities have been
completely recorded in the
general ledger.

custodial, contingent,
FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit
funds/suspense account
liabilities including in the
financial statements are
valued on an
inappropriate basis, or
measured improperly (V)
(Wave 4, ROMM #47,
#64, #65, and #66)

custodial contingent,
FECA, and unemployment
liabilities; advances from
others; disbursing officer
cash liability; and deposit
funds/suspense account
liabilities are summarized
and reported in the
financial statements at the
correct amounts (Wave 4,
FRO #40)

tickets, photocopies of
checks received for advances
received

IPAC/GOALS report
evidencing amounts
advanced

Reconciliations of advances
from others showing amounts
received, revenue earned,
and remaining liability
amounts

Invoices and calculations of
penalties, interest, or
administrative fees collected

Invoices, IPAC billings (using
GOALs reports) supporting
any reductions of advances
for amounts earned

Reconciliation of disbursing
officer cash to general ledger

OL.3 | Other Liabilities, including | Recorded Other Liabilities, | Ordering Document: MIPR, Select a sample of Other
custodial, contingent, including custodial reimbursable agreement, Liabilities and obtain
FECA, and contingent, FECA, and customer order, etc. supporting documentation to
unemployment liabilities; unemployment liabilities; validate that each is
advances from others; advances from others; properly classified as either
disbursing officer cash disbursing officer cash Intragovernmental or Non-
liability; and deposit liability; and deposit Federal.
funds/suspense account funds/suspense account
liabilities may not be liabilities are properly
properly classified as classified as either
either Intragovernmental Intragovernmental or Non-
or Non-Federal (E, C) Federal (Wave 4, FRO

#78)
OL.4 | Other Liabilities, including | Other Liabilities, including Advice of collection, deposit Select a sample of custodial

liability transactions and
determine whether the
corresponding custodial
assets match the related
custodial liabilities.

Obtain the journal voucher
used to record the amount
of the FECA reimbursement
to the Department of Labor
and determine whether the
ending FECA liability
balance agrees to the
amount allocated to the
reporting entity by the
Department of Labor.

Obtain the journal voucher
used to record the amount
of the unfunded
unemployment liability and
determine whether the
ending unemployment
liability balance agrees to
the amount allocated to the
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Liabilities

account balance or
equivalent, evidence of
foreign exchange rates,
receipts for disbursements
and requests for
replenishment

Individual employee-level
listing of hours, hourly rates,
and total dollar amount of
unfunded leave liability that
reconciles to amount
recorded in the financial
statements

Timesheets & leave earning
reports that support the
amount of leave taken and
earned, respectively, by pay
period for individual
employees

SF-50s & SF-52s that
support the hourly rate for
leave liability calculation
(supporting the
grade/step/locality) for
individual employees

Legal representation letter
prepared by the Office of
General Counsel (in
accordance with OMB
Bulletin No. 14-02, Section 9)

Management’s schedule of
legal liabilities (in accordance
with OMB Bulletin 14-02,
Section 9)

Reconciliation of custodial
and deposit fund assets to
the associated liabilities

Reconciliation and aging of
suspense account items

Other supporting
documentation necessary to
support recorded Other
Liability transactions (e.g.,
FECA letter, journal voucher
listings, etc.)

April 2015

Suggested Test
Procedures

reporting entity by the
Department of Labor.

Select a sample of
advances from others and
determine whether recorded
amounts are accurate,

Select a sample of non-

environmental disposal

liability transactions and

determine whether:

e cost factors are valid and
accurate

e estimates include all
relevant phases and
costs to complete the
project and are valid

o sufficient and appropriate
documentation exists to
support the estimated
and actual costs.

Select a sample of
transactions posted to the
disbursing officer cash
liability account (DoD
account 298500.0100) and
determine whether:

e amounts are valid,
recorded timely and
accurately, and are
authorized

e conversions of foreign
currency to U.S. dollars, if
any, are calculated
accurately at the correct
conversion rate.

Select a sample of
transactions recorded to
deposit funds and suspense
account liabilities and
determine whether amounts
are valid, recorded timely
and accurately, and are
properly authorized.

OL.5

Recorded Other
Liabilities, including
custodial, contingent,
FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit

Recorded Other Liabilities,
including custodial
contingent, FECA, and
unemployment liabilities;
advances from others;
disbursing officer cash
liability; and deposit
funds/suspense account

Ordering Document: MIPR,
reimbursable agreement,
customer order, etc.

Individual employee-level
listing of hours, hourly rates,
and total dollar amount of
unfunded leave liability that

Review supporting
documentation to verify that
recorded custodial liabilities
are obligations of the
reporting entity.

Review supporting
documentation to verify that
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Financial
Reporting
Risks

funds/suspense account
liabilities may not
represent valid legal
obligations of the
reporting entity at a given
date (R) (Wave 4, ROMM
#72)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Liabilities

liabilities are valid
obligations of the reporting
entity at a given date
(Wave 4, FRO #41)

reconciles to amount
recorded in the financial
statements

Timesheets & leave earning
reports that support the
amount of leave taken and
earned, respectively, by pay
period for individual
employees

Legal representation letter
prepared by the Office of
General Counsel (in
accordance with OMB
Bulletin No. 14-02, Section 9)

Management'’s schedule of
legal liabilities (in accordance
with OMB Bulletin 14-02,
Section 9)

Other supporting
documentation necessary to
support recorded Other
Liability transactions (e.g.,
FECA letter, journal voucher
listings, etc.)

April 2015

Suggested Test
Procedures

recorded contingent
liabilities are obligations of
the reporting entity.

Review supporting
documentation to verify that
recorded advances from
others are obligations of the
reporting entity.

Review supporting
documentation to verify that
recorded non-environmental
disposal liabilities are
obligations of the reporting
entity.

Review supporting
documentation to verify that
recorded disbursing officer
cash liabilities are
obligations of the reporting
entity.

Review supporting
documentation to verify that
recorded deposit fund and
suspense account liabilities
are obligations of the
reporting entity.

interdependencies may
not be properly
maintained as indicated
by tie-point reconciliation
variances

properly maintained and
reflected in tie-point
reconciliations

OL.6 IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls may achieve the relevant for additional details related to IT General and Application
not be appropriately FISCAM IT general- and Controls audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives.

OL.7 Budgetary and Budgetary and proprietary Tie-point reconciliations Review all tie-point
proprietary interdependencies are reconciliation variances

related to Other Liabilities

and:

e Determine the root cause
of the variance

e Execute appropriate
corrective actions to
resolve the variance

e Document executed
corrective actions

Tie-point reconciliations

related to Other Liabilities

should include:
4222 = 2310 (i.e.,
Budgetary Unfilled
Customer Orders with
Advances = Proprietary
Advances from
Customers)
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Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the Other Liabilities footnote disclosures included in Note 15 of the DoD
Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements, specifies fundamental
requirements for Other Liabilities footnote disclosures that reporting entities must consider in carrying out
audit readiness activities. The Financial Reporting assessable unit in the FIAR Guidance provides further
details with respect to audit readiness outcomes that address the presentation and disclosure assertion
for the financial statement line item.

5.D.2 STATEMENT OF NET COST

The table in Figure 5-6 below shows the material entities with respect to the earned revenue and gross
costs line items presented in the DoD consolidated Statement of Net Cost.

Reporting Entities Gross Costs

OMB Designated Audit
Army GF

Air Force GF
Navy GF
Marine Corp GF
Navy WCF

Air Force WCF

SRR

ANANANANANAENEN

Army WCF
Marine Corp WCF

Military Retirement Fund
USACE - Civil Works Program
DoD Designated Audit

MRF Payment

DLA WCF

DHA - Contract Resource Mgmt
DHA - SMA/Army

DHA - SMA/Navy

DHA - SMA/Air Force

ANANENENANEN

ANAN

\

DHA - Financial Operations Division

ANAYAYAYAYAYAYAN

DoD Component Level Accounts v

v’ = Material to DoD Consolidated FY 2014 Statement of Net Cost
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Reporting Entities REea\lll:r?L?e Gross Costs

MERHCF v v
MERHCF - Payment to MERHCF v
U.S. Special Operations Command v
DISA WCF v v
DISA GF v
TRANSCOM - Air Mobility Command v v
TRANSCOM - Military SDDC v’ v’
DeCA WCF v v
DFAS WCF v

DoD Designated Examination

WHS - Office of the SecDef

Missile Defense Agency

Defense Security Cooperation Agency

DoD Education Activity
Other TI-97 Funds - Army
DARPA

Chemical Biological Defense Program

Defense Threat Reduction Agency

NEAYAYAYAYAYAYANAN

Defense Contract Mgmt Agency

v’ = Material to DoD Consolidated FY 2014 Statement of Net Cost

Figure 5-6. Reporting Entities Material to Statement of Net Cost (Earned
Revenue and Gross Cost Line Items)

5.D.2.1 Revenue

Revenue represents the inflow of resources that the Government demands, earns, or receives by
donation. These amounts are received from both Government and private entities in exchange and non-
exchange transactions and are a supplement to appropriations received from Congress. Exchange
revenues (earned revenues) arise when a Government entity provides goods and services to the public or
to another Government entity for a price. Non-exchange revenues arise primarily from exercise of the
Government’s power to demand payments from the public, including income taxes, duties, and fines and
penalties. Reporting entities must be able to assert the audit readiness of all business processes and
sub-processes related to Revenue including the rendering of goods or services, billing, and collection.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with their
Federal trading partners throughout the course of the fiscal year. The suggested test procedures for RE.1
—RE.2 and RE.4 — RE.7 can be leveraged to test both Intragovernmental and Non-Federal Revenue. The
suggested test procedures provided in RE.3 are for Intragovernmental Revenue only. Specific
considerations that apply to the presentation and disclosure assertion for Intragovernmental transactions,
including Intragovernmental Revenue, are covered in the Financial Reporting assessable unit.
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Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Revenue are contained in the following table.

Financial Management and Accounting Guidance

Record Retention Policies

. SFFAS No.: 7, 20, 21
e DoD FMR: Volume 4, Chapter 16

. DCFO Memorandum: Accurate and Reliable DoD .
Component-level Financial Management Trial

Balances

. National Archives and Records Administration (NARA)
General Records Schedule (GRS) 1.1

DoD FMR: Volume 1, Chapter 9

Balance By Reporting Entity

The following reporting entities comprise the Earned Revenue line item.

Repo g e 014 Bala e % 0 ota 014
OMB Designated Audit
Army GF $ 14,868,782,316 4.8%
Air Force GF 6,183,516,943 2.0%
Navy GF 5,049,727,512 1.6%
Marine Corp GF 280,276,733 0.1%
Navy WCF 38,033,849,301 12.4%
Air Force WCF 10,202,582,603 3.3%
Army WCF 22,195,097,624 7.2%
Marine Corp WCF 960,689,469 0.3%
Military Retirement Fund 116,878,700,287 38.1% Y
USACE — Civil Works Program 2,416,388,116 0.8% Y
Subtotal - OMB Design. Audit $ 217,069,610,904 70.7%
DoD Designated Audit
DLA WCF $ 46,048,154,084 15.0%
DLA GF 51,202,436 0.0%
DLA — Strategic Materials 61,772,902 0.0%
DHA — Contract Resource Mgmt 861,268,017 0.3% Y
DHA — SMA/Army 684,196,459 0.2%
DHA — SMA/Navy 361,684,043 0.1%
DHA — SMA/AIr Force 560,602,908 0.2%
DHA — Financial Operations Division 21,384,357 0.0%
DHA — SMA/NCR 287,394,025 0.1%
DHA — USUHS 38,914,241 0.0%
DoD Component Level Accounts 1,357,123,239 0.4% Y
MERHCF 19,622,569,520 6.4% Y
U.S. Special Operations Command 210,962,918 0.1%
DISAWCF 6,350,716,352 2.1%
DISA GF 177,045,114 0.1%
TRANSCOM — Air Mobility Command 5,527,937,269 1.8%
TRANSCOM — Military SDDC 1,570,742,267 0.5%
TRANSCOM — Military Sealift Cmd 793,379,442 0.3%
TRANSCOM — Command Staff 295,970,623 0.1%
TRANSCOM - Defense Courier Div 8,219,502 0.0%
TRANSCOM — Component Level (300,768,269) -0.1%
DeCA WCF 5,685,662,824 1.9% Y
DeCA GF 283,773,485 0.1% Y
DFAS WCF 1,307,281,035 0.4% Y
Defense Contract Audit Agency 56,367,915 0.0% Y
Subtotal - DoD Design. Audit $ 91,923,556,708 29.9%
DoD Designated Examination
WHS — Office of the SecDef $ 43,673,611 0.0%
WHS — Washington Hgrtrs Services 52,943,716 0.0%
WHS - Pnt Res Mtn Rev Fund 338,307,721 0.1%
WHS — Building Maintenance Fund 288,591,040 0.1%
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WHS — DoD Test Resource Mgmt Ctr (9,207) 0.0%
WHS - PFPA 238,945,547 0.1%
WHS — Civilian Military Program (5,499) 0.0%
WHS — Director, Oper Test & Evaluation (644) 0.0%
WHS — Defense Media Activity 6,401,701 0.0%
Missile Defense Agency 4,755,677 0.0%
Defense Security Cooperation Agency 16,543,397 0.0%
DoD Education Activity 53,022,292 0.0%
Other TI-97 Funds — Army 112,683,089 0.0%
DARPA 811,417 0.0%
Chemical Biological Defense Program 63,249,410 0.0%
Defense Threat Reduction Agency 28,231,026 0.0%
Defense Contract Mgmt Agency 178,506,483 0.1%
Joint Staff 2,617,263 0.0%

Subtotal - DoD Design. Exam $ 1,429,268,040 0.5%
DoD Non-material Reporting Entities
Other Reporting Entities (3,419,493,934) -1.1%
Total $ 307,002,941,718 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Statements of Net Cost
Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Revenue. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures
can be used to test key controls operating within the business processes affecting Revenue, and assess
the availability of KSDs that support the controls and amounts recorded.

Financial Outcomes
Reporting Demonstrating Audit

Risks

Key Supporting Suggested Test

Procedures

Readiness Documents

Revenue

RE.1 | Recorded Revenue may Recorded Revenue

not pertain to the represents transactions
reporting entity, may not and events that actually
be representative of occurred, are appropriately | dollar amounts
amounts earned by the classified and pertain to
reporting entity, or may the reporting entity (Wave Documentation supporting
be improperly classified 4, FRO #43, #44, #50, #51, | collection of exchange rendered or goods

and summarized (E) and #52) revenue (e.g., MIPR provided) and at correct
(Wave 4, ROMM #4, #5, acceptance, reimbursable amounts

#6, #19, and #20) agreements, vendor e reporting entity has earned
invoices, contracts) revenue (by providing
goods or services)

Deposit tickets (SF-215s), Test a sample of Revenue

IPAC/GOALS reports transactions and examine

supporting cash collection supporting documentation to

determine whether:

e revenue is recorded timely
(after services have been

Invoices, collection histories,
other documentation Verify that Revenue
supporting an accounts subledgers reconcile to
receivable general ledger (G/L) accounts
and G/L accounts agree to
the financial statements of the
reporting entity
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RE.2

Financial
Reporting
Risks

Recorded Revenue may
not include all amounts
earned by the reporting
entity, or may not be
summarized accurately in
the financial statements
(C) (Wave 4, ROMM #27,
#28, #29, #42, and #43)

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Revenue

Recorded Revenue
includes all amounts
earned by the reporting
entity, and is summarized
accurately in the financial
statements (Wave 4, FRO
#46 and #53)

Other support to
demonstrate completeness
of reported revenue (e.g.,
reconciliation to trust fund
collections)

April 2015

Suggested Test
Procedures

Test a sample of Revenue

transactions and examine

supporting documentation to
determine whether:

e revenue is recorded timely
(after services have been
rendered or goods
provided) and at correct
amounts

e reporting entity has earned
revenue (by providing
goods or services)

RE.3 | Revenue may not be Recorded Revenue is Trading partner Select a sample of revenue
properly classified as properly classified as either | confirmations, transactions and verify that
either Intragovernmental Intragovernmental or Non- | Intragovernmental Accounts | the Revenue is properly
or Non-Federal (E, C) Federal (Wave 4, FRO Receivable reconciliations, classified as Intra-

#78) IPAC reports, receiving governmental or Non-
reports (DD Form 250), Federal; for Intra-
Interservice Support governmental Revenue,
Agreements (DD Form confirm the trading partner
1144) code.
RE.4 | All valid recorded Recorded Revenue Deposit tickets (SF-215s), Test a sample of Revenue

Revenue transactions
may be recorded at
incorrect amounts (V)
(Wave 4, ROMM #48,
#49, and #67)

transactions are recorded
at correct amounts (Wave
4, FRO #47, #50, and #54)

IPAC/GOALS reports,
supporting cash collection
dollar amounts

Documentation supporting
collection of exchange
revenue (e.g., MIPR
acceptance, reimbursable
agreements, vendor
invoices, contracts)

Invoices, collection histories,
other documentation
supporting an accounts
receivable

Cost accounting records
including a detailed listing of
factors, data, assumptions,
and formulas used in the
calculation of current year
customer rates

Budget-to-actual analysis of
data used to calculate prior
year customer rates

Timecards, SF-50s, and SF-
52s supporting any labor
costs that have been
included in the calculation of
customer rates

Contracts and invoices
supporting any direct or
indirect costs that have
been included in the

transactions and examine
supporting documentation to
determine whether revenue is
recorded at correct amounts.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Revenue

calculation of customer
rates

April 2015

Suggested Test
Procedures

interdependencies may
not be properly
maintained as indicated
by tie-point reconciliation
variances

interdependencies are
properly maintained and
reflected in tie-point
reconciliations

RE.5 | The reporting entity may The reporting entity has Public law demonstrating Test a sample of revenue
not have rights to the rights to the recorded authority to collect non- transactions and examine
recorded Revenue (R) Revenue (Wave 4, FRO exchange revenue supporting documentation to
(Wave 4, ROMM #71) #48 and #55) determine whether reporting

Contracts and invoices entity has earned revenue (by
supporting any direct or providing goods or services)
indirect costs that have and has the right to report
been included in the revenue in its financial
calculation of customer records.

rates

RE.6 | IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls may achieve the relevant for additional details related to IT General and Application
not be appropriately FISCAM IT general- and Controls audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives.

RE.7 | Budgetary and proprietary | Budgetary and proprietary Tie-point reconciliations Review all tie-point

reconciliation variances

related to Revenue and:

e Determine the root cause
of the variance

e Execute appropriate
corrective actions to
resolve the variance

e Document executed
corrective actions

Tie-point reconciliations

related to Revenue should

include:

e (4901, Ending Balance —
4901, Beginning Balance)
+ 4902 + 4971 + 4972 +
4981 + 4982 = 6100 +
63X0 + 6400 + 6900 +
8802

e 5200 = (4251, Ending
Balance — 4251, Beginning
Balance) + 4252

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the footnote disclosures related to Note 18. General Disclosures
Related to the Statement of Net Cost included in the FY 2014 DoD Agency Financial Report. OMB
Circular A-136, Financial Reporting Requirements, specifies fundamental requirements for revenue that
reporting entities must consider in carrying out audit readiness activities. The Financial Reporting
assessable unit in the FIAR Guidance provides further details with respect to audit readiness outcomes
that address the presentation and disclosure assertion for the financial statement line items.
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5.D.2.2 Gross Costs

Expenses represent the outflow or consumption of assets or the incurrence of liabilities during an
operating period. Such expenses, reported as Gross Costs on the Statement of Net Cost, represent the
total costs of the following appropriations: Military Retirement Benefits, Civil Works, Military Personnel,
Operations - Readiness & Support, Procurement, Research & Development and Test & Evaluation,
Family Housing & Military Construction.

Intragovernmental vs. Non-Federal

Reporting entities are required to reconcile Intragovernmental transactions and balances with their federal
trading partners throughout the course of the fiscal year. The suggested test procedures for GC.3 are
specific to this attribute; the suggested test procedures for GC.1/GC.2 and GC.4/GC.5 can be leveraged
to test both Intragovernmental and Non-Federal Gross Costs. The suggested test procedures provided in
GC.7 are for Intragovernmental Gross Costs only. Specific considerations that apply to the presentation
and disclosure assertion for Intragovernmental transactions, including Intragovernmental Gross Costs,
are covered in the Financial Reporting assessable unit.

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Gross Costs are contained in the following table.

Record Retention Policies

Financial Management and Accounting Guidance

. SFFAS No.: 4, 30, 33 . National Archives and Records Administration
e DoD FMR: Volume 4, Chapters 17-23 (NARA) General Records Schedule (GRS) 1.1
e  DCFO Memorandum: Accurate and Reliable DoD e DoD FMR: Volume 1, Chapter 9

Component-level Financial Management Trial Balances

Balance By Reporting Entity

The following reporting entities comprise the Gross Costs line item.

OMB Designated Audit

Army GF 185,055,428,458 19.3%

Air Force GF 161,128,771,505 16.8%

Navy GF 136,946,718,969 14.3%

Marine Corp GF 25,499,434,304 2.7%

Navy WCF 28,059,860,360 2.9%

Air Force WCF 11,120,387,966 1.2%

Army WCF 20,080,263,563 2.1%

Marine Corp WCF 1,345,335,803 0.1%

Military Retirement Fund 74,576,777,836 7.8% Y

USACE — Civil Works Program 9,033,353,001 0.9% Y
Subtotal - OMB Design. Audit 652,846,331,765 68.2%

DoD Designated Audit

MRF Payment 79,222,452,000 8.3% Y

DLA WCF 47,914,882,553 5.0%

DLA GF 614,872,465 0.1%

DLA — Strategic Materials 124,740,321 0.0%

DHA — Contract Resource Mgmt 21,430,766,388 2.2% Y

DHA — SMA/Army 11,597,272,582 1.2%

DHA — SMA/Navy 6,971,057,891 0.7%

DHA — SMA/AIr Force 5,974,113,480 0.6%

DHA — Financial Operations Division 1,876,660,213 0.2%

DHA — SMA/NCR 1,195,553,365 0.1%
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DHA — USUHS 336,396,396 0.0%
DoD Component Level Accounts 21,823,087,611 2.3% Y
MERHCF 30,587,121,211 3.2% Y
MERHCF — Payment to MERHCF 4,250,000,000 0.4% Y
U.S. Special Operations Command 13,499,832,080 1.4%
DISAWCF 6,423,835,690 0.7%
DISA GF 2,215,995,623 0.2%
TRANSCOM — Air Mobility Command 5,894,026,196 0.6%
TRANSCOM — Military SDDC 1,438,631,052 0.2%
TRANSCOM — Military Sealift Cmd 667,307,592 0.1%
TRANSCOM — Command Staff 381,241,389 0.0%
TRANSCOM - Defense Courier Div 8,066,135 0.0%
TRANSCOM — Component Level (315,965,623) 0.0%
DeCA WCF 7,013,195,405 0.7% Y
DeCA GF 293,170,612 0.0% Y
DFAS WCF 1,351,204,039 0.1% Y
Defense Contract Audit Agency 637,527,415 0.1% Y

Subtotal - DoD Design. Audit $ 273,427,044,081 28.6%
DoD Designated Examination
WHS — Office of the SecDef $ 4,926,284,914 0.5%
WHS — Washington Hqrtrs Services 820,564,344 0.1%
WHS — Pnt Res Mtn Rev Fund 169,137,182 0.0%
WHS — Building Maintenance Fund 319,383,644 0.0%
WHS — DoD Test Resource Mgmt Ctr 257,701,988 0.0%
WHS — PFPA 218,204,435 0.0%
WHS — Civilian Military Program 135,633,923 0.0%
WHS — Director, Oper Test & Evaluation 185,867,219 0.0%
WHS — Defense Media Activity 241,894,216 0.0%
WHS — U. S. Court of Appeals, A.F. 16,738,816 0.0%
Missile Defense Agency 7,860,909,397 0.8%
Defense Security Cooperation Agency 2,845,046,898 0.3%
DoD Education Activity 2,815,121,077 0.3%
Other TI-97 Funds — Army 2,239,699,654 0.2%
DARPA 2,740,483,177 0.3%
Chemical Biological Defense Program 1,457,361,683 0.2%
Defense Threat Reduction Agency 1,588,081,065 0.2%
Defense Contract Mgmt Agency 1,495,944,968 0.2%
Joint Staff 464,697,662 0.0%

Subtotal - DoD Design. Exam $ 30,798,756,262 3.2%
DoD Non-material Reporting Entities
Other Reporting Entities (109,029,846) -0.0%
Total $ 956,963,102,262 100.0%

Source: FY 2014 Reporting Entity DDRS-AFS Statements of Net Cost

Line Iltem Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Gross Costs. In order to assert audit readiness for this line item, Reporting Entities must
demonstrate that effective controls are in place to achieve the Outcomes Demonstrating Audit Readiness
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures
can be used to test key controls operating within the business processes affecting Gross Costs, and
assess the availability of KSDs that support the controls and amounts recorded.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Gross Costs

April 2015

Suggested Test
Procedures

GC.1 | Recorded Gross Costs, Recorded Gross Costs, Documents supporting Select a sample of recorded
including imputed financing | including imputed financing | expenses incurred such as: costs and agree the
costs and depreciation or costs and depreciation or invoices or other billing transactions to appropriate
amortization expenses, do | amortization expenses, documents, receiving supporting documentation.
not represent economic represent economic events | reports, IPACs, travel
events that actually that actually occurred, are vouchers and receipts,
occurred or do not pertain supported by appropriate credit card statements, tec.
to the reporting entity (E) detailed records that are Note: For payroll
(Wave 4, ROMM #15, #16, | accurately summarized, transactions, SF 52s
#18, #19, and #20) are properly classified, and | (Request for Personnel
pertain to the reporting Actions), SF 50s
entity (Wave 4, FRO #29, (Notification of Personnel
#61, and #65) Action), and timesheets
support recorded payroll
expenses.
Documents to support
accrual estimates recorded
(in instances where invoice
has not been received or to
support payroll accrual
calculations)
For imputed financing costs,
documentation supporting
the terms of any intra-
departmental agreements
(e.g., MOA, MOU, operating
agreement, etc.)
GC.2 | Valid Gross Costs, Valid Gross Costs, Documents supporting Select a sample of
including imputed financing | including imputed financing | expenses incurred such as: disbursements recorded
costs and depreciation or costs and depreciation or invoices or other billing subsequent to period end and
amortization expenses, are | amortization expenses, are | documents, receiving examine supporting
not recorded or are recorded in the general reports, IPACs, travel documentation to verify that:
improperly classified (C) ledger and financial vouchers and receipts, e an expense was recorded
(Wave 4, ROMM #38, #39, | statements, and classified credit card statements, tec. as of period end (if the
#41, #42, and #43) properly (Wave 4, FRO Note: For payroll disbursement is related to
#30, #62, and #66) transactions, SF 52s goods/services received
(Re_quest for Personnel prior to period end)
Actions), SF 50s o the actual disbursement
(NOtiﬁCatiOn of Personnel amount agrees to oris
Action), and timesheets within a reasonable
support recorded payroll variance of the expense
expenses. e ininstances of depreciation
Documents to support or amortization, the
accrual estimates recorded expense methodology is
(in instances where invoice reasonable and
has not been received or to documented.
support payroll accrual
calculations)
GC.3 | Gross Costs may not be Recorded Gross Costs are | Trading partner Select a sample of expense

properly classified as either
Intragovernmental or Non-
Federal (E, C)

properly classified as either
Intragovernmental or Non-
Federal (Wave 4, FRO
#78)

confirmations,
Intragovernmental Accounts
Payable reconciliations,
IPAC reports, receiving
reports (DD Form 250),
Interservice Support
Agreements (DD Form
1144)

transactions and verify that
the expense is properly
classified as Intra-
governmental or Non-Federal;
for Intragovernmental Gross
Costs, confirm the trading
partner code.
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GC.4

Financial
Reporting
Risks

Gross Costs, including
imputed financing costs
and depreciation or
amortization expenses, are
recorded at incorrect
amounts, or are measured
improperly (V) (Wave 4,
ROMM #58, #60, #61, #63,
and #67)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Gross Costs

Gross Costs, including
imputed financing costs
and depreciation or
amortization expenses, are
recorded at correct
amounts, are valued using
an appropriate valuation
basis, and are measured
properly (Wave 4, FRO
#30, #63, and #67)

Documents supporting
expenses incurred such as:
invoices or other billing
documents, receiving
reports, IPACs, travel
vouchers and receipts,
credit card statements, tec.
Note: For payroll
transactions, SF 52s
(Request for Personnel
Actions), SF 50s
(Notification of Personnel
Action), and timesheets
support recorded payroll
expenses.

Documents to support
accrual estimates recorded
(in instances where invoice
has not been received or to
support payroll accrual
calculations)

For imputed financing costs,
documentation supporting
any significant changes in
actuarial calculations from
prior years

For imputed financing costs,
documentation supporting
evaluation of actual to
expected results supporting
accuracy of models used

For imputed financing costs,
detail listing of amounts paid
during the fiscal year from
the Federal Judgment Fund
to settle lawsuits and claims
against the reporting entity

For imputed financing costs,
detail calculations and
support for other imputed
financing costs

April 2015

Suggested Test
Procedures

Select a sample of recorded
costs and validate transaction
amounts with appropriate
supporting documentation.

GC.5

Gross Costs, including
imputed financing costs
and depreciation or
amortization expenses, of
a reporting entity include
improper payments (R)

Gross Costs of a reporting
entity do not include
improper payments

Documents supporting
expenses incurred such as:
invoices or other billing
documents, receiving
reports, IPACs, travel
vouchers and receipts,
credit card statements, tec.
Note: For payroll
transactions, SF 52s
(Request for Personnel
Actions), SF 50s
(Notification of Personnel
Action), and timesheets
support recorded payroll

Select a sample of recorded
costs and verify that each
cost and corresponding
disbursement:

e agrees to amounts
contained in appropriate
supporting documentation

e is for eligible goods or
services

e is not duplicative in nature

e s for goods or services
that have been received.
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Gross Costs

expenses.

Documents to support
accrual estimates recorded
(in instances where invoice
has not been received or to
support payroll accrual
calculations)

April 2015

Suggested Test
Procedures

GC.6 | IT General and Application | All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Controls may not be achieve the relevant for additional details related to IT General and Application
appropriately designed or FISCAM IT general- and Controls audit readiness activities
operating effectively application-level general
(FISCAM) control objectives.

GC.7 | Budgetary and proprietary Budgetary and proprietary Tie-point reconciliations Review all tie-point

interdependencies may not
be properly maintained as
indicated by tie-point
reconciliation variances

interdependencies are
properly maintained and
reflected in tie-point
reconciliations

including

reconciliation variances

related to Gross Costs and:

e determine the root cause of
the variance

e execute appropriate
corrective actions to
resolve the variance

e document executed
corrective actions

Tie-point reconciliations
related to Gross Costs should
include:

e 6100 + 6400 + 6610 =
(4901, Ending Balance —
4901 Beginning Balance) +
4902

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the General Disclosures Related to the Statement of Net Cost
included in Note 18 of the FY 2014 DoD Agency Financial Report. OMB Circular A-136, Financial
Reporting Requirements, specifies fundamental requirements for Gross Cost footnote disclosures that
reporting entities must consider in carrying out audit readiness activities. The Financial Reporting
assessable unit in the FIAR Guidance provides further details with respect to audit readiness outcomes
that address the presentation and disclosure assertion for the financial statement line items.

5.D.3 STATEMENT OF CHANGES IN NET POSITION

The net position of a reporting entity represents the difference between the assets and liabilities shown on
its balance sheet. The Statement of Changes in Net Position (SCNP) presents a reconciliation of
cumulative results of operations and unexpended appropriations from the beginning to the end of the
reporting period.

Each reporting entity should ensure that the following equations balance for the SCNP:

No. Equation
1 SCNP Beginning Balances = Net Position Balances from prior year Balance Sheet
2 SCNP Ending Balances = Net Position Balances from current year Balance Sheet
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No. Equation
3 Net Cost of Operations Balance in SCNP = Net Cost of Operations Balance in Statement of Net Cost (SNC)
4 Appropriations Used (Cumulative Results of Operations) in SCNP = Appropriations Used (Unexpended

Appropriations) in SCNP

In assessing the individual lines in its SCNP, reporting entities should review relevant sections of OMB
Circular A-136, Financial Reporting Requirements. Specific guidance that reporting entities must follow is
presented for the following four line items which are material to the DoD Consolidated SCNP:

Appropriations Used

Other Financing Sources — Other
Appropriations Received

Other Adjustments

Reporting entities should also review relevant sections of OMB Circular A-136, Financial Reporting
Requirements, for additional information regarding each line on the SCNP.

5.D.3.1 APPROPRIATIONS USED

Appropriations are considered used as a financing source when goods or services have been provided.
The Appropriations Used balance includes appropriations used for both items that are expensed or
capitalized. It does not include undelivered orders or unobligated appropriations. The balance reflected on
the SCNP for Appropriations Used should agree to the balance of the reporting entity for USSGL account
570000 — Expended Appropriations. The detail transactions impacting the account balance should have
been tested in conjunction with the efforts of the reporting entity to assert to the audit readiness of its

SBR.

Audit Readiness Considerations

The following table presents financial reporting risks, outcomes demonstrating audit readiness and KSDs
specific to Appropriations Used. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the audit readiness outcomes relative to the
risk associated with the assertion (as noted in the table). The suggested test procedures can be used to
test key controls operating within the business processes affecting Appropriations Used, and assess the
availability of KSDs that support the controls and amounts recorded.

AU.1

Financial

Reporting

Risks

Appropriations Used may
not pertain to the
reporting entity, may not
be representative of
amounts expended by the
reporting entity, or may
be improperly classified
and summarized (E)
(Wave 4 — SCNP, ROMM
#1)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Appropriations Used

Recorded Appropriations
Used pertain to the
reporting entity, are
representative of amounts
expended by the reporting
entity and are properly
classified and summarized
(Wave 4 — SCNP, FRO #1)

General ledger account
reconciliations for USSGL
account 570000 —

Expended Appropriations

General ledger account
detail for USSGL account
570000 — Expended
Appropriations

Suggested Test
Procedures

Review the posting logic
within the general ledger and
determine whether
transactions impacting
USSGL account 570000 —
Expended Appropriations
map to the correct accounts
in accordance with the
USSGL
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Financial

Reporting

Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Appropriations Used

April 2015

Suggested Test
Procedures

Application Controls may
not be appropriately
designed or operating
effectively (FISCAM)

achieve the relevant
FISCAM IT general- and
application-level general
control objectives

AU.2 | Recorded Appropriations All Appropriations Used Posting logic for Reconcile the balance of
Used may not include all are recorded in the correct | transactions that impact Appropriations Used per the
amounts used by the period and are properly USSGL account 570000 — SCNP to the underlying the
reporting entity, or may summarized (Wave 4 — Expended Appropriations general ledger account detail
not be summarized SCNP, FRO #2) for USSGL account 570000 —
accurately in the financial Other documentation to Expended Appropriations
statements (C) (Wave 4 — support adjusting journal (universe of transactions)
SCNP, ROMM #5) vouchers posted to USSGL

AU.3 | Appropriations Used Appropriations Used account 570000 — Select a sample of journal
included in the financial included in the financial Expended Appropriations vouchers from the universe of
statements are recorded statements are valued transactions and:
at incorrect amounts or correctly, using an
valued on an appropriate valuation basis e Obtain appropriate
inappropriate basis (V) (Wave 4 — SCNP, FRO #3) documentation that
(Wave 4 — SCNP, ROMM adequately supports the
#9) journal voucher

AU.4 | The reporting entity does The reporting entity has e Review the nature of the
not have rights to the rights to the recorded journal voucher for
recorded Appropriations Appropriations Used at a reasonableness
Used at a given date (R) given date (Wave 4 — e Determine whether the
(Wave 4 — SCNP, ROMM | SCNP, FRO #4) transaction has been
#13) appropriately classified in

the SCNP

AU.5 IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”

for additional details related to IT General and Application
Controls audit readiness activities

Footnote Disclosures

In addition to ensuring the audit readiness of its own Appropriations Used balance, a reporting entity must
provide data that is complete and accurate to OUSD(C) for the preparation of the Disclosures Related to
the Statement of Changes in Net Position included in Note 19 of the FY 2014 DoD Agency Financial
Report. OMB Circular A-136, Financial Reporting Requirements, also specifies requirements for SCNP
footnote disclosures that reporting entities must consider for standalone and consolidated reporting
purposes.

5.D.3.2 OTHER FINANCING SOURCES - OTHER

Because the Other Financing Sources — Other account balance is material to the DoD Consolidated
SCNP, reporting entities must be able to reconcile this account balance and ensure that adequate
documentation exists to support transactions recorded to the account. Per OMB Circular A-136, Financial
Reporting Requirements, this account should include financing sources that do not represent budgetary
resources and are not otherwise classified in other line items on the SCNP.

Audit Readiness Considerations

The following table presents financial reporting risks, outcomes demonstrating audit readiness and KSDs
specific to Other Financing Sources - Other. In order to assert audit readiness for this line item, reporting
entities must demonstrate that effective controls are in place to achieve the audit readiness outcomes
relative to the risk associated with the assertion (as noted in the table). The suggested test procedures
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can be used to test key controls operating within the business processes affecting Other Financing
Sources - Other, and assess the availability of KSDs that support the controls and amounts recorded.

OoT.1

Financial

Reporting

Risks

Other Financing Sources
- Other may not pertain to
the reporting entity, may
not be representative of
amounts of transactions
entered into by the
reporting entity, or may
be improperly classified
and summarized (E)
Wave 4 — SCNP, ROMM
#2)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Financing Sources - Other

Recorded Other Financing
Sources - Other represent
amounts of transactions
actually entered into by the
reporting entity and are
properly classified (Wave 4
— SCNP, FRO #5)

General ledger account
reconciliations for USSGL
accounts with activity
included in Other Financing
Sources — Other (e.g.,
719000 — Other Gains,
729000 — Other Losses,
etc.)

General ledger account
detail for USSGL accounts

Suggested Test
Procedures

Review the posting logic
within the general ledger and
determine whether
transactions impacting the
Other Financing Sources —
Other line item on the SCNP
map to the correct accounts
in accordance with the
USSGL

Reconcile the balance of

Application Controls may
not be appropriately
designed or operating
effectively (FISCAM)

achieve the relevant
FISCAM IT general- and
application-level general
control objectives

OT.2 | Recorded Other All Other Financing with activity during the Other Financing Sources —
Financing Sources - Sources - Other are period included in Other Other per the SCNP to the
Other may not include all recorded in the correct Financing Sources — Other underlying the general ledger
amounts used by the period and are properly account detail for USSGL
reporting entity, or may summarized (Wave 4 — Posting logic for accounts with activity during
not be summarized SCNP, FRO #6) transactions that impact the period included in the
accurately in the financial USSGL accounts included Other Financing Sources —
statements (C) (Wave 4 — in Other Financing Sources Other balance on the SCNP
SCNP, ROMM #6) — Other (universe of transactions)
OT.3 | Other Financing Sources Other Financing Sources -
- Other included in the Other included in the Other documentation to Select a sample of journal
financial statements are financial statements are support adjusting journal vouchers from the universe of
recorded at incorrect valued correctly, using an vouchers posted to transactions and:
amounts or valued on an | appropriate valuation basis | accounts included in Other
inappropriate basis (V) (Wave 4 — SCNP, FRO #7) | Financing Sources — Other e Obtain appropriate
(Wave 4 — SCNP, ROMM documentation that
#10) adequately supports the
OT.4 | The reporting entity does The reporting entity has journal voucher
not have rights to or rights to or obligations for e Review the nature of the
obligations for amounts amounts posted to Other journal voucher for
posted to Other Financing | Financing Sources — Other reasonableness
Sources — Other at a at a given date (Wave 4 — e Determine whether the
given date (R) (Wave 4 — | SCNP, FRO #8) transaction has been
SCNP, ROMM #14) appropriately classified in
the SCNP
OT.5 | IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”

for additional details related to IT General and Application
Controls audit readiness activities

Footnote Disclosures

In addition to ensuring the audit readiness of its own Other Financing Sources - Other balance, a
reporting entity must provide data that is complete and accurate to OUSD(C) for the preparation of the
Disclosures Related to the Statement of Changes in Net Position included in Note 19 of the FY 2014 DoD
Agency Financial Report. OMB Circular A-136, Financial Reporting Requirements, also specifies
requirements for SCNP footnote disclosures that reporting entities must consider for standalone and
consolidated reporting purposes.
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The Appropriations Received balance on the SCNP reflects amounts appropriated from Treasury general
fund receipts that are not earmarked by law for a specific purpose. The balance will not necessarily agree
with the Appropriations Received balance reported on the SBR because of differences between
proprietary and budgetary accounting concepts and reporting. For example, certain dedicated and
earmarked receipts are recorded as Appropriations Received on the SBR, but are recognized as
exchange or non-exchange revenue for the SCNP and are reported in accordance with SFFAS No. 7,
Accounting for Revenue and Other Financing Sources and Concepts for Reconciling Budgetary and
Financial Accounting.

Audit Readiness Considerations

The following table presents financial reporting risks, outcomes demonstrating audit readiness and KSDs
specific to Appropriations Received. In order to assert audit readiness for this line item, reporting entities
must demonstrate that effective controls are in place to achieve the audit readiness relative to the risk
associated with the assertion (as noted in the table). The suggested test procedures can be used to test
key controls operating within the business processes affecting Appropriations Received, and assess the
availability of KSDs that support the controls and amounts recorded.

Financial
Reporting
Risks

Recorded Appropriations
Received may not exist at
a given date, do not
pertain to the reporting
entity, or may be
improperly classified and
summarized (E) (Wave 4
— SCNP, ROMM #3)

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Appropriations Received

Recorded Appropriations
Received represent
amounts actually received
by the reporting entity and
are properly classified
(Wave 4 — SCNP, FRO #9)

not have rights to
recorded Appropriations
Received at a given date
(R) (Wave 4 — SCNP,
ROMM #15)

AD.2 | Valid Appropriations All Appropriations
Received may be omitted | Received are recorded in
from financial statements the proper accounting
or may be improperly period and are accurately
classified and classified and summarized
summarized (C) (Wave 4 (Wave 4 — SCNP, FRO
— SCNP, ROMM #7) #10)

AD.3 | Appropriations Received Appropriations Received
included in the financial included in the financial
statements are recorded statements are valued
at incorrect amounts or correctly, using an
valued on an appropriate valuation basis
inappropriate basis (V) (Wave 4 — SCNP, FRO
(Wave 4 — SCNP, ROMM | #11)

#11)
AD.4 | The reporting entity does The reporting entity has

rights to recorded
Appropriations Received at
a given date (Wave 4 —
SCNP, FRO #12)

General ledger account
reconciliations for USSGL
account 310100 —
Unexpended Appropriations
— Appropriations Received

General ledger account
detail for USSGL account
310100 — Unexpended
Appropriations —
Appropriations Received

Posting logic for
transactions that impact
USSGL account 310100 —
Unexpended Appropriations
— Appropriations Received

Other documentation to
support journal vouchers
posted to USSGL account
310100 — Unexpended
Appropriations —
Appropriations Received

Suggested Test
Procedures

Reconcile Appropriations
Received per the SBR to
Appropriations Received per
the SCNP

Identify the general ledger
account detail comprising the
balance of any differences
between Appropriations
Received per the SBR and
Appropriations Received per
the SCNP (universe of
transactions)

Select a sample of journal
vouchers from the universe of
transactions and:

e Obtain appropriate
documentation that
adequately supports the
journal voucher

e Review the nature of the
journal voucher for
reasonableness

e Determine whether the
transaction has been
appropriately classified in
the SCNP
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

April 2015

Suggested Test
Procedures

Appropriations Received

See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
for additional details related to IT General and Application
Controls audit readiness activities

AD.5 | IT General and
Application Controls may
not be appropriately
designed or operating

effectively (FISCAM)

All material systems
achieve the relevant
FISCAM IT general- and
application-level general
control objectives

Footnote Disclosures

In addition to ensuring the audit readiness of its own Appropriations Received balance, a reporting entity
must provide data that is complete and accurate to OUSD(C) for the preparation of the Disclosures
Related to the Statement of Changes in Net Position included in Note 19 of the FY 2014 DoD Agency
Financial Report. OMB Circular A-136, Financial Reporting Requirements, also specifies requirements for
SCNP footnote disclosures that reporting entities must consider for standalone and consolidated reporting
purposes.

5.0.3.4 OTHER ADJUSTMENTS

Because the Other Adjustments account balance is material to the DoD Consolidated SCNP, reporting
entities must be able to reconcile this account balance and ensure that adequate documentation exists to
support transactions recorded to the account. This account includes adjustments to unexpended
appropriations. Examples of adjustments include rescissions, capital transfers and cancellations of
expired appropriations

Audit Readiness Considerations

The following table presents financial reporting risks, outcomes demonstrating audit readiness and KSDs
specific to Other Adjustments. In order to assert audit readiness for this line item, reporting entities must
demonstrate that effective controls are in place to achieve the audit readiness outcomes relative to the
risk associated with the assertion (as noted in the table). The suggested test procedures can be used to
test key controls operating within the business processes affecting Other Adjustments, and assess the
availability of KSDs that support the controls and amounts recorded.

Financial
Reporting

Risks

Other Adjustments may
not pertain to the
reporting entity, may not
be representative of
amounts of transactions
entered into by the
reporting entity, or may
be improperly classified
and summarized (E)

#4)

(Wave 4 — SCNP, ROMM

Outcomes
Demonstrating Audit
Readiness

Key Supporting
Documents

Other Adjustments

Recorded Other
Adjustments represent
amounts of transactions
actually entered into by the
reporting entity and are
properly classified (Wave 4
— SCNP, FRO #13)

General ledger account
reconciliations for USSGL
account 310600 —
Unexpended Appropriations
— Adjustments

General ledger account
detail for USSGL account
310600 — Unexpended
Appropriations —
Adjustments

Suggested Test
Procedures

Review the posting logic
within the general ledger and
determine whether
transactions impacting the
Other Adjustments line item
on the SCNP map to the
correct accounts in
accordance with the USSGL

Reconcile the balance of
Other Adjustments per the
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Financial Outcomes
Reporting Demonstrating Audit
Risks Readiness

Key Supporting Suggested Test
Documents Procedures

Other Adjustments

OT.2 | Recorded Other All Other Adjustments are SCNP to the underlying the
Adjustments may not recorded in the correct Posting logic for general ledger account detail
include all amounts used period and are properly transactions that impact for USSGL account 310600 —
by the reporting entity, or summarized (Wave 4 — USSGL account 310600 — Unexpended Appropriations —
may not be summarized SCNP, FRO #14) Unexpended Appropriations | Adjustments (universe of
accurately in the financial — Adjustments transactions)
statements (C) (Wave 4 —

SCNP, ROMM #8) Other documentation to Select a sample of journal

OT.3 | Other Adjustments Other Adjustments support journal vouchers vouchers from the universe of
included in the financial included in the financial posted to USSGL account transactions and:
statements are recorded statements are valued 310600 — Unexpended
at incorrect amounts or correctly, using an Appropriations — e Obtain appropriate
valued on an appropriate valuation basis | Adjustments documentation that
inappropriate basis (V) (Wave 4 — SCNP, FRO adequately supports the
(Wave 4 — SCNP, ROMM | #15) journal voucher
#12) e Review the nature of the

OT.4 | The reporting entity does The reporting entity has journal voucher for
not have rights to or rights to or obligations for reasonableness
obligations for amounts amounts posted to Other e Determine whether the
posted to Other Adjustments at a given transaction has been
Adjustments at a given date (Wave 4 — SCNP, appropriately classified in
date (R) (Wave 4 — FRO #16) the SCNP
SCNP, ROMM #16)

OT.5 | IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls may achieve the relevant for additional details related to IT General and Application
not be appropriately FISCAM IT general- and Controls audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives

Footnote Disclosures

In addition to ensuring the audit readiness of its own Other Adjustments balance, a reporting entity must
provide data that is complete and accurate to OUSD(C) for the preparation of the Disclosures Related to
the Statement of Changes in Net Position included in Note 19 of the FY 2014 DoD Agency Financial
Report. OMB Circular A-136, Financial Reporting Requirements, also specifies requirements for SCNP
footnote disclosures that reporting entities must consider for standalone and consolidated reporting
purposes.

5.D.4 FINANCIAL REPORTING

Financial Reporting is the process for ensuring the completeness and accuracy of the data provided for
the DoD Agency Financial Report, including proper and adequate note disclosures. Financial Reporting
addresses the presentation and disclosure assertion for all financial statement line items. OMB Circular A-
136, Financial Reporting Requirements, specifies fundamental requirements for adequate and proper
financial statement note disclosures.

All reporting entities must be able to assert to the audit readiness of all business processes and sub-
processes associated with Financial Reporting, including proper note disclosure and general ledger
recording. For reporting entities undergoing, or preparing to undergo a financial statement audit (OMB
and DoD Designated Audit entities), this includes the development of the Management’s Discussion and
Analysis (MD&A), financial statements and notes to the financial statements, required supplementary
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information (RSI), required supplementary stewardship information (RSSI), and other accompanying
information (OAI).*

Standards and Guidance

Additional sources of guidance pertaining to financial management, accounting and record retention
policies for Financial Reporting are contained in the following table.

Financial Management and Accounting Guidance Record Retention Policy
e SFFAS No.: 24 e National Archives and Records Administration (NARA)
e  OMB Circular A-136 — Financial Reporting General Records Schedule 1.1
Requirements . DoD FMR: Volume 1, Chapter 9

e  GAO/PCIE FAM 2010
e  GAO/PCIE FAM 2020

Line Item Audit Readiness Considerations

The following table presents financial reporting risks, Outcomes Demonstrating Audit Readiness and
KSDs specific to Financial Reporting. In order to assert audit readiness for Financial Reporting, reporting
entities must demonstrate that effective controls are in place to achieve the Outcomes Demonstrating
Audit Readiness relative to the risk associated with the assertion (as noted in the table). The suggested
test procedures can be used to test key controls operating within the business processes affecting
Financial Reporting, and assess the availability of KSDs that support the controls and amounts recorded.

Financial Outcomes _
Demonstrating Audit Key Supporting Suggested Test
Readiness Documents Procedures

Reporting
NHE

Financial Reporting

FR.1 Trial balances (or Trial balances (or Trial Balances Review reconciliation of trial
equivalents) are not equivalents) are accurate balance to the listing of
accurate or valid (E, P) and valid (Wave 2 - SBR, Treasury accounts in the
(Wave 2 - SBR, ROMM FRO #1, #2, #5, and #6; Treasury FAST Book and
#12, #13, #39, and #40; | Wave 3, FRO #1; Wave 4, determine whether:

Wave 3, ROMM #11; FRO #1, #5, #9, #13, #14, o all trial balances for all

Wave 4, ROMM #19, #19, #26, #29, #35, #38, Treasury accounts and

#20, #21, #68, and #69) | #44, #56, #57, #61, #65, general ledgers are
#72, and #77) included

e only valid Treasury
accounts are included in
the trial balance.

Review the posting logic
within the general ledger and
determine whether:

e transactions map to the
correct accounts in
accordance with the
USSGL

e changes made to the
posting logic are accurate
and approved by an
authorizing official, as
evidenced by the
approver's signature and
date

# Other reporting entities, such as Military Housing Privatization Initiative, may not produce a stand-alone AFR, but must perform
audit readiness tasks necessary to support the DoD consolidated MD&A, statements, notes, RSI, RSSI and OAL.
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Outcomes
Demonstrating Audit
REETESS

Financial
Reporting
Risks

Key Supporting
Documents

Suggested Test
Procedures

Financial Reporting

e changes or modifications
to the chart of accounts or
the posting logic are
restricted to appropriate
users.

Review postings from the
sub-ledgers to the general
ledger and determine
whether:

e postings are made
completely, accurately, and
in the proper period

e suspense, invalid, or other
rejected or improper
automated postings are
analyzed, researched, and
resolved on a timely basis

e resolution of suspense
postings is properly
approved

e postings are restricted to
appropriate users

e proper segregation of
duties exist.

Verify that all trial balances
(or equivalents) are accurate
and valid.

Verify that all balances (or
equivalents) are produced
timely.

FR.2 All trial balances (or Trial Balances
equivalents) are not
produced timely (C, P)
(Wave 2 - SBR, ROMM
#25, #26, and #41,
Wave 4, ROMM #42,
#43, #44, and #70)
FR.3 All trial balances (or
equivalents) are not
loaded into DDRS-B
timely (C, P) (Wave 2 -
SBR, ROMM #25, #26,
and #41; Wave 4,
ROMM #42, #43, #44,
and #70)

FR.4 Trial balances (or
equivalents) are not
completely or accurately
loaded into DDRS-B (C,
V, P) (Wave 2 - SBR,
ROMM #25, #26, and
#41; Wave 4, ROMM

Trial balances (or
equivalents) are produced
timely (Wave 2 - SBR,
FRO #3, #7, and #8; Wave
4, FRO #71, #73, and #77)

Trial balances (or Trial Balances
equivalents) are loaded
into DDRS-B timely (Wave
2 - SBR, FRO #3, #7, and
#8; Wave 4, FRO #71,

#73, and #77)

Verify that all trial balances
(or equivalents) are loaded
into DDRS-B timely.

Trial balances (or Trial Balances
equivalents) are complete

and accurately loaded into

Verify that all trial balances
(or equivalents) are loaded
into DDRS-B completely and
DDRS-B (Wave 2 - SBR, accurately (debit and credit
FRO #3, #7, and #8; Wave account balances sum to

4, FRO #2, #6, #10, #14, Zero).

#17, #21, #26, #30, #33,

#42, #43, #44, #65, #66,
and #70)

#40, #46, #47, #56, #58,
#63, #67, #71, #72, #73,
and #77)

FR.5

All trial balance data in
DDRS-B is not loaded
into DDRS-AFS timely
(C, P) (Wave 2 - SBR,
ROMM #26 and #41,
Wave 4, ROMM #43 and

All trial balance data in
DDRS-B is loaded into
DDRS-AFS timely (Wave 2
- SBR, FRO #3 and #8;
Wave 4, FRO #4, #8, #12,
#15, #18, #23, #28, #31,

Trial Balances

Verify that all trial balance
data in DDRS-B is loaded into
DDRS-AFS timely.
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Financial
Reporting
Risks

#70)

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Financial Reporting

#32, #42, #45, #49, #60,
#64, #68, #71, #73, and
#77)

April 2015

Suggested Test
Procedures

adjustments recorded in
DDRS-B and DDRS-
AFS are not accurate or
valid (E, P) (Wave 2 -
SBR, ROMM #12, #13,
#39, and #40; Wave 3,

adjustments recorded in
DDRS-B and DDRS-AFS
are accurate (correct
amount, Treasury account,
line of accounting,
reporting entity) and valid

Trading partner data
summarization worksheets

FR.6 Trial balance data is not Trial balance data is Trial Balances Verify that all trial balance
accurately loaded from accurately loaded from data is accurately loaded
DDRS-B into DDRS- DDRS-B into DDRS-AFS from DDRS-B into DDRS-
AFS (V, P) (Wave 2 - (Wave 2 - SBR, FRO #1 AFS.
SBR, ROMM ##39 and and #2; Wave 3, FRO #1,
#40; Wave 3, ROMM Wave 4, FRO #4, #8, #12,
#11; Wave 4, ROMM #15, #18, #23, #28, #31,
#68 and #69) #32, #42, #45, #49, #60,
#64, #68, #71, #73, and
#T7)
FR.7 Journal vouchers and All journal vouchers and Journal Vouchers Select a sample of recorded

adjustments made to the

general ledger, DDRS-B and

DDRS-AFS, and determine

whether:

o the adjustments are
accurately recorded as

ROMM #11; Wave 4, (authorized/approved supported by underlying

ROMM #19, #20, #21, transactions supported by documentation (JV form)

#22, #23, #68, and #69) | appropriate e the JV is signed and dated
documentation) by the preparer

(Wave 2 - SBR, FRO #1,
#2, #5, and #6; Wave 3,
FRO #1; Wave 4, FRO #1,
#5, #9, #13, #14, #19, #26,
#29, #35, #38, #44, #56,
#57, #61, #65, #69, #72,
and #77)

e the adjustments are
reviewed and approved by
an authorizing official as
evidenced by the
approver's signature and
date

e proper segregation of
duties exist.

Review the Year-End Closing
process and determine
whether:

o closing adjustments are
recorded completely,
accurately, and in the
proper period

e closing adjustments are
reviewed and approved by
an authorizing official as
evidenced by the
approver's signature and
date

e posting of closing
adjustments are restricted
to appropriate users.

Verify that all JV activity (e.g.,
non-expenditure transfers,
adjusting entries) recorded in
DDRS-B and DDRS-AFS are
accurate, valid and supported
by appropriate approval
documentation.

Verify that all trading partner
activity is properly
summarized and elimination
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Financial
Reporting
Risks

Outcomes
Demonstrating Audit
REETESS

Key Supporting
Documents

Financial Reporting

April 2015

Suggested Test
Procedures

journal vouchers are
accurate, valid and supported
by appropriate approval
documentation.

FR.8 All journal vouchers and
adjustments recorded in
DDRS-B and DDRS-
AFS are timely (C, P)
(Wave 2 - SBR, ROMM
#26 and #41; Wave 4,
ROMM #42, #43, #44,
and #70)

All journal vouchers and
adjustments are recorded
timely in DDRS-B and
DDRS-AFS (Wave 2 -
SBR, FRO #3, #7, and #8;
Wave 4, FRO #71 and
#73)

Journal Vouchers

See Suggested Test
Procedures for FR.7

FR.9 All financial statements,
related footnotes, and
required and
accompanying
information are not
accurate or valid (E, P)
(Wave 2 — SBR, ROMM
#39 and #40; Wave 3,
ROMM #11; Wave 4,
ROMM #68 and #69)

The financial statements
(Balance Sheet, Statement
of Net Cost, Statement of
Changes in Net Position,
and Statement of
Budgetary Resources),
related footnotes, required
supplementary information,
and other accompanying
information are accurate
(in compliance with
accounting and reporting
standards) and valid
(supported by data in
DDRS-AFS) (Wave 2 —
SBR, FRO #1 and #2;
Wave 3, FRO #1; Wave 4,
FRO #4, #8, #12, #15, #18,
#23, #28, #31, #32, #42,
#45, #49, #60, #64, #68,
and #73)

Financial Statements,
Footnote Disclosures

At year-end and for one
interim quarter, compare the
information in the trial
balance, general ledger and
financial statements to
determine whether:

« the account balances per
the reporting entity trial
balance, DDRS-B, DDRS-
AFS and financial
statements agree

¢ the financial statements
are prepared in
accordance with U.S.
GAAP and underlying
accounts are mapped to
the financial statements in
accordance with the
USSGL

e any exceptions noted are
adequately researched and
resolved.

Review the Performance and

Accountability Report (PAR)

or the Agency Financial

Report (AFR) and the

financial statements and

notes to determine whether:

e the accompanying
information has been
presented, disclosed, and
developed in conformity
with OMB Circular A-136
requirements

o information presented in
notes is consistent with
information reported in the
financial statements

« financial statements and
notes were reviewed and
approved by an authorized
official prior to being
published

e balances and the amounts
per the manually produced
notes agree to the financial
statements, DDRS-B,
DDRS-AFR, and the
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Financial Outcomes

Reporting Demonstra_lting Audit Key Supporting Suggest(;ed Test
Risks Readiness Documents Procedures

Financial Reporting

DDRS produced notes.

Review the Standard
Guidance Checklist at year-
end and one interim quarter
and determine whether:

o the Standard Guidance
Checklist was completed,
reviewed, approved, and
signed and dated by the
preparer and approver

e the Standard Guidance
checklist conforms with the
requirements contained in
FAM 2010, Checklist for
Federal Accounting, and
FAM 2020, Checklist for
Federal Reporting and
Disclosures, to ensure all
required disclosures have
been made.

See also Suggested Test
Procedures for FR.1 and

FR.10

FR.10 | Allfinancial statements, The financial statements Financial Statements, Verify that all information on
related footnotes, and (Balance Sheet, Statement | Footnote Disclosures the financial statements,
required accompanying of Net Cost, Statement of related footnotes and other
information are not Changes in Net Position information is completed
completed timely (C, P) ,and Statement of timely
(Wave 2 — SBR, ROMM | Budgetary Resources),

#41; Wave 4, ROMM related footnotes, required

#70) supplementary information
and other accompanying
information are completed
timely (Wave 2 — SBR,
FRO #1 and #2; Wave 3,
FRO #1; Wave 4, FRO #4,
#8, #12, #15, #18, #23,
#28, #31, #32, #42, #45,
#49, #60, #64, #68, and
#73)

FR.11 | IT General and All material systems See FIAR Guidance Section 3.D.2, “Systems (IT) Controls,”
Application Controls achieve the relevant for additional details related to IT General and Application
may not be appropriately | FISCAM IT general- and Controls audit readiness activities
designed or operating application-level general
effectively (FISCAM) control objectives.

Footnote Disclosures

Reporting entities are responsible for ensuring the completeness and accuracy of data provided to
OUSD(C) for the preparation of the annual DoD Agency Financial Report (AFR), including the related
Footnote Disclosures. OMB Circular A-136, Financial Reporting Requirements, specifies fundamental
requirements for certain footnote disclosures that reporting entities must consider in carrying out audit
readiness activities.
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6. AUDIT INFRASTRUCTURE & SUSTAINMENT

6.A NECESSARY INFRASTRUCTURE

Reporting entities undergoing a first-year audit frequently underestimate the workload and level of effort
needed to support their auditors. With a need to substantiate beginning balances, first-year audits require
substantially larger sample sizes and place greater demands on both the auditor and auditee. To manage
this surge in effort, reporting entities should have the necessary infrastructure in place before beginning a
first-year audit. Reporting entities must demonstrate that their infrastructure includes robust retention,
storage and retrieval capabilities for supporting documentation. The reporting entity should designate
dedicated audit liaisons to create and sustain this infrastructure during the first-year audit. The audit
liaisons should focus on the following major tasks:

Audit Coordination

During a first-year audit, auditors typically spend a significant amount of time gaining an understanding of
the reporting entity under audit. This is accomplished through reviews of documentation (e.g., policies
and procedures, agency financial reports, business process flowcharts and narratives, etc.) and
interviews with key personnel. The coordination and satisfaction of these auditor requests for
documentation and interviews is essential to providing auditors with the information they need, within their
time constraints, to help support a successful and timely audit.

Sensitive Activity

Reporting entities may process sensitive activity that requires special handling, e.g., transactions for
classified programs; such activity will be in scope for an audit. Necessary elements of a successful audit,
such as compiling and reconciling a universe of transactions, and assembling appropriate supporting
documentation, also apply to sensitive activity; however special handling is required to ensure proper
treatment and dissemination of sensitive data. Reporting entities must develop a plan and process by
which samples can be screened and sensitive activity passed to the DoD OIG, prior to
commencement of an audit/exam. For FIAR Guidance purposes, sensitive activity is any type of activity
that is not unclassified.

A sensitive activity process needs to address two potential risks when sensitive activity is subject to audit:
(1) compromising the sensitive activity; and (2) limiting the auditor’s scope. Accordingly, three overall
objectives must be met:

e Compilation of a complete, reconciled universe of transactions
e Ability to identify sensitive activity
e Safeguarding sensitive activity

For each financial statement line item, one reconciled universe of transactions will be provided to the IPA
and DoD OIG. The IPA must be at ease with the approach used to compile the transaction universe.
Once a testing population has been selected by the IPA, sensitive activity must be identified; testing of
sensitive transactions can then be conducted by the DoD OIG. The IPA needs to be comfortable with,
and able to review, the DoD OIG’s work.

With appropriate safeguards, reporting entities can avoid compromising sensitive activity, which could
have security repercussions. Furthermore, scope limitations in a financial statement audit could lead to a
modified opinion or a disclaimer. By properly planning for and handling sensitive activity, reporting entities
can mitigate these risks.

Document Management

All first-year audits include requests for substantial supporting documentation to verify management’s
beginning balances. In a first-year audit, sample sizes can be up to three times the size of those for a
recurring audit; therefore, management should establish an infrastructure to manage these requests, as
well future audits. This infrastructure includes receiving requests from the auditors, coordinating with field
personnel to collect and submit the documentation to the auditors, and responding to auditor questions
about the documentation. In a first-year audit, it is common for management to receive a large number of
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auditor questions about supporting documentation because the auditors are building an understanding of
the reporting entity and its operations.

As a general rule, reporting entities must ensure they are prepared to respond to audit team PBC
requests within 5 business days. Expected response times may vary depending on the nature,
timing and extent of the request.

Document Retention

Records management and document retention requirements applicable to Federal entities are included in
the U.S. Code Title 44 and the National Archives and Records Administration (NARA) General Record
Schedules. NARA has recently issued new General Records Schedules (GRS) affecting financial
management records (effective in FY 2015). Generally, GRS 1.1, Financial Management and Reporting
Records, provides for retention of documentation for as long as necessary to support audit requirements.
Furthermore, the Department has also developed supplementary guidance in DoDD 5015.2 and in the
DoD 7000.14R - FMR Volume 1, Chapter 9 — Financial Records Retention. Additionally, DoD has
designated records officers who may be able to provide assistance. To identify the records officer for your
entity, see the Federal Agency Records Officer List at: http://www.archives.gov/records-
mgmt/agency/departments/defense.html.

As previously discussed, auditors performing government financial statement audits in the United States
must adhere to professional standards, which have been codified as Clarified Auditing Standards (AU-
Cs). The audit standards do not directly contain document retention requirements, but they define
accounting records and audit evidence (e.g., supporting documentation) that auditors must obtain and
test to form an opinion on the reporting entity’s financial statements.

Accounting records, per AU-C 500 paragraph .05, generally include “[t]he records of initial accounting
entries and supporting records, such as checks and records of electronic fund transfers; invoices;
contracts; the general and subsidiary ledgers; journal entries and other adjustments to the financial
statements that are not reflected in journal entries; and records, such as worksheets and spreadsheets,
supporting cost allocations, computations, reconciliations, and disclosures.”

Per DoD 7000.14R — FMR Volume 1, Chapter 9, all financial records, both paper and electronic,
documenting the acquisition of DoD Property, Plant & Equipment (PP&E), materials and supplies
(including fixed and other assets, real and personal property, operating materials and supplies, stockpile
materials, and National Defense PP&E), services, military and civilian pay, and other financial
transactions must be maintained in accordance with the period specified in Authorized Records
Schedules. Authorized Records Schedules include the applicable NARA General Records Schedule
(GRS 1.1) or an Alternative Disposal Schedule approved by NARA in accordance with 44 U.S.C. 3303.

An Alternative Disposal Schedule may contain more stringent (longer duration) document retention
requirements to support reliable financial information and annual auditability.

Issue/Findings Management
As an audit progresses, the following two kinds of issues typically arise, especially during first-year audits:

e Audit Impediments — Typical impediments include unorganized documentation and issues
associated with the format and content of system downloads. As such, conflicts will occur due to
competing demands on limited resources. These impediments must be identified, discussed, and
promptly resolved. Otherwise, the likelihood of delays in schedule (and potential scope
restrictions) increases due to the cumulative effect of these issues.

¢ Audit Findings — As the audit progresses, the auditors will identify findings and recommendations.
The reporting entity must develop Plans of Action and Milestones (POAMSs) and assign
resources to lead remediation efforts for findings the reporting entity agrees are valid.
Without periodic PMO monitoring, there is a risk that remediation efforts will not be sustained.
Significant control deficiencies contribute directly to additional time and auditor fees because
alternative procedures must be performed to overcome control deficiencies. Therefore, timely and
effective remediation of audit findings results in direct savings of Departmental resources.
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6.A.1 HUMAN CAPITAL

The reporting entity must ensure that the personnel assigned to support an audit (and perform
FIAR activities) have the necessary level of competence. This includes having a basic knowledge of
accounting and auditing concepts, including:

o familiarity with financial statements and their content

e understanding of financial statement assertions

e knowledge of accounting requirements, including DoD policies
e understanding of internal controls

o familiarity with the reporting entity’s systems

After determining the assessable units, the reporting entity should identify the competencies required
(e.g., accounting, information technology, fiscal law) to achieve auditability and reliable financial
information and determine whether the personnel assigned to audit readiness tasks have the required
competencies or whether those competencies need to be developed.

The Office of the Under Secretary of Defense (Comptroller) has developed EM myL earn, a multi-purpose
website (CAC restricted) for DoD financial management workforce, to serve as an online catalog of
professional training opportunities for financial management personnel and support career-long learning
objectives. The people assigned to FIAR activities should participate in financial management training,
ensuring that they have sufficient knowledge of accounting and auditing requirements to complete the
tasks accurately.

In addition to competence, the people who perform the work must have the necessary objectivity.
Persons responsible for evaluating the design of internal controls, performing tests of operating
effectiveness, validating the sufficiency of corrective actions and testing for the adequacy of supporting
documentation should not be the personnel responsible for performing the control or reporting directly to
the person performing the control. Preferably, personnel performing discovery audit readiness efforts are
outside of the organizational unit that is responsible for carrying out the day-to-day operational activities.
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The Chief Financial Officers (CFO) Act of 1990, as amended by the Government Management Reform
Act (GMRA), requires major agencies of the federal government, including the DoD, to prepare and
submit audited financial statements. In FY 2017, reporting entities must have achieved audit readiness
and be ready to commence full financial statement audits in FY2018 (see Figure 1-1 on page 2).

Per OMB Bulletin 14-02, federal audits must be conducted in accordance with generally accepted
government auditing standards (GAGAS). To help auditors ensure they comply with GAGAS, the
GAO/PCIE developed the Financial Audit Manual (FAM), which incorporates the four phases of a
standard financial statement audit: planning, internal control, testing and reporting. During an audit, the
audit team will aim to collect evidence in each phase to help determine whether the financial statements
under audit are fairly presented in conformity with U.S. GAAP.

Reporting entities should recognize that a great deal of resources must be invested in preparing for the
arrival of the audit team. These efforts should include defining expectations for audit support personnel,
addressing logistical considerations for facilitating the audit and addressing known deficiencies. This
advance preparation will help to promote audit efficiency.

Key measures that should be taken when planning for the arrival of the audit team include developing a
project plan for the audit and compiling an onboarding binder for audit team members. A detailed project
plan allows the reporting entity to formally designate audit resources and establish expected timelines for
major audit tasks. The onboarding binder should include documentation that will help the audit team
become acclimated with the reporting entity.

A strategy briefing will be held prior to the start of an audit by reporting entity leadership and/or the FIAR
Directorate to communicate a strategy for supporting the audit to audit support personnel. The briefing will
help set the tone for the audit as well as allow for the discussion of challenges that are likely to be
encountered once the audit begins.

The following table identifies key tasks and supporting parties that must be completed before the audit

team arrives.

No. Task Supporting Party Description
1 Identify Points of FIAR Audit Liaison Primary and secondary Reporting Entity and Service
Contact (POCs) Team**, DFAS, Provider audit liaisons responsible for coordination of audit

Reporting Entity Audit
Liaisons, Service
Provider Audit Liaisons

requests with the FIAR audit liaison team should be
identified. Primary and secondary POCs at the functional
level should also be identified, including human resources,
logistics, acquisitions, etc.

2 Set the Tone for
Audit to Senior
Leadership and

FIAR Audit Liaison
Team, DFAS,
DCFO/FIAR Director®

The DCFO, supported by the FIAR audit liaison team,
should conduct a briefing with Reporting Entity leadership
to set the tone and articulate the strategy for supporting the

FM Staff audit. The DCFO will maintain a commitment to creating
and sustaining a culture of consistent reinforcement with
personnel that will be supporting the audit.

3 Define Reporting Entity Audit Reporting Entity audit liaisons should coordinate with

Expectations at the
Functional Level
(e.g., Operations,
Information
Technology, etc.)

Liaisons

functional level POCs to ensure that each has a clear
understanding of the nature and extent of the audit
requests they will be expected to fulfill.

* The FIAR Audit Liaison role is expected to be utilized for future audits and exams of ODOs. The role does not apply to Military
Department audits or exams. It also does not apply to ODO audits or exams that have already commenced. In these instances a
FIAR Audit Liaison is not utilized, but it is expected that the reporting entity will have internally designated audit liaisons to complete

the noted task.

* The DCFO and the FIAR Director are expected to play a leading role in facilitating future audits and exams of Other Defense
Organizations. In instances where a task has been assigned to the DCFO and/or the FIAR Director, Military Departments and ODOs
that have already commenced audits or exams are expected to already have such tasks assigned to be completed by their own

internal leadership.

SECTION 6: AUDIT INFRASTRUCTURE AND SUSTAINMENT
221

6.B Audit Process - Overview



FIAR Guidance

April 2015

No. Task Supporting Party Description

4 Develop Project FIAR Audit Liaison Team | The FIAR audit liaison team should develop a project plan

Plan that provides time and resource estimates for the various
phases of the audit. The project plan will be circulated to
Reporting Entity and Service Provider audit liaisons and
discussed during pre-audit meetings. The project plan will
enable the FIAR Directorate, Reporting Entity and Service
Providers to monitor the status of key tasks during the
audit, as well as meet the expectations of the audit team.

5 Establish FIAR Audit Liaison A transaction data warehouse must be established and
Transaction Data Team, Reporting Entity maintained, as well as related SOPs outlining the
Warehouse Audit Liaisons, Service processes for populating data in the data warehouse.

Provider Audit Liaisons, General ledger system owners are responsible for
DCFO/FIAR Director transmitting accounting transaction details to the
transaction data warehouse on a regular basis.

6 Establish Protocols | FIAR Audit Liaison Team | The FIAR audit liaison team should establish protocols for
for Audit Requests the Reporting Entities, Service Providers and audit team to
Using FIAR Audit follow when using the FIAR ARC Tool during the audit.
Response Center Protocols include who should access the FIAR ARC Tool,
(ARC) Tool how the audit team will load PBC and documentation

requests and how audit support staff will submit requested
documents. These protocols should be communicated out
to all personnel supporting the audit.

7 Establish KSD FIAR Audit Liaison FIAR, Reporting Entity, and Service Provider audit liaisons
Repositories and Team, DFAS, Reporting | should review consolidated KSD listings and understand
Understand KSD Entity Audit Liaisons, which KSDs they are responsible for providing during the
Responsibilities Service Provider Audit audit. The audit liaisons should also locate where these

Liaisons, DCFO/FIAR KSDs are maintained, and if necessary establish a KSD

Director repository, to ensure they can provide them upon auditor
requests in a timely manner. In doing so, the FIAR audit
liaison team and Reporting Entity audit liaisons and
Service Provider audit liaisons will be able to gain
efficiencies as they are prompted to retrieve documentation
requests during the course of the audit.

8 Establish Quality FIAR Audit Liaison QA procedures should be established with specific
Assurance (QA) Team, DFAS, Reporting | standards for reviewing documentation at the:

Procedures Entity Audit Liaisons,
Service Provider Audit e Reporting Entity/Service Provider functional level,
Liaisons e  Reporting Entity/Service Provider audit liaison
level, and
e FIAR audit liaison level.

These standards should ensure documentation meets
audit objectives and addresses auditor requests completely
and accurately prior to submission to the audit team.

9 Develop and FIAR Audit Liaison The FIAR audit liaison team should develop and conduct
Conduct Training Team, DFAS, Reporting | training for audit support personnel at the Reporting
for Audit Support Entity Audit Liaisons, Entities and Service Providers. This training will help audit
Personnel Service Provider Audit support personnel to understand the type of information

Liaisons

requests that can be expected from the audit team and
what documentation satisfies audit team requests in terms
of quality, accuracy and timeliness. The training will also
place an emphasis on how communications with the audit
team will be handled.
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No. Task Supporting Party Description
10 Develop FIAR Audit Liaison An onboarding binder should be compiled to present to
Onboarding Binder | Team, DFAS, Reporting | audit staff during the entrance conference or onboarding
and Training for Entity Audit Liaisons, session. The binder should include:
Audit Team Service Provider Audit e  FIAR Audit Liaison POC information for all
Liaisons requests.

e Listing of relevant Service Providers.

e Reporting Entity and Service Provider POC
information.

e Organization charts for the Reporting Entity and
relevant Service Providers.

e Reporting Entity mission objectives, history and
strategic plans.

e Listing of Reporting Entities and Service
Providers.

e Roles and responsibilities of the Reporting
Entities and Service Provider personnel that will
be supporting the audit.

11 Perform FIAR Audit Liaison The COR for the audit engagement will assume
Contracting Officer | Team, DFAS, Reporting | responsibility for the logistics of the audit engagement. The
Representative Entity Audit Liaisons, COR will be responsible for ensuring all audit team
(COR) Tasks Service Provider Audit members are onboarded timely, including obtaining

Liaisons necessary badges and providing access to required

systems. The COR should also maintain an adequate
degree of oversight over the progress of the audit.

Auditing standards require audits to be properly planned so they can be performed in an effective and
efficient manner. The planning phase involves considerations of the many issues an auditor may face
while executing the audit. The FIAR Directorate, reporting entities, and service providers will be expected
to coordinate the completion of general administrative tasks during the planning phase with the audit
team including scheduling logistics and the communication of deadlines to audit support personnel.

The internal control phase provides the audit team the opportunity to gain an understanding of the design
and effectiveness of internal controls. During this phase, the audit team will test and assess internal
controls to reach conclusions about the reliability of financial reporting and risks of material misstatement.
In instances where the audit team determines controls to be effective, the extent of subsequent test
procedures and documentation requests may be reduced.

During the testing phase, the audit team will test significant assertions related to account balances. The
types of tests that may be performed during the testing phase include tests of details, compliance tests
and analytical procedures. Audit support personnel should anticipate a substantial volume of
documentation requests during this phase of the audit.

During the reporting phase, the audit team will report the results obtained during execution of audit
procedures and testing. It will draft reports providing conclusions on the financial statements, internal
control and financial systems. Responses to audit findings will be sought from reporting entity leadership
and/or the FIAR Directorate. Audit support personnel will assist with wrap-up activities such as
responding to additional inquiries or documentation requests arising from overall analytical procedures.

The remainder of this section of the FIAR Guidance discusses the four stages of a financial statement
audit and identifies what is expected of audit support personnel.

6.B.1 PLANNING PHASE

In the planning phase, the audit team will develop strategies for obtaining evidence needed to report on
the financial statements, internal controls and compliance with laws and regulations of a reporting entity.
The nature, extent, and timing of the audit depend on factors including the size and complexity of a
reporting entity and the experience of the audit team with the reporting entity.
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The audit team will seek to gain an understanding of the operations of the reporting entity and its internal
controls. Observations, interviews and policy and procedure manuals will help the audit team obtain an
understanding of significant business processes and information systems. The FIAR Directorate has
developed TI-97-wide process documentation; FIAR audit liaisons should ensure that they are well-
versed in TI-97-wide process flowcharts and system documentation before starting the audit. FIAR audit
liaisons should confirm that reporting entity and service provider audit liaisons are familiar with this
documentation as well.

Before starting the audit, FIAR audit liaisons should collaborate with reporting entity and service provider
audit liaisons to analyze financial statement line items on a comparative basis and identify underlying
causes of significant fluctuations (i.e., fluctuations greater than ten percent). Once the audit begins, FIAR
audit liaisons will provide the audit team with comparative financial statements and any related “provided
by client” (PBC)>® list requests such as budget data. FIAR audit liaisons should be prepared to respond to
audit team inquiries regarding account fluctuations and provide relevant supporting documentation as
necessary.

In the planning phase, the audit team will seek to identify conditions that increase the risk of internal
control failure or fraud. The audit team will identify these conditions by reviewing business processes,
information systems and the results of preliminary analytical procedures. Reporting entity and service
provider audit liaisons can assist the audit team in this process by providing agency-specific business
process and system documentation to FIAR audit liaisons as requested. Additionally, FIAR audit liaisons
should obtain SSAE No. 16 examination reports from service provider audit liaisons and ensure that they
are readily available for the audit team.

The audit team will make inquiries of reporting entity management regarding management’s assessment
of the risk of a material financial statement misstatement due to fraud. The audit team will inquire about
the process management uses for identifying, responding to and monitoring the risks of fraud with the
reporting entity. Additionally, the audit team will inquire about communications management has had with
employees regarding its views on business practices and ethical behavior.

During the planning phase, the audit team will gain an understanding of the design of general, application
and user controls for significant information systems. The audit team will also tentatively conclude
whether the controls are likely to be effective. To assist, reporting entity and service provider audit
liaisons must be able to provide documentation about significant information systems and system controls
to FIAR audit liaisons. This documentation will subsequently be provided by FIAR audit liaisons to the
audit team for review.

The following table identifies key tasks and supporting parties for the planning phase of a financial
statement audit.

No. Task Supporting Party Description
1 Participate in Entrance | FIAR Audit Liaison The audit team will conduct the Entrance Conference
Conference with Audit | Team, DFAS, Reporting | with the DCFO, FIAR Director, FIAR audit liaison team,
Team Entity Audit Liaisons, Reporting Entity leadership and Service Provider
Service Provider Audit leadership to kick off the audit. During the Entrance
Liaisons, DCFO/FIAR Conference, the audit team will discuss audit
Director requirements, other relevant information and plans for
field and site visits.
2 Conduct Onboarding FIAR Audit Liaison The FIAR audit liaison will provide an onboarding

Training for Audit
Team

Team*, DFAS,
Reporting Entity Audit
Liaisons, Service
Provider Audit Liaisons

training to assist the audit team in gaining an
understanding of the Reporting Entity. The training will
explain the organization structure, describe the various
Service Providers that are relevant to the Reporting
Entity under audit and outline the SSAE No. 16
examination reports that are available.

%A PBC list is a list of items requested by the audit team that will be required to be provided prior to the commencement of
fieldwork. PBC lists are preliminary and will likely be expanded once the audit begins.
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No. Task Supporting Party Description

3 Review End-to-End FIAR Audit Liaisons, The FIAR audit liaisons, along with the Reporting Entity
Processes and DFAS, Reporting Entity | and Service Provider audit liaisons, should review the
Provide to Audit Team | Audit Liaisons, Service Reporting Entity and Service Provider end-to-end

Provider Audit Liaisons process documentation. The review should ensure that
narratives and flowcharts are both current and accurate
before being provided to the audit team.

4 Obtain SSAE No. 16 FIAR Audit Liaison All SSAE No. 16 examination reports must be obtained
Examination Reports Team from Service Provider audit liaisons and made available

for review by the audit team.

5 Maintain SOPs FIAR Audit Liaison Reporting Entities and Service Providers should

Team, Reporting Entity maintain and update all standard operating procedure

Audit Liaisons, Service (SOP) manuals for key business processes. These

Provider Audit Liaisons SOPs may ultimately be requested by an audit team
during the course of an audit. The existence and regular
maintenance of SOPs demonstrates that a Reporting
Entity is committed to minimizing variation in performing
fundamental processes.

6 Obtain Provided By FIAR Audit Liaison Using the KSD listings, the FIAR audit liaison team, with
Client (PBC) Request | Team, Reporting Entity support from the Reporting Entity and Service Provider
List Audit Liaisons, Service audit liaisons, should prepare sample “perfect packages”

Provider Audit Liaisons that include all requested journal vouchers and
supporting documentation. These “perfect packages”
should be shared so personnel can become familiar with
the quality and type of documentation that could be
requested by the audit team. Once the audit team has
distributed the PBC lists, the FIAR audit liaisons will
disseminate to the Reporting Entity and Service Provider
audit liaisons.

7 Identify and Research | FIAR Audit Liaison Before starting an audit, the FIAR audit liaison team
Significant Account Team, Reporting Entity should collaborate with Reporting Entity and Service
Fluctuations Audit Liaisons, Service Provider audit liaisons to analyze financial statement line

Provider Audit Liaisons items on a comparative basis. Significant year-over-year
fluctuations should be identified and underlying causes
researched. Documentation should also be obtained to
support explanations for significant account fluctuations
that are identified.

8 Obtain Intra- DFAS, Reporting Entity | Reporting Entity audit liaisons should collaborate to
Departmental Audit Liaisons obtain reconciliations, control documentation and MOUs
Supporting to support intra-Departmental funding activity for
Documentation applicable Reporting Entities.

6.B.2 INTERNAL CONTROL PHASE

During the internal control phase of an audit, the audit team will perform risk assessment procedures and
expand its understanding of internal controls from the planning phase. For controls over financial
reporting, the audit team will also assess the risk of internal control failures and the risk of material
financial statement misstatements.

The audit team will seek to obtain an understanding of the design of information systems including those
processes relevant to financial reporting for processing and reporting of accounting, budget, compliance,
and operations data, and maintaining accountability for the related assets, liabilities and budgetary
resources. FIAR, reporting entity and service provider audit liaisons will support this effort by ensuring that
systems documentation is readily available to be provided to the audit team upon request. FIAR audit
liaisons will obtain applicable SSAE No. 16 examination reports and relevant Federal Information System
Controls Audit Manual (FISCAM) documentation so the audit team can confirm its understanding of
significant systems. Audit liaisons must also coordinate system walkthroughs with the audit team.
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As part of the internal control phase, the audit team will test the design and operating effectiveness of key
internal control activities. This testing will include information system control tests. FIAR audit liaisons will
coordinate these tests with reporting entity and service provider audit liaisons.

Based on the evaluation of the design and implementation of internal control and the results of control
tests, the audit team will preliminarily assess the effectiveness of internal control. The audit team will
reevaluate this preliminary assessment at the conclusion of the testing phase.

The following table identifies key tasks and supporting parties for the internal control phase of a financial
statement audit.

No. Task Supporting Party Description

1 Compile Systems FIAR Audit Liaison Flowcharts, narratives and any relevant SOPs or desktop

Documentation Team, Reporting Entity manuals for significant information systems should be
Audit Liaisons, Service reviewed, organized and made readily available for the
Provider Audit Liaisons audit team.

2 Compile Process FIAR Audit Liaison Flowcharts, narratives and any relevant SOPs or desktop

Documentation Team, Reporting Entity manuals for significant business processes should be
Audit Liaisons, Service reviewed, organized and made readily available for the
Provider Audit Liaisons audit team.

3 Coordinate FIAR Audit Liaison Coordination must occur between the FIAR, Reporting
Systems Team, Reporting Entity Entity, and Service Provider audit liaisons and the audit
Compliance Audit Liaisons, Service team so that tests for compliance of systems with FFMIA
Testing Provider Audit Liaisons can be conducted.

4 Fulfill Ad Hoc FIAR Audit Liaison Various ad hoc requests relating to the internal control
Internal Control Team, Reporting Entity environment of the Reporting Entity are likely to arise
Requests Audit Liaisons, Service during this phase of the audit. A comprehensive

Provider Audit Liaisons understanding of the systems, business processes and
control activities in place is required to be able to fulfill
these responses in a timely fashion.

5 Coordinate Reporting Entity Audit Reporting Entity audit liaisons should collaborate to
Intra-Departmental | Liaisons provide process flowcharts, narratives and internal control
Internal Control documentation to support intra-Departmental funding
Review activity for applicable Reporting Entities. Process and

system walkthroughs must also be coordinated with the
audit team as requested.

6.B.3 TESTING PHASE

The audit team will obtain evidence during the testing phase to report on the financial statements, internal
control, systems compliance and compliance with significant provisions of laws and regulations. The audit
team will gather evidence by performing various substantive audit procedures. It may also perform tests
of control effectiveness at the relevant assertion level. Audit liaisons and operations personnel will assist
the audit team in the performance of walkthroughs and respond to documentation requests arising from
control tests. In responding to documentation requests, audit liaisons must ensure that documentation is
submitted to the audit team within agreed upon timeframes and has undergone a multilevel quality
assurance review.

Substantive analytical procedures consist of evaluations of both financial and nonfinancial data.
Examples of substantive analytical procedures include scanning account details and recalculating
estimates of account balances for reasonableness. Reporting entities and service providers must be
prepared to respond to audit team requests for explanations and evidence for analytical procedures. The
audit liaisons will perform quality assurance reviews to ensure documentation supports the requests of
the audit team. The audit team will in turn determine whether explanations and corroborating evidence
provide an acceptable level of assurance.

For detall tests, the audit team will select a sample of items from account balance populations or portions
of account balances. For example, an auditor selecting individual expense amounts from a general ledger
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and then examining corresponding invoices for support would be a detail test. Audit liaisons must
collaborate to provide detail testing support at this stage of the audit.

The audit team will conduct cutoff detail tests of transactions occurring near the end of the fiscal year.
These tests will allow the audit team to obtain evidence that transactions for each year are included in the
financial statements of the appropriate year.

Detall tests may require operational personnel at the reporting entities and service providers to obtain and
provide substantial amounts of documentation. The performance of adequate quality assurance reviews
is particularly important as the outcome of this phase will have a significant impact on the opinion to be
rendered by the audit team.

The following table identifies key tasks and supporting parties for the testing phase of a financial
statement audit.

No. Task Supporting Parties Description

1 Provide Internal FIAR Audit Liaison Coordination must occur with the audit team so that
Controls Testing Team, DFAS, Reporting internal control tests of operating effectiveness can be
Support Entity Audit Liaisons, conducted. This coordination will include assisting in

Service Provider Audit walkthroughs and providing supporting documentation to
Liaisons demonstrate the controls are operating effectively in
response to audit team requests.

2 Provide Analytical FIAR Audit Liaison General ledger account balances must be reviewed for
Procedures Team, DFAS, Reporting large or unusual fluctuations from one period to the next.
Response Support | Entity Audit Liaisons, In instances where such fluctuations are identified,

Service Provider Audit documentation to explain and support the variance should
Liaisons be obtained and made available for the audit team.
3 Provide Detail FIAR Audit Liaison Reporting Entity audit liaisons and Service Provider audit
Testing Support Team, DFAS, Reporting liaisons should be prepared to fulfill a broad range and

Entity Audit Liaisons, high volume of requests for documentation to support

Service Provider Audit detail balances. These requests made by the audit team

Liaisons and communicated via FIAR audit liaisons will need to be
fulfilled in a timely manner. Reporting Entity audit liaisons
and Service Provider audit liaisons should perform
thorough QA reviews of supporting documentation prior to
submission to the FIAR audit liaison team.

4 Leverage FIAR Audit Liaison Leverage the Consolidated KSD Listings in an effective
Consolidated KSD | Team, Reporting Entity manner so that KSDs requested by the audit team during
Listings Audit Liaisons, Service the testing phase can be retrieved in a timely manner

Provider Audit Liaisons within the agreed upon timeline.

5 Leverage FIAR Audit Liaison Leverage the transaction data warehouse in an effective
Transaction Data Team, DFAS, Reporting manner so that transaction data requested by the audit
Warehouse Entity Audit Liaisons, team during the testing phase can be retrieved in a timely

Service Provider Audit manner within the agreed upon timeline.
Liaisons
6 Conduct Regular FIAR Audit Liaison Team | FIAR audit liaisons should coordinate weekly status

Status Meetings

meetings with the audit team and monthly status meetings
with Reporting Entity and Service Provider audit liaisons to
discuss the status of the audit, any challenges
encountered and upcoming deadlines.

6.B.4 REPORTING PHASE

Based upon the work performed in the preceding phases of the audit, the audit team will decide how to
report on the financial statements taken as a whole during the reporting phase. The audit team will also
evaluate management’s discussion and analysis (MD&A), required supplementary and stewardship
information, internal control over financial reporting, compliance with FFMIA and compliance with laws
and regulations. The MD&A will be prepared by reporting entity leadership and will provide a narrative of
overall financial performance and condition.
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As the audit nears completion, the audit team will perform overall analytical procedures to determine if an
adequate understanding of all fluctuations from expectations and relationships in the financial statements
has been obtained. As part of overall analytical procedures, the audit team may determine it is necessary
to conduct additional inquiries or request additional documentation to obtain an adequate understanding.
Reporting entity and service provider audit liaisons should anticipate the need to coordinate these
requests.

During the reporting phase, the audit team will obtain representations from the reporting entity’s legal
counsel regarding litigation, claims, and assessments. These representations will better enable the audit
team to consider any liabilities, contingencies or uncertainties that may impact the reporting entity or its
financial statements.

The audit team will perform procedures to identify subsequent events that may occur after the balance
sheet date, but before the audit report is issued. Subsequent events that have a material impact on the
financial statements will require adjustment to or disclosure in the financial statements. The audit team
will perform subsequent event procedures near the completion of the audit.

During the reporting phase, the audit team will obtain written representations from reporting entity
management. These representations will supplement other audit procedures performed by the audit team
and clearly define management’s responsibilities with respect to the reporting entity’s financial statements
and the audit.

A draft of the audit report will be provided to reporting entity leadership and/or the DCFO and FIAR
Director prior to issuance. Upon receipt of the draft report, reporting entity leadership and/or the DCFO
and FIAR Director should review the report and provide written comments back to the audit team
regarding the findings, conclusions and recommendations contained within the draft report. Reporting
entity leadership and/or the DCFO and FIAR Director should also include any corrective action plans that
have been developed to address findings of the audit report. The audit team will subsequently include the
written comments into its final report.

Audit fieldwork may result in the issuance of notifications of findings and recommendations (NFRs) by the
audit team. Once reporting entity leadership and/or the DCFO and the FIAR Director has received final
NFRs, meetings should be held internally to discuss the NFRs and develop corrective action plans to
remediate control deficiencies, material weaknesses and other audit findings.

Corrective action plans should identify the cause of the finding, the impact or implications of the finding
and specific measures to be taken to remediate the finding. Corrective action plans should also include
timelines for implementation, parties responsible for implementation and specific measures for validating
the implementation of a corrective action plan has occurred.

The following table identifies key tasks and supporting parties for the reporting phase of a financial
statement audit.

No. Task Supporting Party Description
Support Overall FIAR Audit Liaison Adequate resources should be allocated to fulfilling
1 Analytical Team, DFAS, Reporting documentation requests and providing responses to
Procedures Entity Audit Liaisons, inquiries arising as the audit team performs overall
Service Provider Audit analytical procedures necessary to complete the reporting
Liaisons phase of the audit.
Coordinate Exit FIAR Audit Liaison Team | An exit conference must be held with the audit team to
2 Conference review the results of the audit and provide feedback on
conclusions reached and recommendations made. The
DCFO, FIAR Director, Reporting Entity management and
Service Providers should be in attendance.
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No. Task Supporting Party Description
Review Draft Audit | FIAR Audit Liaison A draft audit report should be reviewed by appropriate
3 Report Team, DFAS, Reporting personnel providing the opportunity to comment on

Entity Leadership, findings or areas of concern.
Reporting Entity Audit
Liaisons, Service
Provider Audit Liaisons,
DCFO/FIAR Director

4 Provide FIAR Audit Liaison After reviewing the audit findings, responses to the findings

Responses to
Audit Findings

Team, DFAS, Reporting
Entity Leadership,
Reporting Entity Audit
Liaisons, Service
Provider Audit Liaisons,
DCFO/FIAR Director

must be developed and subsequently provided to the audit
team.
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6.C AUDIT EXECUTION AND SUSTAINMENT
6.C.1 EXAMINATION PROCESS

The FIAR Directorate reviews the assertion documentation submitted by reporting entities to determine if
the reporting entity is ready to undergo an assertion examination, either individually or collectively, by an
IPA.

6.C.2 AUDIT READINESS SUSTAINMENT REQUIREMENTS

Once reporting entities have achieved audit readiness for their assessable units and/or full financial
statements, they are required to maintain that audit readiness state. Management maintains audit
readiness by performing its annual internal control over financial reporting (ICOFR) activities, utilizing the
processes and procedures described in OMB Circular A-123, Appendix A, and adhering to the
requirements of the Department’s MIC program. As part of their ongoing ICOFR activities, reporting
entities are responsible for preparing and/or updating their process documentation (i.e., process
narratives and flowcharts), assessing the design, and testing the operating effectiveness of its internal
controls. As part of Sustainment, management of the reporting entity is also responsible for identifying
and resolving internal control deficiencies noted during testing in a timely manner (e.g., before the next
annual reporting cycle). They do so by implementing concrete, measurable and attainable corrective
action plans.
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APPENDIX A — FINANCIAL IMPROVEMENT BACKGROUND

It is important that U.S. taxpayers and their elected officials have confidence in the Department of
Defense’s (DoD or Department) ability to be good fiscal stewards and properly account for taxpayer
dollars. The DoD'’s lack of auditable financial statements has chipped away at this public confidence, as
the Department continues to invest in audit readiness efforts. Auditable DoD financial statements are
important for three main reasons: (1) to increase public confidence in DoD stewardship; (2) to comply with
applicable federal law; and (3) to provide DoD and congressional leaders with timely and reliable financial
information for decision making.

A.l THE CHIEF FINANCIAL OFFICERS ACT

In November 1990, President George H. W. Bush signed Public Law 101-576 into law, thus establishing
one of the most significant pieces of financial management legislation ever enacted — the Chief Financial
Officers Act of 1990 (CFO Act or Act). The CFO Act was passed to address congressional interest in
improving fiscal accountability within the Federal government, and encompassed three important
purposes (stated in Section 102 (b) of the Act):

e “1. Bring more effective general and financial management practices to the Federal Government
through statutory provisions which would establish in the Office of Management and Budget a
Deputy Director for Management, establish an Office of Federal Financial Management headed
by a Controller, and designate a Chief Financial Officer in each executive department and in each
major executive agency in the Federal Government.

e “2. Provide for improvement, in each agency of the Federal Government, of systems of
accounting, financial management, and internal controls to assure the issuance of reliable
financial information and to deter fraud, waste, and abuse of Government resources.

e “3. Provide for the production of complete, reliable, timely, and consistent financial information for
use by the executive branch of the Government and the Congress in the financing, management,
and evaluation of Federal programs.”

To accomplish these objectives, the CFO Act contained several key provisions including:

e Establishment of the Office of Federal Financial Management within the Office of Management
and Budget (OMB), under the direction of the Deputy Director for Management.

o Establishment of a Chief Financial Officer and Deputy CFO at the 24 CFO Act agencie:s.1

¢ Requirement that each executive agency prepare and submit to OMB financial statements
reflecting the agency’s overall financial position, results of operations and cash flows, and
providing a reconciliation to budget reports.2

e Requirement that each executive agency'’s financial statements, beginning with fiscal year (FY)
1992, be audited in accordance with applicable generally accepted government auditing
standards.

The CFO Act granted authority to the OMB to establish the form and content of agency financial
statements and OMB was charged with periodically reporting to Congress regarding agency progress in
complying with the provisions of the Act.

In part due to its size and complexity, the Department of Defense (DoD or Department) is currently the
only executive agency that has yet to receive an audit opinion on its DoD-wide, consolidated financial
statements.

! The Act lists 23 agencies in Section 205; the current 24 “CFO Act Agencies” include those 23, with the Federal
Emergency Management Agency replaced by the Department of Homeland Security, plus the Social Security
Administration.

2 Excerpted from the CFO Act, Section 303.
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A.2 NATIONAL DEFENSE AUTHORIZATION ACTS

With the passage of the CFO Act, executive agencies began taking actions to comply with its provisions.
After ten years of minimal progress within the DoD, Congress inserted requirements into the FY 2002
National Defense Authorization Act (NDAA) (Public Law 107-107), which elevated improved financial
management as a Department priority. Specifically, the FY 2002 NDAA, Section 1008, required the DoD
to “submit...a report on the reliability of the [DoD] financial statements” to include “a summary of the
specific sections of [DoD’s] annual Financial Management Improvement Plan...that detail the priorities,
milestones, and measures of success that apply to the preparation of the financial statements...and
provide an estimate of when each financial statement will convey reliable information.”

While progress was made over the next eight years, in FY 2010 a new urgency was placed upon the
Department’s financial improvement efforts with the enactment of the FY 2010 NDAA (Public Law 111-
84), which mandated creation of an audit readiness plan. As stated in Section 1003, DoD “shall...develop
and maintain a plan to be known as the ‘Financial Improvement and Audit Readiness Plan’.” Furthermore,
the FY 2010 NDAA established a clear deadline for achievement of audibility.

The Department’s Financial Improvement and Audit Readiness Plan (FIAR Plan) was required to address
several elements, including:

e Specific actions (and associated costs) for “correcting the financial management deficiencies that
impair the ability of [DoD] to prepare timely, reliable, and complete financial management
information; and ensuring the [Department’s financial statements] are validated as ready for audit
by not later than September 30, 2017

e Correlate those specific actions “to process and control improvements and business systems
modernization efforts described in the business enterprise architecture and transition plan...”

e Prioritization towards “improving the budgetary information of the [DoD], in order to achieve an
unqualified audit opinion on the Department’s statements of budgetary resources; and as a
secondary goal, improving the accuracy and reliability of management information on the
Department’s mission-critical assets... and validating its accuracy through existence and
completeness audits...”

Additionally, the FY 2010 NDAA established a requirement for semi-annual FIAR Plan status reports to
Congress. These FY 2010 NDAA requirements are familiar and remain a primary focus of current audit
readiness efforts. The Department also uses the semi-annual FIAR Plan status reports as its annual
Financial Management Improvement Plan, as required by the FY 2002 NDAA, Section 1008.

In FY 2012, then-Secretary of Defense Leon Panetta set an internal deadline of September 30, 2014 for
completion of audit readiness of the Statement of Budgetary Resources (SBR), a requirement that was
written into the FY 2012 NDAA (Public Law 112-81, Section 1003). Currently, the Military Services are
undergoing audits of current year appropriations reported in a Schedule of Budgetary Activity instead of
the SBR.

The FY 2014 NDAA (Public Law 113-66) continued to mandate audit readiness and clarified the meaning
of the September 30, 2017 deadline. Specifically, Section 1003 requires DoD to “[ensure] that [its]
financial statements are validated as ready for audit by not later than September 30, 2017...a full audit is
performed on the [DoD] financial statements for [FY 2018, and DoD] shall submit to Congress the results
of that audit by not later than March 31, 2019.”

As the DoD progresses along the path to auditability, note that the Department’s efforts are rooted in the
law and designed to demonstrate accountability to the public.
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APPENDIX B — FIAR STRATEGY, RISKS, FINANCIAL REPORTING
OBJECTIVES, AND KEY SUPPORTING DOCUMENTS

This appendix provides tables that include specific key Risks of Material Misstatements (ROMMS),
Financial Reporting Objectives (FROs) and Key Supporting Documents (KSDs) for Waves 2, 3 and 4. The
baseline financial reporting risks and related outcomes in the Financial Statement Line Item tables in
Section 5 of the FIAR Guidance have been cross-referenced to these specific ROMMs and FROs. The
KSDs listed in this appendix are also included in the Section 5 line item tables.

B.1 WAVE2-SBR AUDIT

The SBR presents all budgetary resources that a reporting entity has available, the status of those
resources at period end, a reconciliation of changes in obligated balances from the beginning to the end
of the period, and cash collections and disbursements for the period reported. At this stage of the
Department’s FIAR Strategy, reporting entities need to focus on SBR balances brought forward in
preparation for a full SBR audit in Wave 4. Section 5 of the FIAR Guidance includes key supporting
documents and suggested test procedures regarding the specific SBR balances brought forward line
items that reporting entities need to address.

B.1.1 Risks, Financial Reporting Objectives and Key Supporting Documents
Risks

The following table presents the key ROMMs related to Wave 2 - SBR Audit, for each of the five financial
statement assertions. The second table contains the same information for FBWT. A reference to the
source of each risk is included in parentheses. Reporting entities must review the listing of the FROs;
identify the FROs relevant to the line item and/or assertion; and determine the combination of
control activities and supporting documentation that must be implemented to achieve the FROs.
Refer to the FROs in separate tables following these risk tables for further details. Reporting entities may
also refer to the GAO/PCIE FAM Sections 395B, 395F and 921C, or the GAO SBR Audit Guide for
additional information about financial reporting risks.

Wave 2 — SBR Audit
Key Risks of Material Misstatement

Financial
Statement Key Risks of Material Misstatement
Assertions

Existence 1. Recorded unobligated balances brought forward are not available for obligation in the current period
because balances have been rescinded or are otherwise restricted (GAO-02-126G: p. 26)

2. Recoveries of prior year obligations are incorrect or are no longer available (GAO-02-126G; p.28)
3. Recorded budget authority does not exist (e.g., not authorized by Public Law) (FAM 395B: 4)

4.  Spending authority from offsetting collections do not exist, are not supported by an authorized agreement
or are not yet earned (FAM 395B: 4)

5.  Recorded transfers are not properly authorized (FAM 395B: 1)

6. Budgetary resources not available for obligation are not properly reported (GAO-02-126G; p. 29)

7. Recorded obligations do not represent valid orders, contracts, or other events that will require future
payment (GAO-02-126G; p. 31)

8.  Obligations are recorded in bulk amounts not supported by binding agreements (FAM 395F: Ole)

9.  Obligations are not properly liquidated when transactions are completed (GAO-02-126G; p. 34)

10. Recorded outlays are for invalid or unauthorized transactions and/or are not supported by disbursement
evidence (GAO-02-126G: p. 35)

11. Recorded Collection or Receipt transactions are not valid or available for obligation during the year (GAO-
02-126G: p. 27, 36)

12. Transactions are recorded in the current period, but the related economic events occurred in a different
period (FAM 395B: 2)*

13. Transactions are summarized improperly, resulting in an overstated total (FAM 395B: 3)*

Completeness 14. All unobligated available balances brought forward are not recorded (GAO-02-126G: p. 26)
15. All recoveries of prior year obligations that are available for obligation are not recorded as recoveries in
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Wave 2 — SBR Audit
Key Risks of Material Misstatement

Key Risks of Material Misstatement

the SBR (GAO-02-126G: p. 28)

16. All new budget authority made available for obligation was not recorded (GAO-02-126G: p. 26)
17. All available and authorized spending authority is not recorded (GAO-02-126G: p. 27)
18. Transfers are not recorded in the correct period (FAM 395B: 6)
19. All canceled, restricted, or limited budgetary resources are not included as reductions on the SBR (GAO-
02-126G: p. 27)
20. All obligations incurred are not properly recorded (GAO-02-126G: p. 31)
21. Anagency may have placed an order for goods/services and not recorded the Undelivered Order (UDO)
amount (GAO-02-126G: p. 34)
22. Goods or services may have been received, but the Delivered Orders /Accounts Payable (AP) has not
been recorded and Undelivered Order amount reduced (GAO-02-126G: p. 34)
23. All appropriate outlays and adjustments are not recorded (FAM 395F: 01g)
24. All valid and authorized collection or receipt transactions are not recorded (GAO-02-126G: p. 27, 36)
25. Economic events occurred in the current period, but the related transactions are recorded in a different
period (FAM 395B: 6)*
26. Transactions are summarized improperly, resulting in an understated total (FAM 395B: 7)*
Valuation 27. Unobligated balances brought forward are recorded at incorrect amounts (GAO-02-126G: p. 26)
28. Recoveries of prior year obligations are incorrectly calculated (GAO-02-126G: p. 28)
29. New budget authority was recorded at incorrect amounts (GAO-02-126G: p. 25)
30. Apportionment amounts do not agree to the total appropriated amount (FAM 395F: 01b)
31. Allotted amounts do not agree to appropriated/apportioned amounts (FAM 395F: 01c)
32. Spending authority from offsetting collections is not recorded at the correct amount (GAO-02-126G: p. 27)
33. Transfers are not recorded at the correct amount (FAM 395B: 9)
34. Budgetary resources temporarily or permanently not available for obligation are recorded at incorrect
amounts (FAM 395B: 9)
35. Obligations are not recorded at the proper amounts (GAO-02-126G: p. 31)
36. Inaccurate Uncollected Customer Payments/Accounts Receivable (AR) and Unfilled Customer Order
(UFCO) amounts are included in the obligated balance, net end of period (FAM 395F: 0le)
37. Outlays and adjustments are reported at incorrect amounts (FAM 395F: 01g)
38. Collections or Receipts are misstated (GAO-02-126G: p. 27, 35)
Presentation and | 39. Accumulated accounts or transactions are not properly classified and described in the SBR and SF-133
Disclosure (FAM 395B: 15)
40. The current period SBR is based on accounting principles different from those used in prior periods
presented (FAM 395B: 16)
41. Information needed for fair presentation in accordance with U.S. GAAP is not disclosed in the financial
statements (including OMB and FASAB guidance) (FAM 395B: 17)
Rights and 42. Agencies do not have rights to budgetary resources reported on the SBR, including collection and/or
Obligations receipt activity (FAM 395F: 01a)
43. Unobligated balances are misstated and expired balances or errors are carried forward into next year’s
balances (GAO-02-126G: p. 32)
44. UFCOs related to expired agreements are included in the uncollected customer payments balance (FAM
395B: 13)
45. Agency is not contractually or legally bound to the obligation and therefore, related outlays should not be

made, recorded or reported (FAM 395F: 01j)

* Risk Applies to all SBR line items.
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Wave 2 — SBR Audit
Fund Balance with Treasury
Key Risks of Material Misstatement

Financial
Statement Key Risks of Material Misstatement
Assertions
Existence 1. FBWT amounts recorded in the general ledger do not exist (FAM 921C: 1)
2. FBWT reconciliations to Treasury reports are not performed in a timely manner (FAM 395B: 3)
3. Unreconciled differences, including those that are temporarily recorded in budget clearing accounts are
not researched and resolved in a timely manner (FAM 395B: 3)
Completeness 4. Increases/decreases to FBWT are not appropriately and completely recorded (FAM 395B: 5)
5.  FBWT balance exists but is omitted from the financial statements (FAM 921C: 2)
Valuation 6. FBWT transactions are recorded at incorrect amounts (FAM 921C: 3)
Presentation and | 7.  FBWT is not properly classified and described in the financial statements (FAM 921C: 6)
Disclosure 8.  The current period FBWT is based on accounting principles different from those used in prior periods
presented (FAM 921C: 7)
9. Information needed for fair presentation in accordance with U.S. GAAP is not disclosed in the financial
statements (including OMB and FASAB guidance) (FAM 921C: 8)
Rights and 10. The reporting entity does not have rights to the recorded FBWT amounts (FAM 921C: 5)
Obligations 11. Recorded FBWT is owned by others (FAM 921C: 4)

Financial Reporting Objectives

Reporting entities must identify and implement a combination of control activities and supporting
documentation to demonstrate that the FROs relevant to the line item and/or assertion have been
achieved. Reporting entities should focus their audit readiness efforts on SBR balances brought forward
line items. Each FRO has been linked to relevant financial statement assertions (as indicated with an “X”
in the appropriate columns), including the FRO relationship to compliance with laws and regulations. At
the end of each FRO is a source reference. This is not a complete listing of control objectives, but rather
those FROs needed to address key risk areas most likely to be present based on the Department’s
experience. Reporting entities must apply judgment to determine if additional FROs should be
included given their specific business processes and financial statements. Reporting entities may
also refer to the GAO/PCIE FAM Section 395B and 395F for a list of general control objectives based on
financial statement assertions.

Wave 2 — SBR Audit
Financial Reporting Objectives

Financial Statement
Assertions

Financial
Statement Financial Reporting Objectives
Line Items

Compliance

Existence
Completeness
Valuation
Presentation &
Disclosure
Rights &
Obligations

All Financial 1. Accounts and all the transactions they accumulate are properly classified X
Statement Line and described in the SBR and SF-133 (FAM 395B: 15)*
Items

2. The current period SBR is based on accounting principles that are
consistently applied from period to period (FAM 395B: 16)*

3.  SBR and related footnotes contain all information needed for fair
presentation in accordance with U.S. GAAP (FAM 395B: 17)*
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4. Recorded transactions, underlying events, and related processing
procedures are authorized by federal laws, regulations, and management | x X
policy (FAM 395B: 1a)
5.  Transactions recorded in the current period represent economic events X
that occurred during the current period (FAM 395B: 2)
6. The summarization of recorded transactions is not overstated x
(FAM 395B: 3)
7. All economic events that occurred in the current period are recorded as X
transactions in the current period (FAM 395B: 6)
8.  The summarization of recorded transactions is not understated X
(FAM 395B: 7)
Unobligated 9. Recorded unobligated balances from prior periods remain available for X X
Balance, Brought obligation and pertains to the reporting entity (GAO-02-126G: p. 26)
Fonward, Oct 1 0 Il bl d bal fi d ded and h
; 10. All unobligated balances from prior periods are recorded and agree wit
Adjustments to b
un(JJingated prior year balances (GAO-02-126G: p. 27)
balance brought
forward, Oct 1 X | X
Other changes in
unobligated
balances
Recoveries of 11. Recorded recoveries represent cancellations or downward adjustments of
Prior Year prior obligations, remain available, are recorded in the proper accounts X X X
Unpaid and pertains to the reporting entity (GAO-02-126G: p. 28)
Obligations
12. All recoveries of prior years that are available for obligation were included X
in the SBR (GAO-02-126G: p. 28)
Spending 13. Spending authority from offsetting collections (anticipated and accepted
Authority from orders) is available for obligation during the year, was recorded in the X X X
Offsetting proper accounts and pertains to the reporting entity and is supported by
Collections proper documentation (GAO-02-126G: p. 27)
(discretionary
and mandatory) |14. All offs_e_tting cqllec_tions are available for obligation by reference to X X
Nonexpenditure authorizing legislation (GAO-02-126G: p. 27)
Tra.”?fer& net, 15. All revenue and collections are recorded in the proper accounts
Anticipated and GAO-02-126G: b. 2 X X
Actual (GAO-02-1 tp-27)
;emlp%rlanly not 1. Spending authority from offsetting collections was reconciled to reported < | x| x N
valiabie revenue from third parties (GAO-02-126G: p. 27)
Pursuant to
Public Law 17. All available and authorized spending authority is recorded and at correct % | x
Permanently not amounts (GAO-02-126G: p. 27)
Available
18. Recorded non-expenditure transfers represent valid transfers authorized X N
by OMB and pertain to the reporting entity (FAM 395B: 1a)
19. All transfers authorized by OMB are recorded in the proper period and at X | X
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Assertions
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correct amounts (FAM 395B: 6, 9)
20. Reported amounts not available (temporarily or permanently) represent
valid restrictions on the availability of budget authority or cancellations, X X
pertain to the reporting entity and are supported by available
documentation (GAO-02-126G: p. 26)
21. All amounts that are canceled, restricted, or limited are included as X
reductions of resources in the SBR (GAO-02-126G: p. 27)
Recoveries of 22. Obligations represent valid orders that will require future payment X X
prior year unpaid (FAM 395F: O1e)
obligations (for
those FROs 23. Obligations are for the same purpose for which the appropriation was N
referencing made (FAM 395F: Ole)
“adjustments” to
obligations) 24. Obligations are incurred within the time that the appropriation was X X
available for new obligations (FAM 395F: 0Ole)
25. Obligations do not exceed the amount allotted or appropriated by statue,
nor were the obligations incurred before the appropriation became law X X
(unless otherwise provided by law) (FAM 395F: Ole)
o 26. Obligations comply with all other legally binding restrictions such as X
Obligations obligation ceilings or earmarks (FAM 395F: Ole)
Incurred
Unpaid 27. Obligations are not subsequently cancelled nor have the goods or X X
services been received (FAM 395F: Ole)
28. Adjustments represent a “contract change” as defined in OMB
Circular A-11 (FAM 395F: 0l1e) and satisfy reporting and approval X
requirements
29. Adjustments do not cause the reporting entity to exceed the amount X
allotted or appropriated by statute (FAM 395F: Ole)
Obligations, . . . . .
Brm?ght 30. Adjustments are recorded during the period when the account is available
Forward. Oct 1 for adjustments (5 years) and was made for a valid obligation incurred X X
' before the authority expired (FAM 395F: 0le)
31. New obligations are not recorded in expired accounts (FAM 395F: Ole) X
32. All new and valid obligations incurred during the period are recorded in X N
the proper accounts (FAM 395F: Ole)
Unpaid 33. Obligations are recorded in the proper period (FAM 395F: Ole) X | X
OOfbgg?iﬁ(éns, End 34. Obligations are recorded at the best available estimate of actual cost X
(FAM 395F: O1e)
35. Obligations are recorded in the proper appropriation or fund accounts
(also by program and by object, if applicable), including the proper X
appropriation year if the account is multiyear (FAM 395F: 01e)
36. Commitment transactions: If commitment controls are relied upon to
achieve objectives related to obligations and expenditures, commitment X
objectives are the same as obligations and expenditures (FAM 395F: 01d)
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Line Items

37.

Wave 2 — SBR Audit
Financial Reporting Objectives

Financial Reporting Objectives

Expended authority transactions recorded have occurred, as evidenced
by appropriate supporting documentation (FAM 395F: 01f)

Existence

Assertions

Completeness

Valuation

Presentation &

Disclosure

April 2015

Compliance

38.

For expended authority transactions in expired accounts, transactions do
not cause the reporting entity to exceed the amount appropriated by
statute (FAM 395F: 01f)

39.

For expended authority transactions in expired accounts, transactions are
recorded during the period when the account is available for adjustment
(5 years) (FAM 395F: 01f)

40.

For expended authority transactions in expired accounts, transactions are
not made out of closed accounts (FAM 395F: 01f)

41.

All expended authority transactions and adjustments are recorded (FAM
395F: 01f)

42.

Expended authority transactions and adjustments are recorded at the
correct amount(FAM 395F: 01f)

43.

Expended authority transactions and adjustments are recorded in the
proper period (FAM 395F: 01f)

44,

Expended authority transactions and adjustments are recorded in the
proper appropriation or fund accounts (also by program and by object, if
applicable), including the proper appropriation year if account is multiyear
(FAM 395F: 01f)

Unobligated
Balance, end of
year:
Apportioned

Unobligated
Balance, end of
year: Exempt
from
Apportionment

Unobligated
Balance, end of
year:
Unapportioned

45.

Unobligated balances exist and represent available or not available
(expired) funds and pertain to the reporting entity (FAM 395B: 04a, 13)

46.

Unobligated balances do not include any expired, canceled, or rescinded
amounts (GAO-02-126G: p. 32)

47.

All unobligated funds are recorded (FAM 395B: 05)

48.

Recorded balances as of a given date are supported by appropriate
detailed records that are accurately summarized and reconciled to the
appropriation or fund account balance, by year, for each account (FAM
395B: 4b)

49.

Total undelivered orders plus total expended authority transactions do not
exceed the amount of the appropriation or other statutory limitations (FAM
395F: 01h)

50.

Fixed appropriation accounts are closed on September 30 of the 5th fiscal
year after the end of the period that they are available for obligation, any
remaining balance (whether obligated or unobligated) is canceled and no
longer available for obligation or expenditure for any purpose (FAM 395F:
01h)

51.

Indefinite appropriation accounts are closed if (1) the reporting entity head
or President determines the purpose of the appropriation has been carried
out, and (2) no disbursements have been made for two consecutive fiscal
years (FAM 395F: 01h)
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Assertions
3
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Statement Financial Reporting Objectives 3| Sloes =
Line Items ;1:3 % s § 3 €
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> = @© 8 w
O o
Unpaid 52. Total payments of outstanding unliquidated obligations that relate to
Obligations, closed accounts do not exceed the limits described in OMB Circular No. X
Brought A-11 (FAM 395F: 01h)
Forward, Oct 1
53. Unpaid obligations and uncollected customer payments represent
) amounts for orders placed/received, contracts awarded, and similar
Unp_ald_ obligating/ordering transactions for which goods and services have not X X
Obligations, End been paid or agreements expired and pertain to the reporting entity (FAM
of Period 395B: Ola, 14)
Uncollected 54. All unpaid obligations and uncollected customer payments are recorded in
customer the proper accounts, the correct fiscal year, the correct amount and are
payments from properly classified and presented in the financial statement (FAM 395B: 9,
Federal Sources, 15)
Brought
Forward, Oct 1
X X
Uncollected
Customer
Payments from
Federal Sources,
End of Period
Gross Outlays 55. Outlays represent valid, authorized transactions and pertain to the X X
reporting entity (FAM 395F: 01f)
56. Outlays are recorded against obligations made during the period of X X
availability of the appropriation (as applicable) (FAM 395F: 01f)
57. All outlays are recorded (FAM 395F: 01f) X
58. Outlays are recorded at the correct amounts (FAM 395F: 01f) X
59. Outlays are recorded in the proper accounts (by both program and by
object, if applicable), including the proper appropriation year if the account N
is multiyear-evidenced by matching outlay to the underlying obligation (if
applicable) (FAM 395F: 01f)
60. Outlays are recorded in the proper period (FAM 395F: 01f) X | X
61. Recorded balances of outlay for the fiscal year are supported by
appropriate detail records that are accurately summarized for each X X
account (FAM 395F: 01i)
62. Outlays are for the purposes for which the appropriation was provided and
in an amount not exceeding the obligation, as adjusted, authorizing the X
outlay (FAM 395F: 01f)
63. Outlays do not use “first-in, first out” or other arbitrary means to liquidate
obligations, unless supporting evidence demonstrates it reasonably X
represents the manner in which costs are incurred (FAM 395F: 01f)
Actual Offsetting | 64. Collections and receipts authorized or required to be credited to an
Collections appropriation account but not received before the account is closed are X
(discretionary deposited in the Treasury as a miscellaneous receipt (FAM 395F: 01k)
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and mandatory)

Distributed

Offsetting
Receipts

Wave 2 — SBR Audit
Financial Reporting Objectives

Financial Reporting Objectives

Existence

April 2015

Assertions

Completeness

Valuation

Presentation &

Disclosure

Compliance

65. Recorded offsetting collections are available for obligation during the year X
and were recorded in the proper accounts (GAO-02-126G, p. 27)
66. Recorded receipts are valid and were recorded in the proper accounts X
(GAO-02-126G, p. 36)
67. All current year offsetting receipts are recorded (GAO-02-126G, p. 36) X
68. All current year offsetting collections are recorded (FAM 395B:5) X
69. All current year offsetting collections and/or receipts are recorded at the X
correct amounts (FAM 395B: 9)
70. The reporting entity has the rights to the recorded offsetting collections
and/or receipts (FAM 395B: 13)
71. Offsetting collections and/or receipts are appropriately summarized,

classified and presented on the financial statement (FAM 395B: 15)

*Components should review applicable sections of the GAO/PCIE FAM section 2010 Federal Accounting Checklist and 2020

Federal Reporting and Disclosure Checklists to ensure proper presentation and disclosures.

FBWT

Indirectly:
Obligated and
Unobligated
Balances
Brought
Forward, Oct 1,
and End of
Period

72.

Recorded FBWT amounts exist as of a given date. (FAM 921C: 1a)

73.

Financial events recorded in the general ledger FBWT accounts at a
given date are supported by appropriate source documents and detailed
records that are accurately summarized and reconciled to the account
balance and are recorded in the proper period (FAM 921C: 1a and 1b)

74.

FBWT reports submitted to Treasury for all funds and Disbursing
Locations are supported by the reporting entity’s general ledger and are
submitted to Treasury in a timely manner (FAM 921C: 10)**

75.

Reconciling items identified during the FBWT reconciliation process are
researched and resolved in a timely manner (FAM 921C:18)**

76.

Transactions recorded in budget clearing and/or suspense accounts are
researched and resolved/cleared in a timely manner (FAM 921C: 18)**

77.

Access to FBWT, critical forms, records, and processing and storage
areas is in accordance with laws, regulations, and management policy —
Persons do not have uncontrolled access to both assets and records; they
are not assigned duties to put them in a position that would allow them to
both commit and conceal errors or fraud (i.e., segregation of duties)

(FAM 921C: 1c)

78.

All FBWT balance amounts are included in the financial statements — and
reconciles to activity/balances in monthly Treasury reports for the
reporting period (FAM 921C: 2a)**

79.

FBWT transactions are accurately recorded (FAM 921C: 3a)

80.

FBWT is properly classified and described in the financial statements
(FAM 921C: 6a)
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Assertions
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81. FBWT is based on accounting principles that are applied consistently from X
period to period (FAM 921C: 7a)
82. The reporting entity owns recorded FBWT — FBWT amounts represent
legislative spending limits granted to the agency available for use during X X
the current period (FAM 921C: 4a)
83. The reporting entity has the rights to recorded FBWT at a given date —
FBWT balance is reflective of reporting entities’ budget authority at a X
given date (FAM 921C: 5a)
84. All required disclosures are made and are accurately reported (FAM X
921C: 8a)
Note: Other Defense Organizations must take into account the additional complexities of shared appropriations.
** FRO related to the FBWT Reconciliation Process

Key Supporting Documents

The following table lists the minimum internal control documentation and supporting
documentation necessary to support activity and balances asserted as audit-ready for an SBR
audit. The table links each listed document to the potential financial statement assertions that it supports.
Internal control documentation is marked as meeting all financial statement assertions, because the
specific control activities described in the internal control documentation will determine which specific
financial statement assertions are satisfied.

Financial
Statement
Line Items

All Financial
Statement Line
Items

Documentation Type

Internal Control

Wave 2 — SBR Audit
Key Supporting Documents

Key Supporting Documents

1. Statement-to-process analyses demonstrating the dollar amount and
quantity of activity flowing through various processes and/or locations

Financial Statement
Assertions

Existence
Completeness
Validation
Presentation &
Disclosure

_E 2. Applicable policies and procedures X | X X X X
IS

S | 3. Process narratives and flowcharts X | X X X X
£

3 |4, Control worksheets, identifying risks, FROs and corresponding control

8 L X | X X X X
a activities

5. Test plans documenting planned procedures used to test the operating
effectiveness of control activities
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Financial Statement

)
i Assertions
>
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Financial = ol 8] < |cgl, @
Statement i Key Supporting Documents 2l 5| 8 S E ﬁ o
Line Items 5} Slg| 8|Sz
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6. Control assessments with test results X | X X X X
7. Evaluation of test results X | x X X X
8. Documentation demonstrating the operation of internal control activities
for the period under audit. Examples include:
e Approval signature documentation (electronic or manual)
demonstrating accuracy reviews of appropriation transactions
recorded in the general ledger (compared to supporting X | x X X X
documentation such as Appropriation Act / Public Law)
e Reconciliations of non-expenditure transfers recorded in the general
ledger to OMB-approved Non-Expenditure Transfer Authorizations
(SF-1151s)
9. System inventory list, listing of system users and their access privileges | x | x X X X
All Financial 10. Apportionment and Reapportionment Schedule (SF 132) X | x X X X
Statement Line
Items (especially S 11. Report on Budget Execution and Budgetary Resources (SF 133) X | X X X X
Unobligated = -
Balances: % 12. Year-End Closing Statement (FMS 2108) X | X X X X
Apportioned, and £ ) .
Unobligated 3 13. Trial bal'art1_ce by fund code (Treasury account) corresponding to each % | x X X X
Balances Not a appropriation
Available § | 14. Reconciliation of populations to general ledger and to the financial
g statements. Including the reconciliation of unadjusted trial balances to X X
@ adjusted trial balances and support for journal vouchers posted to the
[ adjusted trial balance
'_
15. Journal vouchers, adjustments and corresponding supporting
: X | X X X X
documentation
Unobligated 16. FIRST-TIME AUDITS ONLY — Analysis of unobligated balance brought
M ) o X | X X X X
Balance forward that demonstrates the “age” of material appropriations
Brought Forward, 17. FIRST-TIME AUDITS ONLY — Supporting documentation evidencing
Oct 1 the beginning balances of Fund Balance with Treasury, Accounts X X X
Receivable, Unfilled Customer Orders, and Delivered Orders — Unpaid
c
o
Recoveries of 'E 18. Original obligating documents (such as contracts, reimbursable
Prior Year Unpaid S agreements, MIPRs, purchase orders, travel orders, grant agreements, % | x N N
Obligations £ etc.) along with contract modification documents supporting the
3 recovery
a
s 19. Invoice/receiving report noting changes in payment amount (e.g., De-
g obligation of funds can result from receipt of goods or services with an
g R L 2 X | x X X
o invoice payment less than the obligation balance and no further activity
S is anticipated)
=
Spending 20. Documentation demonstrating spending authority and collections from
Authority from other Federal agencies such as Reimbursable Agreements, MIPRs, x | x X X
Offsetting Intra-governmental Payment and Collection (IPACs), billing documents
Collections and related supporting documentation
21. Documentation supporting amounts earned (invoices to customer X X X
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Documentation Type

Wave 2 — SBR Audit
Key Supporting Documents

Key Supporting Documents

April 2015

Financial Statement
Assertions

Existence

Completeness

Validation

Presentation &

Disclosure
Rights &
Obligations

agency, obligating document/receiving reports/invoices from vendor
performing services, payroll (timesheets, official personnel files, etc.) for
internal payroll charges, travel orders/vouchers, etc.)
22. Cash collection documentation (for amounts earned and advances x | x X
received) such as deposit tickets, IPACs, etc.
Nonexpenditure 23. Non-expenditure Transfer Authorization (SF 1151) X | x X X
Transfers, net
24. Appropriation Act (Public Law) enacting temporary restrictions on % | x N N
_ budgetary resources or permanent rescission
Obligations
Incdurred: Direct 25. Negative Treasury Warrants (Rescission) x| x| x X
an
Reimbursable 26. Obligating document and related modifications such as contract
purchase order, MIPR, etc. Note: for payroll transactions SF-52s
(Request for Personnel Action), SF-50s (Notifications of Personnel X | X X X
Unpaid Action), timesheets used to support disbursement transactions also
Obligations, support payroll obligations incurred
Brought Forward, 27. Unpaid Obligations (Undelivered Orders) brought forward and at end of
Oct1 period are supported by valid obligating documents such as contracts,
reimbursable agreements, MIPRs, purchase orders, etc. (first-year X | x X X
audits only). For any portions of the order delivered, see supporting
documentation requirements for Delivered Orders
Unpaid Unpaid Obligations (Delivered Orders/Accounts Payable) brought forward
Obligations, End and at the end of period are supported by the following:
of Period 28. Receiving Report, and
. - . X | X X X
29. Billing document such as vendor invoice (or equivalent), or
30. Accrual estimate support (if invoice has not been received or support for
payroll accrual calculations)
Unfilled Customer 31. Uncollected Customer Payments (Unfilled Customer Orders) brought
Payments, forward and at end of period are supported by valid orders from other x | x X X
Brought Forward, Federal agencies such as Reimbursable Agreements
Oct 1
Unpaid Customer c | 32. Uncollected Customer Payments (Accounts Receivable) brought
Payments, End of -% forward and at end of period are supported by subsequent IPAC X | x X X
Period £ collection documents
[J]
Gross Outlays g 33. Cash disbursement document (invoice, receiving report, IPAC, travel
Q . .
8 voucher, credit card statements, etc.). Note: for payroll transactions SF-
Offsetti 52s (Request for Personnel Action), SF-50s (Notifications of Personnel X | x X X
setting 5 ’ . AT -
Collections 2 Action), timesheets us_ed to support obligations incurred transactions
§ also support payroll disbursements
c
Distributed g 34. Cash collection document (deposit ticket, IPAC, billing document, etc.) X | x X X
Offsetting
Receipts 35. Statement of Accountability (SF 1218/1219) X | X X X
36. Statement of Transactions (SF 1220/1221) X | X X X
37. Statement of Interfund Transactions (DD 1400) X | X X X
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Wave 2 — SBR Audit
Key Supporting Documents

Financial Statement

)
i Assertions
>
|_
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Financial = ol 8] < |cgl, @
Statement i Key Supporting Documents 2l 5| 8 S E ﬁ o
Line Items 5} Slg| 8|Sz

£ 212 5 [g gfe
S 0 =|x o
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38. Statement of Transactions (DD 1329) X | x X X
39. Government-wide Accounting (GWA) Account Statement X | X X X
40. Treasury Annual Report Appendix Part 7, Other Information B Receipts x | x X
by Department
41. Cash collection document (deposit ticket, IPAC, billing document, etc.,
- ; X | X X X
to support basis for receipt)
Refer to the MilPay FIAR guidance supplement located within the FIAR Guidance website for KSDs related to Military Pay
42. Statement-to-process analyses demonstrating the dollar amount and
. - : ) - X | x X X X
s quantity of activity flowing through various processes and/or locations
g 43. Applicable policies and procedures X | x X X X
(]
E | 44. Process narratives and flowcharts x | x| x X | x
[8}
]
FBWT O | 45. Control worksheets, identifying risks, FROs and corresponding control % | x N X N
° activities
c
8 | 46. Test plans documenting planned procedures used to test the operating % | x X X X
= effectiveness of control activities
c
§ 47. Control assessments with test results X X X X X
c
48. Evaluation of test results X | x X X X
49. Documentation evidencing the operation of internal control activities for
the period under audit. Examples include:
S c e A supervisory review is performed monthly to verify monthly
= 2 Treasury reconciliations were performed timely and signed/dated by
8 g the completer, supervisor evidences review by signing and dating
= g reconciliation. X | X X X X
g 3 e All reconciling items are aged monthly to ensure all differences are
€ 8 resolved within 60 days. Supervisor randomly selects items cleared
from the aging and reviews supporting documentation (and entry
recorded in system) to verify reconciling item was appropriately
resolved.
FBWT 50. Monthly FBWT reconciliations X X X X X
5 51. General ledger and subsidiary ledgers identifying individual FBWT X X
_S = transactions within each Treasury account
§ & |52. Supporting documentation for individual transaction differences and
S g adjustments between the agency and Treasury’s records, including
© 3 ) A - - X | X X X
= 3 supporting documentation for cash disbursements, cash collections and
o adjustments as described in the preceding sections.
53. Check Issue Discrepancy (FMS 5206) X | x X

B.1.2 Example Work Products

Refer to the FIAR Guidance website for Wave 2 specific work product examples and related guidance.
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B.2 WAVE 3 —MissION CRITICAL ASSET E&C AuDIT

Mission Critical Asset Existence and Completeness (E&C) Audits focus on the E&C financial
statement assertions, but also include the Rights assertion and portions of the Presentation and
Disclosure assertion. That is, reporting entities must ensure that all assets recorded in their
Accountable Property System of Record (APSR) or equivalent exist (Existence), all of the
reporting entities’ assets are recorded in their APSR or equivalent (Completeness), reporting
entities have the right to report all assets (Rights), and assets are consistently categorized,
summarized and reported period to period (Presentation and Disclosure). The asset categories
include General Equipment (GE), Internal Use Software (IUS), Real Property (RP), Inventory, and
Operating Materiel and Supplies (OM&S).This wave will allow the Department and its reporting entities
to demonstrate the existence and completeness of its assets prior to focusing on the reported value of the
assets. [Note: Components should begin working on the Wave 4 valuation assertion concurrently during
this wave.]

B.2.1 Readiness Scope

Successful execution of the Department’s military missions depends on a properly equipped and supplied
force. Achieving accurate and reliable accountable systems of record through E&C audits is the objective
of Wave 3 and is a critical step towards achieving successful financial statement audits.

Mission critical assets consist of accountable property. In other words, mission critical assets are not
simply assets that exceed the capitalization threshold (refer to Section 2.C.4 for information on
capitalization thresholds) but are all assets greater than the property accountability threshold (refer to
DoDI 4165.14 para 5.1 for RP accountability threshold, DoDI 5000.64, para 6.2.1 for GE accountability
threshold, and DoDD 4140.1 for Inventory and OM&S accountability thresholds). Mission critical assets
are defined broadly as: General Equipment, Internal Use Software, Real Property (Land, Buildings,
Structures and Facilities, and Construction in Progress), Inventory, and OM&S.

As of September 30, 2013, these five asset categories comprise over 99 percent of the Department’s total
reported acquisition costs or amounts for General Property, Plant and Equipment (G-PP&E) and
Inventory/OM&S. Please note that coverage of these asset categories and Wave 3 now includes Internal
Use Software within the required scope. The OUSD(C) will continue to periodically re-evaluate coverage
and will separately communicate with reporting entities if changes in scope are required.

The Department will demonstrate progress towards audit readiness when independent auditors render
unmodified opinions on the existence and completeness of mission critical assets. To ensure success, it
is important for both the reporting entity and auditor to understand the audit scope. These audits are to
determine whether (1) all the assets the reporting entity lists in its APSR or equivalent exist; and (2) the
reporting entity reports all of its assets.

Auditors performing government financial statement audits in the United States must adhere to
professional standards promulgated by Government Accountability Office (GAO) and the American
Institute of Certified Public Accountants (AICPA) Auditing Standards Board. The GAO has codified its
standards for financial statement and performance audits in the Government Auditing Standards (Yellow
Book). The AICPA has codified its professional standards in the Codification of Statements on Auditing
Standards (clarified and referred to as AU-Cs), which are incorporated by reference into the Government
Auditing Standards. These professional standards require that the auditor be satisfied that elements,
accounts, or items that are interrelated with those on which he or she has been engaged to express an
opinion have been considered in expressing that opinion.
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The GAO/PCIE FAM Section 235, Identify
Significant Line Items, Accounts, Assertions,
and RSSI, paragraph 02, defines the
Existence or Occurrence assertion as
“recorded transactions and events occurred
during the given period, are properly
classified, and pertain to the [reporting]
entity. [A reporting] entity’s assets, liabilities,
and net position exist at a given date.”
(Emphasis added) The bolded text (which is
the essence of the definition of the Rights
assertion) demonstrates the interrelationship
of the Rights and Existence assertions.
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Presentation and Disclosure is the other
assertion that is interrelated with E&C audits.
Specifically, the summarization and
classification elements of Presentation and
Disclosure are directly related to E&C audits,
because these are the assertions that ensure
accurate quantities of assets are presented
and correctly classified (e.g., assets reported
as GE versus OM&S_) on summary schedules Figure B-1. Audit scope of Wave 3, Existence and
covered by E&C audits. Completeness of Mission Critical Assets

Assels are
consislently
Calegorized,
summarized, and
J reporied from
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Because of the interrelationship among the
E&C and Rights assertions, along with elements of the Presentation and Disclosure assertion, it is
necessary to include these assertions in the scope of E&C audit readiness preparation and resulting E&C

audits, as shown in Figure B-1.
Mission Critical Financial Management Data

The Department will have auditors test financial management data maintained in the reporting entity’s
APSR. This testing is in addition to the auditors determining whether assets recorded in the APSR
physically exist and whether the population of assets in the APSR is complete, i.e., includes all assets to
which the reporting entity has rights that meet the property accountability threshold.

For a full listing of the financial management data that must be included in the scope of an E&C audit, see
Section B.2.3, Financial Management Data. Ensuring that this information is accurate and reliable is
important not only for managing mission critical assets, but also for proper financial reporting and future
financial statement audits. For example, “Placed-in-Service Date” is important to ensure the
completeness of asset records at the end of a reporting period.

Note Regarding Internal Controls

When determining the scope of audit readiness efforts for Wave 3, reporting entities must consider
whether using a substantive, supporting documentation approach (given the nature/size of the population)
is more efficient than developing extensive process and internal control documentation. There will be
instances when a reporting entity and OUSD(C) conclude it is more efficient and effective to use a
substantive approach to support an E&C audit-readiness assertion for specific assessable units
(combined with a periodic physical inventory count control activity). For example, a reporting entity has a
space satellites assessable unit with eight asset items and can substantively demonstrate the
existence/completeness/ rights to all eight assets even though the reporting entity has not completed the
process and internal control documentation (or without controls fully functioning). In this example, audit
readiness may be asserted without completing extensive process and internal control documentation, in
addition to the periodic physical inventory count.

However, it may not be practical for the auditor to rely on substantive testing, and instead the auditor
needs to evaluate, test and place reliance on a reporting entity’s relevant internal control activities. For
example, if a reporting entity has large quantities of OM&S that are geographically dispersed with a high
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volume of acquisition and/or disposal activity, it may not be practical for an auditor to substantively test
sufficient OM&S to render an opinion (since the OM&S balance is constantly changing). However, if the
auditors determine they can rely on the design and operating effectiveness of the reporting entity’s control
activities over the OM&S balance, the auditor can significantly reduce testing and rely on the control
activities. The result is a significant reduction in the quantity of testing and duration of the E&C audit,
lower direct cost, and reduced effort for both the reporting entity and its auditor.

Therefore, flexibility is needed with respect to process and controls documentation for E&C audits. When
practical, a primarily substantive evidence approach can be used, but depending on the nature and
guantity of assets and the potential need to remediate processes and control activities related to
acquisition, maintenance and disposals of assets, reporting entities may need to plan for complete
process and internal control evaluations and documentation. The distinction will largely depend on the
complexity of the business area and the quantity of assets and financial events. The following table
identifies the major processes that are likely to affect the E&C of assets and potential segments of those
processes that the reporting entity should consider.

Major Processes Segments

Acquisitions (purchases, |Key processes and internal controls that ensure the existence, completeness, and rights
in- house construction, of assets should be included in an E&C assertion. These include: (a) controls to ensure
takings, transfers-in) all asset acquisitions (capital and accountable) are appropriately flagged or fed into
asset/accountability/inventory systems; (b) controls to ensure assets are recorded when
control of the asset passes to the reporting entity or when placed into service (for
constructed assets); and (c) controls to ensure only assets to which the reporting entity
has financial reporting responsibility (the reporting entity has the ability to control the
benefits of the asset) are recorded.

Disposals (sales, Key processes and internal controls that ensure all disposals are correctly recorded in
destructions, donations, |the APSR and disposals are only recorded when the reporting entity has transferred or
excesses, transfers- out) | otherwise ended its ability to control the asset.

Periodic physical Entire process is “in-scope” and the principal control to ensure E&C.
inventory counts

APSR maintenance (IT | Entire process is “in-scope” and relevant to ensure information in the system of record is
general and application | not incorrectly adjusted (especially subsequent to physical inventory counts) and that
level controls unauthorized personnel cannot make adjustments. For situations where supporting
surrounding the APSR) | documentation is generated and/or retained electronically (e.g., transaction history within
a system), then it is likely the system must also be scoped into audit readiness efforts.
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B.2.2 Risks, Financial Reporting Objectives and Key Supporting Documents
Risks

The following table presents the key ROMMs related to the Wave 3, Mission Critical Assets E&C Audit. A
reference to the source of each risk is included in parentheses. Reporting entities must mitigate these
risks by designing and implementing control activities. Refer to the FROs in the table following this
risk table for further details. Reporting entities may also refer to the GAO/PCIE FAM Section 395B for
additional information about financial reporting risks.

Wave 3 — Mission Critical Asset E&C Audit
Key Risks of Material Misstatements

Financial Statement

. Key Risks of Material Misstatements
Assertion

Recorded transactions do not represent economic events that actually occurred. (FAM 395B: 1)
Recorded assets are not properly classified. (FAM 395B: 1c and 5)

Recorded assets do not exist at a given date (FAM 395B: 4)

Recorded assets may not be properly supported with adequate supporting documentation
(FAM 395B: 4)

5. Transactions are recorded in the current period, but the related economic events occurred in a
different period (FAM 395B: 2)

Transactions are summarized improperly, resulting in an overstated total (FAM 395B: 3)

Existence

rprODNE

Completeness 7. Assets of the reporting entity exist but are omitted from the APSR and/or summary schedules
(financial statement equivalent) (FAM 395B: 8)

8. Economic events occurred in the current period, but the related transactions are recorded in a
different period (FAM 395B: 6)

9. Transactions are summarized improperly, resulting in an understated total (FAM 395B: 7)

Presentation and 10. Accumulated accounts or assets are not properly classified and described in the summary

Disclosure schedules (FAM 395B: 15)

11. The current period summary schedules (various classes of assets) are based on accounting
principles different from those used in prior periods presented (FAM 395B: 16)

12. The reporting entity is exposed to loss of assets and various potential misstatements, including
certain of those above, as a result of inadequate segregation of duties (FAM 395B: 18)

Rights and Obligations 13. Recorded assets are owned* by others because of sale, consignment, or other contractual
arrangements (FAM 395B: 12)

14. The reporting entity does not have certain rights to recorded assets because of liens, pledges, or
other restrictions (FAM 395B: 13)

* Note: OUSD(C) A&FP is currently updating the DoD FMR to clarify rights and reporting
responsibilities for mission critical assets.

Financial Reporting Objectives

Reporting entities must identify and implement a combination of control activities and supporting
documentation to demonstrate that the FROs, relevant to the subject matter, assertion, or
processes, (e.g., contract pay) have been achieved. Each FRO has been linked to its relevant financial
statement assertions (as indicated with an “X” in the relevant columns), including if the FRO relates to
compliance with laws and regulations. At the end of each FRO is a source reference. This is not a
complete listing of control objectives, but rather those FROs needed to address key risk areas most likely
to be present based on the Department’s experience. Reporting entities must apply judgment to
determine if additional FROs should be included given their specific business processes and
financial statements. Reporting entities may also refer to the GAO/PCIE FAM Section 395B for a list of
general control objectives based on financial statement assertions.
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Wave 3 — Mission Critical Asset E&C Audit
Financial Reporting Objectives

Financial Statement

Assertions o
: . » o |
Financial ol 81|52 g
Statement Financial Reporting Objectives el s |olg 2 =
Line Items ol g|B|IES E
ol sl 3|3 o
x| 213|298 O
w| g |>|ga
o 03
1. Accounts and all the transactions (or assets) they accumulate are properly
classified and Accounting principles are consistently applied from period to X X
period (FAM 395B: 15, 16).
Inventoryand |2 Ensure recorded transactions represent economic events that actually X
Related occurred and are properly classified (FAM 395B: 1c, 2).
Property
Ensure recorded assets exist at a given date (FAM 395B: 4a). X
4. Ensure recorded assets at a given date, are supported by appropriate
detailed records that are accurately summarized and reconciled to the X
account balance (FAM 395B: 4b).
| 5. Ensure recorded assets are owned by the reporting entity. The reporting X
Genera entity has rights to the recorded asset at a given date (FAM 395B: 12, 13).
Property, Plant
and Equipment | 6. Ensure all existing assets, as of the reporting date, including property in the X
custody of third parties, are included in the general ledger (FAM 395B: 8).
7. Asset transactions recorded in the current period represent economic X
events that occurred during the current period (FAM 395B: 2)
The summarization of recorded assets is not overstated (FAM 395B: 3) X
9. All asset related events that occurred in the current period are recorded as X
transactions in the current period (FAM 395B: 6)
10. The summarization of recorded assets is not understated (FAM 395B: 7) X

Key Supporting Documents

Two types of documentation are needed to prepare for E&C audits. The first type of documentation, direct
supporting documentation, includes internal control documentation and substantive, supporting
documentation used by a reporting entity to directly demonstrate financial statement assertions (e.g., a
land deed directly supports the Rights assertion). The second type of documentation, financial
management data, represents supported data fields in the APSRs that substantiate financial reporting
assertions and management/budget information (e.g., a tract map supports location information, which
indirectly supports the Existence assertion). Both types of documentation are required to
demonstrate to management and decision makers the accuracy and reliability of E&C information.
Because supporting management with better information is the goal of the E&C audits, both categories of
information are included in the scope of E&C audit readiness and therefore will be validated by auditors.

The following table presents a detailed listing by relevant financial statement assertion of
minimum internal control and direct supporting documentation that a reporting entity must make
readily available for auditors. For some financial statement assertions different levels or tiers of
documentation exist, which reporting entities may use to demonstrate financial statement assertions. In
accordance with auditing standards, the most robust documentation, presented as Tier 1, should be used
whenever possible. When Tier 1 documentation is unavailable, reporting entities should move down to
Tier 2. Please note that this list is not all-inclusive. Additional documentation, including reporting
entity-specific documentation, may exist that is equivalent to or supplements the items detailed in the
table.
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Financial
Statement
Line Iltems

Documentation Type

All Financial 1.
Statement

Wave 3 — Mission Critical Asset E&C Audit
Key Supporting Documents

Key Supporting Documents

Statement-to-process analyses demonstrating the dollar amount and
quantity of activity flowing through various processes and/or locations

April 2015

Financial Statement
Assertions

Existence

Completeness

Valuation
Presentation &
Disclosure
Rights &
Obligations

Line Items

Applicable policies and procedures

Process narratives and flowcharts

Control worksheets, identifying risks, FROs and corresponding control
activities

Test plans documenting planned procedures used to test the operating
effectiveness of control activities

Control assessments with test results

Evaluation of test results

Internal Control Documentation

Documentation demonstrating the operation of internal control
activities for the period under audit. Examples include:

e  Approval signature documentation (electronic or manual)
demonstrating accuracy reviews of appropriation transactions
recorded in the general ledger (compared to supporting
documentation such as Appropriation Act/Public Law)

e Reconciliations of non-expenditure transfers recorded in the
general ledger to OMB-approved Non-Expenditure Transfer
Authorizations (SF-1151s)

System inventory list, listing of system users and their access
privileges

10.

Physical inventory count documentation (inventory instructions,
completed inventory count sheets (indicating items selected from the
“book” and physically inspected on the “floor”), preparer/reviewer
signatures and supporting documentation evidencing resolution of
differences). Physical inventory counts must include sufficient
statistical coverage of the population and comply with applicable
requirements (e.g., DoDI 5000.64, Enclosure 3, Section 11)

11.

Physical inventory count documentation (inventory instructions,
completed inventory count sheets (indicating items selected from the
“floor” and traced back to the “book”), preparer/reviewer signatures
and supporting documentation evidencing resolution of differences).
Physical inventory counts must include sufficient statistical coverage of
the population and comply with applicable OUSD (AT&L) requirements

12.

Detailed listing of all assets from APSRs

Tier 1 Asset Documentation

13.

Summary schedule reporting the amounts/quantities by class of assets

14.

Reconciliation of the summary schedule of assets to the general
ledger

15.

Policies and procedures relevant to the assets, demonstrating the
consistency of accounting treatment across all years presented

16.

Written definitions of asset classes and assessable units
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Financial
Statement
Line Iltems

Documentation Type

17.

Wave 3 — Mission Critical Asset E&C Audit
Key Supporting Documents

Key Supporting Documents

Documentation demonstrating efforts made to obtain supporting
documentation in cases where Tier 1 documentation is not used.
Examples include data call requests, email traffic, meeting
documentation, site visit inspection notes, etc.

April 2015

Financial Statement
Assertions

Existence

Completeness

Valuation

Presentation &
Disclosure

Rights &
Obligations

18.

Contract documentation, including (for base assets and asset
modifications):

e  Statement of Work

e  Contract clauses that define who owns assets and when the
reporting entity takes possession

o Purchase Orders

e Receiving report or other acceptance document (e.g., DD250
(Materiel Inspection and Receiving Report) or DD1354 (Transfer
and Acceptance of DoD Real Property)

e  Deedsttitles (for Land only)

e Lease, Occupancy Agreement, Reversion Legal Document,

Judgment Legal Document (for condemnation), Letter of
Withdrawal (for withdrawal from Public Domain)

19.

Asset logs (e.g., maintenance logs or usage logs) that are reconciled
to the APSR, demonstrating the completeness of the APSR population

20.

Mission-management/logistics data (if different from the APSRs) used
by leadership to track, deploy or distribute assets, reconciled to the
APSR demonstrating the completeness of the APSR population

Tier 2 Asset Documentation

21.

Tract maps, land plats, space management systems, utilities maps, or
facility diagrams that are reconciled to the APSR, demonstrating the
completeness of the APSR population

22.

Other estimation techniques that can be used to estimate the size of
the population with tolerable precision and then compared to the
APSR population to demonstrate completeness

23.

Physical indicators of ownership rights, including:
e  Assets located on reporting entity facility

e  Assets tagged with identification numbers (e.g., barcodes or tail
numbers) that indicate reporting entity ownership

e Assets are marked with the reporting entity’s name (or other
coding or naming conventions) that demonstrate the reporting
entity’s control over the asset

e  Other evidence of exclusive rights to use assets

When performing KSD testing, reporting entities may need to apply judgment when determining what

documentation is sufficient to support all FROs, especially in instances where original source
documentation is unavailable. In instances when reporting entities determine Tier 1 documentation does
not exist, reporting entities must consult with the FIAR Directorate prior to commencing KSD testing, to

ensure both parties reach the same conclusion on the sufficiency of available documentation.
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B.2.3

During physical inventory counts, reporting entities must support and verify key data fields in the
APSR to ensure that all information required for financial statement and management reporting is
recorded and accurate. As part of the physical inventory counts, data should be recorded and testing
performed for all selected items to confirm that the information in these data fields is accurate. The
specific data fields that will be reviewed during an existence and completeness specified elements audit
are summarized in the following table (refer to the FIAR Guidance website for the Existence &
Completeness Financial Management Data Fields definitions and supporting documentation). The
table separates data fields according to those that relate to financial statements, referred to as Financial
Statement Data, and those that are primarily used as important management information, referred to as
Management and Budget Data.

Financial Management Data

Both categories of data are mandatory and must be validated in the APSR, because their reliability
and accuracy are important for decision making. Prior to an assertion of audit readiness,
management must ensure that the data is accurate in the APSR. The scope of an E&C audit will
include a review of the data fields in the Financial Statement Data category (No. 1 through No. 16), in the
following table. Auditors will then apply separate agreed-upon procedures on the Management and
Budget data fields to validate the accuracy of the management information. Note that some data fields
may not apply to all asset types within the categories.

GE

General Title & Purpose

Inventory/OM&S

Financial Statement Data

Vehicle Identification
Number, Serial Number,
Bureau Number, Unique
Item Identifier

Unique Item Identifier
(for serially managed
assets only)

1 |Individual Item Identifier — Used
by the auditor to link the APSR
asset record to the physical asset

Real Property Site Unique
Identifier (RPSUID), Real

Property Unique Identifier
(RPUID), Facility Number

RPA Type Code; RPA
Predominant Current Use
CATCODE Code

NSN, Local Stock
Number (LSN) when
NSN is not available,

National Stock Number
(NSN), or if no NSN is
available: Noun Name, Part
Number, Manufacturer and
Item Description

2 | Category/Asset Type — Used by
the auditor to link the APSR asset
record to the physical asset

3 | Location — Used by the auditor to | Location information Address Street Direction Code, | DoDAAC
link the APSR asset record to the | contained in data fields 7 Address Street Name, Address
location of the physical asset and 8 Street Number, Address Street
Type Code, Country Code,
County Code, City Code,
Location Directions Text, State
or Country Primary Subdivision
Code, Postal Code
Unit of Measure/Unit of Issue — N/A RPA Total Unit of Measure Unit of Issue
Used by the auditor to count the Code
quantity of items during physical
inspection
Quantity — Used by the auditor to | N/A RPA Total Unit of Measure Quantity in APSR,

confirm the quantity of physical
items during physical inspection

Quantity

Physical Quantity

Item Description — Used by the
auditor to link the APSR asset
record to the physical asset

Item Description

RPA Description Text

Item Description if NSN
is not on item

Controlling/Financial Reporting
Organization — Used by the
auditor to confirm the reporting
entity has rights to the asset

Accountable Organization

RPA Command Claimant
Code; RPA Financial Reporting
Organization Code

Owning Organization

Custodial/User Organization —
Used by the auditor to confirm the
reporting entity has rights to
versus use of the asset

Custodial Organization

Custodial: RPA Financial
Reporting Org Code; User:
Asset Allocation User
Organization Code

Accountable
Organization, Custodial
Organization
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No. General Title & Purpose GE RP Inventory/OM&S
9 |Interest Code — Used by the N/A RPA Interest Type Code N/A
auditor to confirm the reporting
entity has rights to the asset
10 | Operational Status — Used by the | Status RPA Operational Status Code | Current Condition Code

auditor to confirm whether the
asset is useable and correctly
classified in the APSR

11

Placed-In-Service, Title Transfer,
or Acquisition Date — Used by
auditors to confirm the reporting
entity’s rights to the asset at a
specific date

GE Placed in Service and
Acquisition Date

RPA Placed In Service Date,
Acquisition Date

Title Transfer Date,
Receipt Date for FOB
Destination

12

Real Property Asset Historic
Status Code — Used by auditors
to confirm the asset is correctly
classified as a heritage asset

N/A

RPA Historic Status Code

N/A

13

Real Property Asset Historical
Status Date — Used by auditors to
confirm the asset was correctly
classified as a heritage asset at a
specific date

N/A

RPA Historical Status Date

N/A

14

APSR - Used by the auditor to
confirm the asset record is
included in the reporting entity’s
APSR

APSR

APSR

APSR

15

Asset Review Date — Used by the
auditor to confirm the most recent
date the asset was physically
inspected by management as
part of its physical inventory
control

Inventory Date

Asset Review Date

Inventory Date

16

17

Asset Review Type — Used by the
auditor to confirm the type of
review management performed
over the asset as part of its
physical inventory control

Condition — Used by auditors to
verify the asset’s current
condition

N/A

Current Condition Code

Asset Review Type Code

Facility Condition Index

N/A

Management and Budget Data

18

Acquisition Cost — Used by
auditors to confirm the recorded
asset acquisition cost is
adequately supported

Original Acquisition Cost

Acquisition Basic Cost Amount,
Acquisition Original Asset
Recorded Cost Amount

19

Usage — Used by the auditor to
confirm the operational status of
the asset

Usage Data

RPA Operational Status Code

20

Secondary Unique Identifier —
Used by the auditor to link the
APSR asset record to the
physical asset

Ull or DoD recognized IUID

Controlled Inventory
Item Code (CIIC), if
applicable

21

Replacement Value — Used by
auditors to confirm the recorded
replacement value is supported

Facility Plant Replacement
Value Amount

22

Utilization Rate — Used by the
auditor to verify the accuracy of
utilization data used in capital
planning

RPA Utilization Rate
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No. General Title & Purpose GE RP Inventory/OM&S

23 | Allocation Quantity — Used by the Asset Allocation Size Quantity
auditor to confirm the quantity of
physical items during physical

inspection
24 | Allocation Unit of Measure— Used Asset Allocation Size Unit of
by the auditor to count the Measure Code
quantity of items during physical
inspection
25 | Grantee — Used by the auditor to Grantee Organization Code

confirm the reporting entity has
rights to the asset

26 | Grantor — Used by the auditor to Grantor Organization Code
confirm the reporting entity has
rights to the asset

27 | Grant Start Date — Used by Grant Start Date
auditors to confirm the reporting
entity’s rights to the asset at a
specific date

28 | Grant End Date — Used by Grant End Date
auditors to confirm the reporting
entity’s rights to the asset at a
specific date

B.2.4 Example Work Products
Refer to the FIAR Guidance website for Wave 3 specific work products and related guidance.
B.2.5 Wave-Specific Audit Execution

Wave 3 focuses primarily on the E&C financial statement assertions for select asset accounts (GE, IUS,
RP, Inventory, and OM&S). Reporting entities should break these general asset categories into subsidiary
assessable units that they deem appropriate and logical given their asset composition.

Reporting entities must prepare and submit assertion documentation (i.e., risk assessments,
control assessments, process narratives, test plans, etc.) to the FIAR Directorate as they complete
the key tasks and activities in the Discovery and Corrective Action Phases. The FIAR Directorate
will review the assertion documentation and provide feedback to the reporting entities on an
ongoing basis. Once a reporting entity asserts that its Wave 3 assessable unit(s) are audit-ready,
the FIAR Directorate will validate that all key audit readiness dealbreakers (i.e., reconciled
population, sufficient testing of control activities, etc.) have been sufficiently addressed.

At that point, the reporting entity may consider an optional Wave 3 (E&C only) examination to
validate the audit readiness assertion; the optional examination may also include valuation of
mission critical assets, which would allow the reporting entity (if desired) to complete a full line
item examination encompassing all five assertions. [Note that once a reporting entity asserts to
full audit readiness, an examination is mandatory.]
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B.3 WAVE 4 —FuLL FINANCIAL STATEMENTS AUDIT

Assertions for this wave include all material reporting entity line items, account balances and financial
transactions impacting the Balance Sheet, Statement of Net Cost, and Statement of Changes in Net
Position not covered by Waves 2 or 3 (e.g., Environmental and Disposal Liabilities, Accounts Receivable-
Intragovernmental, Investments, Other Liabilities, etc.).

In addition, this wave requires that the valuation assertion for fixed assets (i.e., General Equipment,
Internal Use Software, Real Property, Inventory, and Operating Materiel and Supplies) be achieved. One
significant and potentially very costly challenge in Wave 4 is obtaining auditable values for the significant
amount of existing DoD assets located worldwide and procured many years ago, well before passage of
the CFO Act and other legislation mandating auditability. To address and overcome this impediment to
achieving auditability, OUSD Comptroller and Acquisition, Technology and Logistics (AT&L) jointly issued
a “General Equipment Valuation and Capitalization Threshold” memorandum and related guidance
to assist reporting entities in asserting audit readiness by the end of Fiscal Year 2017. Please see Section
2.C.4 for specific requirements that reporting entities must follow to establish accurate values for their
General Property, Plant and Equipment (G-PP&E), and Inventory and Related Property assets.

B.3.1 Readiness Scope

Reporting entity audit readiness efforts must include all remaining processes, controls, and
supporting documentation that result in financial transactions and balances that are material to
their financial statements. FIAR has developed a crosswalk which maps financial statement line items
to their applicable assessable units to assist reporting entities in ensuring that the scope of their audit
readiness activities sufficiently addresses all key areas necessary to achieve audit readiness. Please see
the FIAR Guidance website for the Crosswalk of Financial Statements to Assessable Units document.

The OUSD(C) and AT&L jointly issued a memorandum outlining new requirements for the
valuation of G-PP&E. Reporting entities are now required to conduct valuations using adequate
supporting documentation (in accordance with KSD requirements set forth in this FIAR Guidance) for all
new G-PP&E acquisitions accepted by DoD and placed into service October 1, 2013, and after. In
addition, for G-PP&E assets acquired prior to October 1, 2013 that will have a positive net book value on
or after September 30, 2017, reporting entities must report the value of the assets and maintain adequate
supporting documentation to support the financial reporting of these assets by September 30, 2017. Once
reporting entities have successfully established values for both new asset acquisitions as well as existing
assets expected to have a positive net book value as of September 30, 2017, reporting entities must
retain and have readily available documentation to support fully depreciated assets.

The memorandum also contains requirements for reporting entities to increase the capitalization
threshold of their General Equipment, Internal Use Software and Real Property assets. These changes
are prospective and apply to asset acquisitions and modifications/improvements accepted by DoD and
placed into service October 1, 2013, and after. For more information on the new reporting requirements
for G-PP&E, please see Section 2.C.4 of the FIAR Guidance.

In addition, the ability to successfully value new asset acquisitions requires the implementation of
effective business processes and controls for recording, processing and reporting new asset acquisitions.

B.3.2 Risks, Financial Reporting Objectives, and Key Supporting Documents
Risks

The following table presents the key ROMMs related to Wave 4, including those specific to the valuation
of new asset acquisitions. A reference to the source of each risk is included in parentheses. Reporting
entities must achieve the FROs relevant to the line item and/or assertion to demonstrate audit
readiness. Refer to the FROs in the table following this table for further details. Reporting entities may
also refer to the GAO/PCIE FAM Section 395B for additional information about financial reporting risks.

APPENDIX B — FIAR STRATEGY, RISKS, FROS AND KSDS B.3 Wave 4 — Full Financial Statements Audit
B-23


http://comptroller.defense.gov/portals/45/documents/fiar/workproducts/FS_AU_Crosswalk.pdf
http://www.gao.gov/new.items/d08585g.pdf

FIAR Guidance April 2015

Wave 4 — Full Financial Statements Audit
Key Risks of Material Misstatement

ial Statement
Assertion

Key Risks of Material Misstatement

Existence 1. Recorded Military Retirement and Other Federal Employment Benefits are not representative of
benefits earned by employees (FAM 395B: 1)

2. Recorded Environmental and Disposal Liabilities do not exist at a given date, do not pertain to the
reporting entity, or are not representative of legal environmental and disposal costs incurred by the
reporting entity (FAM 395B: 1, 4)

3. Recorded Other Liabilities, including Advances from Others, Accrued Unfunded Annual Leave,
Contingent Liabilities, Custodial Liabilities, Disbursing Officer Cash, Deposit Funds, Suspense
Accounts, Contract Holdbacks, and Other Payroll Related liabilities do not exist at a given date or
do not pertain to the reporting entity (FAM 395B: 1, 4)

4. Recorded Non-Exchange Revenue does not represent economic events that actually occurred or
do not pertain to the reporting entity (FAM 395B: 1)

5. Recorded Exchange Revenue does not represent economic events that actually occurred or do not
pertain to the reporting entity (FAM 395B: 1)

6. Recorded costs of goods or services used to calculate customer rates do not represent economic
events that actually occurred or do not pertain to the reporting entity. (FAM 395B: 1)

7. Recorded Investments do not exist at a given date or do not pertain to the reporting entity (FAM
395B: 1, 4)

8. Recorded Cash and Other Monetary Assets do not exist at a given date or do not pertain to the
reporting entity (FAM 395B: 1, 4)

9. Recorded Other Assets do not exist at a given date or do not pertain to the reporting entity (FAM
395B: 1, 4)

10. Recorded Accounts Receivable - Intragovernmental does not exist at a given date or do not pertain
to the reporting entity (FAM 395B: 1, 4)

11. Recorded Accounts Receivable — Non - Intragovernmental does not exist at a given date or do not
pertain to the reporting entity (FAM 395B: 1, 4)

12. Recorded Accounts Payable — Intragovernmental do not exist at a given date or do not pertain to
the reporting entity (FAM 395B: 1, 4)

13. Recorded Accounts Payable — Non - Intragovernmental do not exist at a given date or do not
pertain to the reporting entity (FAM 395 B: 1, 4)

14. Recorded Loans Receivable, Guarantees and Related Debt do not exist at a given date or do not
pertain to the reporting entity (FAM 395B: 1, 4)

15. Recorded Gross Costs do not represent economic events that actually occurred or do not pertain
to the reporting entity (FAM 395 B: 1)

16. Imputed Financing costs do not represent economic events that actually occurred or do not pertain
to the reporting entity (FAM 395B: 1)

17. Real Property, Equipment, Internal Use Software, Inventory, and OM&S transactions do not
represent economic events that actually occurred or do not pertain to the reporting entity
(FAM 395B: 1)

18. Recorded Depreciation or Amortization Expense is not valid or does not represent depreciation or
amortization cost incurred by the related asset (FAM 395B: 1)

19. Transactions are recorded in the current period but the related economic events occurred in a
different period (FAM 395B: 2)*

20. Transactions are summarized improperly, resulting in an overstated total (FAM 395B: 3)*

21. Recorded assets and liabilities are not properly classified (FAM 395B: 1c, 5)**

22. Recorded assets and liabilities do not exist at a given date or may not be properly supported with
adequate supporting documentation (FAM 395B: 4)**

23. Adjusting entries are not representative of events that actually occurred, are not properly classified
or supported by valid supporting documentation (FAM 395B: 1c)*

Completeness 24. Valid Military Retirement and Other Federal Employment Benefits are not recorded or are
improperly summarized (FAM 395B: 5, 7)

25. Valid Environmental and Disposal Liabilities are not recorded or are improperly summarized
(FAM 395B: 5, 7)
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Wave 4 — Full Financial Statements Audit
Key Risks of Material Misstatement

Financial Statement
Assertion

Key Risks of Material Misstatement

26. Valid Other Liabilities, including Advances from Others, Accrued Unfunded Annual Leave,
Contingent Liabilities, Custodial Liabilities, Disbursing Officer Cash, Deposit Funds, Suspense
Accounts, Contract Holdbacks, and Other Payroll Related liabilities are not recorded or are
improperly summarized (FAM 395B: 5, 7)

27. Valid Non — Exchange Revenue transactions are not recorded or are improperly summarized
(FAM 395B: 5, 7)

28. Valid Exchange Revenue transactions are not recorded or are improperly summarized
(FAM 395B: 5, 7)

29. Valid costs have not been included in the calculation of customer rates (FAM 395B: 5)

30. Investments of the reporting entity exist but are omitted from the financial statements (FAM 395B:
8)

31. Cash and Other Monetary Assets of the reporting entity exist but are omitted from the financial
statements (FAM 395B: 8)

32. Other Assets of the reporting entity exist but are not recorded or are improperly summarized
(FAM 395B: 5, 7)

33. Accounts Receivable - Intragovernmental exist but are omitted from the financial statements or is
improperly summarized (FAM 395B: 5, 7)

34. Accounts Receivable - Non- Intragovernmental exist but are omitted from the financial statements
or is improperly summarized (FAM 395B: 5, 7)

35. Accounts Payable - Intragovernmental exist but are omitted from the financial statements, or are
improperly classified or summarized (FAM 395B: 5, 7, 8)

36. Accounts Payable - Non - Intragovernmental exists but are omitted from the financial statements,
or are improperly classified or summarized (FAM 395B: 5, 7, 8)

37. Valid Loans Receivable, Guarantees and Related Debt are not recorded or are improperly
summarized (FAM 395B: 5, 7)

38. Valid Gross Costs are not recorded or are improperly classified (FAM 395B: 5)

39. Valid Imputed Financing costs are not recorded or are improperly summarized (FAM 395B: 5, 7)

40. Real Property, Equipment, Internal Use Software, Inventory, and OM&S transactions exists but are
omitted from the financial statements or are improperly classified or summarized (FAM 395B: 5, 7,
8).

41. Valid Depreciation or Amortization Expense is not recorded or is improperly summarized (FAM
395B: 5, 7)

42. Economic Events occurred in the current period, but the related transactions are not recorded or
are recorded in a different period (FAM 395B: 5, 6)*

43. Transactions are summarized improperly, resulting in an understated total (FAM 395B: 7)*

44. Assets and liabilities of the reporting entity exist but are omitted from the financial statements
(FAM 395B: 8)**

Valuation 45. Military Retirement and Other Federal Employment Benefits are recorded at incorrect amounts, or
valued on an inappropriate basis (FAM 395B: 9, 10)

46. Environmental and Disposal Liabilities reported in the financial statements are recorded at
incorrect amounts or valued incorrectly, using an inappropriate valuation basis (FAM 395B: 9, 10)

47. Other Liabilities, including Advances from Others, Accrued Unfunded Annual Leave, Contingent
Liabilities, Custodial Liabilities, Disbursing Officer Cash, Deposit Funds, Suspense Accounts,
Contract Holdbacks, and Other Payroll Related liabilities are recorded at incorrect amounts, or
valued on an inappropriate basis (FAM 395B: 9, 10)

48. Non-Exchange Revenue transactions are recorded at incorrect amounts or measured improperly
(FAM 395B: 9, 11)

49. Exchange Revenue transactions are recorded at incorrect amount or measured improperly
(FAM 395B: 9, 11)

50. Customer rates are calculated on an inappropriate basis (FAM 395B: 10)

51. Investments included in the financial statements are valued on an inappropriate basis
(FAM 395B: 10)
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Key Risks of Material Misstatement

Financial Statement
Assertion

Key Risks of Material Misstatement

52. Cash and Other Monetary Assets included in the financial statements are valued on an
inappropriate basis or measured improperly (FAM 395B: 10, 11)

53. Other Assets included in the financial statements are valued on an inappropriate basis
(FAM 395B: 10)

54. Accounts Receivable - Intragovernmental included in the financial statements are recorded at
incorrect amounts or valued on an inappropriate basis (FAM 395B: 9, 10)

55. Accounts Receivable - Non - Intragovernmental included in the financial statements are recorded
at incorrect amounts or valued on an inappropriate basis (FAM 395B: 9, 10)

56. Accounts Payable - Intragovernmental included in the financial statements are recorded at
incorrect amounts or valued on an inappropriate basis (FAM 395B: 9, 10)

57. Accounts Payable - Non - Intragovernmental included in the financial statements are recorded at
incorrect amounts or valued on an inappropriate basis (FAM 395B: 9, 10)

58. Imputed Financing costs are recorded at incorrect amounts or measured improperly (FAM 395B: 9,
11)

59. Loans Receivable, Guarantees and Related Debt are estimated and recorded at incorrect
amounts, or valued using an inappropriate basis (FAM 395B: 9, 10)

60. Gross Costs are recorded at incorrect amounts, or are measured improperly (FAM 395B: 9, 11)

61. Imputing Financing costs are recorded at incorrect amounts, or are measured improperly (FAM
395B: 9, 11)

62. Real Property, General Equipment, Internal Use Software, Inventory, and OM&S included in the
financial statements are valued on an inappropriate basis, or are measured improperly (FAM 395B:
10, 11)

63. Depreciation or Amortization expense is calculated improperly and recorded at incorrect amounts
(FAM 395B: 9, 11)

64. Transactions are recorded at incorrect amounts (FAM 395B: 9)*

65. Assets and liabilities included in the financial statements are valued on an inappropriate basis
(FAM 395B: 10)**

66. Assets and related book values included in the financial statements are valued on an inappropriate
basis (FAM 395B: 10)**

67. Revenues and expenses included in the financial statements are measured improperly
(FAM 395B: 11)

Presentation and 68. Accounts or the transactions they accumulate are not properly classified and described in the

Disclosure financial statements (FAM 395B: 15)*

69. The current period financial statement components are based on accounting principles different
than those used in the prior periods presented (FAM 395B: 16)*

70. Information needed for fair presentation in accordance with U.S. GAAP is not disclosed in the
financial statements or in the related footnotes (FAM 395B: 17)*

Rights and Obligations | 71. The reporting entity does not own or have the rights to recorded assets at a given date, because of
liens, pledges or other restrictions (FAM 395B: 12, 13)

72. The reporting entity does not have an obligation for recorded liabilities at a given date (FAM 395B:
14)

* Risks applies to all line items
** Risks apply to balance sheet line items.
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Financial Reporting Objectives

Reporting entities must identify and implement a combination of control activities and supporting
documentation to demonstrate that the FROs, relevant to the line item and/or assertion have been
achieved. Each FRO has been linked to its relevant financial statement assertions (as indicated with an
“X” in the relevant columns), including if the FRO relates to compliance with laws and regulations. At the
end of each FRO is a source reference. This is not a complete listing of control objectives, but rather
those FROs needed to address key risk areas most likely to be present based on the Department’s
experience. Reporting entities must apply judgment to determine if additional FROs should be
included given their specific business processes and financial statements. Reporting entities may
also refer to the GAO/PCIE FAM Section 395B for a list of general control objectives based on financial
statement assertions.

Wave 4 — Full Financial Statements Audit
Financial Reporting Objectives

cial Statement
Assertions

Financial
Statement Line Financial Reporting Objectives
Items

Existence
Completeness
Valuation
Presentation &
Disclosure
Compliance

Cash and Other 1. Recorded Cash and Other Monetary Assets exist at a given date,
Monetary Assets are supported by appropriate detailed records that are accurately
summarized and reconciled to the account balance.

(FAM 395B: 4b)

2. Allvalid Cash and Other Monetary Assets that exist as of the end
of the reporting period are recorded in the general ledger and
financial statements and are valued using an appropriate valuation
basis. (FAM 395B: 8, 10)

3. The reporting entity has the rights to recorded Cash and Other
Monetary Assets at a given date. (FAM 395B: 13)

4. The financial statements and related footnotes contain all required
disclosures for fair presentation of Cash and Other Monetary X
Assets in accordance with U.S. GAAP. (FAM 395B: 17) **

Investments 5. Recorded Investments exist at a given date, are supported by
appropriate detailed records that are accurately summarized and X
reconciled to the account balance. (FAM 395B: 4b)

6. All valid Investments that exist as of the end of the reporting period
are recorded in the general ledger and financial statements and
are valued using an appropriate valuation basis. (FAM 395B: 8,
10)

7. The reporting entity has the rights to recorded Investments at a
given date. (FAM 395B: 13)

8. The financial statements and related footnotes contain all required
disclosures for fair presentation of Investments in accordance with X
U.S. GAAP. (FAM 395B: 17) **

Other Assets 9. Recorded Other Assets exist at a given date, are supported by
appropriate detailed records that are accurately summarized and X
reconciled to the account balance. (FAM 395B: 4b)
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Wave 4 — Full Financial Statements Audit
Financial Reporting Objectives

ancial Statement
Assertions

Financial
Statement Line Financial Reporting Objectives
Items

Compliance

Existence
Completeness
Valuation
Presentation &
Disclosure
Rights &
Obligations

10. All valid Other Assets that exist as of the end of the reporting
period are recorded in the general ledger and financial statements,
are valued using an appropriate valuation basis, and are properly
classified and described, (FAM 395B: 8, 10, 15)

11. The reporting entity has the rights to recorded Other Assets at a
given date (FAM 395B: 13)

12. The financial statements and related footnotes contain all required
disclosures for fair presentation of Other Assets in accordance with X
U.S. GAAP (FAM 395B: 17) **

13. General Property, Plant and Equipment’ assets are recorded at full
capitalized cost in the general ledger, using an appropriate
Real Property \(/:)I:ﬁtiggstée.\sig)that is in accordance with U.S. GAAP

General Equipment’ | 14, General Property, Plant and Equipment balances and all the
transactions they accumulate are recorded at correct amounts, are
Internal Use properly classified and described in the financial statements. (FAM
Software 395B: 9, 15)

15. General Property, Plant and Equipment" asset balances and
related footnote disclosures contain all information needed for fair X
presentation in accordance with U.S. GAAP (FAM 395B: 17)**

16. Inventory and OM&S assets included in the financial statements
are recorded at correct amounts. (FAM 395B: 9)

17. Inventory and OM&S assets included in the financial statements
are valued using an appropriate valuation basis (e.g., Latest

. . Acquisition Cost, Standard Price, Actual Cost, Net Realizable X

Operating Materiel Value, Moving Average Cost) in accordance with U.S. GAAP

and Supplies .
(OM&S) (FAM 395B: 10)

Inventory

18. Inventory and OM&S balances and related footnote disclosures
contain all information needed for fair presentation in accordance X
with U.S. GAAP (FAM 395B: 17)**

19. Recorded Accounts Payable exist at a given date and pertain to

Accounts Payable — the reporting entity (FAM 395B: 1c)
Intragovernmental***

20. Valid Accounts Payable that exist as of the reporting date are
recorded in the financial statements (FAM 395B: 8)

21. Accounts Payable included in the financial statements are valued
Accounts Payable — correctly, using an appropriate valuation basis (FAM 395B: 9. 10)

Non-
Intragovernmental** | 22. Recorded Accounts Payable are the reporting entity’s obligation at

a given date (FAM 395B: 14)

! The G-PP&E category for Wave 4 as it relates to Real Property and General Equipment only addresses the financial reporting
objectives for the Accuracy & Valuation and Presentation & Disclosure assertions. However, the G-PP&E category for Wave 4 as it
relates to Internal Use Software addresses the financial reporting objectives for all five financial statement assertions. The financial
reporting objectives addressing Existence, Completeness, and Rights & Obligations for Real Property and General Equipment are
discussed in Wave 3, “Mission Critical Asset E&C Audit.”
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Financial
Statement Line
Items

23.

Wave 4 — Full Financial Statements Audit
Financial Reporting Objectives

Financial Reporting Objectives

Accounts Payable balances and related footnote disclosures
contain all information needed for fair presentation in accordance
with U.S. GAAP (FAM 395B: 15, 16)

Existence

April 2015

ancial Statement

Assertions

Completeness
Valuation
Presentation &
Disclosure
Rights &

Obligations

Compliance

Military Retirement
and Other Federal
Employment
Benefits

24,

Actuarial calculations related to Military Retirement and Other
Employment Benefits are accurately recorded, supported by
complete and accurate data, and valid assumptions that comply
with specified laws and regulations. (FAM 395B: 9, 10)

25.

All Military Retirement and Other Employment Benefits accruals
that exist as of the reporting date are recorded in the financial
statements. (FAM 395B: 8)

26.

Military Retirement and Other Employment Benefits liability exists
at a given date, is valued and summarized on an appropriate
basis and is properly described and described in the financial
statements (FAM 395B: 3, 7, 15)

27.

Military Retirement and Other Employment Benefits non-actuarial
liabilities agree to the amounts allocated by the Department of
Labor, Office of Personnel Management or other agencies, and the
related expense is calculated correctly, summarized and recorded
in the financial statements accurately (FAM 395B: 3, 7, 9)

28.

Military Retirement and Other Employment Benefits accrual
balances and related footnote disclosures contain all information
needed for fair presentation in accordance with U.S. GAAP.
(FAM 395B: 17)**

Imputed Financing
Costs

29.

Imputed Financing costs represent economic events that occurred,
and are supported by appropriate detailed records that are
accurately summarized and reconciled to the account balance.
(FAM 395B: 4b)

30.

Recorded Imputed Financing costs that exist as of the end of the
reporting period are recorded in the general ledger and financial
statements, are valued using an appropriate valuation basis, and
are properly classified and described, (FAM 395B: 8, 10, 15)

31

The financial statements and related footnotes contain all required
disclosures for fair presentation of Imputed Financing costs in
accordance with U.S. GAAP (FAM 395B: 17) **

Environmental and
Disposal Liabilities

32.

Environmental and Disposal Liabilities balances and related
footnote disclosures contain all information needed for fair
presentation in accordance with U.S. GAAP. (FAM 395B: 17)**

33.

All potential Environmental and Disposal Liabilities are recorded at
correct amounts and are valued on an appropriate valuation basis
in the general ledger. (FAM 395B: 9, 10)

34.

Methodologies for valuing Environmental and Disposal Liabilities
are appropriate and used consistently. (FAM 395B: 16)

35.

Recorded Environmental and Disposal Liabilities exist at a given
date, and are properly classified and described in the financial
statements. (FAM 395B: 4a, 15)
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Financial Reporting Objectives

April 2015
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36. Recorded Environmental and Disposal liabilities are the reporting
entity’s obligations at a given date. (FAM 395B: 14) X
37. Environmental and Disposal Liabilities are valued on an
appropriate valuation basis and are based on accounting principles X X
that are applied consistently from period to period recorded in the
financial statements accurately. (FAM 395B: 10, 16)
Other Liabilities 38. Recorded Other Liabilities exist at a given date, are supported by
) appropriate detailed records that are accurately summarized and
Includes: reconciled to the account balance are properly classified, and X
Advances from pertain to the reporting entity.(FAM 395B: 4b, 1c)
Others
Accrued Unfunded |39. All Other Liabilities that exist as of the reporting date are included
Annual Leave in the financial statements and are properly allocated across X
. appropriate reporting periods. (FAM 395B: 8)
Contingent
Liabilities 40. Other Liabilities are valued on an appropriate valuation basis, and
L are properly classified and described in the financial statements X M
Custodial Liabilities (FAM 395B: 10, 15)
Contract Holdbacks
. . ) 41. Recorded Other Liabilities are the reporting entity’s obligation at a
Disbursing Officer given date. (FAM 395B: 14) X
Cash
Deposit Funds and |42, All Other Liabilities balances and related footnote disclosures
Suspense Accounts contain all information needed for fair presentation in accordance
Other Payroll- with U.S. GAAP. (FAM 395B: 17) ** X
related Liabilities
43. Recorded Accounts Receivable and related non-
exchange/exchange revenue transactions, underlying events, and X
related processing procedures are authorized by federal laws,
regulations, and management policy. (FAM 395B: 1a)
44. Recorded Accounts Receivable and related non-
exchange/exchange revenue exist at a given date, is supported by X
appropriate detailed records that are accurately summarized and
reconciled to the account balance (FAM 395B: 4)
45. Accounts Receivable and related non-exchange/exchange
revenue is properly classified and described in the financial
Accoynts statements, and related footnotes contain all information needed X
Receivable/ for fair presentation in accordance with U.S. GAAP(FAM 395B: 15,
Revenue — Non- 17)
Intragovernmental - -
46. All valid Accounts Receivable and related non-exchange/exchange
revenue transactions are summarized properly and recorded in the X X
financial statements accurately. (FAM 395B: 3, 5, 7, 9)
Accounts 47. Accounts Receivable and related non-exchange/exchange
Receivable/ revenue included in the financial statements are measured X
Revenue — Intra- properly. (FAM 395B: 11)
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Wave 4 — Full Financial Statements Audit
Financial Reporting Objectives

ancial Statement
Assertions

Financial
Statement Line Financial Reporting Objectives
Items

Compliance

Existence
Completeness
Valuation
Presentation &
Disclosure
Rights &
Obligations

governmental 48. The reporting entity has the rights to the recorded Accounts
Receivable and related non-exchange/exchange revenue. X
(FAM 395B: 13)

49. Accounts Receivable and related non-exchange/exchange
revenue balances and disclosures contain all information needed
for fair presentation in accordance with U.S. GAAP. (FAM 395B:
17) *k

50. Recorded costs of goods or services used to calculate customer
rates, underlying events, and related processing procedures are
authorized by federal laws, regulations, and management policy.
(FAM 395B: 1a)

51. Appropriate individuals approve recorded costs of goods or
services used to calculate customer rates in accordance with X
management’s general or specific criteria. (FAM 395B: 1b)

52. Recorded costs of goods or services used to calculate customer
rates represent events that actually occurred, are properly X
classified, and pertain to the reporting entity. (FAM 395B: 1c)

53. All valid costs included in the calculation of customer rates have
been recorded and classified properly. (FAM 395B: 5)

54. Customer rates have been calculated on an appropriate basis.
(FAM 395B: 10)

55. Costs of goods or services that have been included in the
calculation of customer rates are actual obligations of the reporting X
entity. (FAM 395B: 14)

56. Customer rates are based on accounting principles that are
applied consistently from period to period. (FAM 395B: 16)

Loans Receivable, |57. Recorded Loans Receivable, Guarantees and Related Debt exists
Guarantees and at a given date, represent events that actually occurred, is
Related Debt supported by appropriate detailed records that are accurately
classified and summarized (FAM 395B: 1,4b)

58. All valid Loans Receivable, Guarantees and Related Debt that
exist as of the reporting date are included in the financial
statements, and are valued using an appropriation valuation basis
(FAM 395B: 8, 10)

59. The reporting entity has rights to the recorded Loans Receivable
and all Guarantees and Related Debt are the reporting entity’s X
obligations at a given date (FAM 395B: 13, 14)

60. Loans Receivable, Guarantees and Related Debt asset and
liability balances are properly classified and described in the
financial statements, and disclosures contain all information X
needed for fair presentation in accordance with U.S. GAAP.
(FAM 395B: 15, 17) **

Gross Costs*** 61. Recorded Gross Costs represent economic events that actually
occurred, are properly classified, and pertain to the reporting entity | x
(FAM 395B: 1c)
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Financial
Statement Line
Items

62.

Wave 4 — Full Financial Statements Audit
Financial Reporting Objectives

Financial Reporting Objectives

Valid Gross Costs are recorded and classified properly
(FAM 395B: 5)

Existence

April 2015

Assertions

Completeness

Valuation

Presentation &

Disclosure
Rights &

ancial Statement

Obligations

Compliance

63.

Gross Costs are recorded at correct amounts and are measured
properly (FAM 395B: 9, 11)

64.

Gross Costs in the Statement of Net Cost and related footnote
disclosures contain all information needed for fair presentation in
accordance with U.S. GAAP. (FAM 395B: 15, 16, 17)

Depreciation
Expense

Amortization
Expense

65.

Recorded Depreciation or Amortization Expense represents valid
costs incurred by the asset, is properly classified and pertains to
the reporting entity (FAM 395B: 1c)

66.

All valid Depreciation or Amortization Expense is calculated,
accumulated and recorded at correct amounts and is classified
properly. (FAM 395B: 5)

67.

Depreciation or Amortization Expense is recorded at correct
amounts, based on the capitalized cost, useful life, date of service,
and salvage value of the asset, and is measured properly. (FAM
395B: 9, 11)

68.

The financial statements and related footnote disclosures include
all depreciation and amortization information (i.e., depreciation and
amortization methods and expense amounts, asset useful life and
salvage value) needed for fair presentation in accordance with
U.S. GAAP. (FAM 395B: 17)**

All Line Items

69.

Adjusting entries are representative of events that actually
occurred, are properly classified and described in the financial
statements, and are supported by valid supporting documentation.
(FAM 395B:1c, 15)

70.

Appropriate individuals approve recorded transactions in
accordance with management’s general or specific criteria.
(FAM 395B:1b)

71.

All accounts, assets and liabilities that exist as of the reporting
date that belong in the financial statements are included in the
financial statements. There are no undisclosed assets or liabilities
(FAM 395B: 8)

72.

The financial statement components are based on accounting
principles that are applied consistently from period to period
(FAM 395B: 16)

73.

The financial statements and related footnotes contain all
information needed for fair presentation in accordance with
U.S. GAAP. (FAM 395B: 17)

74.

Recorded assets and related processing procedures are
authorized by federal laws, regulations, and management policy.
(FAM 395B: 1a)

75.

Access to assets, critical forms, records, and processing and
storage areas is permitted only in accordance with laws,
regulations, and management policy. (FAM 395B: 4c)
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Financial Reporting Objectives
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76. Persons do not have uncontrolled access to both assets and
records, and are not assigned duties to put them in a position that X X X X
would allow them to both commit and conceal errors or fraud.
(FAM 395B: 18)
77. All recorded assets and liabilities are properly summarized and X
classified. (FAM 395B: 5)
78. Recorded assets and liabilities are properly classified as either X X
Intragovernmental or Non-Federal. (FAM 395B: 1c, 5)

** Components should review applicable sections of the GAO/PCIE FAM section 2010 Federal Accounting Checklist and 2020
Federal Reporting and Disclosure Checklists to ensure proper presentation and disclosures.

*** The Line Item tables in Section 5 identify financial reporting risks and related audit readiness outcomes for all material financial
statement line items, including Accounts Payable (Intragovernmental and Non-Intragovernmental) and Gross Costs. Reporting
entities should have considered the audit readiness impact for these financial statement line items while completing their Wave 2
activities. Transactions affecting these line items are recorded in both budgetary and proprietary accounts, which should have
been addressed in Wave 2 assessable units such as contract pay, vendor pay, civilian pay and military pay. If proprietary accounts
were not considered during Wave 2, reporting entities are required to ensure they have identified financial reporting risks and
objectives, and tested control activities to mitigate those risks and meet those objectives, in Wave 4.

Key Supporting Documents

The following table lists the minimum internal controls documentation and supporting
documentation required to support activity and balances asserted as audit-ready for Wave 4. Each
document indicates which financial statement assertions are potentially met by that specific document.
Internal control documentation is marked as satisfying all financial statement assertions, because the
specific control activities described in the internal control documentation will determine which financial
statement assertions are met.
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Internal Control Documentation

Wave 4 — Full Financial Statement Audit
Key Supporting Documents

Key Supporting Documents

Statement-to-process analyses quantifying the dollar amount
and volume of activity flowing through various processes
and/or locations

Existence

April 2015

Financial Statement

Assertions

Completeness

Valuation

Presentation &

Disclosure

Rights &
Obligations

Applicable policies and procedures

Process narratives and flowcharts

Control worksheets, identifying risks, financial reporting
objectives (FROs) and corresponding control activities

Test plans documenting detailed procedures used to test the
operating effectiveness of control activities

Control assessments with test results

Evaluation of test results

Documentation evidencing the operation of internal control
activities for the period under audit. Examples include:

e Approval signature documentation (electronic or manual)
demonstrating authorization for an acquisition

e System edit checks alerting users that new obligations are
for proper purpose and amount

e APSRs balances that reconcile to general ledger balances

System inventory list, listing of system users and their access
privileges

10.

Journal vouchers, adjustments and corresponding supporting
documentation

Real Property

Equipment

Inventory

Operating Materiel
and Supplies

Internal Use
Software (including
amortization
expense)

Transaction Documentation

11.

Obligating documents supporting asset acquisition cost and
any related asset improvements, such as contracts/ statements
of work, work orders, reimbursable agreements, MIPRs,
purchase orders, receiving reports and invoices, and appraisal
reports for donated assets. Note: Documentation must
demonstrate how a modification increases functionality and the
estimated useful life of the asset.

12.

Documentation supporting transfer of cost information from
Construction in Progress (CIP) accounts to the fixed asset
account (DD-1354 Transfer and Acceptance of Real Property)

13.

Documentation supporting “placed-in-service” date (e.g., DD
1354, “Transfer and Acceptance of Real Property”, DD-250,
Material Receiving and Inspection Report”, receiving report),
including documentation supporting the useful life estimate for
recognition of depreciation expense

14.

Documentation supporting mathematical calculations for
recorded depreciation/amortization (demonstrating that the
system is correctly calculating depreciation/amortization
expense for a sample of assets, appropriately considering
additions/betterments, etc. that may affect useful lives and
acquisition costs over the life of assets)
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Wave 4 — Full Financial Statement Audit
Key Supporting Documents

Financial Statement
Assertions

Financial
Statement
Line Iltems

Key Supporting Documents

Disclosure
Rights &
Obligations

Documentation Type
Valuation

Existence
Completeness
Presentation &

15. Reconciliation of detailed listing of all assets from APSRs/

: X
Depreciation source systems to trial balance and general ledger
Expense 16. Summary schedule reporting the amounts/quantities by class
of assets X
17. Reconciliation demonstrating how totals in the detail listing X
agree to the amounts/quantities reported in the summary
schedule
18. Documentation supporting any retirements, transfers, sales, or
other disposal of idle, excess, obsolete or otherwise unusable
assets such as:
e Request for Transfer of Excess Real and Related Personal
Property (GSA Form 1334)
e Declaration of Excess document
e Approval documentation (to include disposal of land) X
e Documents supporting disposal start date
e Documents supporting determination of impairment from X
performance of physical asset/ inventory counts
19. Documentation supporting the allocation methodology for
direct labor costs and the distribution methodology for indirect X X X X

labor costs and overhead costs for internally developed
software (software development stage only)

20. Documentation supporting the purchase of commercial off-the-
shelf (COTS) purchases, plus any costs incurred for X X X X
implementation

21. Documentation supporting the amounts paid to the contractor
to design, program, install, and implement new software or to

modify existing software, plus any costs incurred for X X X X
implementation
22. The fixed assets, inventory and OM&S reported in the financial
statements and related footnotes contain all information X
needed for fair presentation in accordance with U.S. GAAP
(FAM 395B: 17)
Accounts Payable — 23. Billing document such as vendor invoice or equivalent X X X X
Intragovernmental —
24. Receiving Report X X X X
Accounts Payable — 25. Accrual estimate support (in instances where invoice has not X X X X
Non been received or to support payroll accrual calculation)
Intragovernmental
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Financial
Statement
Line Iltems

Military Retirement
and Other
Employment
Benefits

Documentation Type

26.

Wave 4 — Full Financial Statement Audit
Key Supporting Documents

Key Supporting Documents

Memoranda from a determining federal agency (e.qg., Office of
Personnel Management and Department of Labor) showing the
reporting entity’s allocation of employment related liabilities
(funded and unfunded) such as civilian pension, FECA and
unemployment

Existence

April 2015

Financial Statement
Assertions

Completeness

Valuation

Presentation &

Disclosure
Rights &

Obligations

27.

Schedule(s) detailing calculation of current year expenses

28.

Detail listing of factors, data, assumption, and formulas used to
prepare the actuarial calculations for each sub-process
involved in the projection

Imputed Financing
Sources

29.

Documentation supporting any significant changes in actuarial
calculations from prior year

30.

Documentation supporting evaluation of actual to expected
results supporting accuracy of models used

31

Documentation supporting the terms of any intra-departmental
agreements (e.g., MOA, MOU, operating agreement, etc.)

32.

Detail listing of amounts paid during the fiscal year from the
Federal Judgment Fund to settle lawsuits and claims against
the reporting entity

33.

Detail calculations and support for other imputed financing
costs

Environmental and
Disposal Liabilities

34.

Reconciliation of the detall listing of Environmental and
Disposal Liabilities to the amounts reported in the general
ledger and financial statements, including appropriate
explanations for reconciling items

35.

Record of Decision (ROD)

36.

Contract, invoices, receiving reports/status reports

37.

Documentation supporting clean-up cost estimates and related
facts and assumptions

38.

Documentation supporting site identification and clean-up
actions, such as results of site inspections, comparisons to
EPA listings, and publicly available RCRA/CERCLA supporting
documentation

Other Liabilities
Includes:

Advances from
Others

Accrued Unfunded
Annual Leave

Contingent
Liabilities

39.

Ordering Document: MIPR, Reimbursable Agreement,
Customer Order, etc.

40.

Advice of collection, deposit ticket, photocopies of checks
received for advances received

41.

IPAC/Goals report evidencing amounts advanced

42.

Reconciliations of advances from others showing amounts
received, revenue earned and remaining liabilities

43.

Invoices and calculations of penalties, interest or administrative
fees collected
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Financial
Statement
Line Iltems

Custodial Liabilities

Disbursing Officer
Cash

Deposit Funds
Suspense Accounts

Other Payroll-
related Liabilities

Documentation Type

44,

Wave 4 — Full Financial Statement Audit
Key Supporting Documents

Key Supporting Documents

Invoices, IPAC billings (using GOALS reports) supporting any
reductions of advances for amounts earned

Existence

April 2015

Financial Statement
Assertions

Completeness

Valuation

Presentation &
Disclosure
Rights &

Obligations

45,

Reconciliation of Disbursing Officer Cash to general ledger
account balance or equivalent, evidence of foreigh exchange
rates, receipts for disbursements and requests for
replenishment

46.

Individual employee-level listing of hours, hourly rates, and
total dollar amount of unfunded leave liability that reconciles to
amount recorded in the financial statements

47.

Timesheets & leave earning reports that support the amount of
leave taken and earned, respectively, by pay period for
individual employees

48.

SF-50s & SF-52s that support the hourly rate for leave liability
calculation (supporting the grade/step/locality) for individual
employees

49.

Legal representation letter prepared by the Office of General
Counsel (in accordance OMB Bulletin No. 14-02, Section 9)

50.

Management's schedule of legal liabilities (in accordance
OMB Bulletin No. 14-02, Section 9)

51.

Reconciliation of Custodial and Deposit Fund assets to the
associated liabilities

52.

Reconciliation and aging of Suspense Account items

Accounts
Receivable/
Revenue—
Intragovernmental

53.

Public law demonstrating authority to collect non-exchange
revenue

54.

Deposit tickets (SF-215s), IPAC/GOALs reports, supporting
cash collection dollar amounts

565.

Other support to demonstrate completeness of reported
revenue (e.g., reconciliation to trust fund collections)

56.

Documentation supporting collection of exchange revenue
(e.g., MIPR acceptance, reimbursable agreements, vendor
invoices, contracts)

Accounts
Receivable/
Revenue-Non-
intragovernmental

57.

Invoices, collection histories, other documentation supporting
an accounts receivable.

58.

Copy of Treasury Report of Receivables and documentation
supporting preparation and contents of the report

59.

Schedule of calculation of allowance for uncollectible accounts
(non-intragovernmental only) and documentation supporting
the methodology and assumptions used
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Wave 4 — Full Financial Statement Audit
Key Supporting Documents

Financial Statement
Assertions

Financial
Statement
Line Iltems

Key Supporting Documents

Valuation
Disclosure
Rights &
Obligations
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Existence
Completeness
Presentation &

60. Cost accounting records including a detailed listing of factors,
data, assumptions and formulas used in the calculation of X X
current year customer rates

61. Budget-to-actual analysis of data used to calculate prior year

customer rates X
62. Timecards, SF-50s and SF-52s supporting any labor costs that
have been included in the calculation of customer rates X X
63. Contracts and invoices supporting any direct or indirect costs
that have been included in the calculation of customer rates X X X
Cash and Other 64. Deposit tickets (SF-215s), IPAC/GOALSs reports, supporting
Monetary Assets cash collection dollar amounts
65. Cash receipts logs X X X
66. Bank reconciliations and bank cutoff statements
67. Checks, IPAC statements
Investments 68. Bureau of Public Debt account statement or investment report
69. Investment subsidiary ledger with detailed investment activity X X
including all purchases, interest income, discount/amortization,
redemptions, etc.
Loans Receivable, 70. Loan contracts, guarantee agreements, modifications, project
Guarantees and status reports, loan servicing histories and any historical X X X
Related Debt documents that support underlying assumptions

71. Documentation supporting calculation of subsidy cost
allowances, subsidy expense and loan guarantee liabilities
including desk procedures, default rates, discount factors and X
loan histories, including support for any changes in
assumptions, actuarial studies

72. Worksheets documenting computation of subsidy estimates

and loan guarantee liabilities X
Gross Costs 73. Documents supporting expenses incurred such as: invoices or
other billing documents, receiving reports, IPACs, travel
vouchers and receipts, credit card statements, etc. Note: For X X X X

payroll transactions, SF 52s (Request for Personnel Actions),
SF 50s (Notification of Personnel Action), and timesheets
support recorded payroll expenses.

74. Documents to support accrual estimates recorded (in instances
where invoice has not been received or to support payroll X X X X
accrual calculations)
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B.3.3 Statement of Changes in Net Position Risks and Financial Reporting Objectives
Risks

The following table presents the key ROMMs related to material line items for the Statement of Changes
in Net Position (SCNP). A reference to the source of each risk is included in parentheses. Reporting
entities must achieve the FROs relevant to the line item and/or assertion to demonstrate audit
readiness. Refer to the FROs in the table following this table for further details. Reporting entities may
also refer to the GAO/PCIE FAM Section 395B for additional information about financial reporting risks.

Wave 4 — Full Financial Statements Audit
Statement of Changes in Net Position
Key Risks of Material Misstatement

Financial
Statement Key Risks of Material Misstatement
Assertions

Existence 1.  Appropriations Used may not pertain to the reporting entity, may not be representative of amounts
expended by the reporting entity, or may be improperly classified and summarized (FAM 395B: 1, 3, 4)

2. Other Financing Sources - Other may not pertain to the reporting entity, may not be representative of
amounts of transactions entered into by the reporting entity, or may be improperly classified and
summarized (FAM 395B: 1, 3, 4)

3. Recorded Appropriations Received may not exist at a given date, do not pertain to the reporting entity, or
may be improperly classified and summarized (FAM 395B: 1, 3, 4)

4.  Other Adjustments may not pertain to the reporting entity, may not be representative of amounts of
transactions entered into by the reporting entity, or may be improperly classified and summarized (FAM
395B: 1, 3, 4)

Completeness 5. Recorded Appropriations Used may not include all amounts used by the reporting entity, or may not be
summarized accurately in the financial statements (FAM 395B: 5, 7)

6. Recorded Other Financing Sources - Other may not include all amounts used by the reporting entity, or
may not be summarized accurately in the financial statements (FAM 395B: 5, 7)

7.  Valid Appropriations Received may be omitted from the financial statements or may be improperly
classified and summarized (FAM 395B: 5, 7)

8. Recorded Other Adjustments may not include all amounts used by the reporting entity, or may not be
summarized accurately in the financial statements (FAM 395B: 5, 7)

Valuation 9.  Appropriations Used included in the financial statements are recorded at incorrect amounts or valued on
an inappropriate basis (FAM 395B: 10)

10. Other Financing Sources - Other included in the financial statements are recorded at incorrect amounts or
valued on an inappropriate basis (FAM 395B: 10)

11. Appropriations Received included in the financial statements are recorded at incorrect amounts or valued
on an inappropriate basis (FAM 395B: 10)

12. Other Adjustments included in the financial statements are recorded at incorrect amounts or valued on an
inappropriate basis (FAM 395B: 10)

Rights and 13. The reporting entity does not have rights to recorded Appropriations Used at a given date (FAM 395B: 13)

Obligations 14. The reporting entity does not have rights to or obligations for amounts posted to Other Financing Sources
— Other at a given date (FAM 395B: 13, 14)

15. The reporting entity does not have rights to recorded Appropriations Received at a given date (FAM 395B:
13)

16. The reporting entity does not have rights to or obligations for amounts posted to Other Adjustments at a
given date (FAM 395B: 13, 14)

Financial Reporting Objectives

Reporting entities must identify and implement a combination of control activities and supporting
documentation to demonstrate that the Statement of Changes in Net Position FROs relevant to the
line item and/or assertion have been achieved. Each FRO has been linked to its relevant financial
statement assertions (as indicated with an “X” in the relevant columns), including if the FRO relates to
compliance with laws and regulations. At the end of each FRO is a source reference. This is not a
complete listing of control objectives, but rather those FROs needed to address key risk areas most likely
to be present based on the Department’s experience. Reporting entities must apply judgment to
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determine if additional FROs should be included given their specific business processes and
financial statements. Reporting entities may also refer to the GAO/PCIE FAM Section 395B for a list of
general control objectives based on financial statement assertions.

Wave 4 — Full Financial Statements Audit
Statement of Changes in Net Position
Financial Reporting Objectives

Financial Statement
Assertions

3
Financial o § _ls o o §
Statement Financial Reporting Objectives el 5 |olg 2% 5 =
Line Items S| 5| & E%ﬁ% E
2la|2|8g>8 S
S| E|S|ogx=a
8 g« ©
Appropriations | 1. Recorded Appropriations Used pertain to the reporting entity, are
Used representative of amounts expended by the reporting entity and are X
properly classified and summarized (FAM 395B: 1, 3, 4)
2. All Appropriations Used are recorded in the correct period and are properly X
summarized (FAM 395B: 5,7)
3. Appropriations Used included in the financial statements are valued X
correctly, using an appropriate valuation basis (FAM 395B: 10)
4.  The reporting entity has the rights to the recorded Appropriations Used at a X
given date (FAM 395B: 13)
Other Financing |5. Recorded Other Financing Sources - Other represent amounts of
Sources - Other transactions actually entered into by the reporting entity and are properly X
classified (FAM 395B: 1, 3, 4)
6. All Other Financing Sources - Other are recorded in the correct period and X
are properly summarized (FAM 395B: 5,7)
7.  Other Financing Sources - Other included in the financial statements are X
valued correctly, using an appropriate valuation basis (FAM 395B: 10)
8. The reporting entity has rights to or obligations for amounts posted to Other X
Financing Sources — Other at a given date (FAM 395B: 13, 14)
Appropriations | 9. Recorded Appropriations Received represent amounts actually received by X
Received the reporting entity and are properly classified (FAM 395B: 1, 3, 4)
10. All Appropriations Received are recorded in the proper accounting period X
and are accurately classified and summarized (FAM 395B: 5,7)
11. Appropriations Received included in the financial statements are valued X
correctly, using an appropriate valuation basis (FAM 395B: 10)
12. The reporting entity has rights to recorded Appropriations Received at a X
given date (FAM 395B: 13)
Other 13. Recorded Other Adjustments represent amounts of transactions actually
Adjustments entered into by the reporting entity and are properly classified (FAM 395B: X
1,3,4)
14. All Other Adjustments are recorded in the correct period and are properly X
summarized (FAM 395B: 5,7)
15. Other Adjustments included in the financial statements are valued X
correctly, using an appropriate valuation basis (FAM 395B: 10)
16. The reporting entity has rights to or obligations for amounts posted to Other X
Adjustments at a given date (FAM 395B: 13, 14)

B.3.4 Example Work Products
Refer to the FIAR Guidance website for Wave 4 specific work product examples and related guidance.
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APPENDIX C — IMMATERIAL CONSOLIDATED LINE ITEMS

The Department of Defense (Department or DoD), with its many reporting entities preparing stand-alone
financial statements, has a complex reporting structure. Its reporting entities vary significantly from a
financial statement perspective (e.g., the Military Departments are few in number but material to the
Department, versus the other Defense Agencies, which are large in number but less material than the
Military Departments). Accordingly, as the Department approaches the fiscal year 2017 deadline for full
financial statements audits, it is more effective or efficient to focus limited audit readiness resources on
financial statement line items that are material to the DoD consolidated statements. These material line
items are included in Section 5 of the FIAR Guidance.

To determine materiality with respect to the consolidated statements, the FIAR office applied the
approach recommended in the GAO/PCIE FAM.* Specifically, materiality was calculated at one percent
(1%) of consolidated non-federal assets. The following balance sheet line items fell below this materiality
threshold:

e Cash and Other Monetary Assets
e Loans Receivable

e Debt

e Loan Guarantee Liability

While these line items are immaterial at the consolidated level, reporting entities should include
the following balance sheet line items within the scope of their Wave 4 audit readiness efforts if
these line items are individually material to the reporting entities’ financial statements.

! Reporting entities should refer to the GAO/PCIE FAM Section 230 for details regarding materiality. DoD consolidated materiality of
$9.68 billion was calculated based on the FY 2014 consolidated balance sheet.
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C.1 CASH AND OTHER MONETARY ASSETS

Cash and Other Monetary Assets consist of coins, paper currency, undeposited collections, imprest
funds, readily negotiable instruments, amounts on demand deposit, foreign currencies, gold 