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Revi ew of Tel ephone Costs and Services

AUDI T GUI DE

Overall Objectives: The objectives of the audit are to review the
adequacy of controls over tel ephone services and to identify areas
for potential cost savings.

Prelim nary Survey: Auditor WP Initial

-Determne the installation
on board strength (mlitary,
civilian, and contractor).

-Determ ne the annual budget
for tel ephone services.

-Determ ne the nonthly
cost per tel ephone line.

-Determ ne the nunber of
active/inactive phone lines
(analog & digital).

-Determ ne the nunber of
t el econmuni cati ons service
provi ders.

-Determ ne the nunber of
t el ephone bills per nonth.

-Determne the tariff rates

as promnul gated by Feder al
Conmuni cati ons Commi ssi on
(FCC) and State Public Uility
Conm ssi ons.

-Devel op a spreadsheet for a
12-nmonth period that identifies
t el ephone costs for each type
of servi ce.

- Rearrange the spreadsheet to
show t el ephone costs per office.



Prelim nary Survey: Auditor WP

-Meet with the Tel ecommuni cati ons
Director, do a risk assessnment
and select audit areas. Keep

in mnd that not all areas may

be audited. Sel ect those areas

t hat have the hi ghest potenti al
payback.

Initial



Detailed Audit Steps

A - Tel ephone Lines

Sub-obj ective: To determne if there are excess tel ephone |ines.
Audit Steps Auditor WP Initial

-Does the installation maintain
an inventory database of

t el econmuni cati ons equi pnent
and services?

-When was t he dat abase | ast
updat ed?

-When was the last tinme the
requirenents for tel ecom
muni cati ons equi pnent and
services reviewed and
reval i dat ed?

-Were unneeded requirenents
term nat ed?

-Obtain a printout of the
installation inventory of the
t el ephone | i nes.

-Determ ne the nunber of |ines
(anal og/digital) for each office
and conpare the nunber of phone
lines with the current TDAs
including contractors. This
could be an indication of excess
lines within an offi ce.

-1f the installation has its own
t el ephone switch, ascertain the
capacity of the switch. This is
t he nunber of active lines the
switch can handle. Conpare this
to the nunber of active lines and
popul ati on data. This could be
an i ndication of inactivel/excess
lines within the installation.



Audit Steps Auditor WP

-Obtain a printout of the
installation tel ephone non-usage
report. This report should |ist
any tel ephone |ine that has not
been used to make an out goi ng cal
over a period of 30-90 days.

-Verify whether the tel ephone

| i nes/ nunbers identified above,
as potential excess, are listed
in the non-usage report.

-From t he non-usage report,

identify the tel ephone nunbers

t hat have been established for
receiving only incomng calls.

They shoul dn’t be counted as excess.
These nunbers are for the energency
line, the command hot |ine, the

i ncl ement weather |ine, the 800
nunber |ines, and other |ines set

up for the conputer systens.

-Any ot her tel ephone nunbers or

lines in the non-usage report are
potential excess. Take a sanple

of these lines; determne if they

bel ong to current enpl oyees or
contractors who may be on long term
assignnents. Verify against individual
names, building |ocations, etc.

-Conpute nonthly and annual recurring
costs for the excess tel ephone |ines.

Initial



B - Billing Procedures

Sub- obj ective: To determ ne the extent of managenment controls
over the tel ephone bills.

Audit Steps Auditor WP Initial

-Is the call detail report
reconciled with tel ephone bills?

-Are bills reviewed for accuracy?
By whonf? How often?

-Determne if conmuni cation invoices
are reconciled to the tel econmuni cati ons
services inventories before authorizing

paynent s.

-Are all |eased trunks, lines, and
circuits billed verified against the
i nventory?

-Is the installation paying for
i nacti ve/ di sconnect ed/ excess tel ephone
lines or circuits? How nuch?

-How are billing issues resolved?



C — Long Di stance Charges

Sub- obj ective 1: To determ ne whether commercial |ong-distance

tel ephone carriers include/bury illegitimte | ong-di stance charges
anong legitimte ones hoping that the extensive details will be
daunti ng enough for anyone not to notice.

Audit Steps Auditor WP Initial

-Is the Federal Tel ecommuni cations
System (FTS) 2000 bei ng used for
all 1 ong-haul teleconmunications
requi renents?

-If not, why? What are the |ong
di stance carriers?

-Does the installation have a
systemthat tracks all out-going

| ong-di stance calls to include
fromto nunber, city, state, date,
time, and call duration?

-How often are billing statenents
for long-distance calls received?

-Are these statenments in an
integrated form (single phone bill)
or in detailed fornf

-Do the installation tel ephone
coordi nators routinely match these
phone bills to the tel ephone tol
tape details to verify that the

| ong-di stance calls are originated
fromthe installation?

-How do illegitimate charges/billing
i ssues get resolved?



Sub-obj ective 2: To determ ne the adequacy of controls over |ong-
di stance charges. Substantial |osses can incur in this area when
paynents are made wit hout review ng the details.

Audit Steps Auditor WP Initial

-Are commerci al | ong-distance
calls permtted only when
Governnent provided service is
not avail abl e?

-VWhat’'s the dollar amount for
collect calls? (The spreadsheet
in the prelimnary survey should
show t hi s).

-Are there personal and 3rd
party calls on the phone bills?

-Are tel ephone bills distributed
to tel ephone coordinators for
review? How often? Evaluate the
revi ew process.

-Do supervisors sign/approve/
aut henticate official |ong distance
calls?

-Do enpl oyees rei nburse for personal/
unof ficial |ong-distance calls?

-VWhat are the collection procedures?
Where' re checks deposited?

-Are there any “Hot” lines (900 nunber)
calls in the statenents? These |ines
shoul d have been bl ocked in the FTS
2000 net work.

- Det erm ne whet her access to audio
text calls (e.g., dial-a-joke,
di al - a- hor oscope) have been bl ocked.

-Ask the Tel ecommuni cations Director
for a list of blocked nunbers. Test
sone of these nunbers to see if, in
fact, they have been bl ocked.



D — Extended Area Calling

Sub- obj ective: To determ ne whether the installation is receiving
adequat e di scounts for calls placed outside the local calling
ar eas.

Audit Steps Auditor WP Initial

-Determne the installation
annual cost for extended area
calls. (The spreadsheet in the
prelimnary survey should show
this). Extended area calls are
calls placed outside the | ocal
calling areas. They are billed
at a special rate because they
are farther than a nessage unit,
but too close to incur norma

| ong di stance rate.

-Determ ne the rate at which
extended area calls are being
billed. Bell Atlantic, for exanple,
offers three different rate plans
to its business custoners: |arge
user discount, business optional
calling plan, and intraLATA WATS
service. The latter plan may
reduce the cost for extended area
calls by as much as 50% based upon
usage/ vol unme. Through the

Tel econmuni cations Director,
contact the Bell Atlantic Federal
System Account Executive or your

| ocal tel ephone service provider
for an anal ysi s/study of the
installation toll calls.

-Recommend t he appropriate plan for
the installation.

- Conput e the associ ated cost savi ngs.



E - 800 Tel ephone Lines

Sub-obj ective: To determ ne whether the installation’s 800-toll -
free tel ephone nunbers are being used as intended.

Audit Steps Auditor WP Initial

-Determ ne whether the installation
has set up any 800-nunbers for

enpl oyees to either call back to
the installation when away on TDY
or for renpte computer access.

-Obtain a list of the 800-nunbers
and the operating procedures.

An 800-nunber is atoll free

t el ephone service to the user.
Its purpose is to elimnate | ong
di stance collect calls to the
Governnent. By dialing the 800
nunber along with an enpl oyee’s
ext ensi on, anyone from anywhere
in the Country can access the
800-1i ne.

-Determ ne whether billing
statements for the 800-nunbers
contain at a mninum the dates

of the calls, the area codes and

t he tel ephone nunbers where the
calls are originated, the

t el ephone nunbers that are being
called, the time of the calls, the
duration of the calls, and the cost
of the calls.

-What are the average nonthly costs
and the annual costs for the 800 |ines?

-Who reviews the statenents? How? | s

the review centralized or
decentral i zed? Eval uate the process.

10



Audit Steps

-Take the billing statenents for a
si x-nonth period and exam ne the
pattern of the calls to see whether
a greater volume of calls has cone
fromor been made to a particul ar

t el ephone nunber.

-Cbtain an expl anation for any
unusual volume or call pattern.

- Det er m ne whet her enpl oyees were
on TDY during the tine and in the
| ocations |listed under the area
codes bei ng questi oned.

11
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F - Calling Cards

Sub-obj ective: To review the adequacy of controls over Governnent
i ssued cal ling cards.

Audit Steps Auditor WP Initial

-How nuch does the installation
pay for credit card calls?

-How many calling cards are
out st andi ng?

-ls alist of credit card hol ders
mai nt ai ned?

-What's the basis used for issuing
calling cards to individual s?

-Is an annual validation of the
conti nued need conduct ed?

-What are the controls/limtations
established to prevent m suse?

-Are there separate billing lines
for credit card calls?

-Are the credit card nunbers I|isted
in the billing statenents?

-Do the tel ephone coordinators match
credit card nunbers listed in the
billing statements with the series of
nunbers assigned to the installation
calling cards?

-Do the billing statenents provide
call details?

-Are these calls being reviewed for

| egi ti macy? How? By whon? Eval uate
t he revi ew process.
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G - Tel ephone Features

Sub-obj ective: To determ ne the type, adequacy, utilization, and
costs of existing tel ephone features; nanely: call block, cal
forwarding, call waiting, caller ID repeat call, return call
tone bl ock, etc,.

Audit Steps Auditor WP Initial

-What are the current avail abl e
f eat ures?

-Whi ch ones are available to al
enpl oyees?

-VWhich ones are available to
supervi sors and secretaries?

-What is the nonthly cost per
single feature?

-What is the nonthly cost for
t he package?

-Are there particular features
t he phone sets shouldn't have?

-VWhat are they? What are the
mont hly costs?

-Are there particular features
t he phone sets shoul d have?

-VWhat are they? What are the
mont hly costs?

-Who determ ned the features? How?

-Are the features realistic/needed
for the environnent?

-Are users aware of the features?

-Are the features being used?
To what extent?

-\Wi ch ones can be done away w th?
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H- Directory Calls

Sub- obj ective: To determ ne whet her enpl oyees are maki ng frequent

use of operator assisted calls for

personal use. Such calls incur

charges and they can be easily abused by enpl oyees/contractors.

Audit Steps

-Is there a separate entry for
directory or information calls
on the phone bills?

-VWhat are the costs per unit,

t he average nonthly costs, and
t he annual costs for directory
assi stance cal |l s?

-If substantial, review the past
year's statenents.

-Det erm ne whether these calls
originated fromthe sane nunbers.

-If a pattern is found, determ ne

t he useful ness/ busi ness purpose of
t hese calls?

14
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Pot enti al Fi ndi ngs

-Exi sting tel ephone |ines exceed installation's tel ephone needs
causi ng unnecessary costs.

-Installation is paying for tel ephone lines in vacated buil dings.

-Charges for tel ephone services have exceeded allowable tariff
rates.

-Erroneous bills/charges by tel ephone carriers.
-Personal long distance calls aren't being recouped.

-Installations may not be in the nost econom cal plan for extended
area call s.

- Enpl oyees have provided the 800-tel ephone nunber to their out-of-
town relatives and friends to call themat the work place thereby,
avoi di ng the charges of personal |ong distance calls by passing
the cost to the Governnent.

-Calling cards are used to nake unofficial |ong distance calls.
-Cal |l s made through nodens have | asted several hours or days |ong.
- Excessive use of directory assistance nade for personal calls.
-Third party calls are billed back to the Governnent.

- Unneeded t el ephone features.

- Excessive use of operator assisted calls.
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Appl i cabl e Regul ati ons

-DoD Directive 4640. 13, Managenent of Base and Long- Haul
Tel ecommuni cati ons Equi pnment and Services

-DoD Instruction 4640. 14, Base and Long-Haul Tel econmuni cati ons
Equi prent and Servi ces

-AR 25-1, The Arny Information Resources Managenent Program

-DA PAM 25-1-1, Installation Informati on Services

PREPARED BY:

v . [ Audi t or / HQAMC
DSN 767- 9553

June 1999
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