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This document is modified on a recurring basis to ensure compliance with emerging regulatory and legislative requirements. The most current version can be found on the IT investment Management portal on AKO https://www.us.army.mil/suite/page/301681
To provide comments, contact the Army Portfolio Management Office, Army CIO/G6, 703-604-2152 or 703-602-8562. 
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I.  Introduction.

Background:  The National Defense Authorization Act (NDAA) 2005, Public Law 108-375, Title 10 – Armed Forces, Section 2222, requires certification of funding for IT investments that deliver business capabilities and plan to spend in excess of $1M in development/ modernization over their lifecycle.  This process is called the IT Investment Certification/Annual Review (Cert/AR) process.  (See glossary for definition of defense business system, modernization and technical refresh).  
Objectives.  This process guide provides details for assembling documentation required for the IT Investment Certification/Annual Review (Cert/AR) process.  It outlines the roles and responsibilities, policies and procedures to ensure Tier 1-3 business systems, that are requesting to obligate funds in excess of $1M in development or modernization, are certified and reviewed by the Investment Review Board (IRB) and Defense Business System Management Committee (DBSMC), in order to comply with NDAA 2005.  
The intent of this Cert/AR process guide is to establish Army specific Cert/AR procedures and to identify the role of the Army Portfolio Management Solution (APMS) in the investment review process.  It is essential that data in APMS be kept updated on a regular basis.  System data must also be updated in APMS when a previously certified system is scheduled for an IRB annual review.  System owners seeking Cert/AR of modernization funds for IT business system modernization, by an IRB, are required to enter, update and upload attachments as appropriate, maintaining accurate system data in APMS.  
After a formal Army review, the IT system’s data will be uploaded from APMS to the Department of Defense Information Technology Portfolio Repository (DITPR).  The DITPR generated dashboard will be the official dashboard reviewed by the IRB/DBSMC.
II.  ROLES & RESPONSIBILITIES
1.  Office of Business Transformation will: 

a.  Review business cases for strategic alignment, return on investment, affordability, cross domain integration and due diligence of business process reengineering.

b.  Ensure Legacy, or Tier 1 and Tier 2 systems being certified or reviewed are correctly listed in the Enterprise Transition Plan or March Congressional Report as appropriate.
c.  Prepare CMO Memo and obtain signature. 

2.  System Owners will:  
a.  Initiate new certifications, annual reviews, rescissions, re-certification and de-certifications and adhere to established timelines set by the domain for Cert/AR system submission based upon the submission suspense date of the respective IRB and the corresponding suspense date to CIO/G-6.

b.  Coordinate with the domain representatives for upcoming submissions of business cases, system certifications, de-certifications, re-certifications, rescissions and annual reviews.

c.  Complete a business case and Business Processing Reengineering assessment and present to the Army Domain for review and subsequent submission to the CMO/OBT. 

d.  If the business case is approved, enter/update all required Cert/AR data fields in APMS on the Required Data, Financial Data and Decision Support Forms.  Examples of the required Business Certification Form in APMS are depicted in, Figures 4, 5 and 6 of Appendix A.  
e.  Generate required artifacts to be uploaded to APMS:  

	Required Artifacts for Upload to APMS

	
	Annual review
	
	Certification

	1
	Funding Profile
	1
	Funding Profile

	2
	FISMA/PIA Compliance Assertion checklist and Privacy Impact Assessment if applicable
	2
	FISMA/PIA Compliance Assertion checklist and Privacy Impact Assessment if applicable

	3
	Copy of signed ATO or IATO
	3
	Copy of signed ATO or IATO

	4
	FISMA/PIA checklist 
	4
	FISMA/PIA checklist 

	5
	Completed BPR Questionnaire
	5
	Completed BPR Questionnaire

	6 
	Funds Certifying Officer Statement
	6
	EV Tool

	7
	System Status Matrix (Stoplight Chart)
	7
	PM Assertion memo

	8
	EV Tool or LROI (not both)
	8
	SFIS Compliance 

	9
	PM Assertion memo
	
	


f.  Notify domain representative when all system Cert/AR data fields are completed and reviewed in APMS and artifacts are uploaded to APMS.
g.  Follow all policy and procedures as outlined in Section III of this process guide.  
3.  Domain/Functional Proponents will: 


a.  Review Business Case for viability and redundancy and coordinate meeting with OBT and system owner for OBT concurrence.


b.  Review Cert/AR packages for data accuracy and correctness of supporting artifacts.

c.  Create and upload to APMS, the domain assertion memorandum and ensure all systems being presented to an IRB are included in the ETP or Domain Transformation Plan.


d.  Upload additional artifacts to APMS as required by IRB. 

e.  Notify CIO/G-6 business cert team that a system is ready for review via email and follow-up phone call.

f.  Work with the business certification team to remediate discrepancies. 

g.  Monitor IRB Portal for conditions or issues that arise from the IRB review and work with the system owner to address/resolve all issues by dates established by IRB.  
4.  CIO Business Cert Team AO will: 

   a.  Review to ensure each packet contains complete, current and accurate documentation. If any discrepancies exist, work with the domain representative for correction.  

1)  Crosswalk all financial data submitted on different artifacts .  If a discrepancy exists, find out why, and if it is a legitimate reason, make sure it is explained in the CMO Memo.
2)  Verify the system is in the Enterprise Transition Plan (ETP), and make sure the statement is included in the CMO memo.  If it is not, include an explanation in the certification memo or that there is intent to include it in the ETP.
3)  Do an Army enterprise portfolio check for redundancy and coordinate findings with Domain. 

4)  Review decision support scorecard for performance, risk and impact and notify CMO of any issues or scores.  
b.  Notify the Army staffing proponents when a system is ready for review and request them to provide concurrence/non-concurrence with system data and documents that have been uploaded in APMS.  If any staffing proponent’s review is “non-concur”, the AO will contact the domain lead to correct the deficiency, prior to the CMO packet moving forward.
c. Schedule APMS to DITPR upload.  
d. Validate APMS/DITPR Upload was successful and review information. 
1) Review DITPR generated Cert/AR dashboard and System Status Matrix (Stoplight Chart) for accurate information Ensure modernization description accurately describes the effort that will be accomplished only with the funding being certified.
2) Ensure the Expected Outcomes block on the dashboard includes the BPR results.  
3) Cross check red/amber/green status with statements in the rest of the packet.   
4) For an Annual Review, check status of any conditions which may have been placed on the system and give a summary, in the CMO memo of actions taken to clear conditions.
5) If ATO or IATO will expire within 60 days of certification, include explanation of actions taken to extend/renew accreditation.

e.  Coordinate for Domain and System owner to brief their info paper and dashboard to CMO, OBT.  

f.  When signed CMO memo is available, upload required documents provided by the domain to the IRB portal:  
	IRB Portal

	
	Annual review
	
	Certification

	1
	CMO Memorandum


	1
	CMO Memorandum

	2
	FISMA/PIA Compliance Assertion checklist and Privacy Impact Assessment if applicable
	2
	FISMA/PIA Compliance Assertion checklist and Privacy Impact Assessment if applicable

	3
	Copy of signed ATO or IATO
	3
	Copy of signed ATO or IATO

	4
	System Regulatory Compliance Report
	4
	System Regulatory Compliance Report

	5
	Economic Viability Tool or Life Cycle Return on Investment
	5
	Economic Viability Tool or Life Cycle Return on Investment

	6
	Business Process reengineering (BPR) Questionnaire
	6
	Business Process reengineering (BPR) Questionnaire

	7
	System Status Matrix (Stoplight Chart)
	7
	DITPR Dashboard

	8
	DITPR Dashboard
	
	


g.  Remediate any issues the IRB has with the certification package with the Domain.

h.  Maintain historical files on all documentation associated with all certifications and archive to the Army Records Information Management System after 2 years.  

i.  Coordinate for appropriate Army representation at the IRB and distribute IRB and DBSMC minutes/results to Domains when received.  

j.  Ensure this process guide is updated on a continual basis.  

5.  Army Staffing Proponents.  
Army Staffing Proponents have 10 business days to review the system Cert/AR data and documentation for compliance, specific to their proponent area.  Via email, notify the Business Certification Team AO of concurrence/non-concurrence of system artifacts. 

a.  Army Architecture Integration Center (AAIC); AAIC will review for BEA compliance and ensures artifacts are uploaded in DoD’s Architecture Compliance and Requirements Traceability (ACART) portal.  AAIC provides a BEA compliance review statement via email to the Business Cert Team.   
b.  Army Budget Office (ABO); ABO will review for funding availability and accuracy of appropriation type and provide concurrence via email to the Business Cert Team AO.  
c.  CIO/G-6 Acquisition Compliance and Certification (ACC); reviews for Clinger-Cohen compliance and acceptable level of risk and provides concurrence via email to the Business Cert Team AO.  
d.  CIO/G-6 Information Resource Integration (IRI); reviews MDEP and APE and verifies inclusion in SNAPIT.  Provides concurrence via email to the Business Cert Team AO.  
e.  Army Network Enterprise Technology Command (NETCOM) validates the authority to operate or IATO for currency and  provides concurrence via email to the Business Cert Team AO.  
f. CIO/G6 Privacy Office validates that required Privacy Impacts Assessment has been submitted to CIO and provides concurrence via email to the Business Cert Team AO.  
g. Office of the Deputy Assistant Secretary of the Army for Cost and Economics (ODASA-CE). Review and approve BCA for unfunded, new or expanded requirements for ACAT I programs and certify the economic viability of programs that are categorized as Acquisition Category I (ACAT I), as explained on page 33 (Table 1) of the DoDI 5000-02. 

6.  Investment Review Board (IRB) 
BTA guidance at Reference E outlines the responsibilities of the IRB and support staff.  Those responsibilities include reviews of all system package submissions for completeness, cross-IRB coordination, the publication of issue papers relating to Cert/AR packages and responses from the component system owner, preparing IRB minutes and scheduling systems on the IRB/DBSMC calendars.  There are five (5) Investment Review Boards (IRB)

- Financial Management (FM); 
- Real Property & Installation Lifecycle Management (RP&ILM); 
- Weapon System Lifecycle Management/Materiel Supply and Service 
Management (WSLM/MSSM);  
- Human Resources Management (HRM)
- Information Technology (IA and IT Network Infrastructure) 
III.  POLICY/PROCEDURES

1.  GENERAL.  The IT Investment Certification/Annual Review (Cert/AR) process will be completed in accordance with the published references as stated in Appendix G of this document. The information provided is amplifying guidance by the Army CIO/G-6 Portfolio Management Division concerning documentation that is necessary for a business certification review to be completed and relevant documentation forwarded for consideration by the Investment Review Board (IRB) and Defense Business Systems Management Committee (DBSMC), (NDAA 2005, Public Law 108-375, Title 10 – Armed Forces, Section 2222). 
For purposes of this process guide, the terms system, initiative, or item are used interchangeably and relate to any IT investment that requires certification or annual review.  
a. System owner is responsible for data accuracy in APMS and artifacts.

b.  All required compliance data and information must be up-to-date and uploaded into APMS no later than fifteen (15) business days prior to the respective IRB cutoff date.  
c.  The APMS homepage on AKO at the APMS Featured Links section at the Data Dictionary tab – Required and Additional Data Form Categories document provides specifics on the required data. https://www.us.army.mil/suite/page/84688
d.  Any business case not deemed viable by the CMO will not go through the 
certification process.

e.   Cert/AR documents must be uploaded to the APMS on the appropriate Forms Tab, BMA Certification Form or BMA Annual Review Form. APMS populates the DITPR Certification Dashboard and the System Regulatory Compliance Report.  Only DITPR Certification and Annual Review dashboards are accepted by the IRBs.  

f.  File Naming Convention.  A standardized file naming convention is required to be used for all artifacts uploaded to APMS in support of business certifications.  The naming conventions our outlined in Appendix C. 
2.   IT INVESTMENT CERTIFICATION REVIEW TYPES.  There are several types of submissions to the Investment Review Boards. 
a.  IT Business System Certification:  A certification is submitted through the respective IRB to the DBSMC for IT investments that deliver business capabilities and plan to spend in excess of $1M in development/ modernization.  Depending on how the development or modernization effort is structured, it may be a one-year effort or a multi-year effort and may extend beyond the current Future Years Defense Plan (FYDP).  For more information, go to National Defense Authorization Act (NDAA) 2005, Public Law 108-375, Section 332, page 41 located at http://www.dod.mil/dodgc/olc/docs/PL108-375.pdf and Title 10 – Armed Forces, Section 2222, page 950 located at http://uscode.house.gov/pdf/2005/2005usc10.pdf
            b.  IT Business System Annual Review:  An annual review is submitted for systems that have been previously certified by the DBSMC for more than one year, are not re-certified within a current year, or are designated a Special Interest system.
             c.  IT Business System Close-out Annual Review:  A Close-out Annual Review is to occur when a system reaches the end of a Certification period and the Component does not expect to Certify that system for new funds on the same modernization; i.e., the modernization effort is complete. The purpose of conducting this type of review is to allow the IRB insight into completed modernization efforts, to utilize the IRB as a forum for discussion on lessons learned, and to track metrics on progress of defense business modernization efforts.  Components will submit the same package as required for a standard IRB Annual Review and will specify in the Annual Review Assertion Memo and in the “Expected Outcomes” section of the Annual Review Dashboard (DITPR) that the review is in fact, a Close-out. Generally, the IRB will be curious to know whether the completed modernization fulfilled the business need and how success of the modernization was measured. The completion of a Close-out Annual Review does not exclude the program from receiving a future Certification; however, it is to be used when a program deems a modernization to be complete.  
             d.  IT Business System De-Certification:  A Decertification is a reduction in the amount of funds a Component has certified. If a Component determines that the funding level for a certified modernization will be reduced by more than 10% of the certified funding level, a Decertification may be warranted. A Decertification may also occur in the case that the FY period of the Certification is reduced (i.e., from 3 FY to 2 FY), funding eliminated altogether, or could be requested by the Component or IRB / DBSMC in other cases, such as if the amount of funds executed in any given fiscal year is considerably less than the Certified amount. Decertification information is to be entered into DITPR and submitted for IRB / DBSMC review with thorough explanation in the PCA Memo and related Dashboard information which reflects the circumstances of the Decertification. 
            e.  IT Business System Recertification:  Recertification is required when additional capital investment above a previously certified amount is needed or additional time outside of the originally Certified FY period is needed, on the same modernization effort. If a Component needs more funds in the same FY period in which they have already been certified but to be used for a different modernization, a new Certification is required. For multi-year Certifications, a Component may redistribute funds between fiscal years, but if the total amount will exceed the DBSMC-approved amount, a Recertification is required. If the amount of funds redistributed in any given fiscal year is more than 10% of its approved amount, the PCA is required to provide an explanation to the IRB Chair through their Support Staff and may be required to perform a Recertification at the discretion of the IRB Chair. A Recertification request should be for the additional amount of funds requested, not the previously certified amount plus the new amount. 

                Similarly, if a Component has not obligated Certified modernization funds within the period of time covered by the Certification and needs to obligate them outside of the approved period (i.e., “carryover”), it must request a Recertification. In these cases, the period of time, not the funds, is what needs Recertification. The total amount of Certified modernization funds remains the same, only the period during which those funds may be obligated changes.  Recertification information is to be entered into DITPR and submitted for IRB/DBSMC review with a thorough explanation in the PCA Memo and Dashboard which reflect the circumstances of the Recertification. Note: The redistribution threshold of 10% provides flexibility within a DBSMC-approved amount. A program may not obligate funds for any amount over the total DBSMC-approved amount.  


f.  Special Interest System Review
Some systems may be designated a Special Interest System requiring Office of the Secretary of Defense oversight because of its importance to the DoD mission, its high development, operating, or maintenance costs, or its significant role in the administration of DoD programs.  Although these systems may sometimes not exceed the dollar threshold requiring certification, they are still required to be reviewed by the respective IRB.  [System owner submits the same documents submitted for an Annual Review]

3.   IT INVESTMENT CERTIFICATION DOCUMENTATION.  All IT business systems meeting the requirements for certification review, will first prepare their system for this process by completing specified forms within the Army Program Management System (APMS).  Thereafter, an annual review is required with applicable documentation.  The documentation for either review is the same except where noted. 

	Required Artifacts for Upload to APMS

	
	Annual review
	
	Certification

	1
	Funding Profile
	1
	Funding Profile

	2
	FISMA/PIA Compliance Assertion checklist and Privacy Impact Assessment if applicable
	2
	FISMA/PIA Compliance Assertion checklist and Privacy Impact Assessment if applicable

	3
	Copy of signed ATO or IATO
	3
	Copy of signed ATO or IATO

	4
	FISMA/PIA checklist 
	4
	FISMA/PIA checklist 

	5
	Completed BPR Questionnaire
	5
	Completed BPR Questionnaire

	6 
	Funds Certifying Officer Statement
	6
	EV Tool or LROI (not both)

	7
	System Status Matrix (Stoplight Chart)
	7
	PM Assertion memo

	8
	EV Tool or LROI (not both)
	8
	SFIS Compliance 

	10
	PM Assertion memo
	9
	Other as required by Domain

	11
	SFIS
	
	

	12
	Other as required by Domain
	
	


Note: The dashboard and the System Regulatory Compliance Report are generated from the 
system data that is entered by system owner into APMS and then uploaded DITPR.  
Each document is described below:   

1)  Dashboard.  This is the single most important stand-alone document used by all IRBs to assess an investment.  The system owner will directly input the required data fields into the Form in APMS.  Ensure the appropriate form in APMS is used based on whether a Certification or Annual review is required.  Data in APMS is uploaded to DITPR and populates the DITPR Dashboard.  The correct type of action (i.e, Cert or annual review) must be identified in the BMA Certification Package Status section. This is essential to ensure the correct data fields are displayed.  Data quality is essential for the APMS/DITPR upload to work.

a.  Any changes that will cause the system to deviate from the certified dev/mod plan (cost/schedule/performance) must be explained.  
b.  The general information data included in the BMA Annual Review Form (i.e. System Name, System Description, DITPR number, etc.) should not change since these areas reflect historically what was certified and which is now being reviewed.  
c.  Areas that should be updated are:  Milestones of Modernization, Budget changes, Risks & Mitigation, and Economic Viability) of what was certified that has changed.  
d.  Explain in the Milestone Achievement Issues section if a Milestone has changed, or the amount previously certified will not be spent in the year it was certified for, or any other change regarding Cost, Schedule, or Performance.  
e.  Provide update on conditions placed on certification or the last Annual Review by the IRB, how those conditions were met, or plans for meeting certification conditions and responses to specific questions posed by the IRB.

2)  
System Status matrix (Stoplight chart). This should include the BTA standard performance metrics that show each metric as Green, Yellow, or Red and an explanation of any system that is not reported "green" on the status report; that is, why a system is deficient and the corrective actions to be taken to gain a satisfactory rating. Ensure that the status matches other information included in artifacts in your packet.  For example – if your documentation states that you had a six month schedule slip, evaluate whether your stoplight chart should be green for schedule and explain any discrepancies.   


3)  System Regulatory Compliance Report.  This report is a synopsis of all data associated with compliancy requirements that relate to a specific system.  It includes: Core System Information, Point of Contact (POC) Listing, Mission Criticality, Core Trigger Questions, Federal Information Security Management Act (FISMA), E-Authentication, Privacy Impact Assessment (PIA), System Interoperability, Standard Financial Information Structure/Federal Financial Management Improvement Act (SFIS/FFMIA), Enterprise Transition Plan (ETP), Public Key Infrastructure (PKI), Records Management Status, Business Enterprise Architecture (BEA), and Economic Viability (EV) data.  This report is populated when the data that has been entered into APMS, is uploaded to DITPR. 
4) Funds Certification Officer Statement.  The Funds Certifying Officer,

specific to the system, must sign the statement certifying that appropriation(s) cited in 
the dashboard is (are) correct for the intended purpose of conducting development/ modernization (dev/mod).  A justification for the use of Operations and Maintenance (O&M) funds in excess of $250K that is cumulative to date for dev/mod must be included.   Financial Management Regulation, Volume 2A, Chapter 1, Section 010212, states: “O&M appropriations: Expenses incurred in continuing operations and current services are budgeted in the O&M appropriations.  Modernization costs under $250K are considered expenses, as are one-time projects such as developing planning documents and studies.”  Questions/issues pertaining to the information contained in this statement will be addressed by an ASA (FM&C) ABO representative and the Funds Certifying Officer whose signature appears on the statement.  

       5)   Funding Profile.  This document shows the funding of the investment to the 3rd decimal place across the Future Years Defense Program (FYDP) that includes the following details: Appropriation (APPN), Management Decision Package (MDEP), Army Program Element (APE) and Command Code (CMD CD) relevant to the system or initiative.  For example, the funding estimate in Section 2 should reflect the total system costs – both dev/mod and sustainment.  However, the funding estimate in Section 3 should include only the estimated (or actual, if available) budget for dev/mod.  The funding estimate in Section 3 should be less than or equal to the funding reported in Section 2.  Only report the system costs, not the entire MDEP that contains the funding for the system or initiative.  Most program costs are only part of the total MDEP costs.  Funding should reflect the last approved (locked) budgeted position and what was submitted in the IT Budget (ITB).  If funding depicted on the dashboard is different than what was submitted in the ITB, an explanation of changes should be included.

6)  FISMA/PIA Compliance Assertion Checklist. This document is used for PM/system owner and CMO assertion that all FISMA and Privacy Impact Assessment (PIA),  procedures and security measures are in place prior to system submission.  The checklist must be signed by the system owner before being uploaded to APMS as an attachment.  The CMO will also sign the checklist before it is sent to the IRB.
7)  Copy of a signed ATO or IATO memorandum. The ATO memorandum is used for verification that assigned IA controls are implemented.  IATO memorandum is used for verification that assigned IA controls are implemented with conditions or constraints enumerated in the accreditation decision. NETCOM validates that the ATO/IATO memo provided is current.  
8)  Economic Viability (EV) or Lifecycle Return on Investment (LROI).  This document demonstrates why the investment is a good investment for the Army.  One or the other tool (EV or LROI) is required for Tier 1-3 systems seeking certification.  The decision on which tool to use is left to the discretion of the system owner and domain.  Specifics on format and content are outlined in Reference E, Business Transformation Agency (BTA), Department of Defense (DoD) Information Technology (IT) Business Systems Investment Review Process/Investment Certification and Annual Review Process User Guidance.  
	Note:  It is important that the correct version be used as the columns change each Fiscal Year.  Use the EV or LROI Template located at the APMS homepage.  (See Appendix A, Figure 3, for a screenshot. )


9)  Business process reengineering Assessment.  This questionnaire is to be completed by the system owner, and uploaded as a document into APMS.  It will assist the CMO in determining compliance with the requirement that appropriate BPR efforts have been undertaken for this system.
10)  Domain Assertion Letter. This document, provided by the Domain, asserts that all APMS data entries and documents are included in the package, have been reviewed by the domain, and are accurate, to include all compliance requirements that pertain to a system.  The assertion memo is signed by the Domain Lead (or designated representative via formal designation memo).  In addition, the following statements will be included in the assertion letter:
a.  Identification of the BEA version with which the investment is compliant.  If the investment is not compliant with the current version of the BEA, state when it is planned to become complaint.  Provide status of BEA compliance in the transmittal memo (e.g., compliant, compliant non-conflicting, or non-compliant).  If an investment is compliant with conditions, provide details of how and when the investment is expected to achieve compliancy.  
b.  A justification for the use of Operations and Maintenance (O&M) funds in excess of $250K that is cumulative to date for dev/mod.  

c.  A statement that the system is included in the Army’s portion of the DoD Enterprise Transition Plan (ETP), and identifies the category for inclusion. The ETP Master List of Systems identifies the following categories:  a) systems that have been designated with a role of Enterprise or Component Target; b) systems that have been designated with a role of Legacy that are migrating to an ETP Target system; and c) all Tier 1 or 2 systems.  If not in the ETP, an explanation is required, addressing when it will be included in the ETP.  
d.  A statement regarding the as-of date when the investment information is accurate in the Army Portfolio Management Solution (APMS).  All data entries must be accurate to include all compliance requirements that pertain to a system.
e.  A statement that the system meets all other compliance requirements as outlined in paragraph 4 below,” Additional Compliance Requirements” of this guide.  If the system does not meet all other compliance requirements at the time it is submitted for Cert/AR, then a statement should be provided as to when it is planned to be in compliance.
f.  A statement: “This is/is not an enterprise system and a redundancy analysis has/has not been completed.  This system does/does not perform duplicative functions as other systems that support the operational activity.” 

g. A statement that appropriate Business Process Reengineering (BPR) efforts have been undertaken as part of the system’s development process; or, if not, an explanation and date of expected completion.
11)  Additional documents.  There may be additional documentation that needs to be completed and uploaded to APMS depending on the IRB or if the System Owner makes certain choices within the APMS BMA Certification Form, i.e. ACAT.  Systems Owners should coordinate with the Domain to ensure unique documentation requirements are met.   
4.   ADDITIONAL COMPLIANCE REQUIREMENTS.  The Army is making a concerted effort to ensure all certification and compliance requirements pertaining to IT investments are achieved in an integrated fashion.   Although this process guide specifically addresses procedures for ensuring compliance with the NDAA 2005 and obtaining DBSMC certification or IRB review, systems owners should also ensure they are compliant with the following additional requirements.  APMS provides data fields and trigger questions for most of these requirements.  It is the system owner’s responsibility to ensure that the data relating to their IT investment is accurate and up to date in APMS.  
a.  Federal information Security Management Act (FISMA).  System owners have the responsibility of reporting on the security status of their systems in the Army Portfolio Management Solution (APMS) database.  See AR 25-2 for details concerning FISMA compliance.

b.  Privacy Impact Assessments (PIA).  The Department of the Army recognizes the importance of protecting the privacy of individuals, especially as it modernizes and develops its information technology (IT) systems.  Section 208 of the E-Government Act of 2002 establishes Government-wide requirements for conducting, reviewing, and publishing Privacy Impact Assessments (PIA).  These assessments explain how the Department factors in privacy issues for all new or significantly altered IT systems or projects that collect, maintain or disseminate personally identifiable information (PII) from or about members of the public.  System owners are required to ensure IT investments are PIA compliant before submitting them for DBSMC certification.  See http://www.army.mil/CIOG6/privacy.html  for details on PIA compliance.

c.  E-Authentication.  Office of Management & Budget requires all Federal Agencies to review new and existing IT systems to ensure that authentication processes provide the appropriate level of assurance.  DoD implements this guidance by collecting e-authentication related data on IT systems that are browser-based, external facing, and require end user authentication to access the entirety of or a portion of the system.  Army systems that are browser-based, external facing, and require end user authentication to access a portion of, or all parts of the system must populate the additional e-authentication fields in APMS.  Data should be validated monthly and updated when it changes.  See Office of Management and Budget (OMB) M-04-04, E-Authentication Guidance for Federal Agencies, dated December 16, 2003 http://www.whitehouse.gov/omb/memoranda/fy04/m04-04.pdf and DoDI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), dated November 28, 2007 http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf for details on E-Authentication compliance.


d.  Public Key Infrastructure (PKI).  PKI is a service of products which provide and manage X.509 certificates for public key cryptography.  Certificates identify the individual named in the certificate, and bind that person to a particular public/private key pair.  DoD PKI provides the data integrity, user identification and authentication, user non-repudiation, data confidentiality, encryption and digital signature services for programs and application, which use the Army and DoD networks.  System owners will update PKI data fields and answer trigger questions in APMS.  See AR 25-2 for details on PKI compliance.

e.  Standard Financial Information Structure (SFIS).  The SFIS is DoD’s common business language that enables budgeting, performance based management, and the generation of financial statements.  SFIS has been incorporated into the requirements products of the Business Enterprise Architecture (BEA).  The National Defense Authorization Act (NDAA) requires an information infrastructure that, at a minimum, integrates budget, accounting, program information, systems, and performance.  The revised implementation guidance for the Federal Financial Management Improvement Act (FFMIA) of 1996 requires agency financial management systems to reflect an agency-wide financial information classification structure that is consistent with the U.S. Government Standard General Ledger (USSGL).  System owners will update the SFIS/FFMIA data fields and answer trigger questions in APMS.  If system is required to be SFIS compliant, the link provided gives additional guidance. <http://www.defenselink.mil/dbt/sfis_resources.html>

f.  Business Enterprise Architecture (BEA).  The NDAA of FY 2005 prescribes the establishment of IRBs and requires the Defense Business Systems Management Committee (DBSMC) to develop a BEA to guide and constrain DoD business system investments and a transition plan to implement the architecture.  System owners must assert compliance to the latest version of the BEA for IRB certifications that occur more than 180 days after its release. http://www.defenselink.mil/dbt/products/investment/BEA_5_0_Compliance_Guidance_Final.pdf
g.  Records Management.  Ensure a dialogue is established with the Army Records Management and Declassification Agency to ensure records management and archive requirements are considered as part of the system design process.   Contact information is 7701 Telegraph Road, Casey Bldg (ATTN: AAHS-RDR), Alexandria, VA  22315-3850, (703) 428-6464.  http://www.rmda.belvoir.army.mil/rmdaxml/default.asp
h.  Enterprise Transition Plan.  System owners will ensure their systems reflect their correct ETP category in APMS.  Those that have the following category will be displayed in the ETP Master List of Systems:  Systems that have been designated as ‘In the ETP’ with a Role of Enterprise or Component Target; Systems that have been designated as ‘In the ETP’ with a Role of Legacy and with migration to an ETP Target system; and all Tier 1 or 2 systems.  Tier 3 systems that do not fall within any of these categories are not required to be in the ETP, but should be included in the component level transformation plan if being certified by the DBSMC.  The ETP includes a schedule for terminating old systems and replacing them with newer, improved enterprise solutions. The ETP and BEA, working together, allow leadership to evaluate gaps and overlaps between current programs and redirect efforts to minimize redundancy and provide needed business capabilities.  ETP link is provided for additional compliance information.  http://www.defenselink.mil/dbt/products/2008_BEA_ETP/Sept2008/ETP.html
i.  Computer Hardware, Enterprise Software and Solutions (CHESS) .  Although not a required data field in APMS, system owners are required to check with CHESS to ensure they are leveraging Army-wide enterprise licenses in the development and modernization effort they are seeking to be certified by the DBSMC.  This is important to ensure that unnecessary hardware/software expenses are avoided and that best cost is taken advantage of.  To get detailed information on this program, system owners should go to website https://ascp.monmouth.army.mil/scp/index.jsp. 
APPENDICES
APPENDIX a – IT Investment Certification/Annual Review (Cert/AR) process Screenshots
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Figure 1.  APMS Screenshot of the BMA Certification Form
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Figure 2.  APMS Screenshot of where attachments are uploaded in the 

        BMA Certification Form
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Figure 3.  Economic Viability (EV) Template
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Figure 4.  APMS Screenshot of main BMA Annual Review Form 
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Figure 5.  APMS Screenshot of where attachments are uploaded in the 

        BMA Annual Review Form
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Figure 6.  APMS Screenshot of main Required Data Form 

APPENDIX B– IT Investment Certification/Annual Review (Cert/AR) 

Process Flowchart
under REVISION
APPENDIX C - File Naming Convention

A file naming convention will be used to ensure a unique file naming standard for all artifacts that enables more efficient and effective document management, search and archive.  
The following file naming convention is required to be used for all artifacts uploaded to APMS in support of business certifications and annual reviews:  Three letter document code, underscore, two letter IRB acronym, underscore, DITPR number, underscore, type of review, underscore, two number year of review, underscore, two number version, underscore, acronym, underscore, optional what you name your file.

	Doc Code
	IRB
	DITPR
	Type
	YR
	Ver.
	Short Name
	(Optional) Your File Name

	CCA
	RP
	07983
	DC
	10
	01
	IBM-MES
	CCA_Requirements Questionnaire


Example: CCA_RP_07983_DC_10_01_IBM-MES_CCA_Requirements Questionnaire.

	 
	 

	Document code lookup table

	 
	 

	CCA
	Clinger Cohen Act

	CSR
	Compliance Summary Report

	DAL
	Domain Assertion Letter

	DSB
	DITPR Dashboard

	EVT
	EV Tool and LROI Tool

	FCS
	Funding Certification Officer Statement

	FPR
	Funding Profile

	LOG
	Issue Log

	PCA
	Pre-Certification Letter

	OMA
	OMA Funding Letter

	PIC
	FISMA PIA Checklist Assertion (identifiable information)

	SRC
	System Regulatory Compliance Report

	SUP
	Other Supporting Documentation

	ATO
	ATO or IATO (authority to operate)

	FWS
	Funding Worksheet (xls)

	SFQ
	Standard Financial Management Information Act Questionnaire

	EAD
	Enterprise Architecture Documentation

	SFI
	Standard Financial Information 

	PMR
	Program Manager Request Memo

	PIA
	Privacy Impact Assessment documentation

	SSC
	System Stoplight Chart

	MIS
	Miscellaneous Documents

	DEP
	Dependency Documentation

	BPR
	BPR Assessment Checklist

	
	

	 
	 

	IRB Lookup Table

	 
	 

	FM
	Financial Management IRB

	RP
	RP&ILM IRB

	WS
	WSLM/MSSM IRB

	HR
	Human Capital IRB

	IT
	Information Technology IRB

	
	

	 
	 

	Certification Type Lookup Table

	 
	 

	CT
	Certification

	RC
	Re-Certification

	DC
	De-Certification

	CO
	Close Out

	AR
	Annual Review


APPENDIX D - DOCUMENT TEMPLATES

Templates for the documentation required for certification packages can be found on the APMS portal on AKO.  https://www.us.army.mil/suite/page/84688
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APPENDIX E – GLOSSARY
Defense Business System:  An information system, other than a national security system, operated by, for, or on behalf of the Department of Defense, including (but not limited to) financial systems, mixed systems, financial data feeder systems, and information technology and information assurance infrastructure, used to support business activities, such as (but not limited to) acquisition, financial management, logistics, strategic planning and budgeting, installations and environment, and human resource management.  Business systems are those Army systems that support or perform generating force activities even if they are used on the battlefield.  

Information System:  A combination of people, processes, information and technology that accomplish a process. 
Information technology:  Software, applications and computer hardware whose activities are devoted to processing (capturing, transmitting, storing, retrieving, manipulating and displaying) information.

Modernization:  The acquisition or development of a new system, or the significant modification or enhancement of an existing system other than that necessary to maintain existing services.
Modernization costs:  Includes, but are not limited to, personnel, equipment, software, supplies, contract services (from private sector providers), space occupancy, intra-agency services from within the agency and inter-agency services from other Federal agencies.
Sustainment costs:  Covers the expenses associated with operating and supporting an existing, deployed information system.  Sustainment costs include software licensing, hardware leases, training, bug fixes (maintenance), system administration, database administration, facilities costs and other contract services.
System Development/Modernization Investment Tiers:
Tier 1: Major Automated Information System (MAIS)/Major Defense Acquisition Program (MDAP) programs.
Tier 2: Includes all non-MAIS defense business system program investments $10 million or above.
Tier 3: Includes all non-MAIS defense business system program investments greater than $1 million and less than $10 million.
Tier 4: Includes all non-MAIS defense business system program investments less than or equal to $1 million.
Technology refreshment:  The intentional, incremental insertion of newer technology such as hardware or software, to improve the reliability, maintainability, to reduce cost, and/or enhance performance.  
The insertion of such technology as part of maintenance is usually a sustainment cost, funded by the operations and maintenance appropriations and does not require certification unless it exceeds $1M in any FY.  
Technology refreshment implemented for the purpose of adding capability or significantly changing the performance envelope or architecture of the end item is considered an investment or modernization cost.

If it is done to significantly impact functionality, it is modernization and not sustainment.
Technology refreshment costs:   
Include technology refresh costs in “modernization” when it is done to provide new capability, alters the architecture, will significantly extend the scope of existing services or will cost more than $1M in any Fiscal year.  
When technology refresh expenditures are made primarily to lower maintenance costs, keep up with technology, or to enhance processing speed, usability or technical performance, include them in “sustainment” costs.
APPENDIX F – ACRONYMS
AAIC – Army Architecture Integration Cell

ABO – Army Budget Office

ACC- Acquisition Compliance and Certification

AKM – Army Knowledge Management

AKO – Army Knowledge On-line

AO – Action Officer

APE – Army Program Element

APMS – Army Portfolio Management Solution

APPN - Appropriation

AR – Army Regulation or Annual Review
ASA – Assistant Secretary of the Army

ASCP – Army Small Computer Program

BEA – Business Enterprise Architecture

BMA – Business Mission Area
BPR – Bussiness Process Reengineering
BTA – Business Transformation Agency

CHESS – Computer Hardware, Enterprise Software and Solutions

CIO – Chief Information Officer
CMD CD – Command Code

DA – Department of the Army

DBSMC – Defense Business System Management Committee

DITPR – Department of Defense (DoD) Information Technology Portfolio Repository

DoD – Department of Defense

ETP – Enterprise Transition Plan

EV – Economic Viability

FFMIA – Federal Financial Management Improvement Act

FISMA – Federal Information Security Management Act

FM&C – Financial Management and Comptroller

FOC – Full Operational Capability

FYDP – Future Years Defense Program

IRB – Investment Review Board

IRI – Information Resource Integration

IT – Information Technology
ITB – Information Technology Budget

LROI – Lifecycle Return on Investment

MAIS – Major Automated Information System
MCR – March Congressional Report
MDAP – Major Defense Acquisition Program

MDEP – Management Decision Package

NDAA – National Defense Authorization Act

O&M – Operations and Maintenance

PCA – Pre-Certification Authority

PIA – Privacy Impact Assessment

PKI – Public Key Infrastructure

PSA – Principal Staff Assistant

RPILM – Real Property and Installations Lifecycle Management

SFIS – Standard Financial Information Structure

SOP – Standard or Standing Operating Procedure
APPENDIX G - REFERENCES
a.  Army Knowledge Management (AKM) Guidance Memorandum – Capabilities-Based IT Portfolio Management Governance Implementing Guidance, dated   9 March 2008 https://www.us.army.mil/suite/doc/5296881
b.  AR 25-1, Army Knowledge Management and Information Technology Management, dated 4 Dec 2008 

c.  AR 25-2, Information Assurance, dated 3 August 2007

https://akocomm.us.army.mil/usapa/epubs/25_Series_Collection_1.html
d.  DoDI 8510.01 DoD Information Assurance Certification and Accreditation Process (DIACAP), dated 28 Nov 2007

http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf      

e.  DoDI 8500.2 Information Assurance Implementation, dated 6 February 2003

http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf
f.  General Order 2010-01: Establishment of the Office of Business Transformation, dated 5 February 2010
g.  Army Portfolio Management Solution (APMS) 

 https://apms.army.mil/prosight 
h.  Army Records Management Program 

http://www.rmda.belvoir.army.mil/rmdaxml/default.asp
i.  Business Transformation Agency (BTA), Department of Defense (DoD) Information Technology (IT) Business Systems Investment Review Process/Investment Certification and Annual Review Process User Guidance, dated January 2009 http://www.bta.mil/products/bea/products/IRB%20Guidance%202009.pdf
j.  BTA, DoD IT Business Systems Investment Review Process/Business Enterprise Architecture (BEA) Compliance Guidance, dated Mar 2010 http://www.bta.mil/products/BEA_7_0/index.htm
k.  Department of the Army (DA) IT Acquisition and Procurement Policy, dated 12 June 2007 https://chess.army.mil/ascp/commerce/standardspolicies/latestpostings.jsp 
l.  Department of Defense Information Technology Portfolio Repository (DITPR) https://ditpr.dod.mil/
m.  DoD Financial Management Regulation 7000.14-R, Volume 2A, Chapter 1 dated August 2007 http://www.defenselink.mil/comptroller/fmr/02a/02a_01.pdf
n.  Ronald W. Reagan National Defense Authorization Act (NDAA) 2005, Public Law 108-375, Section 332, page 41 http://www.dod.mil/dodgc/olc/docs/PL108-375.pdf 
o.  Fiscal Year (FY) 2010 National Defense Authorization Act (NDAA) ,Section 1072 Business Process Reengineering http://www.ndia.org/Advocacy/LegislativeandFederalIssuesUpdate/Documents/NDAA_FY2010_Selected_Procurement-Acquisition_Issues.docx
p.  Title 10 – Armed Forces, Section 2222, page 950 http://uscode.house.gov/pdf/2005/2005usc10.pdf
q. DFAS-IN Manual 37-100-2008, Appendix A http://www.asafm.army.mil/secretariat/document/dfas37-100/fy2008/37-100-2008.asp
r.  Memorandum, HQDA, 30 Dec 09, subject:  Cost-Benefit Analysis to Support Army Enterprise Decision Making.
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